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5. KomnbloTepHO-TEXHNUYECKan 3KCnepTu3a

MecTo m ponb KT

Obwee

C TOYKM 3peHHUsI MecTa B PaCKpbITUM M paccjeJOBaHWM YTOJOBHOTO nesa
KOMITbIOTEpHO-TexHUYecKast skcrneptusa (KTD) Huuem He oTauvaercss OT
IPYTUX BUAOB DKCIIEPTU3.

KomnbrorepHass nHdopmanus, spisiomascsd oObeKTOM WU CPEACTBOM
COBEpIIEHNS KOMIBbIOTEPHOTO MPECTYIUIEHUS, XOTS U MOXET OBbITh MpeaHas-
HayeHa 1151 OOBIUHBIX JIIO/Ieii, HO UCCJIEA0BATh €€ MOTYT TOJIbKO CEIIMATUCTHI.
IIpaktuuecku mobdoe obOpalleHHE ¢ KOMIBIOTEpHOII MHpopMalueir TpedyeT
crnelMaabHbIX 3HAHWH. A UCTOUHMKOM TaKWX 3HAHWMI, COTJIacHO 3aKOHY, MO-
KeT OBITh TOJBKO CMELUATUCT UM 3KCIEePT. YcTaHaBIUBaTh (haKThl, Kacalo-
uecss KOMIbIOTePHON MH(POPMAIIMU, MOXHO TOJIbKO HA OCHOBAaHUM 3KCHEp-
tu3bl. OTcioga u ocobast poab KTD npwu pacciengoBaHum.

HecBenymuMm noasM MoOXeT ToKa3aTbCs, YTO MHOTHUE NEWCTBUS Ham
KOMITBIOTEPHO MH(pOpPMalLUeil He TpeOyIOT creluaibHbIX 3HaHU. [leiicTBu-
TEeJIbHO, COBpeMeHHbIe KoMIbloTepbl U 10 mpemHa3zHaYeHBI JJISI IIUPOKOTO
Kpyra nonb3oBareneii. M mosb3oBaTenu (B TOM 4rciie MaJTOKBaTUGUIIMPOBaH-
HbI€) YCIIEITHO BBITTOJHSIOT Ha HUX OOBIYHbBIC 3a/1a4M, TaKUE KaK peaaKTUpO-
BaHVE TEKCTOB, OTIPaBKa U MOJy4yeHHE 3JIeKTPOHHOM MOUYTHI, CO3IaHUE U pac-
rmevyaTka pUCYHKOB. 3a4eM Ke TYT CrellMaJbHble 3HaHUS?

YToObl HANTH OTBET, JaBaliTe HEMHOTO BCTIOMHUM UCTOPUIO Pa3BUTHS BbI-
YUCIUTENbHON TexHuKU. B 1960-x romax mis paborel Ha DBM cienoBaio He
ITPOCTO UMETH CIELIMaTbHbIe 3HAHUSI, HO W OBITh MTPOTPAMMUCTOM. 3aTeM ObI-
JIV CO3[aHBbl MPOTPaAMMBI IJISI PEIIeHUSI HEKOTOPBIX TUITOBBIX 3a/1a4, U HaBBIK
ImporpaMMHKCTa MepecTal ObITh 00s13aTeibHBIM. Ho ynipaBnenue paboroit DBM
MOo-TMpeXHeMy ObIO HEJOCTYITHO JIUIsT Hecnennanucta. B 1980-x romax mosiBu-
JINCH TIEPBbIE TIePCOHAIbHBIE KOMITBIOTEPHI, HAYYUTHCSI paboTaTh C KOTOPBIMU
MOT OOBIYHBIN YyenoBeK. OOydyeHUe TeM He MeHee Bce ke TpeboBanock. M 3To
OTrpaHMYMBAJIO PBIHOK COBITA TepcoHalbHBIX KoMTbloTepoB. Ho 1O cTpeMu-
TEJILHO pa3BUBaoCh. Ml OMHUM U3 IIaBHBIX HATIPABJICHUN €TO pa3BUTHUS SIBJISI-
JIOCh obecrieueHue MPOCTOro, HATJSIAHOTO U OTHOCUTEJIbHO MPUBBIYHOTO MH-
Tepdeiica mis HeKBaTUDUIIMPOBAHHOTO ToJib3oBaTe . OpUeHTalMsl Ha Mac-
COBOro TOKyIMaTesss — 3ajor ycriexa misi kommepueckoro I1O. HekoTopbie
coBpemeHHble OC nenaloT OCBOEHHUE MePCOHATbHOTO KOMITbIOTEPA JTOBOJIBHO
MPOCTON 3amaueil, MOCKOJbKY CBOAAT «MHOTOMEpPHOE» YIpaBJeHUEe K BEIOOPY
U3 CIUCKa OeMCTBUIA, a BMECTO TEXHUYECKUX TEPMUHOB ONMEPUPYIOT MeHee
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aJleKBaTHBIMU, HO 0oJiee MPUBBIYHBIMU JJISI TIPOCTOrO YeaoBeKa aHaJOTaMU:
«IOKYMEHT» BMECTO «(haill», «IamKa» BMECTO «KaTaJoT», «OTIIpaBKa coo0Ie-
HUSI» BMecTO «ycTaHoBlieHue SMTP-ceccuu» u tak nanee. MHorue ornepamnuu
aBTOMATU3UPOBAHBI 32 CUET CHUXKEHUST PYHKIMOHATHLHOCTU. MHOTHE IpyTHe
ornepaiuu MpoCTO CKPHITH OT MOJib30BaTessi. Bce 3To cTaio BO3MOXHBIM OJ1a-
romapsl pa3BUTHIO MPOTrpaMMHOTr0 obecriedeHUsI. BUTHI B COBpEeMEHHBIX
KOMIIBIOTEpaX TOYHO TaKue Xe, Kak 1 40 et Hazan. Y Habop apudMeTHIeCcKO-
JIOTMYECKUX Oflepaluii mpoleccopa Mano uaMeHwics. Kaxyiascs nmpocrora
— 9TO He OoJjiee YeM IOAHSTHE TOJb30BaTeNisi Ha Oojiee BHICOKHUI YpPOBEHb
abCcTparupoBaHUS OT TEXHMYECKOW peanm3allny omnepanuii. Takoe MogHATHE
BOBCE He 03HAYaeT MOHMMaHMsI. HampoTuB, MpocToTa yrpaBieHUs JOCTUTAET-
cs 3a CYET CHMKEHMST TOHMMAaHWSI CYTH TTPOU3BOIUMBIX JE€MUCTBUIA.

ITpuBenem npoctyto aHajsoruto. B Hauane XX Beka ynpaBjieHe aBTOMOOU-
JieM ObLJIO Hepa3pbIBHO CBSI3aHO C €ro TeXOOCTyXXMBaHUEM (IIOBOJIbHO TPYAO-
€MKUM) U MOYMHKON. B TeueHMe HECKOIbKHUX AECATUIECTUN BOXIECHUE aBTO-
MOOUJISI ocTaBajoCh Mpodeccueit, KOTOpOil MoI0XeHOo ObLI0 yuuThes. [1o me-
pe pa3BUTHUSI TEXHUKHM aBTOMOOWJIb MpPEeBpaTUJICS B MOTPEeOUTENBCKUI TOBap,
MOCTYIHBIA caMOMYy IIUPOKOMY Kpyry. E3muTh Ha MalllMHe MepecTago O3Ha-
YaTh €€ 00CIYyXKUBaTh. Y HEKOTOPBIX COBPEMEHHBIX MOJEEH gaxke HE OTKPbHI-
BaeTCsl KamoT, MOCKOJbKY MOJIb30BaTEe0 3TO He HYXXHO. B aBTomKomax yxe
MepecTaad yIuTh YCTPOMCTBO ABuUTaTensi. HyXHBI M ClelMadbHbie 3HAHUS
IS cCOBpeMeHHoTo aBToyitoouTens? [Toutu HeT. A ISl MPOBEACHUS SKCIEPTH-
3bl aBTOTEXHUKHU?

JIns TONb30BaHUSI COBPEMEHHBIM KOMITHIOTEPOM CITelIMaIbHbIe 3HAHWS
e CTBUTENILHO HE TPeOYIOTCS. DTO MPOUCXOIUT Oaaromgapsi BBICOKOM CTeTeHn
OTYYXIEHUS TT0JIb30BaTENsl OT TEXHUUECKOI peanu3aliuu oopaboTku nuHdop-
Maluu. MexXny «BepXHUM CIIOEM», TO €CTb TpaMIeCKUM MHTePDEHCOM MOTb-
30BaTesl, U «<HUXHUM CJIOEM», TO €CTb OUTOBBIMU MacCUBaMU JAHHBIX, JIEXKUT
MHOTO MMPOMEXYTOUHBIX «CJIOeB» U3 (hOpPMATOB, IPOTOKOJIOB, ApaiiBepoB, API,
CUCTEMHBIX (DYHKIWI U TIPUKIATHBIX TporpaMM. Ha KaxkaoM M3 HUX OCTaloT-
cs caenbl. Kaxablil «cjioii» BHOCUT CBOIO JIENTY B U3MEHEHUE KOMIBIOTEPHOU
nHpopManuu, B obpazoBaHre UUOPOBBIX cienoB. s MOMCKa W U3YYeHUS
STUX CJIE0B Cllel[halbHble 3HAHUs HYXHBI. M3-3a OTUyXIEeHUS MOJIb30BaTES
OT peanu3anuy 60JbIIas YacTh MHGOPMALIUK OT Hero cKphiTa. [TouTu Bce mpo-
LIECCHI TIPOUCXOASAT HEe TaK, KaK OHU MPEACTABISIOTCS MOJIb30BaTEIIO.

Kmo moxcem 6vimo 3xcnepmom?

HCO)IHOKpaTHO aBTOPY IPpUXOANJIOCH CTAJKMWBATLCA C BOIIpOCAMM Ha 3Ty
Temy. [IpudeM BOMpPOCH 3amaBajy ClefOBaTeaU. A y Bac €CTh JUIEH3HsS Ha
IIpOU3BOACTBO 3KCHepTI/I3BI? A Bailre nIpeanpuATueC UMECT CCDTI/I(l)I/IKaT OKCIIE-
pTHOTO yupexaeHusi? A y Bac ecTb JOMYCK Ha O3HAKOMJIEHUE ¢ MaTepuaaaMu
YTOJIOBHBIX J1e1?
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OTBeThl Ha BCE MOAOOHBIE BOMIPOCHI COIEPXKATCS B YTOJOBHO-IIPOLIECCY-
aJlbHOM KoJieKce. «DKCcnepT — Jullo, obyianamouiee creluajlbHbIMU 3HAHUSIMU
U1 Ha3HAYEHHOE B MOPsAKe, YCTAHOBJIeHHOM HacTosmuM KongekcoMm, s mpo-
U3BOJCTBA CyneOHON 3KCMepTU3bl M Jauu 3akiaoueHus» (ct. 57 YIIK). Kak
BUIHO M3 3TOTO OTpeaesieHUs, B 3aKOHE OTCYTCTBYIOT TpeOOBaHUS O HAIMYUU
oIpenesieHHOTO 00pa3oBaHMs, OMbITa pabOTHI, KaKOW-JMOO0 cepTUdUKAIUU
WIN JTUIEH3UPOBAHUU. DTO, KOHEUHO Xe, He 03HaYaeT, YTO IKCIIEPTOM MOXKET
OBITh TI060M. CrienualbHble 3HAHUS HEOOXOIUMBI, HO UX HaJM4ue ONpeaesisi-
eTcs ciaefoBartesieM caMocTosiTebHO. Eciu cienoBaTenb Mpu3Hai Kakoe-1ubo
JINIIO BKCIIEPTOM, TTOPYYUB €MY MPOBEACHNE 3KCIIEPTU3BI, TO TTOJ03PEBaeMBblii
IV TIOTEePTEBIINI MOXET JIMIIb 3asiBUTh 0TBOA 3KctepTy (cT. 198 YIIK) u He
Ooinee.

Korma skcnepT WK 3KCHEPTHOE YIPEXKISHHUE SIBISIOTCS TOCYAapCTBEHHBI-
MU, TO OHU PYKOBOJICTBYIOTCS TakKxXe 3aKOHOM «O rocyaapcTBeHHOM cyneOHO-
SKCIepTHOU HesaTenbHOCTH B Poccuiickoir degepanun» (Ne73-®3). B Hem
MpenycMaTpUBaeTCs aTTeCTAUs SKCIIEPTOB U3 TOCYAAPCTBEHHBIX SKCTIEPTHBIX
YUYPEXIEHU.

Ha neaTeTbHOCTb MHBIX, TO €CTh HETOCYAAaPCTBEHHBIX SKCITEPTOB U IKCIIe-
PTHBIX YYpeXIeHUI NefcTBHE 3TOTO 3aKOHA PacIpOCTpaHSETCS YaCTUYHO.
Kakoro-n1m6o nuiieH3upoBaHus, 00s13aTeIbHOM cepTU(UKALIUN WU aTTecTa-
LMY [JI1 HETOCYIapCTBEHHBIX 9KCMEPTOB HE MPEIYCMOTPEHO.

Kaxkoe ke yupexaeHue sIBIsieTCS 9KCIMEPTHBIM, a Kakoe — HeT? Konmekc ro-
BOPUT, UTO «3KCIEPTHOE YUYPEXKIEHUE — rOCylapCTBEHHOE CyneOHO-2KCIepT-
HOE€ WM MHOE YYpexkIeHHWE, KOTOPOMY TMOpPYYeHO MPOM3BOJACTBO CyneOHOI
9KCTNEepTU3bl B TIOpSIIKE, YCTaHOBIeHHOM HacrtosimuMm Komekcom» (cT. 5
VIIK). To ectb Nt060€ HErocymapcTBEHHOE YUpexkIeHUE, KOTOPOMY Clie1oBa-
TeJIb WK CYJI CYeJT BO3MOXHBIM MTOPYYHUTH MPOBEAeHIE SKCTIEPTU3HI (TTOPYYHUTH
Ha 3aKOHHBIX OCHOBaHUSAX, €CTECTBEHHO), aBTOMAaTHYECKNA CTAHOBUTCS IKCIIe-
PTHBIM.

Hu B YIIK, HU B yMOMSIHYTOM 3aKOHE€, HE COAEPXKUTCSI HUKAKUX OTAECIb-
HBIX YIIOMUHAHUM KOMITBIOTEPHO-TEXHUYECKON 3KCHepTU3bl, mosatomy KTD
MMPOU3BOIUTCS IO OOIIUM MTPUHIIATIAM.

[To TpagWMIMOHHBIM BUAAM CYAeOHOI B3KCIEepTH3bl aBTOPUTET TOCyaap-
CTBEHHBIX 3KCIEPTHBIX YYpEeXIeHUN M KBaJTU(pUKALUSI UX IKCIEPTOB PEIKO
noaBepraioTcsi comHeHnto. Ho mo HoBoMy, Bcero 5-7 jieT Ha3aa BO3HUKIIEMY
Buay akcreptussl — KTD — 3T aKcnepTHBIE YYpeXKAeHUST TMOO0 BOOOIIE KC-
MepTU3 He MPOBOIMIT, TUOO0 CMOCOOHBI MMPOBOAMTD JIMIIb MPOCTEHIINE UX BU-
nbl. [TpyunHa nzBectHa. Cnieumanuctel B objsactu UT (a Tem 6osee, KBanubu-
LIMPOBaHHBIE) TTOKA ellle He MOArOoTaBIUBaAIOTCA B MaccoBoM mopsiake. Cpen-
HSIST pbIHOYHAs 3apIijlaTa TaKoTo CrelMaJucTa HAMHOTO MpPeBbIIIaeT CTaBKU,
KOTOpPBIE B COCTOSIHUU MPEATOXUTH JII000€e M3 OI0MXKETHBIX yUpeKAeHUI (a To-
cyIapCTBEHHOE 3KCIEPTHOE YUpeXIeHHWE, COTJIACHO 3aKOHY, MOXET (DpMHAHCU-
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poBaThbCs TOJBKO U3 O10AXKETA).

Takum o6pa3om, cienoBaTeIb MOXET BIOpATh B KaUeCcTBE dKCMepTa Jrodoe
JINLIO, B Ybeil KOMMETEHTHOCTU OH yBepeH. Hukakux o0s13aTeIbHBIX «CEPTU-
¢dukaTtoB akcmeprar, JULEH3UN U JAOMYCKOB He TpebyeTcs. Pasymeercs, mis
OLIEHKU KBalu(pUKalMM KaHAWIaTa CJIeJ0BaTe]Ib MOXET HABECTU CIIPaBKU 00
oOpazoBaHuU, ombiTe paboThl B chepe UT, nomxkHocTu. ONBIT SIBSIETCS OMpe-
NEJIA0UERd BETUYUHOMN.

Kornma ects BbIOOp, aBTOp pPEKOMEHAYET OTAaBaTh NMPEANMOYTCHUE Tpax-
MAHCKOMY 3KCIepTy. B rocyaapcTBeHHbBIX 3KCIIEPTHBIX YUPEXKACHUSIX CUCTE-
mbl MBI (DKL, BKY, BKO) eciu u uMmeroTcs LITAaTHbIE 3KCIEPThl MO
KT3, To nump HU3KON KBaiudUKaAMKU, KaK MPaBUIO, «<KPEMOCTHBIE», TO
ecTh paborawuiue TaM, 4ToObl M30exXaTh Mpu3biBa B apMuio. Kpome Toro,
Harpys3ka Ha IITaTHBIX 3KcnepToB MBJl HUKaK He MO3BOJISIET UM 3aTpayu-
BaThb Ha 3KCHepTU3y Oojee ABYX AHeil (0ObIUHAs HOpMa JBE DKCIEPTU3BI B
IIeHb), YTO aBTOP IoJlaraeT HEeNMpueMJIEMO KOPOTKUM CPOKOM JUISI TTOJIHO-
LIEHHOTO UCCIeNOBaAHUS.

Ilpob6aemot ¢ nonumanuem

Dkenept npu3BaH aath 3akiuodeHue (4. 1 ct. 57 VIIK), a cneumanucr —
pa3bsICHUTH Bompockl (4. 1 cT. 58). To u apyroe moapazymeBaeT oObsSICHEHUE
HecmeuaauctaMm GakToB U 00CTOSTEIbCTB U3 00JIACTH CIIeIMAIbHBIX 3HAHUA.
Ho Bcerna 11 BO3MOXHO Takoe oObsicHeHUE?

OHO BO3MOXXHO JIMIIIb TOT/Ia, KOT/Ia HEKUI MPOLlecC HEMOHSITEH 0e3 Crelu-
aJIbHBIX 3HAHUI, HO €TO CJICACTBUS WJIN BBIBOABI LIEJTUKOM JIEXKaT B 3HAKOMO
obnactu. Hanpumep, HecrielIMaauCT MOXET He TTIOHMMAaTh, YTO TaKOE OTIeYaT-
KM TajblieB U KaK MX CHMMawT. Ho BBIBOL — 4YeOBEK Kacalyicsl TajbliaMu
mpeaMeTa — MOHSATEH JitoboMy. HecnenmmanucT MoXeT COBEpIIeHHO He pa3ou-
paThcsd B aBUAIIMOHHONW TexHUKe. Ho «mpwumHOI aBapuu siBUjach OIIMOKa
MUJI0OTa» — 3TO KaxXIoMy TMoHSITHO. Hecreumanuct He MoxeT cebe BooOpa-
3UTh, KaK paboTaeT TpaH3ucTOp. Ho Kak mojb30BaThCs paiuoB3phIBATEIEM —
31eCch HaXaJsl, TaM B30pBajloCh — 3TO MOHSITHO.

B otpacnu UT BcTpevatoTcs cuTyalnMu, KOrjaa He TOJIbKO MEXaHU3M M TIPO-
1Iecc JiexaT B 00J1acTU CHelMaJbHBIX TTO3HAHUIA, HO TaM e HaXOIsTCs Clie/l-
cTBUS U BbIBOABI. [T0o3TOMY OBIBAET Tak, YTO CIIELMAIUCT 3aTPYAHSIETCS 00BsIC-
HUTb MMPOCTHIMU CJIOBAMM HE TOJIBKO MOYEMY, HO M YTO, COOCTBEHHO, MPOU-
3011LJI0.

Hamnpumep, Bo3bMeM TakKoe 3JI0JesIHUE, KaK BMEIIATeJIbCTBO B MPOLIECC MO~
Ka3a pekjaaMHbIX 0aHHepoB*. CrieuMaaucT Bpsi U CMOXET pa3bsiCHUTh CYAY
MeXaHM3M IMOAMEHEHI ajgpeca 0aHHepHOTo cepBepa yepe3d DNS-3anucu. Ho u
CJIEICTBUSI 3TOTO IeSTHUS — T0JIb30BaTe M YBUASIT HAa BeO-CTpaHMIIaX peKiamy,
MOMEIIEHHYIO TyJa TTOMUMO UX XeJlaHUs U 0e3 NMpsIMOi CaHKIIMU Biajaesblia
BeO-CTpaHUIIBI BMECTO JAPYroi peKjaMbl, KOTOpasl TOXe Obla moMelieHa Tyaa
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IMMOMUMO XeJIJaHWSI TIoJIb30BaTesieil u 6e3 MpsSMOil CaHKLUMM Bilajaeiblia BeO-
CTpaHUIIBI — BCE LIEJTMKOM HaXOISTCS B BUPTyaJbHOM MHUPE U HE MOTYT OBITh
pa3bsICHEHBI 0€3 MPeaBapUTEIbHOIO Pa3bsICHEHMUST BCEX CIOXHBIX B3aUMOOT-
HOLIEHU MEXAYy yYyacTHUKaMKW UWH(GOPMALIMOHHOTO OOMEHa.

PasbsicHsIsT Bompochl, TpeOyloliue crnelualibHbIX 3HAHUM, CIEeUUaJIucT
daxkTHUeCcKn 3aHMMAaETCs MEPEeBOJAOM C OJAHOTO S3bIKa Ha Apyroi. Jis atoro
OH HE TOJbKO JOJIKEH B COBEPIIEHCTBE BJIaieTh 000MMU si3biKaMu. [TonbITKM
MEPEeBECTU C TEXHUUYECKOTO Ha IOPUANYECKUI YacTO HaTaJKMBAIOTCS Ha TaKoe
MPETSITCTBUE: B IPYTOM SI3BIKE TTPOCTO HE CYIIECTBYET COOTBETCTBYIOIIETO Tep-
muHa. Jla yto Tam TepmuHa! COOTBETCTBYIOIIETO TTOHSITUST HE CYIIECTBYET.

Hampumep, HETpyIHO TEPEBECTU C TEXHUYECKOTO TEPMUH <«IIpoBaiifep».
Ha ropunnyeckom 3TO 03HaYaeT «oIepaTop CBsI3M». A BOT KaK MEePEBECTH Tep-
MUH «IOMEHHOE UMsI»? DTO COBEPIIIEHO HOBBIII 00BEKT, BO3HUKINUKI B CeTu 1
He uMenuil aHajmoroB B odnaitHe*. CpenctBo mHauBuayanusamuu? Her,
nox, onpeneaeHue He moamnanaeT. Pecypc Hymepauun? Toxe HeT, pakKTUIeCKU
He cooTBeTcTBYyeT. I[lpuxomurcsi ooxoauthess 6e3 TepeBoma U BBOAUTH 3TOT
TEePMUH B I0puandeckuii 06opoT. Ho Kak 00bSICHUTH ero 3HaUeHHEe HecIelua-
JICTY, €CJU JaXe CIEUMAlUCT YYUJICS HECKOJbKO JIeT, TMpeXae 4eM MoJj-
HOCTBIO TIOHSIJI, UTO TaKOe TOMEHHOEe UM ?

Ewme nmpumep. B xoze npoliiecca cynbsi MOCTaBUII MEPe CIIEUaTuCcTOM BOTI-
poc: ugeHtudunupyer au [P-anpec komnpiorep B cetn MHTEepHET OgHO3HAU-
HBIM o0OpaszoM? CroenuajrcT OTBETHJ YTBEpAUTEIbHO. TOT XXe BOIIPOC OBIIT
IMOCTaBJICH TIepel SKCIepTOM. DKCIepT OTBETUJI oTpuilatebHO. O6a oHU Obl-
JIV TIpaBbl, O YeM U COTJIACUJIMCh, ITIOTOBOPUB MeXay coboii. Jleno B ToM, 4To
SKCMEPT OTBEYaJl Ha BOIMPOC «TEOPETHUYECKU», MUMes B BUAY aOCTpaKTHBIN
KoMmmbloTep m moboii IP-anpec. Pasymeercs, moboii IP-agpec omHo3HAaYHBIM
NAeHTU(GUKATOPOM He siBIIsieTcsT. CelMalncT XKe ObT 03HAKOMJIEH C MaTepH-
ajlaMM JieJla U1 OTBeYasl Ha BOTIPOC MPUMEHUTEIbHO K KOHKPETHOMY KOMIIbIO-
Tepy U KOHKpeTHOMY anpecy. @urypupoBaBimii B nenre [P-aapec uaeHTrdu-
LIMPOBAJl KOMITBIOTEP OOBUHSIEMOTO OHO3HAYHO, O YeM CHELUaIUCT U cKa3all.

Wrak, cienyet npusHath, 4To 15 obsactu UT chopmynupoBanHas B YIIK
3ajavya Creluajucra U 3KCIepTa He Bcerma sBisieTcsi BoinojJHuMoi. Ho BbI-
MOJHATH ee Haxo. Kak cieacTtBue, 3KCIEepPThl M CIIEMaJUCThl MHOTAA TIPEBbI-
LIAI0T CBOM MOJTHOMOUYMS U HE TOJIbKO «Pa3bsSCHSIOT BOMPOCHI», HO U JealoT
BBIBO/JIBI.

“pHEMJIEMbIe BOMPOCHI

[nsg cnepoBaTesiss U ONEPYNOJHOMOYEHHOTO BaXHO MPEACTaBISThb, YTO
MMEHHO MOXET KOMIbIOTepHO-TeXxHUYecKas skcreptusda (KTD) u yero ona
He MoxXeT. Takxe BaXXHO yMeTb BepHO (hOPMYJIMPOBATh BOMPOCHI IJISI 3KC-
MEPTU3HI.
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Ha mamsiTu aBTOpa ciemoBaTeib HU pa3y He MocTaBu Borpochl mist KTO
KoppekTHo. OHO M HeyauBUTEJIbHO. UTOOBI MpaBUIbHO CHOPMYJIUPOBATH
BOIIPOC, HY>XHO 3HaTh OOJIBIIYIO YacTh oTBeTa. M pa3dbupaTbcsi B TEPMUHOJIO-
ruu. A 94ToOBI 3HATh CrHelMabHbIe TEPMUHBI, HY>)KHO TIPEACTABISAThH, YTO OHU
o3Havatotr. Kopoue, Hy>kHO camMomy o0JyiafaTh crnelUaJbHBIMU 3HAHUSIMU B
obmactu UT.

beina nznana pabora, comepxaiiasi epedeHb BO3MOXHBIX BOIPOCOB JJIst
KTD [42]. ®opMyaupOBKM BCEX BOIIPOCOB TaM 3apaHee BBHIBEPEHBI U JOJKHBI
OBITh MOHATHBI 3KcTepTy. Ciie10BaTEII0 OCTAaBAIOCH JIMIIIL BHIOPATh HYXXHBIM.
PasymeeTtcs, HM K yeMy XopolleMy 3TO He npuBeio. PaHbliiie, He uMes 11oa00-
HOW MOJACKAa3Ku, cjeaoBaTesib (OpMYyJIMPOBal BONPOCHl HEKOPPEKTHO. DTO
MMPUBOAMIIO K OOBSICHEHUIO MEXIY HUM U 3KcIiepToM. B Xone pasroBopa Bori-
POCHI YTOUHSUIUCH, CIeA0BaTe/b MEPENUChIBA CBOE MMOCTAHOBJIEHNUE B COOTBE-
TCTBUM C pEeKOMEHIAIMSIMU IKCIepTa. A TOJb3YsCh IIMaprajikoi, HO IO-
MpexXHeMY He TTOHUMasl 3HaYeHUSI TEPMUHOB, CJIeJOBaTeJIb TOMPOCTY BhIOMpa-
eT U3 CIMCKa He Te BOIMPOCHL. B pe3ynbraTe BMECTO IJIOMOTBOPHOIO IUajora
MMOJIy4aeTCsl, YTO SKCIIEPT MPOCTO BHITIOJHSIET HEHYXHYIO paboTy. A HYXXHYIO —
He BBITIOJTHSIET.

ABTOp monaraet, 4to sl popMyaupoBKu BorpocoB 1 KT3D Bcerna cie-
IyeT TPUBJEKaTh CHeluanrucTa. DTO MOXET ObITh CIeLUaJbHO MpHUTJIalleH-
HBIN cHeUaInucT. DTO MOXET OBITh HeoDUIIMaIbHasl KOHCYaAbTalusl. B kpaii-
HEM cjiydyae, caM 3KCIepT, KOTOpoMy IpeacTouT npoBoauth KT, momoxer
cJIeoBaTe0 BEPHO MTOCTAaBUTh BOTIPOCHI.

ABTOp, He XeJjlasi TIOBTOPSITh YYyXKUX OIMMOOK, HE CTaHET NMPUBOAUTH 3/1€Ch
CITMCKa BO3MOXHBIX BommpocoB 1t KTD. BmecTto mepeyHs BOIIPOCOB aBTOpP
MMPEeATIOUYnTAET AaTh MepeYeHb pelraeMbIX 9KCMEPTU30M 3a1a4 ¢ HEOOXOIUMBI-
MU pa3bICHEHUSIMMU.

Ilouck uncpopmauuu

ITouck Ha KOMITBIOTEPHOM HOCHTEJIE JOKYMEHTOB, M300paxkeHH, cO00-
IIeHUI 1 MHON MH(MOPMAIINU, OTHOCSIIEIHCS K eIy, B TOM 4MCjie B HESIBHOM
(ymajeHHOM, CKpBITOM, 3a1inbpoBaHHOM) BUIIE.

ABTOp peKOMEHIyeT He KOHKPETU3UPOBaTh BUJ U COAepKaHNe UCKOMOM UH-
dopmannu. DKCIIEPT BIIOJHE MOXKET CAMOCTOSITEJIBHO PELINTh, OTHOCHUTCS JIU
TOT WJIM MHO# TeKCT, N300paxkeHNe WJIM MporpaMma K aeiy. B xome moucka mH-
dopmManny 3KCIePTy NPUXOIUTCI MPOCMATPUBATh TJIa3aMU THICSIYU TEKCTOB U
n3obpaxeHnuii. [ToHITHO, YTO HEBO3MOXHO pacleyaTaTh ¥ NPWIOXUTh K 3aK-
JIIOYEHUIO UX BCE — C TEM, YTOOBI ITIOTOM CJIeIOBATe/Ib PEIINI, YTO U3 HaiieHHO-
IO OTHOCHUTCS K JieJTy. DKCIIepT B JJIOOOM CiIydae BBIHYXKIIEH IPOBOAUTH ITEPBUY-
HYIO CeJIEKIMI0O U MPUHUMATh pellleHre, YTO MMEHHO W3 HaWJIeHHOTO IIpuo6-
math. BeiHYyXneH B cmiy o0beMoB MH(popManuu. THUIIMYHBIN 00beM apXuBa
3JeKTPOHHON MOYTHI CPEAHErO MOJb30BaTeas1 — MerabaTol. st 6oJjiee aKTUB-
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HOTO — COTHM MeTabaiT. DTo He MIOMECTUTCS HM B OHO 3aKJTI0OUeHUE (IIPOTO-
ko). [ToaToMy 3KcTiepTa ciieyeT 03HAKOMUTH C YTOJIOBHBIM JEJIOM WU XOTST OB
KpaTKoO U3JIOXKUTH ero ¢adyiy B mocTaHoBiIeHUU o0 HazHaueHun KTHD. U 3amnpo-
CHUTb Y HETO MOUCK «II000I MHGMOPMALINK, OTHOCSIIECS K JaHHOMY JeIy».

Caeovt

IMouck «uudpoBBIX» CIEAO0B PA3TUYHOTO poAa NEMCTBUIi, COBEplLIaeMbIX
HaJ KOMITbIOTEpHOI MHGpopmMaiueii. Bonpoc nyuire dpopMmyanpoBaTh He Mpo
clienbl, a Ipo AecTBUS. TO €CTh BMECTO «MMEIOTCS JIM CIeAbl CO3MaHUs TaKUX-
TO BeO-CTpaHUIL?» Jydllle MOCTaBUTh BOMPOC TaK: «CO3AaBaJIUCh JIM HA UCCIIe-
NIyeMOM KOMTIbIOTepe TaKue-TO BeO-CTpaHUIIbI?».

Korga xomnbooTep MCMOIB3yeTCsl KaK CPENCTBO IOCTyNa K MH(pOpMaIuu,
HaxonsIIecs B MYHOM MeCTe, U KOT[a AOCTYI K MHGOpMaIlUU OCYIIeCTBIsIET-
csl Ha 3TOM KOMITbIOTEPE — B O0OOUX CJydasiX OCTAlOTCs «IU(PPOBBIE» CIIEIbI,
cliensl B BUAE KoMIbloTepHoi nuHGopManun. KTD MoxeT onpenenuTts, Koraa,
MPY KaKMUX YCIOBUSIX U KaKUM 00pa3oM ocylecTBisics noctymn. Kro ero ocy-
mectBiasi, KTD onpenennts He MoxeT. JIMIIb B HEKOTOPBIX CIydasX 9KCmep-
Ty ynaeTcsi 00HapyXUTb HEKOTOPbIE CBEIEHHUS O MOJb30BaTesie UCCAETYEMOTO
KOMITbIOTEpA.

Jle#icTBUSI, KOTOPbIE OCTABJISIIOT CJIEAbl HA KOMIIbIOTEPE WMJIM Ha HOCUTEJe
nHbOpPMaIMY, BKIOUAIOT: TOCTYN K MHOPMallMU, €€ TIPOCMOTP, BBOJ, U3Me-
HEeHUe, ynajeHue, JIo0yo Ipyryo o0paboTKy UK XpaHeHHe, a TaAKXKe yaaneH-
HOE yIpaBJIeHUE 3TUMU MPOlIleCCaMu.

Ilpoepammut

AHanu3 nporpamMm 118 OBM Ha npeaMeT X MPUHAMIIEKHOCTU K Bpeo-
HOCHBIM, K cpencTBaM Ipeogosienust TC3AIl, K mHCTpyMeHTaM ST OCyIIec-
TBJICHUS HEITPaBOMEPHOTO JOCTYMa K KOMITbIOTEPHO MHMOPMALINH, K CTICIIU-
aJIbHBIM TEXHUYECKUM CPEACTBaM, MpeaHa3HAaYeHHBIM IS HETJIACHOTO TOJy-
YeHUs WHGOopMalnu. A TakKKe aHaJIu3 GYHKIIMOHATLHOCTH MPOTpaMM, TIPHH-
LIMTIa JeiiCTBYS, BEPOITHOIO UX UCTOYHUKA, TIPOUCXOXKICHUS, aBTOpA.

Nuorma HeoOxommumo 0ojiee rIy0OKoe McciemnoBaHUe IporpaMM. To ecThb
HCclienoBaHWE HE MPOCTO UX CBOMCTB U (PYHKIITMOHAIBLHOCTU, a TIPOUCXOXKIe-
HUSI, OCOOEHHOCTE B3aMMOIEHCTBUSI ¢ APYTMMU TIporpaMMaMu, Tpoliecca
cOo3[aHMsI, cOoTlOoCcTaBlieHUue Bepcuil. Takoe riybokoe MccienoBaHue Moapasy-
MeBaeT Au3acceMOIupoBaHUe MPOTPaMMBbl, 3aTyCK MO OTJIaAYMKOM (ITo1Iaro-
BOE MCIIOJIHEHUE), UCCIeA0BaHUE CTPYKTYPhl JaHHBIX. DTO MpeaMeT OTAeb-
HOW 3KCMepTU3bl, MHOTJA €€ Ha3blBalOT NMpOorpaMMHO-TeXHUUYeckoil. Penko
MOXHO HaWTU 3KCIepTa, coueTawllero crneimuaibHbie 3HaHus no UT u mo
nporpaMmMupoBaHuio. [103TOMy pekOMeHayeTcsi MPOBOAUTH JBE OTIEJbHbIE
9KCMEPTU3bl — IepBas M3yvyaeT COAEPKMMOE KOMITbIOTEPHBIX HOCUTeJel, a
BTOpasi 0COOEHHOCTU OOHAPYXEHHBIX MTPOTrpaMM.
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Taxoe OoJiee T1ybOKOE MCCIeOBaHUE MPOTpaMM HEOOXOAUMO NalieKo He
Bcerna. Hampumep, BpeIOHOCHOCTb IPOTpaMMbl — 3TO COBOKYITHOCThL €€
dyukuumii [81, 70]. BpemoHOCHOCTh MOXET YCTAHOBUTH IKCIEPT-CIIEIMATUCT
mo UT. A BOT nist conocTaBiieHUsI 00BEKTHOTO* KoJia mporpaMMBbl ¢ hparMeH-
TOM MCXOIHOTO* KoJla HEOOXOAMMO y4acTHe 3KCIepTa-nporpaMMUCTa.

Bpemsa

YcraHOBIEHME BpeMEHHU U TTOCJIeI0BATEIbHOCTH COBEPIIIEHUS TTOJIb30BaTe-
JIeM pa3JIMYHBbIX NE€HACTBUM.

Bnaromapst HaATUYKIO Y KOMIIbIOTEpa BHYTPEHHUX 9HEPTOHE3aBUCUMBIX Ya-
COB U TIPOCTaHOBKE B Pa3IMYHBIX MECTaX BpeMEHHBIX METOK CTAHOBUTCST BO3-
MOXHBIM OTIpENeJINTh, KOT/la U B KaKOW IMOCJIeI0BaTeIbHOCTU TOJIb30BaTEb
MMPOU3BOAMII Pa3IUUHbIC NEHCTBUS.

Ecnu BHyTpeHHUE Yyachl KOMIIbIOTEepa OBbLIM TIepeBEACHBI BIIEpe WJIN Ha3a
(B TOM 4YKCJIe HEOJHOKPATHO), BCE PABHO MMEIOTCSI BO3MOXHOCTHU BOCCTAaHO-
BUTH MPaBUJILHOE BPeMs U MPaBHJIbHYIO MOCIEeI0BaTEIbHOCTh cOOBITHIA. le-
PEBOJ YaCOB KOMITbIOTEpA caM I0 cebe OCTaBJIsIeT clielbl. A ecliu elle ObLIO U
ceTeBOE B3aMMOJIEHICTBUE, TO €CTh BO3MOXHOCTh COMOCTAaBUTh MOMEHTHBI CO-
OBITUI, 3a(UKCUPOBAHHBIC TAaHHBIM KOMITHIOTEPOM, C COOBITUSIMU MO UHBIM
WCTOYHMKAM U BBISICHUTH CABUT BHYTPEHHHUX YacOB.

3amava BHITIOJIHMMA Jaxe B TOM ciydyae, eC/iM CUCTEMHBIM OJI0K, colepxKa-
U BHYTPEHHUE Yachl, He HAXOAUTCS B pACTTOPSIKEHUU 3KCITePTU3bI. TOIbKO
mo HocuTteso nHdopmanuu (Hanmpumep, HXKMJI*) MoXHO MOJyYuTh KOE-Ka-
KHMe CBEJCHUS O MOCJeN0BaTeJIbHOCTU coObITuii. Yem Gosbine mHGOpMauu
Ha HOcuUTeJie, TeM MoJjiHee OyaeT BOCCTAHOBJIE€HA KapTUHA.

OTrMmeueHa maxe Takas 9K30THYecKasl 3ajadya, Kak TMOJATBEpXIAeHWE/Ompo-
BepKEHME aMOu MOJ03peBaeMOro, KOTOPhI YTBEpXKIaeT, UTO B OmnpeeeH-
HoOe BpeMs paboTal 3a KoMITbioTepoM [43]. B aToMm ciydae, XOTS peub He UIET
0 KOMITbIOTEPHOM TIPECTYIIJICHUH, IJIs TTIpoBepKU anubdbu notpedyercss KTD.

Iloavzoeameann

OleHKa KBaTU(PUKAIUM M HEKOTOPHIX IPYTUX OCOOEHHOCTEW JTMIHOCTHU
MMOJIb30BaTEJISI MCCIEAYeMOTO KOMIbIOTEpA.

[1pu 1oCcTaTOYHO MHTEHCUBHOM UCITOJIb30BAHMM KOMIIbIOTEpA YEJIOBEK HE-
n36eXHO OCTAaBJISIET B HEM «OTIEYaTOK» COOCTBEHHOM TUYHOCTU. JIOKYMEHTHI,
dororpadun, Mmy3bika, nepenucka, HaCTpoiku, oPopMiieHUE, 3aKIaIKH1, Bpe-
MEHHOU pexXuM paboThl, MOAOOp MporpaMM — BCE 3TO MHAWBUAYATU3UPYET
MHOOPMALIMOHHOE COMEPXKUMOE KOMITbloTepa. Bce 3To oTpaxkaeT MHTEJUIEKT
MMOJIb30BaTeJIsl, Er0 3MOLIMU, HAKJIOHHOCTH, CITOCOOHOCTH.

HeT yBepeHHOCTH, 4YTO BOTIPOC MOJHOCTHIO JIeXkUT B chepe KTD. Bozmox-
HO, paau 6oJiee CTPOroro Mojaxojaa Takast 9KCrnepTu3a 10J)KHA ObITh KOMILIEKC-
HOW, KOMITBIOTEPHO-TICUX0JIOTUYECKOI. Bo BcsikoM ciiydae, BOIpoc KBaaudu-
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Kaluu nojib3oBarteis B o6jactu UT TodHO B KOMIIETEHIIUM 3KCIIepTa, IIPOBO-
nsiiero KT3D. KoHeuHo, ISt OlIeHKY KBadu(PUKALIMKY Ha UCCIEIyeMOM HOCH-
TeJe MOJKHBI HaXOOUTHCSI COOTBETCTBYIOIIME OOBEKTHI, Pe3yJAbTAaThl MHTEI-
JICKTYaJIbHOM NEeSITeTbHOCTU — HaIllMCaHHBIE IOJIb30BaTeieM IIPOrpaMMEI, ITe-
penucKa Mo HeTPpUBUAJbHLIM TEXHMYECKMM BOIIPOCAM, CJIOXHEBIE ITpOrpaM-
MHEBI€ MTHCTPYMEHTHI (HallpuMep, OTIaauunK).

Crnenyet 3aMeTUTh, YTO HEKOPPEKTHO CTAaBUTh BOIPOC 00 «yCTAaHOBJIEHUU
JIMIHOCTH ITOJIb30BaTeJIsI KOMIIbIOTepa». JIToObIe BEIBOJABI O JUIHOCTH Ha OCHO-
Be HalileHHBIX Ha JTMCKE IJIOJOB MHTEJUICKTYaJlbHON W TBOPUYECKOM NesTENIb-
HOCTHA MOTYT HOCHUTD JINIIb MPEIIIOJIOXUTEILHEBIN XapaKTep.

Hmoeu
Hrak, o0b19HO mepen skcrepToM, mpopoadmum KTD, craBsaTcss BOIIPOCHI:

® 0 HAIMYMU Ha MCCIIeAYeMbIX 00beKTax MHOOPMALIMK, OTHOCSIIEHCS K IeJTy
(B TOM YmCJie B HESIBHOM, yIaJIECHHOM, CKPBITOM WJIM 3aiiuppoBaHHOM BU-
ne);

® 0 BO3MOXHOCTH (TIPUTOAHOCTU) UCIIOJb30BAHUS UCCIEAYEeMbIX OOBEKTOB
IUTSL OTIpefie/IeHHBIX 1ejieil (HanmpuMep, IJisl JOCTyIa B CETh);

® O JICHCTBUSIX, COBEPIIEHHBIX C MCMOJIb30BaHUEM OOBEKTOB, UX BPEMEHU U
MoCJe10BaTeIbHOCTH;

® 00 uMaeHTUGUKAIMM HaAEHHBIX 3JIEKTPOHHBIX TOKYMEHTOB, MPOTPpaMM
st 9BM, o mpu3Hakax ImoJjib3oBaTeliell KOMIbIoTepa;

® 0 CBoIicTBax nporpamm ajss DBM, B yacTHOCTH, O MPUHAIJIEXKHOCTU UX K
BPEIOHOCHBIM.

Henpuemnemue BOMPOCHI

Konmpadghaxmnocmeo

OTaenbHOTO pa3bsICHEHUSI TPeOYIOT BOTIPOCHI, CBSI3aHHBIE ¢ KOHTpadhaKT-
HOCTBIO 3K3eMIUIsIpa MPOU3BEAECHUS, MPEACTaBIeHHOTO B LIMGPOBOA (2JIEKT-
poHHOI1) dopme. HemonmycTuMo cTaBUTH Tepes IKCIIepTOM BOTIPOC, SIBJSIETCS
JIV MCCIeyeMbIi 9K3eMIUISp Mpou3BeaeHUsT KoHTpadakTHbIM. KoHTpadakT-
HOCTb — 3TO BOMPOC MPABOOTHOUIEHUI MEXIy MpaBooOiaaaTeseM U MOJb30-
BaTeJieM, HO HUKaK He BOIIPOC COCTOSTHUS 3K3eMruisipa. ONMH U TOT Xe 9K3e-
MILJISIP MOXET OBITh KOHTpahaKTHBIM M JIeTaIbHBIM (JIMLIEH3MOHHBIM), B 3aBU-
CUMOCTH OT TOTO, OTLJIATUJI JIM TTOJIb30BaTEIb CTOUMOCTD JIMLIEH3UU, UCTEK JIU
€€ CpPOK, BBITIOJHEHBI JIM JIMLIEH3UOHHBIE YCIOBUSI U JPYTUX OOCTOSITENLCTB.
HWHbIMU clioBaMU, KOHTPA(PaKTHOCTb — 3TO IOPUANYECCKUIA, a HE TEXHUIECKU I
daxT. YcranaBnusaTh ero akcnept He moxeT [L02].

KoHeuHo, 3KCIepT MOXeT HaiiTM KOCBEHHBIE TIPU3HAKM KOHTpadaKTHOC-
TH, TO €CTh TaKH€ OCOOEHHOCTH, KOTOPbIE OOBIYHO (TTOJYEepKUBa0 — OOBIUHO!)
BCTpeUaloTCs Ha KOHTpahaKTHBIX 9K3eMIUISIpaX U OOBIYHO He BCTpevaloTCs Ha
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JIULeH3UOHHBIX. HO MpsSIMBIMK JoKa3aTeIbCTBAMM TaKue MPU3HAKU He OYAyT,
MOCKOJIbKY KOHTpa(aKTHBIN 3K3eMILJISIp JIETKO TMpeBpaliaeTcsl B JIMLIEH3UOH-
HBIN MyTeM 3aKJI0YEeHUs JO0TOBOpa ¢ IMpaBoobyagaTesieM WM €ro MpeacTaBu-
TeseM (a 3TO CBOAUTCS K YIIaTe COOTBETCTBYIOMIEH cyMMbl). Y, HarmpoTus, au-
LIEH3MOHHAsT KOIHs JIETKO CTAHOBUTCS KOHTpadaKTHOW TpU HapyIIeHUUN
MmoJib30BaTeJieM JUIeH3MOHHBIX yclIoBUiA. B 00oux ciydasx cama Korus Tpu
TaKUX «IIpeBpallleHUSIX» HU Ha OUT He U3MEHSIETC.

Ilepen skcmepToM clielyeT CTaBUTh BOMPOCHI O HATMYMU MTPU3HAKOB KOHT-
padakTHOCTU — JMOOBIX MJIM KOHKPETHBIX, KOTOPBIE 3apaHee U3BECTHHI CJIeI0-
BaTeJIo.

Bnpouem, cpean 10puCTOB CYIIECTBYeT MHEHHME, YTO HUKAKUX «ITPU3HAKOB
KOHTpadaKTHOCTU» BOOOIIE He ObIBaeT. A MPU3HAKU UCTIOJTHEHUS DK3eMILISI-
pa Mpou3BeaeHUS He TOJIKHBI TTOIBEPTaThCsl IKCIIePTU3e, TOCKOIbKY UX HaU-
Yue WU OTCYTCTBUE He CBSI3aHO ¢ KOHTpahaKTHOCThIO 3K3eMIisipa. CorjacHo
9TOM TOYKE 3peHMsI, IJISl JOKa3aTeJbCTBA HApyIIeHNWSI aBTOPCKMX TIpaB Herpe-
MEHHO CJIelyeT YCTAaHOBUTb M3TOTOBUTEJISI SK3EMILISIpa TIPOU3BEICHUS, TOKa-
3aTh OTCYTCTBUE Y HETO pa3pellleHus] OT MpaBooOIagaTesss U JUIIb 3aTEM TPO-
BOJIUTH BKCIIEPTHU3Y UIBATBHIX IK3EMIUISIPOB C ILIEIbI0 YCTAHOBUTH, NEHCTBU-
TEJILHO JI1 OHU OBLJIM MU3TOTOBJIEHBI TEM X€ CITOCOO0M, Ha TOM Xe obopymoBa-
HUMU.

IMpenmosoxum, B JIalibl TPaBOOXPAHUTEIbHBIX OPTAHOB MOIMAal KOMITaKT-
IUcK ¢ nmpousBeaeHueM. Juck nmeetr tun CD-R, 3anmucan ¢ ucmonb3oBaHU-
em [IK, obioxka oTreyaraHa Ha KcepokKce, rojorpamma orcyTcrByet. Cie-
IyeT JIU YCTaHAaBJIMBATh U 3aKPETUISITh C TOMOIIBIO 9KCTIEPTU3HI BCE MEPEUC-
JieHHble Tpu3Haku? O0cyxnaemMasi MO3UIINS YTBEPXKIAeT, UTO HET, HE CIeay-
eT. [TocKOoJIbKY OTCYTCTBYET MPUUYMHHAS CBSI3b MEXAY KYCTaPHBIM UCTIOTHE-
HUEM M OTCYTCTBMEM pa3pelieHus npaBoobianmartensi. CieayeT noKa3blBaThb
HapylleHWe aBTOPCKHUX TpaB, YTO CBOJMUTCS K JOKA3bIBAHUIO OTCYTCTBUS pa3-
pelieHus, TO eCTh TOTOBOpa, MEXIy U3TOTOBUTEEeM (He mpoaaBiioM!) nucka
U mpaBoobOiamaTtesieM, JUOO MeEXIYy HM3rOTOBUTENEM M YIMOJIHOMOYEHHBIM
nmpeacTaBuTesieM MpaBoodiagaress, 1100 MeXaAy U3TOTOBUTEEM U OOIIeCT-
BOM 110 KOJUIEKTUBHOMY yIIpaBJI€HUIO aBTOPCKUMM MpaBaMu. A MeTOI U3ro-
TOBJICHUS JAMCKa ¢ (aKTOM 3aKJIOYEHMs TAaKOTO JOroBOpa HUKAK He CBsI3aH.
CrnenoBaTesibHO, IPU3HAKKM UCITOJHEHUS AUCKA HUYETro He JoKa3biBatoT. Jla-
K€ KOCBEHHO.

BripoueM, aBTOp ¢ M3I0XEHHOW Mo3ulIMell He coriaceH. M aBTopuUTETHI
(Hanpumep, BepxoBHbiit Cym) Ha 3TOT CUeT elle He BhICKA3aJKCh.

Cmoumocmo

TexHUYeCKHUI CIeMaIucT He MOXKET ONPEAETUTh HU CTOUMOCTD ITpOrpaM-
MHOTO MPOAYKTa, HU yliepd npaBoobsianarento. CTOUMOCTDb SIBJISIETCS Mpe.-
METOM TOBapOBEAYECKOM MU IKOHOMUYECKON DKCITEPTU3HI.
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ILleHoOOpa3zoBaHUEe Ha MpOrpaMMHBIE TIPOAYKTHI U LIM(PPOBbIE GOHOTrpaM-
MBI — 3TO OTHeJIbHAs Oosbiast Tema. [IporcXoauT OHO HECKOJIBKO MHAuYe, YeM
B OTHOIIIEHUU MaTepUaIbHbIX TOBapoB. [Ipn 3TOM M3AEPKKU TTPOU3BOIUTEIS
— IaJieKo He caMblil BaxXHbI (pakTop. Eciiu B OTHOIIEHUM MaTepUaJbHOTO TO-
Bapa lleHa Ha Pa3JIMYHbIX PbIHKAX [JIs1 Pa3JIUYHBIX TPYII MOTpeOUTENeH MOXKET
OTJIMYaThCsl U B 2, M B 3, U gaxe B 5 pa3 (Oosbliie — BPSII 1K), TO B OTHOIIEHUU
«HeMaTepuaJibHOTO» MIPOrpaMMHOTr0 00ecTieueHUs lieHa MOXEeT pa3inyaTbcs B
0EeCKOHEYHOE YMCJIO pa3 Iaxe B Ipeaesax oaHO# cTpaHbl. Hepeaku ciayuawu,
Korga TpaBooOJiafaTesb MepeaaeT MpaBo Ha MCMOJIb30BaHUE MPOrpaMMHOTO
MpOoAYyKTa (JIMLIEH3UI0) COBEPIICHHO OECIIAaTHO IJISI HEKOTOPHIX MOTpeOuTe-
JIeH, a ¢ APYTUX ITOTpebuTeneit 6epeT 3HAUYUTEIbHEIE CYMMEIL.

Hamnpumep, B OTHOIIIEHUU 30JI0TOTO KOJIblla [IeHa B OJWH A0JUIap SIBJISIETCS
OHO3HAYHBIM yKa3aTeJeM Ha KpMMUHaJIbHOe MpoucxoxaeHue. [Tokynarenb
He MOXET He 3HaTh, UTO TaKMX 1LI€H Ha TaKoi ToBap He ObiBaeT. Ha prIHKe Xe
MMPOTPaMMHBIX MTPOAYKTOB BCTPEYaIOTCS BIIOJIHE JierajbHbIe U TIPU 3TOM 100-
pOTHBIE TOBapHI 10 1ieHe B 1 u gaxe B 0 moynmapoB. [Ipy 3ToM MX aHAJIOTH MO-
TYT TIpOJaBaThCs 3a COTHM mojiapoB. [ToaTomy mokymaTeilb HE MOXET OBITh
yBEepEH B KOHTpaaKTHOCTU, OPUEHTUPYSCh Ha HU3KYIO lieHY. [laxe momo3pe-
HU# Ha KOHTPpa(paKTHOCTb MOXET He BOSHUKHYTb.

Ilpasomeprnocmo docmyna

DKCIepT HE MOXET OTPEACINTh MPAaBOMEPHOCTh JOCTYIIA, OCYIIEeCTBIISIBILIETO-
¢Sl ¢ MCCIIelyeMOTO KOMITbIOTepa WKW Ha UccienyeMbiit KommboTep. [TpaBoMep-
HOCTb — 3TO, KaK U KOHTPahaKTHOCTh, (DAKT IOPUANIECKUIA, a HE TEXHUICCKUIA.

Ho 3kcmepT MOXeT ompeneiauThb psa Ipyrux (GakToB, KOTOPbHIE MO3BOJSAT
CJIEICTBUIO U CyNy KBaIUMUIIMPOBATh HOCTYI KaK MpaBOMEPHBIN WU Hempa-
BOMEpPHBIN. DTO cienytoniue GakTh:

@ K KaKoil UMEHHO MH(pOpMaILIMU OCYIIECTBISIICS JOCTY (1715 Mmocenytole-
ro pelIeHusI BOTIpoca, SIBJISIETCS JIM OHAa OXpaHsieMOi 3aKOHOM KOMITbIOTEP-
HOW nHboOpMaLmeit);

@ MpeaInpuHUMall Ju obiagaTtesb MHGoOpMaUM, K KOTOPOM OBLI OcyIiec-
TBJIEH JOCTYII, KaKMe-I100 Mephl 151 €€ 3allMThl U OTPaHUYEHUS TOCTyMa
(115 pelreHus BONpoca 0 KOHPUAEeHIIMATbHOCTU 3TO MHGbOpMAIINN);

@ MPUCYTCTBYET JIM HA 3JEKTPOHHOM JOKYMEHTE WM HOCUTEJe TpUd «KoM-
MepyecKasl TalitHa» (1151 peleHus] BOIpoca 00 OTHECEHUM 3TOi MHGpOpMa-
1IMU K KOMMepYecKoii TaliHe [44]) unu nHoit rpud;

@ SBJISIETCS I JaHHBIN CITOCO0 JOCTYyIIa OOLIEITPUHSITEIM CIIOCOOOM JIJIST ITy0-
JIMYHBIX CETEBBIX PECYPCOB.

HyxnaeTcs B mosicHeHUSIX mocjaeaHui myHKT. [I[paBoMepHOCTh MJIU HeTlpa-
BOMEPHOCTb JOCTYyIIa OTpeaeisieTCss He TOJbKO 3aKOHaMU (KaKOBBIX st MH-
TepHEeTa He OYeHb MHOTO) WJIM JOTOBOpaMU (KaKOBbIE HE MOTYT OBITh 3aKJI0-
YeHBbl MEXIY BCEMM IT0JIb30BaTEsIMU U BiiajesbliaMu pecypcoB). Bo MHorux
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ClIydasiX IpaBOMEPHOCTD OIIpeaeIsieTcsT OObIYasiMM IeJ0oBOro obopora (CT. 5
I'K). Hanpumep, nopt 3389/tcp ucnonb3yeTcs Il yIaJeHHOTO YIpaBJIeHUs
kommbloTepamMu ¢ OC «Windows». Hukakux myGIMYHBIX CEPBMCOB Ha 3TOM
MOPTY OKUAATh Heb3sl. [103TOMY MOMBITKM TOCTYMa Ha 3TOT MOPT CO CTOPOHBI
IMMOCTOPOHHETO JINIIa CJAeAyeT paclieHMBaTh Kak HeripaBoMmepHbie. [Topt 80/tcp,
HamnpoTHUB, B MOAABJSIONIEM OOJBIIMHCTBE CJIydaeB MCITOJb3YeTCs ISl Mmy0-
squyHoro HTTP-cepBuca. I[loaTomy mojb3oBareinb, OCYLIECTBIHSISI MOMBITKY
IOCTYMa K 3TOMY IMOPTY 4y>KOTO CEpBepa, MOXET OXUAATh HA HEM HaJM4us 00-
LIEeTOCTYIMHOTro BebO-caiiTa. Takylo MOMBITKY HEIb3sl NMPU3HATh HeNpaBOMEp-
HBIM JoCTyrnoM. MTak, oMHO M TO Xe JeiCTBUE MO OTHOIICHUIO K Pa3TUnIHBIM
MopTaM AOJIKHO KBadudUIIUPOBaThCs Mo-pa3zHoMmy. [Ipu aToMm craTyc oGomx
YIIOMSIHYTBIX TTOPTOB 3aKpETJIeH JIUIIIb B TEXHUYECKUX CTAaHIAPTaX U B HETHMCA-
HBIX 00bIYasiX AejoBOoro obopota cetn MHTEpHeT.

Ouenra codepicanus

DKcenepT MOXET HaliTH Ha MCCIelyeMOM KOMIIbIoTepe (HOCUTEIE) TEKCTHI U
COOOILIEHUS MO0 ONpeaeSeHHON TeMaTuKe, OJHAKO OH He UMeeT MpaBa OLleHU-
BaTh COEPKAHUE BTUX TEKCTOB, UX aBTOPCTBO.

Takxe 3KcrepT He MOXET AEHCTBOBAaTh B KauyecTBe MepeBOAYMKA, €CIIU
TEKCThl Ha MHOM si3blke. BO3MOXHO, MCKIIOUEHUE COCTABJISIET TOT CJydaif,
Koraa B MepenucKe UCMOIb3yeTCs KapTOH WM TpaHCauTepanus. XoTs 3aj1adya
B 9TOM cJiydyae Bpoje Obl TMHTBUCTUYECKASI, HO COOTBETCTBYIOIIUX CITEIIMAIIC-
TOB Cpelu OOBIYHBIX TMHTBUCTOB HET. DTO KakK pa3 TOT cydyail, Korma Jydinuni
MEPEeBOAYMK — HE TEepeBOAYMK, a CHELUaTUCT B NpeaMeTHOU obimactu. s
«TepeBoia» TEKCTOB € XaproHa UK ¢ HECTaHIaPTHOTO TPaHCIUTA MOXHO Ha3-
HAYMUTh OTIEJbHYI0 KOMIUIEKCHYIO BKCMEPTU3Y — JTMHTBUCTUYECKO-KOMIIbIO-
TepHYI0. A MOXHO TTOpYYUTh 3KcTepTy B pamKax KT «mpeobpa3zoBarh Hali-
NIEHHBIE TEKCTHl B JOCTYITHYIO IJISI BOCIpUSTUS ¢opMy 06e3 U3MEHEHUS UX
CMBICJIOBOTO COiep>KaHMsI, a TAKXKe Pa3bsICHUTD UCITOJIb3yeMble B TEKCTaX CIie-
LIMaJibHbIe TEPMUHBI U BBIPaXKEeHUSI».

Hwuxe nns unmoctpauvy NpuBoaAUTCS peaibHblil guanor no ICQ u3 ogHo-
r0 YroJIOBHOTO JieJia. ABTOpP CIiel[MaibHO BhIOpa MpUMeED MOMpPOIIe, C UCTIONb-
30BaHMEM KMPWJUIMIIBI. B ciydae e mpuMeHeHUs! cobeceqHUKaMU TpaHCIM-
Tepaluu, 1a K TOMY Xe TpaHCIUTepalMu AaJeKO He KAHOHUYECKOil, 0 moa00-
HBII IUaJIor YuTaTeb MOT ObI CJlOMaTh IJ1a3a.

Cnymaifi a TH He 3Haemws rpge MoxHO Civilization2 cxrawaTs? (3TO urpa)
TH YE?! IOVPAK?!

COBCEM IIOEXAJI YTONN?!

OHA BECUT TO CKOIIBKO?!

A Mue modury! S Buepa Ha 56$ cockammm!

KAK?
NpncTo B3AMM ¥ OTPy6mnu! S yX OyMan Hapoib KOHUMIICH. ...
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:) Jla y MeHf TOXe Takoe B IIOCNefHee BpeMs GHBaeT...

Cnymaii. .. TH MHe TaK M He CKaszsal Kak IO CeTM B KBaKy pe3aThCH.
3popoBal!!!

3papoBo! !!

IIpymon YTomm?

Hy Tak...

3mech Tebe NpMBET OT ydeHus!!!

Or Camkm yTonmm? :)))

Mer TYT IO MOPHO nasmuem!!

:))))))))))))

PynesrO!!!

Tsl rpe ma nasaem?

Oau!! Jai macc.

YV MeHAMOM Ha MCXOHe, a B Iepenu eme Bcs Hou!!!l!
Sl Te maToM IO BO3MOXKHOCTM OTHaM...

s mpocTor B mocinenHee BpeMa obmerHumcal!! : ((((( :))))
Naun!! He Momum!!

Tl MEHS CIIHIIEIG ?

Cnywait UFO BHiigumuz uHeTa mobaszapuThk Hago!!!!!l!l!
DaBait.... A emé, XOKOiZ y Teba HoMep B Omuro?

A Kak Tebsa TyHma BaHecno??:-)))

A rasera To MoCkoBcKas?

A MoxeT 3TO &cBns A-aaa...:-)))))))))))))))))))))))))
He-a...

Tsl Ha WET 4Yero??

CIMWKOM HJIMHHENA: -))))

JaBait Ha KHT.ru

Yé nma umuda???

Cnywaii rge MHe VPN XKOPOTKUML HOCTATh?

Hy Tuma Kak TH roBopun www.haker.net

Y€ XOoThk Kypum Ta?

Iali XOTh Kakoli HMOYAL CaliT NPUKONBHEIL:-)))
Hert...

avt393381

Her TH MHe pmam avt239776...

Oepxu Ha nBa 6axca

avt202265

UTew8hNC

JlagHO mopa CmaTh, a TO 3aBTpPpa XPEeH BCTaHy. IIONTMHHMK NIPUHECY B BOCKDECEHMe
Tloka!!!!!

HCHOL[FOTOBIIGHHHﬁ YCJIIOBEK BpAd JIN HOﬁMGT, 4YTO p€Yb UAECT O MPUMCEHEC-

HHUU BPEIOHOCHBIX MPOrpaMM U HEIIPaBOMEPHOM JOCTYIIE K KOMIIBIOTEPHOI
MHGbOPMAIINH, a TAKXKE O COBITE Pe3yJbTATOB TAKOTO HOCTYIIA.

Pestome
Hrak, B pamkax KTD Henb3s CTaBUTH CIEAYIONIAE BOIPOCHL:

® O JIMIIEH3MOHHOCTU/KOHTPA(PaKTHOCTU SK3EMIUISIPOB MPOM3BENCHUIA, 3a-
MHACAHHBIX Ha MCCIEIyeMBIX HOCUTEIISIX;
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@ 0 TIPAaBOMEPHOCTHU OEWCTBUM, MMPOU3BEAECHHBIX C UCTIOJIb30BaHUEM UCCIIe-
IyeMBIX OOBEKTOB;

® 0 CTOMMOCTU KOMIIBIOTEPOB, HOCUTENEl, NMpaB (JIMLEH3UI1) Ha colepxka-
IHeCcs TaM TIPOrpaMMBbl;

@ 0 TIepeBoAaxX HalIeHHBIX TEKCTOB, MHTEP(EMCOB MpOrpaMM, MEPEMUCKNA U
T.1. (KpOMe pa3bsICHEHUS] TEPMUHOB U XaproHa).

OO0bLeKTbI MCCNeAOBaHUA

Opueunaa uau xonusa?

CymecTByeT MHEHHE, YTO Ha 3KCIEPTU3Y CIeAyeT MPEeACTaBISITh TOJIbKO
OpUTMHAJ HOCUTENs] KoMmIbloTepHoil mHbpopmanuu — HXKMJ, kommakr-
IHUCK, (JISII-HAKOMUTENb U T.I. A UCCIeI0BaTh €T0 KOMUIO IKOOBI HEMPUEM-
JIEMO.

D10 MHeHHMe He ocHoBaHO Ha 3akoHe. Hu B YIIK, Hu B 3akone «O rocyna-
PCTBEHHOU Cyne6GHO-3KCIEePTHON AesITeTbHOCTU B Poccuiickoit Denepanum»
(Ne73-d3) Takoro TpeboBaHUs He cofepKuTcd. bojee Toro, comep>KUTCs 3am-
peT ToBpeXIaTh 00BEKT MCCIeqoBaHs 6e3 0cO00ro paspeleHus ciaeaoBaTe-
JIs.

ABTOp moJyiaraeT (M MHOTHE HMCCIeIOBATEIN C 3TUM COTJIACHBI), YTO UCCIIe-
noBatb B xone KTD opurnHan HocuTtenst BooOlle HexesaTeabHo. YToOB ra-
pPaHTUPOBATh HEM3MEHHOCTh MH(MOPMAaIlUU, a TaAKXKe OCTAaBUTh BO3MOXHOCTH
MpOBeACHUS MOBTOPHON WU MOMOJHUTEIbHON 3KCIEePTU3bI, HAI0 OCTaBHUTH
OpPUTHHAJ HETPOHYTBHIM. A BCEe MCCIIEIOBAaHUS TIPOBOIMUTL C €ro Komueir. DTo
He TOJIbKO HallexXHee, HO M yIoOHee, MMOCKOJIbKY KOO MOXHO CeaTh Ha Ta-
KOM HOCHTeJIe, KOTOPBIH JIydllle TPUCIIOCOOIEH IJII MMEIONINUXCS Y 9KCIepTa
WHCTPYMEHTOB, HaleXHee, ObICTpee.

DTO OTHOCUTCS HE TOJIbKO K U3TOTOBJIIEHUIO KOMMMKM HocuTess B xoae KT3,
HO Y K KOTIMPOBAHUIO HOCUTEJISI BMECTO €TO M3bITUS TIPU NMPOBEIECHUU OObIC-
Ka VI BBIEMKH.

Hampumep, Bo BpeMst 0GbICKa CITEIIMATUCT MOXKET U3BATh AUCK CepBepa Iie-
JINKOM, a MOXET Ha MeCTe CKOIMPOBATh BCE €ro ComepXuMoe (eCTECTBEHHO,
Ha HU3KOM ypOBHE, Ha YpOBHE KOHTpPOJIJIepa) Ha CBOW OMCK. JIOTyCTUMO JTK
9TO ¢ TIPOLIECCYATbHOM TOYKHM 3peHUsI? Pa3yMHO U ¢ TEXHUYECKOI TOUYKH 3pe-
HUg?

EcTh ciaeayrolme apryMeHTHI:

1. HexoTopble MeTOABI MCCIEOOBAHWS HOCHTENST HEMPEeMEHHO TpebOyioT
opurnHana. JIpyrue ¢ paBHbIM yCIleXoM paboTaioT ¢ Konueil. Bo BpeMst n3bs-
TSI MOXET JIM CMELUUATUCT MPEATOI0XKUTh, KaKKe BOMPOCH! MOCTaBST Tepen
9KCITEPTOM U KaKue METOAbI OH CTaHeT MpuMeHsTh? [1o MHeHMIO aBTOpa, MO-
xeT. Tem Gojiee 4YTO MeTOIBI, TPEOYIOIIe HEMTPEMEHHO OpUTHUHANA, UCTTOJIb3Y-
I0TCSI KpallHE peako.
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2. Bo3MOXHBI OIIMOKHM IIPU KOIMMPOBAaHWHU nMcKa. X BOSBHUKHOBEHME CTa-
BUT MO YTpo3y MpOBeAeHNE 3KCIepPTU3bl BooOIIe. Ho HacKOIbKO BEpOSITHHI
Takue ommoOku? Bepudukanus mociie KOMMPOBaHUS HOCUTENS pa3Be HE pe-
mut npodnemy? Ilo MHeHUIO aBTOpa, pemnT. KpoMme Toro, cneuuagaucT J0J-
JK€H MCIOJIb30BaTh IJIs1 KOMMMPOBAHUS JIUIIb TPOBEPEHHBIE CPEACTBA U METO-
IIbI, KOTOPBIE HE TOJIHBKO HE JOIMYyCKAaT OIMOOK, HO 1 NETEKTUPYIOT BHEITHUE
OLIUOKM.

3. JJocTaTouyHa 1 KOMMETEHTHOCTD CIEIMaNINCTa, YIaCTBYIOIIETO B Clel-
CTBEHHOM JeiCcTBUU, TIPOBOSIIETO KonmupoBaHue nucka? [lo MHeHMIO aBTO-
pa, HaliTH TaKOTO CIIELMAJNCTa HECTOXKHO.

4. IoiMyT I TIOHSITHIE CYTh MPOUCXOASIIIMNX AeicTBUi1? U3bsiTHE U omeyva-
ThIBAaHWE OpUTMHAaja JMCKa UM, OE3YCJOBHO, MOHSITHO. A CHSITHE Komuu?
CMOTYT JIM OHM YBEPEHHO YTBEPXKIATh, YTO UMEHHO NPOJE/bIBaJ CIIEIIUATIUCT?
ITo MHEeHUIO aBTOpa, UM 3TOrO NMOHUMATh U He obs3arenbHo. Ha To u nipenyc-
MOTpPEH CTEeIUaTUCT, YTOOBI MPOBOIUTDH NCHCTBUS, TPEOYIOIIME CIIEIMaTbHbIX
3HAHUM.

5. MoxeT 1 Mpon30iTH MPU KOTTMPOBAHUU JUCKA yTpaTa HEKOTOPOU MH-
dopmanuu? Hanpumep, 3aBoCKOI HOMep AKMCKa, Ynucio cekTopoB. 1o MHe-
HUIO aBTOpa, YTpaThl HE MPOU30MIET, eCIM KOMMPOBaTh Ha YPOBHE KOHTPOJI-
Jiepa IMcKa, a BHEIIHWE MPU3HAKW OpUTHMHAJIA 3aMucaTh B MTPOTOKOJI.

6. Ecii TpMeHATh CHATHE KOMMUKM BMECTO U3BITHUS OpUTHHAIA HOCUTEJS,
5TO MO3BOJIMT HE MpPephIBaTh (MM MpepBaTh HEHAM0JT0) pabouuii Tiporecc y
Biaaeabiia Hocutesss. OCTaHOBUTH pabOTy cepBepa Ha HECKOJIbKO AHEW paau
MMPOBEICHUS 3KCTIEPTU3bl — 3a UTO MOTEPIEBIIEMY UJIX HEMPUUYACTHOMY TPO-
Baiiziepy Takoe HaKazaHUe?

7. B HEKOTOpPBIX CiTydasix KOMMMPOBaHUE HOCUTEJISI CTpaxyeT OT MOTepu JaH-
HBIX BCJIEICTBUE HEIOJTOBEYHOCTU OPUTMHAILHOTO Hocutensi. Hampumep, B
cryyae KIIK. Jlydamie Ha MecTe CHSTH KOMNUIO MaMSITH, YeM IO 3KCIIEPTH3EI
noanepxuBath KITK B 3apsikeHHOM cocTOsSsHUM (He Hapylas LeJIOCTHOCTb
neyvareit). Mnu B ciyyae cTaporo AnMcKa, CKIIOHHOTO «ChIMaTbCsI», TO €CTh MOC-
TOSTHHO yBEJIMYMBATh KOJMYECTBO NeDEKTHBIX OJIOKOB.

Metoab: KT3

Hccaedosanue paiinosvix cucmem

YtoOBI HOCUTENIH KOMITBIOTEPHOU MH(POPMALIMU MOT COoiepKaTh haiiibl, OH
IOJIKEH OBITh pa3dMedeH W OTHOpMATHUPOBAH MOI OTpeleeHHYIO (hallIoBYIO
cucremy*. PazMeTka* cocTouT B cO3maHMM Ha HOCHUTeNEe pasaenoB* (maptu-
LINIi), BHYTPU KOTOPBIX MOTYT OBITH 0Opa30BaHbBI JIOTUUYECKUE TUCKU (TOMA).
dopmMaTUpoBaHUEe JOTMYECKOTO OHMCKa (TOMa) COCTOMT B CO3JaHUU Ha HEM
myctoit (aitnoBoit cucreMbl. HekoTopble BUIBI HOCUTENE CITOCOOHBI Coaep-
XaTh €IMHCTBEHHBIN pa3aen (MapTULINIO), HATPUMED, TUCKETHI.
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daiinoBas cucteMa — 3TO CTPYKTypa JAJIsl OpTaHU3ALUK XpaHeHUs] HHGPOP-
MaLuu B Buae ¢aitaoB u goctymna K Heil. Maiin 065g3aTeIbHO MTpeaycMaTpUBaeT
3arojIoBoK ¥ TeJo. B 3aronoBke comepxkutcs ums ¢aiina, 1pyrue ero aTpuoyThl
U yKa3zaHUe Ha pacriojioxeHue Tena daiina. B tene daiina 3anmuceiBaloTCst 1aH-
HbIE, TO €CTb conepxumoe (daiina. [IpakTruuecku Bce daiiioBble CUCTEMBI Mpe-
NyCMaTpUBAIOT IPEBOBUIHYIO CTPYKTYpY: (aiiyibl BKIIOYAIOTCSI B COCTaB IM-
pexTopuit* (KaTajoros), KOTOpbie, B CBOIO O4Yepeb, MOTYT BKJIFOYAThCS B Py~
rve nupekTopuu. MUHMUMalbHasA eIUHULIA XPAHEHUS OTpeaesisieTcs mapameT-
pamMu HocuTelsst (Harpumep, pa3mepom cekropa HXKM/I) u daitnoBoii cucre-
MOI1; 0OBIYHO OHAa UMEHYeTCsI 0JJOKOM MJIM KacTepoM. Teno ¢aiina Bcerna 3a-
HUMaeT 1IeJIoe YHUCIIO TaKUX OJIOKOB.

Haub6onee pacnpocTtpaHeHHBIE (haliIOBBIE CUCTEMEI TAKOBBI.

Ha3panue Makc. eMKOCTb Kommenrtapun

FATI12 16 M6 Mcnonp3yeTcs TOJBKO Ha AIMCKETax

FATI16 2 T6; Enuncreennas ®C s MS-DOS u ee KIOHOB.
st Windows-NT C MoMeHTa co3IaHus MoAAepKUBaeTCs

u nocneaytowmux: 4 I'6 | OC FOnukc. HeiHe cuuTaeTcs ycrapeBiueit
IUJISI KOMITBIOTEPOB, HO IIMPOKO MCITOJIb3Y-
eTCsl Ha MHBIX ycTpoiicTBax — MP3-mieepax,
KaMmepax, GIsI-HaKOMUTEISAX

FAT32 2TO OpurunanbHas ®C miss Windows-95-OSR2
W TIOCJIEAYIOLIUX, SIBsIeTCs MoauduKalLei
FAT16. [IpuMeHsieTCsT B HEKOTOPBIX
MYJIbTUMEIUMHBIX HOCUTEIISIX.

NTFS 16 56 OpurunanpHast @C qust Windows-NT u
(1 D6=260p) nociuenylomux. [lognepxxuBaer cxarue u
mudpoBaHUe TaHHBIX, a TAaKXKe
BOCCTaHOBJIEHUE MOCTe cOoeB

UFS 256 T6—1 116 (289) CrangapTHasi, Win «poaHasi», ®C nias Bcex
(UNIXFile System) tumoB UNIX, a takxke MacOS-X.
CyuiecTByeT HeCKOJIbKO MOaubUKaInii
Mo pa3jauyHbie KIoHb KOHMKC

Ext2fs 32 To OpurunanpHast ®C niasg OC Linux.
Hacnenyer cBoiictBa UFS.
IIpenycmaTpuBaeT BoccTaHOBIEHUE
LIEJIOCTHOCTH Tiociie cboeB

Ext3fs 32 T6 Pazsutne ®C Ext2fs. Jlo6aBieHO
KypHaJlpOBaHUe TPaH3aKIUA ISt
yIy4IIeHUs] U YCKOPEHUsI BOCCTAHOBIEHUS
nocjie cboeB

Ext4 1 D6 HanbHelimee pa3sutue OC Ext3.
(1 D6=26006) VYMeHblIeHa (pparMeHTalMsl U MOBBILLIEHA
MPOU3BOAUTEIBHOCTD
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1SO-9660 TMonynspHas @C nasg KOMIIaKT-IUCKOB U
DVD. EcTb HecKoJIbKO MOAU(UKALINI
3TOM ®dC: Joliet, Rock-Ridge, ISO-13490 u ap.
HPFS 64 TG OpurunanpHass @C mnst OS/2. OcHoBaHa
(High- Ha npuHiunax FAT ¢ no6aBneHueM HEKO-
TO- Performance PBIX CBOMCTB 110 YCKOPEHUIO JOCTYIa
File System) 1 ONTUMU3ALUU
HFS MacOS-6 u7 —2T6 | CranmaptHas @C pis MacOS
MacOS-7.5 — 4 TG;
Mac0S-7.5.2
u mocnen. — 2 TO
HFS Plus 2To6 HanbHelimee pazsutue HFS
UDF ®OC gna DVD u Hekotoprix CD
(Universal

Disk Format

C npyrumu HaiiIoOBBIMUA CUCTEMaMU MOXHO MO3HAKOMUTBLCS B CITeI[HATb-
Hoil nutepatype [W10, W11], Bcero ux u3aBecTHO HECKOJIBKO JECSITKOB.

Kax npaBuio, kaxnas OC uMeeT BCTPOSCHHYIO MOIAEPXKKY JJIST OTHON WK
HecKobkuX (paitnoBeix cuctem. [Ipu momouu gonosHuteabHoro IO (npaii-
BepoB) OC MOXeT NOHMMAaTh U WHEIE (PaitljioBble CUCTEMBI.

Ecnu paborath ¢ HocuTeaeM (IMCKOM) MTOMUMO INTATHBIX (YHKUMN JJIs
COOTBETCTBYIOIIE (hailIoBOM CUCTEMBI, TO MOXHO YBHAETh OOJIbIIE MH(POP-
MallM¥, 4eM JOCTYITHO 4epe3 daiinoByio cuctemy. Takast cKpbiTass nHGOpMa-
LIS MOXET OBITh OOHApYKeHa B YeThIPEX MeCTaX — CBOOOMHBIX 6JI0KAX, XBOC-
Tax ¢ainoB, ADS 1 HenCIoJNIb30BaHHBIX pa3zesax.

CpoOomnbie 010KM. IIpu crupanuu (aitnoB mratHeIMU cpeactBamu OC
6J10KM, comepKallre TeJdo ¢daiija, oTMeJaloTcs Kak CBOOOMHBIE, HO Ccpa3y He
Tepe3anuchiBaloTCs. 3alKMCh B 3TH OJOKU MOXET OBbITh MpOM3BeIcHA MO3XKe,
MIpY TOCTEAYIOMMX onepanusax. TakuMm o6pa3oM, CBOOOIHBIE OJIOKH, €CITU OHU
XOTb pa3 UCITOJb30BANCh, COAEPXKAT (parMeHTHI CTAPbIX, YIaJTeHHBIX WU W3-
MeHeHHBIX (aitoB. [IpaBoa, He Bcerma MOXHO BOCCTAHOBUTH MepBOHAYATb-
HYIO IPUHAJIEKHOCTD U MOCIeA0BATEIbHOCTh 3TUX OJIOKOB.

XBocTsl (aiiaoB. Kak ykaseiBanoch, Teno ¢aiiia TOJKHO 3aHUMATh 1ejioe
yuCciIo 6J10KOB (KJacTepoB) Ha Hocutese. Eciu aitr Kopode, TO OCTATOK TOC-
JienHero 0yioKa, ero XBOCT uiu «slack space» OyaeT comepXkaTh IMPEXHIOW UH-
dopMaluio, To ecTh (parMeHT cTaporo daiina.

Alternate data streams (ADS) — 310 momoJHUTENbHEBIE Teja Mus daiiia B
daitnoBoii cucreme NTFS, KoTopbie MOTYT coliepXaTh COIMYTCTBYIOIIYIO WH-
dopmaruio. OHM HETOCTYITHBI ¢ TTOMOIIBIO ITATHBIX cpeacTB OC u Mmo3ToMy
MPEICTaBISIOT CKPBITYIO JJIST TTOJb30BaTeNIsT MHGOPMAIIUIO.

Cgo0Ooanble M cienuaabHble pa3aeibl. Hencmonb3yeMble 1 Hepa3MedeHHBIE
YacTW JMCKa TakKXe colaepkaT WH(popMaluio, KoTopas Oblla TaM TIpeXIe.
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HMHoraa MOXHO HATKHYThCSI Ha 1IeJBI ObIBIIMI pa3naei. EcTh Takke pasmesl
CMeraJbHOTO Ha3HAYEeHMSI, HAaTIpUMep, IJIsi CBONTMHTA WK IJisI XpaHEHUsI CO-
JIePXXUMOTO KPUTITOAMCKA.

KpoMe Toro, Ha HEKOTOPHIX TUIMAX HOCUTEJEH BCTPEYAIOTCS TEXHOJIOTH-
yecKue, He TIpeHa3HadYeHHbIe IS ToJib30oBaTesieil obmactu, HampuMep, Host
Protected Area (HPA). IIpu moMoliy COOTBETCTBYIOIIUX MPOTPaMM OHU BCe
K€ MOTYT OBITh MCITOJIb30BAaHBI U MOPOI MCMONBb3YIOTCH JJISI XpPAaHEHUST CKPbI-
Tot MH(popMauu.

Konupoeanue nocumeaeii

JIo0ble IKcnepTHbIE MCCJIeI0BAHNS HOCUTE el KOMITBIOTEPHOI HH(popMaun
HAJI0 MPOBOJIUTH, HE U3MEHAS MX COJIEPIKUMOrO, €CJIM TOJIBKO 3TO BO3MOXHO. A
BO3MOXHO 3TO BCETA.

HckioueHneM MOXHO CUMTATh T€ CIydyau, KOTAa 9KCIepT He o0afaeT uc-
clleI0oBaTeIbCKUM 00OpYIOBaHUEM WJIM HOCHUTEIEM HYXKHOW €MKOCTH. YUUThI-
Basi, YTO UCCJIENOBATEILCKUM 000PYI0BaHMEM B JAHHOM CJIydae sIBJISIETCS CaMblit
00BIYHBIIT KOMITBIOTED, a Xopolilee akcnepTHoe [10 pacnpocTpansieTcs Gecruiat-
HO, TaKue MPUYMHBI aBTOP HE CKJIOHEH CUMTATh YBaXXuUTeJbHbIMU. Ho Ha mpak-
THKE 3TO BeTpevaeTcs. Hamo HamoMHUTh, YTO €CJIU TIPY 3KCIEPTU3E COAEPKUMOE
HCCJIeAYEMOTO HOCUTEISI UBMEHSIETCS, HEKOTOpasi OpUTMHaIbHasi MH(GOpMAaIIUS C
HEero yHuuToxaercs, To, corjacHo YIIK, Ha 3To cieayeT Moay4uTh MpeaBapu-
TEJIbHOE pa3pellieHUe OT CIeNOBaTeNsl, HA3HAYMBILETO 3KCIIEPTU3Y.

Bce uccnenoBaTenn eAMHOAYUIHO PEKOMEHIYIOT NeJaThb KOMUIO OPUTH-
HaJIbHOTO HOCUTEJSI U MIPOBOAUTH MCCIEAOBAHUS C HEH, a OPUTHHAJI COXpa-
HUTb B HEM3MEHHOCTHU [JisI KOHTPOJISI U BO3MOXHOU MOBTOPHO/IOMOTHU-
TEeJILHOW 3KCIepTu3bl. EcM Ha 3KCIepTU3y MocTynuia KOIus, TO €€ TakKxkKe
CJIeyeT OCTaBUTh B HEIIPUKOCHOBEHHOCTU B Kauye€CTBE MacTep-KOIWU, a WC-
clieoBaHMS TIPOBOAUTH HaJl CHITOM ¢ Hee pabodeil Konueit.

Jnst obHapyXeHUs CKpBITOI MH(pOpMAIIMU KOTIMPOBATh HOCUTEIb HYXHO
He cpenctBamu OC, To eCcTh HEe Ha YpOBHeE (pailioBoOit CUCTEMBI, a YDOBHEM HU-
xe. KonupoBaHue Hamo NMpou3BOIUTH Ha YPOBHE KOHTpOJIepa YCTpoiicTBa
(TakxXe MCIOJIb3yeTcs TepMUH «Bit stream copying/imaging»). [1pu aTom KO-
nupyeTcsi Kak MHpopMmalms, coaepxkainasics B ¢dailJioBOil cucTtemMe, Tak M
CKpBITasl IS Hee — CBOOOHbIE OJIOKW, XBOCTHI (DAMIOB U T.1.

B npuHIIMIIE, BO3MOXHBI UCCIEA0BaHUS HOCUTEJIEH Ha ellle 60ee HU3KOM
ypoBHe — Ha ¢usndeckom. Hdnsg HAKMJI aTo o3HavyaeT, 4TO CYUTHIBAHUE TIPO-
U3BOJMUTCS HE BCTPOCHHBIMU B HAKOIUTEIb MATHUTHBIMU TOJIOBKAMU, TTOJ yTI-
paBJieHMEM BCTPOEHHOI'O KOHTpOJJIepa, a HEKMMU BHEIIHUMU CPEICTBAMM.
[Ipy 3TOM BO3MOXHO CHSITh OCTATOYHYI0 HaMarHWYeHHOCTb MJIM HaMarHu-
YEeHHOCTh Ha TpaHMIIaX MAarHUTHBIX TOPOXEK U TAKUM 00pa30M BOCCTAHOBUTh
Jlaxke Te JaHHbIe, KOTOPbIE ObIM HEJOCTYMHBI JIs1 IITATHBIX MATHUTHBIX TOJ10-
BOK ucciegyeMoro HXKMJI. DTo nmo3BoJjisieT BOCCTAHOBUTH Ilepe3alcaHHbie
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(B TOM UMCJie TIepe3anucaHHble HEOMHOKpPaTHO) naHHble. Ho Takast skcnepTu-
3a TpeOyeT crelralbHOro 04YeHb JOPOroro odopyaoBaHusi. OrpaHUYUMCS pac-
CMOTpEHUEM BKCIIEPTHBIX UCCIIEA0BAaHUI Ha ypoBHE (alJIOBOI CUCTEMBI M Ha
YPOBHE KOHTpOJIJIepa yCTPOHCTBa.

Hrak, opuruHajibHBIA HOCUTENb Mepel MPOBeAeHUEM 3KCIIePTU3bl KOTIH-
pyercd. MOXHO CKONMMPOBAaTh €ro Ha APYroil (Takoro ke pasMepa Wiaud 0OJb-
1Iero) anmnapaTHblii HOCUTEJb, & MOXKHO CO3JaTh 00pa3 HOCUTENIS B ClieMab-
HOM (aiine unu pasnene. KonupoBaHue «<HOCUTEb HA HOCUTEIb» MOXHO TPO-
W3BECTU KakK TMpeaHa3HaYeHHBIM JJI 3TOTO OTACIbHBIM YCTPOUCTBOM (IYILIM-
KaTOpPOM JIMCKOB), TaK 1 C TIOMOIIIbIO KOMITbIOTEPa, UCIMOJIb30BaB COOTBETCTBY-
folee nmporpaMMHoe obecrieueHue, Harpumep, porpammy «dd». Konupona-
HUE «HOCUTEJNb B (aiiyi» MPOU3BOAUTCS TOJBKO MPOTPAMMHO, CIeLMabHBIM
I1O, nanpuMep, nporpammoit «dd».

KonupoBaHue xe Ha ypoBHe (HaliJIoBOl CUCTEeMBbl (TaKXKe HCITOJIb3yeTCs
TepMuH «logical copying/imaging/backup») npuMeHMMO JIUIIb B OrpaHUYECH-
HOM 4YMCJIe cIydyaeB, HarlpuMep, Mpyu U3y4eHUU TOJIbKO JIOT-(aitioB.

OpuruHaabHBI HOCHTENL

anoku %VA %%V//‘ %VA%%V/A
H_) \ )

haiin ¢haiin

Konus Ha yposHe (aiijioBoii cHCTEMBI

[ S

o
o
e
n =

L

m_—
= w'n

Konus Ha yposHe konrtposiepa HAKM]L

Cxema konuposanus Ha yposHe aiinosoil cucmemni (logical copying) u konuposanus
Ha ypoeHe kKoumpoanepa oucka (bit stream copying)

KO]'[I/IpOBaHI/Ie HOCUTEJSI MOXET ABJIATHCI COCTABHOW 4aCTbIO OKCIICPTHUI3DBI.
KOHHpOBaHHC MOXET OBbITh IPOBEACHO BO BpEMA CJICACTBECHHOIO NeCcTBUY
BMECTO U3BATUA OPUTUHAJIIBHOTO HOCUTECIIA. B IMOCJICAHEM Cliydya€ Ha 9KCIIEp-
THU3Yy NEpeaacTCsda KOIusa, HO €€ HEOoO0XO0IMMO COXpaHUTDb HCI/I3MGHH0171, TakK XK€
KakK B Cjiy4yae C HCDCI[a‘-ICﬁ Ha 3KCIEPTU3Y OPUTUHAJIBHOIO HOCUTEJIA.
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EcTh omaceHue, 4TO He BCe MPOTpaMMHBIE W ammapaTHbie WHCTPYMEHTHI
OIIMHAKOBO XOPOIIIO CTIPABIISIOTCS C 3aaueil KOMUPOBAHUSI HOCUTEIS.

JleiicTBUTENIBHO, HEKOTOPBIE MHCTPYMEHTBI MOTYT JTUOO HETOYHO/HETIOJHO
KOIMMPOBAaTh, TaK YTO COAEPKUMOE KOTHMHU OTIMYAETCS OT OpUTMHANA, JTUOO
BHOCHUTb KaKne-T1u060 U3MEHEHWST B OPUTHHAI.

B HauwmonansHoM wuHctutyte toctuimu CIIA (National Institute of
Justice, U.S. Department of Justice) ObIM MPOTECTUPOBAHBI HECKOJIBKO TaKMX
nporpamMm [W12]. CornacHo MeTOOMKE MCHBITAHWN, KOPPEKTHOCTh CHSITHUS
KOTIUM CONMepKUMOro (obpa3a) mrcKa onpenenseTcs 4 mapaMeTpaMu:

@ COBIMaJicHUEe KOMUU C OPUTHHAJIOM;

@ BO3MOXHOCTh Bepr(DUKAIIUU KON,

® COXpaHeHNEe HEM3MEHHOCTU OPUTUHAIA;

@ IeTEKTUPOBAHUE BHEITHUX OIINOOK.

[MpoBeneHHBIMU WMCCIETOBAaHUSIMU TMOKa3aHa KOpPpPEeKTHas paboTa clieayio-

KX TPOTPaMM:

® dd u3 cocraBa OC FreeBSD 4.4 (6e3 omu6ox);

® Encase Bepcuu 3.20 (¢ TpeMst omrmbKamMu);

o Safeback Bepcuu 2.18 (¢ nByMs ominbkamu);

@ Safeback/DOS Bepcuu 2.0 (c yeTbIpbMSs OMIMOKAMM);

o dd u3 cocraBa GNU fileutils 4.0.36, OC Red Hat Linux 7.1 (6e3 omm60K).

PazymeeTcst, MpoBOAUINCH U WHBIEC UCCICAOBAHUS B WHBIX OPTaHU3AIIMIX,
HO aBTOp NMpUBOAMUT AaHHBIN ncTouHUK (National Institute of Justice) kak Ha-
nbojiee aBTOPUTETHBIA M3 M3BECTHBIX. MCIOJNb30BaHUE YITOMSHYTBIX IPOT-
paMM I CHATUS o6pasa IMcKa BO BpeMs SKCIEPTU3bI WIU TIPU TTPOBEICHUU
CIIEICTBEHHOTO ASWCTBHSI HE BBI3OBET Y CIEIMATMCTOB COMHEHUI IO MMOBOAY
KOPPEKTHOCTH KOTTUPOBAHMSI.

JIns coxpaHeHUsI HEM3MEHHOCTU OPUTWUHAJIA WK JJIsT JOTIOJHUTEIbHOM ra-
paHTUU TAaKOW HEM3MEHHOCTH OPUTUHAJIbHBIA HOCUTENh MPU KOMUPOBAHHUU
MOJKJTIOYAETCSI B peXKUME «TOJBKO UTeHHE». [IJi1 9TOTO BO BCeX OMepallMOHHBIX
cucteMax, kpoMe Windows, UCTTOTIb3yeTCsT PEXXKUM «ro>» KOMaHIbl MOHTUPOBA-
HUs (daitaoBoil cucteMbl (mount). A mist Windows, Toe Takoro pexuma He
MpeIyCMOTPEHO, MUCITOJB3YIOTCS CTelUalbHble MTpOrpaMMHbBIE MJIM amapaT-
HbIe OJIOKMPOBIIVKY 3alTMCU, KOTOPBIX CYIIECTBYET Ha pPIHKE HEMAJIO.

JIns TapaHTUM TOXIECTBEHHOCTH KOTIUU U 0Opa3a IMCcKa Mocyie KOMUpo-
BaHUS CleAyeT MPOU3BECTH BepuduKauuio. B ymoMsSHYTHIX BBIIIE MpOrpam-
MaX U HEKOTOPBIX APYTUX MPEeaAyCMOTPEeH pexkuM Bepudukamnuu. Ecinu ero Her,
TO TTOOUTHOE CpaBHEHUE COAECPXKMMOTO OPUTHHANA U KOMHWU MOXKHO TIPOU3-
BECTH UHBIMH TIpOTrpaMMaMMu.

Xow-ghynruuu oas ydocmoeepenus moycoecmeennocmu
B 3apy6exHOii TTpaKTUKE IJIsI YIOCTOBEPEHUS IIEJIOCTHOCTU M HEU3MEH-
HOCTHU JAaHHBIX Ha HOCHUTCJIC MCITOJB3YIOTCA OAHOHAIIPAaBJICHHBIC X3I_H—(l)yHK—
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uuu*. HarpuMep, npu CHATUU CelIMAIMCTOM oOpa3a I11ucKa Ha MeCcTe TIpouC-
IIECTBUS TTOACUUTHIBAETCS X3II-(GYHKUMsI, 3HAaYeHUEe KOTOPOH 3aHOCHUTCS B
MMPOTOKOJI. DKCIEPT, MOJYIMB Ha UCCIIeI0OBaHUE KOTIUIO, MOACYUTHIBAET C Hee
xouI-dyHkuuo. Eciu ee 3HaueHMe COBIamaeT co 3HaYeHUEM, BHECEHHBIM B
MMPOTOKOJI, BKCIIEPT W MHBIE JIUIA TTOJy4aloT YBEPEHHOCTh, YTO MCCIeayeMast
KOTHSI COBMAMaeT C OPUTMHAIIOM C TOYHOCTBIO 10 OUTAa.

AHaJIOTUYHO X31I-(PYyHKIIUS UCTOJB3YETCS 1JIsI KOHTPOJIS 1IeJIOCTHOCTH OT-
neabHbIX (aitynoB. Hanpumep, nipu uszbsaTuum jgoros. [logcuMThiBaeTcst X31II-
dyHK1Ms ot Jor-daiisia, oHa 3aHOCUTCS B MpOTOKOJ. Eciau nmeeTcs yBepeH-
HOCTh B MPaBWJILHOM IIOJCYETe X3UI-(PYHKIIUU, TO caM Jor-daisl MOXHO, B
MPUHIIMIIE, HUKAK He 0OpMIISITh, HE OlevaThiBaTh, a MepernucaTh Ha Iepe-
HOCHOM HOoCcHUTENb 0e3 (popManbHOCTENH. 3HaUeHUE XAII-DYHKIIUU B IIPOTOKO-
Jie obecrieunBaeT HEM3MEHHOCTh (paiiia mpu KOMUPOBAHUU U TOCJIEAYIOIIEM
xpaHeHuu. CoBrnageHue 3HAUYCHUI X3II-(QYHKIIMM TapaHTUPYET MOJHOE COB-
nageHue gaimos [18].

OTMeTHM, YTO BCE 3TU BHIKJIAIKU — YUCTAsl Teopusi. B oTeuecTBEHHOM yro-
JIOBHOM MpPaKTUKe KOHTPOJb 1IEJIOCTHOCTU Ha OCHOBE X3II-(YHKIMWI HE TIpU-
MEHSIeTCS (XOTsI B TPaXXIAHCKUX JejiaX ObLIN TPeleaeHTHI).

B xauecTBe Xa11-(pyHKIIM 0OOBIYHO MCITOJIB3YIOTCS IMPOKO U3BECTHBIC ajl-
roputMbl MD5 [18, 33] u SHA-1 [34]. OHU UMEIOT NOCTAaTOYHYIO CTOMKOCTb.
XoTdg ecThb U ropasgo 0ojiee CTOWKMe X31I-(QYHKLUUHU, HanpuMep, SHA-256,
SHA-512, WHIRLPOOL.

B Poccuu ykazaHHbBIE aqropuTMbl UMEIOT TaKylo Xe CTOMKOCTb, KaK U 3a
pyOekoM, HO OHU HE SIBJISIIOTCS] CTAaHIAPTHBIMU. Y HAac UMeeTCsI COOCTBEHHBIN
cranmapt ;s anroputMma xaui-byakuuu — FOCT P-34.11. UmeroTcs naxe ero
IMporpaMMHBIE peayn3aiiui, KOTOPble MOXHO IMPUCIIOCOOUTD JIJISI BBIYMCICHUS
Xa1I-pyHKIUU OT oOpa3a nucka. [Ipobiema B ToM, 9TO X3II-(QYHKIMS CUYUTA-
eTcsl KpuITorpauueckuM Mmpeodpa3oBaHUEM, a €T0 peaqu3alui — KPUIITOT-
paduueckoit (mudpoBanbHOI) TeXHUKON. [IpuMeHeHNEe TaKOW TEXHUKU per-
JIJAMEHTUPYETCSI COOTBETCTBYIOIIMMU HOPMATUBHBIMU aKTaMU, OHA MOIJIEXKUT
00s13aTeIbHOM cepTUdUKALIMU, UCTTOIb3YIolIe ee MH(HOPMALIMOHHBIE CUCTe-
MBI — aTTeCTallUU, a 1eSITEJIbHOCTh MO 00CTY>XXMBAHUIO MM POBAJIBLHON TEXHU-
KM — TuueH3upoBaHuio. [IOHATHO, YTO NP CHSATUM KOTIMU JUCKA CIIeLMaTKC-
TOM B ITOJIEBBIX YCJIOBMSIX HUKAK HEBO3MOXHO MPOBECTHU aTTECTAIIMIO CUCTEMBbI
1 obecneynThb cobJIIoAeHEe YCIIOBUI cepTUdUKaTa Ha IKM(POBaJIbHYIO TEXHU-
Ky, Jaxe ecJii Obl TaKol cepTUdUKAT y CIIeMaanucTa MUMeJCs.

[ToaToMy aBTOp He MOXET PEKOMEHI0BaTh O(pUIIMaJIbHOE UCIIOJIb30BaHUE
OHOHAIPABJIEHHBIX X3II-QYHKIUN I yIOCTOBEPEHMS 1IEIOCTHOCTU WH-
dopmMalMOHHOTrO coaepXUMoOro Hocutenei. X, KOHEYHO, TOJIe3HO UCMOJb-
30BaTh. MOXHO naxe 3aHOCUTh 3HaueHre M DS B nmpotokosn. Ho Henab3s cchl-
JIaThCSI HA COBITaJICHUE 3HAYEHU 1 X311Iel B KaUeCTBe 10Ka3aTeIbCTBA HEM3MEH-
HOCTU JaHHBIX.
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Hccaedosanue aiinos

®daiinbl, cogepxkaliyre T0KyMeHTH (TEKCTOBBIE, TpaduuecKre, TaOINIHBIE,
KOMOMHHMPOBAHHBIE), OYEHb YACTO HECYT KPOME CAMOro JOKYMEHTa MHOTO
CIyXeOHOM M CONPOBOXIAOIIEH NH(GOPMALIMK, KOTOpasi He BUIHA IS MTOJIb-
3oBaTend. YacTo mosb3oBareib Jaxe He MOJ03pEeBAaeT O €€ CYLIECTBOBAHUM.
OHaKo 3KCIEPT O HEll 3HAET, a ClIefOBaTEIbHO, MOXET 03 Tpyaa U3BJIeYb Ta-
KYIO JONOJIHUTEIbHYI0 NHpopMaLuio n3 daiina.

Properties - EXIF x
E Camera A
Make OLYMPUS OPTICAL CO.LTD

Model C150,0390

Orientation Upper Left

# resolution 1441

Y resolution 1441

Resolution unit inches

Software ACD Systems Digital Imaging

Date/time 15.03.2006 19:48:37

YCBCr positioning co-sited

E Image

Image description OLYMPUS DIGITAL CAMERA

Artist

Copyright

Exposure time 00014 s

F-number 7

Exposure program Marmal program

150 speed ratings 100

Date/time original 11.01.2003 16:08:35
Date/time digiti... 11.01.2003 16:08:35
Component config YCBCr

Compressed EPP 21 Cayacebnasn ungop-

Exposure bias value  0.00EV mayus uz Heobpabo-

Max. aperture value /2.8 mawnHoeo aiina

Metering mode Center weighted average ¢opmama JPEG

Light source unknown n0360/15€m NOAYHUMDb

Flash Flash did nat fire, compulsory flash mode DONOAHUMENbHBIC

Focal length 5 mim

Uses comaent OaHHble: Modend

Subsec time 375 gomoannapama, épe-

Colorspace sRGEB M5 CoeMKU,

Pixel X dimension 768 b Ucnob3oearnue
\Database ) File \EXIF / BCHBIUKY U MHO20€

- - - dpyeoe

Hanpumep, B daitnax ¢ uzodpaxenusmu popmara JPEG (jpg) xpansitcsa
CBeIeHMS O IPUKJIAIHON MporpaMMe Ujan o00pya0BaHUU, TIPU TTOMOIIU KOTO-
poii ¢aiin co3maBalicsd WM pegakTupoBayics. B mokymenrtax ¢gopmara MS-
Word xpanutcs uneHTudGUKaTop (JIOTMH) CO3AaBIIEro MoJib30BaTesisl, UCXO/I-
Hoe pa3MmelleHue daiiia, IpexXHue BEPCUM TEKCTa U MHOTO Yero JApyroro.
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IllyTka, obomieninasi Bech pycckuii cerMeHT MHTepHeTa, — BCero JMIIb
MmoyiHoe uMs aiina, M3BJIeYeHHOE U3 CKPBITBIX aTpUOYTOB mOKyMeHTa MS-
Word:

"C:\Xpeup mo pabore\l'emop\Tymsie KImeHTH\HennaTenbummru\oOXy-
eBume \VBaxaeMsli Cepreit AHaTonbeBud.doc"

Kaxk npu uccinenoBaHuu oTAeAbHBIX (haitioB (KpoMe MPOCTEHIINX TEKCTO-
Boix uiau ASCII-¢aitnoB), Tak U nMpu MCCAeIOBaHUM TMCKOB, UHBIX HOCHUTE-
Jiell, KOMIIbIOTEPOB UMEET CMBICJI MOCTAaBUTh Mepe/l IKCIIEPTOM BOIPOC Kaca-
TeJIbHO OOHapyXeHUsI CKPBITOH, ClyXeOHOW MHGpOpMalUu, MPeayCMOTPEeH-
HOI1 COOTBETCTBYIOIINM opMaToM (aiina.

Apyrue TMRbI HOCUTenen

Daswm-naxonumenu

Becbma pacnpocTpaHeHHbIE HOCUTEJM KOMIbBIOTEpPHON MHGOpPMaUMKU Ha
OCHOBE (pI31I-TaMsITH HE TOJIbKO HaJexXHee, HO U 3HAUYUTEJbHO ynoOHee MC-
clieoBaTh, CHSB MpeaBapuUTEIbHO UX Konuio. Pazymeercs, peub UaeT 0 KOIu-
pOBaHMM He Ha YpOBHe (pailioBoil cUCTEMBbI, a HA YPOBHE KOHTpOJIIEpa YCT-
poiicTBa, TO ecTh bitstream-KonupoBaHUU. TakKe KOMUIO MOXHO CHUMATh He
B xone KT, a mpu U3bsATUM TAKMX HAKOIIUTECH.

IMpoie Bcero caenaTh KOMUIO, MOAKIIOUMB TaKoe YCTPOMCTBO K Jjlabopa-
topHoMmy KomIibiotepy ¢ OC tunma UNIX nnu Linux. B atux cucremax ecth Bce
HeoOxonumoe st 6e3omacHoro (6e3 BO3MOXHOCTU 3allMCH) MOAKIIOUCHUS U
nmoburoBoro konupoBaHusa. [Ipu BcTaBieHum Takoro HakomuTedas B USB-
pa3beM UM UHOE YCTPOMCTBO UTEHUSI OHO OTMO3HAETCS OMEpallMOHHOMN CUCTe-
Moii. Eciiu omo3HaHUS He TTPOU30I1ILJI0, 3HAYUT, HE XBaTaeT COOTBETCTBYIOIIIE-
ro apaiiBepa (MOayJis siipa), KOTOPbI HY>)KHO JOYCTaHOBUTb.

ITpumep omo3zHaBaHus Gasni-HakonuTes ¢ uHtepdeiicom USB:

# dmesg

umassl: PNY USB DISK 2.0, rev 1.10/0.50, addr 2

da4 at umass-siml bus 1 target 0 lun 0

dad4: < USB DISK 2.0 1.09> Removable Direct Access SCSI-0 device
da4: 1.000MB/s transfers

da4d: 124MB (253952 512 byte sectors: 64H 32S/T 124C)

IMoaktouyaeM OMO3HAHHBIM HAKOMUTENb C OIIIUEN «r0» (TOTBKO UTCHUE):

# mount_msdosfs -o ro /dev/dad4sl /mnt/usbdrv/

# mount

/dev/adésla on / (ufs, local)

devfs on /dev (devfs, local)

/dev/adésle on /tmp (ufs, local, soft-updates)
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/dev/ad6slf on /usr (ufs, local, soft-updates)
/dev/ad6sld on /var (ufs, local, soft-updates)
/dev/dadsl on /mnt/usbdrv (msdosfs, local, read-only)

YTOo6Bl MCKITIOYUTh BO3MOXHOCTh M3MEHEHUS MHGOPMALIMU Ha YCTPOIi-
CTBe, €ro TMOAKIIYeHWe (MOHTUPOBAHME) OCYIIECTBISIETCS C OMIUEN «-I»
(MM «-0 10»), TO ecThb B pexxume read-only. Jlajee nmpyu MOMOIIU MTPOTPAMMBI
«dd» Bce comepXUMOe YyCTpOUCTBA TOOGUTOBO KOTIUPYeTCs B (haiiyr, KOTOPHIN U
OymeT MOIBEPTHYT NaJbHEHUIIIEMY MCCIETOBAHUIO.

# dd if=/dev/dad4 of=/home/fnn/usbimage.bin conv=notrunc,noerror,sync
253952+0 records in

253952+0 records out

130023424 bytes transferred in 1271.039536 secs (102297 bytes/sec)

[MonyuuBiuiicst y Hac daiis ¢ o6pa3zomM HakonuTens usbimage.bin MoxeT
OBITh MOAKIIOUEH K 3KcrepTHOH nporpamme — «EnCase» «FTK» nnu kakoii-
160 Opyroii.

Ecnu xonupoBaHue HAKOTUTENSI TPOU3BOIMUTCS HA MECTEe, TO OYIEeT Mmoje3-
HO MOJACYUTATh KOHTPOJBbHYIO CYMMY, a Jiy4dllle — X31I-(QYHKIINIO MOJTy4eHHO-
ro (aitna v 3aHecTH ee B MPOTOKOJI. 3HAUEHUE X3UI-(PYHKIIUU, KOTOpAsT BbI-
yuclieHa HecepTU(PUIMPOBAHHBIM U HEATTECTOBAHHBIM KPUTITOTpaUUEeCKUM
CcpencTBOM, oUIIMATBbHO HE MOXET CIYXUTh J0Ka3aTeJIbCTBOM HEM3MEHHOC-
™™ ¢aitna. OgHaKo ee COBMageHue CO 3HaYeHUEM XaIlI-(PYHKIIUU, KOTOPOE BbI-
YUCIUT BKCIIEPT, OYACT AJOTIOJHUTEIbHBIM CITIOCOOOM YOEIUTHCS B 1IETOCTHOC-
TU JaHHBIX.

# md5 usbimage.bin
MD5 (usbimage.bin) = 4d3ded473b8c7f0lec6ed6888f61£f8c43

ITocne atoro OTMOHTHUPYEM HAKOIIMTCJ/Ib 1 U3BJICKA€EM €TI0 U3 pa3beMa.

# umount /mnt/usbdrv/

# dmesg

umassl: at uhub3 port 2 (addr 2) disconnected
(dad4:umass-siml:1:0:0): lost device
(dad4:umass-siml:1:0:0): removing device entry

umassl: detached

IMonxmiouenne n xonupoBanue USB-yctpoiicta mox OC kiacca Windows
MpencTaBisgeTcs 6ojiee MPoOGIeMaTUIHBIM, MTOCKOJIBKY OTCYTCTBYET BO3MOXK-
HOCTb TOAKITIOYEeHUs] (MOHTUPOBAHMST) HAKOITUTEIEH B PEKUME «TOJIBKO UTe-
Hue». Bce USB-ycrpoiicTBa B 31011 OC IMOAKII0OYAIOTCS ¢ BO3MOXHOCTBIO UTE-
Hus 1 3anucu, 1 OC MOXeT MPOM3BOAUTD 3aITUCh Ha YCTPOUCTBO 06€3 CAaHKIIUK
CO CTOPOHBI MMOJIb30BaTEN ST M Oe3 ero yBegoMjeHus. It HAKOTIUTENeH ¢ WH-
tepdeiicamu SCSI u IDE (ATA) BeinmycKarmTcs anmnapaTHble 0JJOKMPaTOpPHI 3a-
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nucu, a ajass USB-ycTpoiicTB Takoro mpucrnoco0eHus aBTOpy HalTH He yaa-
Jock. Brpouem, HekoTopble MoJean (BI3LI-HAKOMUTENEH UMEIOT COOCTBEH-
HBI anmnapaTHbIii 6JOKUPATOP 3alUCU B BUJE NepekiIiouaTeisi Ha KOpIyce.

3amumcppoBaHHbIe faHHbIE

[l poBaHme OTACABHBIX 3alIMcei, PaitioB, pa3menoB, IMCKOB U TpaduKa
MPUMEHSIETCS 3JI0yMBIIIIEHHUKaMM 1OCTaTOYHO 1KpokKo. Kpome Toro, pyHK-
MU MU POBAHUS BCTPOSHBI BO MHOTHE BUIBI ITPOTPAMMHOTO 00OecIeYeHusl,
IIe OHM 3aleHCTBYIOTCS aBTOMATUYECKU. DKCIEPT OOJKEH OBbITh TOTOB KO
BCTpeue ¢ 3aludpOBAaHHBIMUA JaHHBIMU, HE NOJKEH CUMTATh TaKOW ciydyait
O0e3HameXXHbIM. XOTSI COBpEMEHHasl CUJIbHAsI KpUIITOTpadusi cYUTAETCS TpaK-
TUYECKU HEMPEOa0IUMOIi, Ha MPAKTUKE OKa3bIBAETCS, UTO BO MHOTHUX CJIy4asix
Io6GpaThCs M0 3alIMOPOBAHHBIX TaHHBIX MOXHO [56].

INepeumnciuM BKpaTile OCHOBHBIEC CIydyau, KOTIa 3KCIEPT B COCTOSTHUU pac-
mudpoBarh 3alMdpoBaHHbIE JaHHBIC.

Hcnoavzosanue caaboii kpunmoepaguu

To nu u3-3a HemocTaTKa 3HAHWM, TO JIM BpeMEHHU, HO MHOTHE 3JI0YMBIII-
JICHHUKU MO CHUIO TTOPY MPOAOJIKAIOT MCIIOIb30BaTh JOBOJHHO TPUMUTHUBHEIE
mudpsl. Hanpumep, onepauus XOR (Mckiovamliee «ujin») ¢ omnpeaesieH-
HbIM OaliTOM MM KOPOTKOM TOCIeA0BaTEIbHOCTbIO 0aiiTOB. DTa orepalus
MPOIIe BCETO pealn3yeTcsl MPOrpaMMHO, U «Ha BUI» TaKWe TaHHbIC BBITJISIST
zamudpoBaHHbeiMu. Ho mpeomonets XOR-mudpoBaHue oyeHb MpoOCTO.
HHble BUOBI clTaboii KpunTorpaduu MPUMEHSTIOTCS PEAKO, TOCKOJIbKY OHU He
TakK IpocThl, Kak onepanusa XOR, a 6oyee cToiiKie alTOPpUTMBI IO POBAHUS
IIOCTYMHBI B BUJIE€ UCXOJHOTO Kojia U OUOJINOTEeK.

Hampumep, tposiHckas nmporpamma «Back Orifice» ncmonssdyer XOR s
mudpoBaHUS CBoeTO TpaduKa. M3BecTHBIE MPOU3BOIUTENIN TaKKe ObUIM 3a-
MeUYeHBI B mogo0Ho# xantype: HanpuMep, XOR ¢ ¢pukcupoBaHHO# Mocieno-
BaTeJbHOCTHIO JUISI IMMMPOBAHUS TMapojieil mMcrnojb3oBaics B «Microsoft
Office» no 2000 ronma, B «PalmOS» no Bepcuu 4 © B HEKOTOPBIX APYTUX TPOT-
paMmax.

Hcnoav3zoeanue xopomiux xaroueii u napoaeil

Jaxe B ciiyyae IpUMEHEHUS CUJIbHOW KpunTorpaduu 3amubpoBaHHbBIC
MaHHBIE OYAYT TJI0XO 3alUIIEeHbI, €CJM UCIT0JIb30BaH KOPOTKMIA TTaposib. Yac-
TO MapoJib CIYXHUT KIHOYOM ]_HI/I(prBaHI/ISI. B JApyrux ciaydadx IJHUHa KiI4da
WJIM MHOXECTBO €ro 3HaYEHU NCKYCCTBEHHO OTpaHHUYMNBAIOTCA. B HO,Z[O6HI)IX
cjIydyasax SKCIIEPT MOXET NMPUMEHUTL MECTON Hepe6opa, TakxXXe Ha3bIBaeMBbI
«brute force». DTOT MeTO peaqn30BaH BO MHOXECTBE MTPOTPAMM JJIsI MHOTHX
pa3HBIX aITOpUTMOB mMdpoBaHusa. Ha B3risim aBTopa, Bcerma IoJie3HO IOTO-
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HSATb METOJ Tepebopa B TeUeHUE HECKOJbKHUX YacoB Hal 3amuGpoBaHHBIMU
NAaHHBIMU; 3aTpaThl paboyero BpeMeHW HE3HAYMUTEIbHBI, CBOOOIHBII pecypc
npoliieccopa Bceraa UMeeTcsl, a BAPYT Moay4uTcs?

He cnaGbie, HoO HaMepeHHO ocabJieHHbIE aJITOPUTMBI, TaKMe KaK, Hallpu-
Mep, 40-outHbiii DES B akcnopTHOIt Bepcuu «Windows-NT», Takxe moaaa-
I0TCS BCKPBITHIO MeToa0M Tepebopa. Ho niist aToro motpedyeTcsi 3HAUUTENb-
Hasl BBIUMCIUTEbHASI MOIIHOCTh — HECKOJIbKO KOMITbIOTePOB, O0bEIUHEH-
HBIX B Kjactep. s Takoi 3agauyu UMeeTcsl JOCTYIMHOe MporpaMMHoe obec-
MeyeHue.

Hcnoavzosanue caosapuvix napoaeii

Bmecto mpsiMoro mepebGopa mapoJisi uau Kiatoda («brute force») MoxXHO
MoTnpo6oBaTh MOJOOPATh MAPOJIh MO CIOBApI0. BONBIIMHCTBO MOIb30BaTENEH
BBIOMPAIOT B KA4eCTBE MapoJisi OCMBICJIEHHOE CJIOBO WU (pa3y. DTo MO3BOJISI-
€T pe3KO COKPAaTUTh KOJWYECTBO BapMaHTOB mpu mepebope. CroBapb Bcex
pacrpoCTpaHEHHBIX SI3bIKOB COMEPXUT MEHbIIe MUJIJIMOHA CJIoB. BmecTe co
BCEMM BO3MOXHBIMU KOMOUHAIIUSIMU 3TO BCAKO MEHbIIIE, YeM TTPOCTPAHCTBO
HEOCMBICJIEHHBIX MApoJieif, TO €CTh BCEX BO3MOXKHBIX COYETAHUI CUMBOJIOB Ta-
KOl e IuHBI. HecmoBapHBIN Mapojb B 8 CUMBOJIOB MOXHO 0¢3YCIEITHO MO~
OUpaTh MecAIIaMU. A TaKOM ke TJIMHBI CIOBAPHBIN TTapoJb HAXOAUTCS Mepe6o-
pPOM 3a CEKYHJIBI.

B pacnopstkeHMUM 3KCIepTa eCTh KaK CBOOOJHO pacIlpocTpaHseMble, TaK 1
MpoTpueTapHbIe TPOrpaMMBbI TS TTOA00pa MmapoJieit o CIoBaplo, a TaKXKe pas-
JINYHBIE CIIOBAPU K HUM.

B xadecTBe TOMOJHUTEIHLHOTO CIOBAps aBTOP PeKOMEHIYET UCITOJIb30BaTh
BCe CMMBOJIbHBIE CTPOKM, HaliIeHHbIE Ha AMCKe MoJo3peBaeMoro. Benmmnka Be-
POSITHOCTB, YTO B Ka4yeCTBE MapoJisi OH BhIOpaj KaKoe-Iubo CII0BO, BhIpaxe-
HUEe, HOMED WJIU WHYIO CTPOKY CHMBOJIOB, KOTOPYIO T/Ie-TO BUAET WIU cCaM
ynoTpeOsti. B ToM 1 B APYroM ciiydae 3Ta CTPOKa MOXET OCECTh Ha XEeCTKOM
NVCKE B KAKOM-JINOO BUIE.

Heaxxypamnoe oopawenue c omxpotmoim mexcrmom

IMpu mmdpoBanuu ¢GaitjoB 1 B HEKOTOPBIX MHBIX CIy4YasiX OTKPBITBIN TEKCT
3amunGpoBBIBAETCS, pe3yabTaT MM(GPOBAHUS 3alTMCHIBAETCS Ha AUCK, a (dail,
coJiepXkalluil UCXOAHBIN TEKCT, ynanseTcs. Eciu Takoe ynajieHue npousBese-
HO mTaTHbIMU cpeacTBamu OC, 6e3 MCIoJb30BaHUS CHELUATbHON MpOoLeay-
pbl «3aTUpPaHUSI» COAEPKUMOTO (haiiya, TO OTKPBITHIN TEKCT OCTAHETCS Ha IUC-
K€ M MOXET ObITh BOCCTAHOBJIEH. T0O K€ OTHOCUTCS K COOOIIEHUSIM 3JIEKTPOH-
HOW TMOYTHI: TpU IIU(GPOBAHUU UCXOAHBIN TEKCT ynausieTcsl u3 6a3bl cood1Ie-
HU1, HO He 3aTUpaeTCs U MOXeT ObITh OOHApPYXEH, €CJIU TTOBEepPX He 3aMullyT-
csl uHbIe naHHble. Bo Bpems penakTupoBaHus ¢aiiia, XpaHsIerocss Ha Kpuri-
TOJMCKE, PEIaKTOP MOXET COXPaHSITh BPpEMEHHbIC KOTTMU BHE 3TOTO KPUIITO-
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nucKa, a ornepaiMoHHas CUCTeMa MOXET BpeMeHHO cOpachiBaTh peaaKTupye-
MBI TeKceT min ero yactu u3 O3Y B o61acTh moakauku®. [lepen pacreyaTkoit
Ha IMpUHTepe He3almun@poBaHHAs KOIUS JaHHBIX 3alMChIBAETCS B OYepeb Me-
YyaTHu, TO €CTh OISATh Xe Ha AucK. CIIOBOM, MOJIb30BAaTEII0 TPYAHO MTPOKOHTPO-
JIMpoBaTh Bce (paitnoBeie ornepanuu. [Ipu ux MpoBeneHUM OTKPBITHI TEKCT
YacTO OCTAaeTCsl Ha IUCKE, TIe ero MOXHO ITOTOM HaMTH.

Takxe KOMHMU OTKPBITOTO TeKCTa ObIBAIOT pa30dpocaHbl MO OINepaTUBHOM
naMmsiTu. He Bce mporpammbl akKypatHo oOpamatorcsi ¢ O3Y u 3aTupaloT 3a
coboit conepxumoe namsatu. CHaB gammn* O3Y B nmepuoa akTUBHOCTHU HIUDPY-
IOIIEei MpOoTrpaMMBbl WJIW TOCJI€, MOXHO HAWTHU B HEM OTKPBITHII TEKCT.

Heaxxypamnoe o6pawenue c napoaem

Kax yxe yka3bsIBaJoCh, CIOBApHBI MapoJib JIETKO MoA00paTh. 3aTO HEMOI-
OupaeMBbIii TapoJIb TPYAHO 3alTOMHUTL. TeM GoJjiee, TPYAHO 3alIOMHUTH HeC-
KOJbKO IJWHHBIX U HEOCMBICIEHHBIX Maposieil. [1o3ToMy 3IO0yMBIIIIEHHUK
MOXXeT 3alKcaTh MapoJiv TAe-TO — B (haiije, B 3alMMCHON KHUXKE, B MOOWUITb-
HOM TesieOHe, Ha cToyie. MM MCITOJBb30BaTh B KA4eCTBe MapoJisl yKe MMelo-
Iyrocs BOJIU3KM pabouero MecTa HaAKUCh, HATIPUMED, ¢ HaKJIEKA Ha CUCTEM-
HOM OJIoKe.

Taxkxe Momo3peBaecMblii MOXeT MCITOJIb30BaTh OJAWH MapoJb IJIsT HECKOJb-
KHX PECYPCOB pa3HOU CTEMEeHM 3aIIUIIEHHOCTH. DTO JOCTATOYHO PacmpocTpa-
HeHHas mpakTuka. Hampumep, oH cyMes 3alTOMHHUTb OOWH JJTWHHBIA M HEOC-
MBICJIEHHBIN Mapojib U UCMOJIb30BaJl ero s mubpoBaHUs KJIF0Ya K KPUTITO-
IVCKY W JIJIST JOCTyNa Ha BeO-caiiT. M3 koHdurypanmonHoro ¢aiina 6paysepa
SKCITepT M3BJIEKAET BCe 3allOMHEHHBIE MApOJU U MPOOyeT MPUMEHUTh MX K
KPUIITOAMCKY — BOT U He cpaboTaja cujibHasi Kpunrorpadus.

Hewudgppoeannvie umena aiinos

HMmMmena ¢aitnoB mpu o6pabOTKe 3aNMCHIBAIOTCS TPYAHOKOHTPOJIUPYEMBIM
o0pa3oM B ellle OoJiblliee KOJTUYECTBO MECT, UeM colepxkxumoe (teso) daitaos.
B mmdpoBaHHBIX apxuBax uMeHa (aiiaoB yacto He mudpyTcs. MmeHa daii-
JIOB 4aCTO 3allOMUHAIOTCS peAakTopaMu, dhaiaoBsiMu obooukaMu. Jlaxe ec-
JIV 9KCIIEPTY HE yIajloch 100paThCs 10 CONEPKUMOT0 KPUNTOAMCKA, OH HaBep-
HsIKa HaliIeT B HECKOJBKUX MeCTaxX Ha UCCIIeIyeMOM KOMITbIOTepe OTJIaBIeHHE
aToro kpunronucka. [lo umeHam ¢daitjioB MHOroe MOXXHO CKa3aTb 00 UX CO-
Nep>XaHUU. A eclii KpOMe UMEHU U3BECTEH elle U pa3Mmep daiina, To B OTAEIb-
HBIX CJIy4Yasix MOXHO Jaxe HalTH rae-HUuOyab OpUruHall.

M 3BecTHBI clyyan, KOTJa paciindpoBaTh JTaHHbIE 9KCITEPTY HE yaalloch, HO
yaajoch MOJYyYUTh orjaBieHue 3amudpoBaHHOro aucka. CooTBeTCTBUE UMEH
(aitioB ¥ UX pa3MepoB U3BECTHBIM (haiiaaM MOCIyXKuI0 noKa3areabcTBoM. Ha
TaKUX J0Ka3aTeJIbCTBAX BITOJHE MOXET ObITh OCHOBAHO OOBUHEHNE B Hapylle-
HUM aBTOPCKUX MpPaB WU B PaCIPOCTPAaHEHUN MOPHOrpaduu.
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Pexmomepmanvnviii kKpunmoanaaus

T'oBopsAT, 4TO YeNIOBEK — 3TO ciabelilliee 3BEHO B cUCTeMe MH(MOPMAIIMOH-
HOI 6e30MmacHOCTU. XOTS aBTOp M He COTJIaCeH C pacCCMOTPEHUEM desioBeKa B
KauyecTBe «3BeHa» WIM <«3JEeMEHTa» WHOOPMALMOHHON CUCTEMBI, CIIELYET
MPU3HATh, YTO OOJBIIMHCTBO MHIUACHTOB IMPOUCXOIAT He U3-3a YI3BUMOCTEM
I1O unu c60eB 0O00OpymOBaHUSI, a IO BUHE NMepCcOHaNa. AHAJIOTUYHAS CUTYaIAs
HaOTIomaeTcs U B 00J1aCTH UCCIIeI0BaHUS J0KA3aTeIbCTB. BONBITMHCTBO U3Be-
CTHBIX aBTOPY CJIy4aeB, KOTaa 3KCIepT CMOT paciindpoBaTh JaHHbIE Ha UCCIIe-
IyeMOM KOMIIBIOTEPE, — 3TO COOOIIEeHHWE MAPOJIsT CAMUM BIIAAETbIIeM KOMITh-
oTepa WK oNepaTopoM MHPOPMAIIMOHHON CUCTEMBI.

JI71s TOTO YTOGHI CKIIOHUTH TTOA03PEBAEMOTO MW CBUAETENS K COTPYIHNYE-
CTBY CO CJIEJCTBUEM, IPUMEHSIOTCS pa3TUYHbIe METOABI, He BXOISIINE B ce-
py M3y4eHUs KpUMUHAIUCTUKU. Hayka Wb 0OTMeYaeT, YTO YeTOBEK SIBIISIECT-
¢Sl CaMbIM PacIpOCTPaHEHHBIM HCTOYHUKOM CBEISHUI IS paciinGpoBKYU 3a-
mMUOPOBAHHBIX TaHHBIX.

Jlocmyn k codepucumomy O3y

B omepaTuBHOI MaMsITU MOTYT XpaHUThCS HE TOJBKO He3alnm(@poBaHHBIE
JMaHHbIE, HO W KJTIOUM C MapoJIIMU. DKCIEPT BPSI U TOJTYIUT JOCTYM K pabo-
TaloleMy KOMITbIOTEPY ¢ aKTHBUPOBAHHBIM KPUIITOAWCKOM VJIM WHOM CUCTe-
MO mKudpPOBaHUS, YTOOBI CHSITH C HETO JaMIT OrepaTUBHON maMsaTH. OQHAKO
comepxumoe O3Y MOXHO OOHAPYXUTH B 00JIACTU MOAKAYKH, a TAKXKE B JaM-
Mmax MmaMsiTH, KOTOPbIe aBTOMAaTUYECKU CHUMAIOTCS TIpu c6osx B pabote. Ham-
pumep, yrunuta «Dr.Watson» B Windows-2000 aBTomMaTuyecku 3amuchiBaeT
JaMI maMsTu cOOiMHOTro mpolecca.

Cognepxumoe O3Y ¢ mapoyisiMu, coIepKUMOe BpeMeHHBIX (GaliyiIoB 1 yoa-
JIEHHBIX TIOJTb30BATEILCKUX (hailIoB ¢ TApOJIIMU MOXET OBITh HallIEHO TT0 BCe-
MY IMCKY B CAMBIX HEOXKUIAHHBIX MecTaX. CHCTeMaTHIeCKUA TTOAXOI K 3afade
cocTouT B cienyionieM. [To nucciaemyeMoMy IUCKY COOMPAIOTCS BCE CTPOKOBBIE
BEJIMIMHBI, KIIOUEBbIE CJI0BA U (hpa3bl, OHU arperupyloTcs M 3aUChIBAIOTCS B
BUae (baiiya-caoBapsi, KOTOPBIN 3aTeM MOAKIIOYaeTCs K MporpaMMe moabopa
mapoJieit. JIocTaTOYHO BeJIMKa BEpOSATHOCTD, YTO MAPOJIb XOTs OBI pa3 «0ces» Ha
JHUCKE WM YTO MOJIb30BaTeIb UCITOIb30BaJ B KA4eCTBE MApOJIs CJIOBO WU BbI-
paxeHue, KOTOPOe BCTPEYAIOCh B MPOYUTAHHBIX WJIM HAITMCAHHBIX UM TEKCTaX.

Hcnoavzosanue xeiinocepa

B HeKOTOpBIX, JOCTATOYHO PEAKUX CIydasX MpeacTaBseTCss BO3MOXHOCTD
HEe3aMeTHO OTCJEIUTh AEHMCTBUS MOA03PEBAEMOTO, B TOM UKCJIE CHSTh TEXHU-
YeCKMMM CPEACTBAMU BBOAMMBIIN WM Tapojib. CpeicTBa TakKue UMEHYIOTCS
keitnorepamu (keylogger) u ObIBalOT MPOTPAMMHBIMU U arIiapaTHbIMU.

BripouemMm, 3TOoT MeTOI OTHOCUTCS, cKopee, K OPJI, a He X skcnieptusde. OH
0oJjiee MOAPOOHO OMKUcaH B pasjaee 2.
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Illugpposanue pazoenoé u nocumeaeii

B HCKOTOPBIX HOCHUTCIAX, TAKHX KakK (bJ'I3H_I—HaKO]'II/ITCJ'[I/I, H_II/I(prBaHI/IG
COIEPXKUMOTO MTPEAYCMOTPEHO KOHCTPYKTUBHO.

1o kaKMM-TO He BIOJHE ICHBIM JJId aBTOpa IMpUYMHaAM HEKOTOPLIC ITPOIT-
pUeTapHBIC p€ain3allun TaKOTO HII/Id)DOBaHI/IH Ha MOBECPKY OKa3bIBAIOTCA HEC-
TOWKUMMU, YSI3BUMBIMU, & TO U BOBCE MPUTBOPHBIMU.

ITosTOMYy, HaTKHYBIIMCH Ha TPOTNPUETAPHYIO peanu3aluio MUudpPOBaHUSI
JaHHBIX Ha HOCUTECJIC, SKCIIEPT HOJIKCH IEPBLIM ACJTOM MNPCAITIOIOXKUTDL, YTO
NMECTCA HAMCPCHHO MJIIN cnyqaﬁHo OCTaBJICHHBIN IIPOU3BOAUTEIIEM «‘-ICDHBIfI
xon». B psime ciayyaeB Takoii Xoa 0OHApY>XKMBAETCS MPOCTHIM MMOUCKOM MH(DOP-
mauuu B UHTepHeTe. B Apyrux ciyvasx mpou3BOAUTEIb HOCUTEIIS caM OepeTcst
pacmndpoBaTh «HameXXHO 3alMbpoBaHHbBIE» TaHHBIE (pa3yMeeTcs, 1Mo 3arpo-
Cy IpaBOOXPAHUTEbHBIX OPTAHOB, TOCJIE UCTIOJHEHUS psfa GopMaIbHOCTEN).

B otauune ot IIPpOIIPpUETAPHBIX, OTKPBITHIC p€aln3allun ]_HI/I(bDOBaHI/ISI BCE
YCTOﬁqHBBI. Bo Bcakom cJiygya€, aBTOpY HE€ U3BCCTHBHI CJIy4yau O6Hapy)KGHI/I$I B
HUX «4€PHOTO XOIa».

Cmeezanoepagus

DTOT METOM, B OTIMYKME OT INM(POBAHHUS, ITPEIyCMATPUBAET COKPHITHE Ca-
MoTo0 (hakTa HaJIM4usg MHOOPMALIMK Ha KOMIIBIOTEPE WIM B COOOIIEHUHU [66, 67].

MHuorue npumeHsieMble ¢hopMaThl TaHHBIX ((haitJIoB U COOOIIEHUIT) comep-
XaT «HeYyBCTBUTEIbHBIE» OUTHI, KOTOPbIE MOTYT OBITH U3MEHEHBI Oe3 yiepoa

Steppraiy Make your sectels Invisible In just 3 easy steps | 3
P:____ HIDE UNHIDE
% Step 1: Select a carmier file -l.'." Stepl: Specify a camier file L‘..-"
20030317121715_8,jpg Size: 18229 Mo carrier file selected
Step 2: Addfremove file or message Step 2: Enter password
Eglua fglumwu
Type Name Size (k)
Message demo 0 ‘% Unhide (double click to save az)
File dvdx exe 1736
File 1.a% 883 L L Sizs ()
< >
Step 3: Password .ooooo.o.o
= | >
Enter password again| ., sesssss
Ve {
& nide %?

OO0Ha U3 MHOOUUCAEHHBIX NPOPAMM 0451 HeNPOGeCCUOHAN08, NO3BOAAIOUASL CKPbL-
8amb NPoU3B0AbHYI0 UHpOpMayuro eHympu paiinoe-konmeiinepos popmama JPEG
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ISt BocripusiTust nHgopmanuu. MHsle ¢hopmMaTsl mpeaycMaTpUBalOT HaJIU4Yne
00s13aTeNIbHBIX, HO HEUCIIOJb3YeMBIX TToJielt. M TaM 1 Tam MOXKeT OBbITh 3amuca-
Ha CKpbIBaeMmasi UH(popmMaius.

Yamre Bcero B KauecTBe cTeraHorpauyecKuX KOHTEMHEPOB UCIOIb3YIOTCS
nszoopaxenus B popmare BMP u JPEG, 3BykoBbie daiinbl B popmate MP3
(MPEG-3), Buneodaiinsl B hopmate AVI. CyliecTByeT HeCKOJIbKO MPOTpaMm
(B TOM uKCie, CBOOOAHBIX) /I XpaHeHUs MHGOpPMAILIMM B TAKUX KOHTeiTHepax
U U3BJICYCHUS €e.

CreraHorpadusi yaile UCIOJb3YeTCsl MpU MepechbUike coobuieHuit. s
XpaHeHWUsI ke UHDOPMAILIMU Ha KOMITbIOTEpPE MPUMEHSTh cTeraHoTrpaduueckue
TEXHOJOTUU HEePa3yMHO, MTOCKOJbKY TPYIHO CKPBITh HaJlMUMe cTeraHorpadu-
YEeCKMX IMPOorpaMM. A ecliM 3KCIIePT OOHAPYXUT TakKue MporpaMMbl, OH HeTIpe-
MEHHO HaYHEeT MCKaTh CKPBITYI0O MH(POPMAIINIO, TO €CTh CTeTaHOTpadus more-
pSIET CBOE 3HAYEHUE.

Huxe mokazan npumep paboThbl OHOTO U3 MHCTPYMEHTOB JIJIsi OOHAPYKEHUsI
creraHorpahMIeCKX KOHTEHEpOB — MporpaMMbl «stegdetect/stegbreak»:

$ stegdetect *.jpg

cold_dvd.jpg : outguess(old) (***) jphide(*)
dscf000l1.jpg : negative

dscf0002.jpg : jsteg(***)

dscf0003.jpg : jphide(***)

[...]

$ stegbreak -tj dscf0002.jpg

Loaded 1 files...

dscf0002.jpg : jsteg(wonderland)

Processed 1 files, found 1 embeddings.
Time: 36 seconds: Cracks: 324123, 8915 c/s

Cpepncream MHCTPYMEHTDbI

Drcnepmmuvie uHcmpymenmot u a6MopcKoe npaso

Yacto aBTOpY NMPUXOIUTCS CIBIIIATH MHEHUE, YTO BCE MPUMEHSIEMbIE 9KCTIEP-
TOM (CHEIUATNCTOM) TTPOrPaMMHBIE MHCTPYMEHTHI JOJIKHBI OBITh TULIEH3MOHHBI-
Mu*. B IpoTUBHOM ciydae, 1ecKaTh, Pe3yJIbTaThl SKCIIEPTU3bI WU CJIEICTBEHHOTO
NECTBYSI CUMTAIOTCS MOJyYEHHBIMU C HApYIIEHUEM 3aKOHA U HEIOMYCTUMbIMMU.

Ha camom pene coorBercTBytoiass HopMa (ctT. 75 YIIK) cpopmynupoBaHa
Tak: «/lokazarenbcTBa, MOJydeHHbIE C HapylIeHUEM TpeOOBaHMIA HACTOSIIIIETO
Koxekca, SIBISIIOTCST HEIOMYCTUMBIMK». TO €CTh HEe MMEIOT IOPUANIECKOM CH-
JIBI JIMIIB T€ 10KA3aTeJIbCTBA, IPU MOJTYYeHUN KOTOPBHIX HapyIlaauch TpeboBa-
Hus YIIK, a He kaKoro-11mbo MHOTO 3aKOHa.

Hapymaer nu skcnept tpedboBanus YIIK, mcronb3ys HeauleH3MPOBaH-
Hywoo konuio nmporpamMmbl? He Hapymraet, n6o YIIK (rmaBa 27) He comepXur
KaKuX-1100 TpeOOBaHUI K MHCTPYMEHTAM 3KCIepTa.
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DKcenepT B CBOEM 3aKJIIOUEHUHU aXe He 00s13aH yKa3blBaTh, KaKe UHCTPY-
MEHTBHI OH HcIoyib3oBan. O0sI3aH yKa3aTh JIUIIb «[IPUMEHEHHBIE METOIUKMN»
(ct. 204 YIIK). Metonnka — COBCEM HE TO Xe caMOe€, UTO MHCTPYMEHT UK
nmporpamma. [loyTu Bce 3KCMEepTHBIE MPOrpaMMbl UCTIOJB3YIOT ONHU U Te Xe
METOAWKHU WCCIEIOBaHUSI, a UMEHHO: JOCTYIl K HOCHUTEJI0 4epe3 (pyHKIuUu
¢aitoBoOi CUCTEMBI, TOCTYM K HOCUTEJIO TOMUMO (DaiiioBOil cucTeMbl (Uepes
dyukunu BIOS), KOHTEKCTHBIN MTOMCK Ha HOCUTEJE, NeTeKTUpoBaHue (op-
MAaTOB JIaHHBIX HA OCHOBE CUTHATYpP M TakK Jnajee.

Hapymaer n1m 3kKcmepr 3aKOHOIATEIbCTBO 00 WHTEJIEKTYalbHOM
COOCTBEHHOCTH, UCITOJIb3YSl HEJIUILEH3UPOBAHHYIO KOTIMIO nporpamMMbl? Oka-
3pIBaeTcs, Toxe HeT. CtaThsa 23 3akoHa «O06 aBTOPCKOM Mpase...» TJIacuT: «J1o-
mycKaeTcsl 6e3 corjlacusi aBTopa M 0e3 BBITIATHl aBTOPCKOTO BO3HATPAXKIACHUS
BOCIMpPOM3BEAeHNE TIPOU3BEACHUI ISl CylneOHOTO MPOM3BOACTBA B oObeme,
oIpaBIaHHOM 3TOH 1eabio». B ueTBepToii vactu 'K, koropas ¢ 2008 rona npu-
XOJIUT Ha CMeHY 3aKOoHY «O06 aBTOPCKOM IIpaBe...», 3Ta HopMa cpopMyanupoBa-
Ha CXO0XUM obOpa3oM: «JlomyckaeTcst 6e3 coriacus aBTopa WJIW MHOTO NpaBo-
obnamatensts U 6e3 BHITLIATHI BO3HArpaxkJaeHWs BOCIIPOU3BEACHUE TTPOU3BEIe-
HUS TS OCYILECTBIEHUS TTPOU3BOJICTBA T10 ey 00 afMUHUCTPAaTUBHOM TIpa-
BOHApPYIIEHUU, IJs1 MPOU3BOACTBA JTO3HAHUS, MPEABAPUTEIBLHOIO CJIEICTBUS
WA OCYILIECTBJIEHUS CYIOINPOU3BOACTBA B O0OBbEME, OMPAaBHAHHOM 3TOU
eabo» (cT. 1278).

IIporpamma gig DBM — st1o mpomsBeaeHHne. MHCTAMIAIINSA TPOrpaMMEl
ecTb ee BocrnpousBeneHre. CynebHasi KOMITbIOTEpHO-TeXHUYecKass dKCIepTu3a
— 9TO KaK pa3 «Jisi CyAeOHOTO IMTPOU3BOCTBA» WU «IJIsI TPOU3BOJICTBA TpeIBa-
pUTENBbHOTO CIAeACTBUS». [To3TOMY 3KCIEpT M CIeMaIucT MOTYT MOYTH CBO-
0OIHO MCTIOIB30BaTh JIIOOOI MpOoIpueTapHbIil codT, HE oracasich HapeKaHU.

MHorue KoMmaHMH-TIpaBoOOJafaTe I M CaMU He BO3paxaloT TPOTUB
0eCIJIaTHOTO UCIIOJIb30BAHUS MX MPOTrpaMM 3KCIepTaMy WJHU MPaBOOXpaHU-
TeJIbHBIMU OpraHaMu. MHorue 6e3BO3ME3JHO TepeaaBaiu 00pas3ilbl CBOETO
[TO ns mpoBeneHUsI SKCHEPTHBIX UCCETOBAHU.

Takum o6pa3zoM, MOXHO yTBEPXJIaTh, YTO Kakue Obl MPOrpaMMbl HU MC-
MMOJIb30BaJI 3KCIEPT B CBOMUX MCCJIEIOBAHUIX, 3TO CaMO IO cebe He MOXET CIy-
KUTh OCHOBaHUEM [JIsi HEIIPU3HAHUST PE3YJIbTATOB BKCIIEPTU3HI.

Mouck nnuropmMmaymm Ha AUCKe

Hugpopmauus o paiiaax

ITomumo camoro ¢aitta, Ha AUCKe cOxpaHseTcs MHOopManus o0 3ToOM
¢daiine B paznuuHbix Mectax. Korna aiin 3aTeprt, yHUUTOXEH 6€3 BO3MOXKHOC-
TH BOCCTaHOBJIEHHSI, MOXXHO TeM He MeHee YCTAaHOBUTh M J0Ka3aTh (akT ero
MPUCYTCTBUSI B MPOILIOM IO 3TUM KOCBEHHBIM JaHHBIM. DTHU HAaHHBIE CYTh
clieyIoue:
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® Komnuu Teja daiiyia u X pparMeHThl B CEKTOpax AUCKa, KOTOPbIEe CYUTAIOT-
Cs1 CBOOOHBIMU;

@ 3aroJioBoK (aiiyia B KaTajiore, a Takxke BO BCeX KOMUSIX 3TOTO KaTajora B
CBOOOJHBIX CEKTOpaX AMCKA;

® YIIOMUHAHUS UMEHU U, BO3MOXHO, HEKOTOPBIX IPYTUX aTpUOYTOB (haiija B
«ACTOPUW» U JIOTaX TeX MPUKJIATHBIX POrpaMM, KOTOPBIE ero o6pabaThiBa-
JIU — pelaKToOpoB, daitji-MeHeIKEPOB, KIIMEHTOB 3JI€EKTPOHHOM MOYTHI, ap-
XUBAaTOPOB U T.I.;

® BpeMecHHBIe KOTUM (haiiina, KOTOPbIE CO3AAIOTCS MporpaMMaMM, KOTOpbIe
9TOT (haiia peIaKTUPYIOT WU MTPOCMATPUBAIOT;

@ IIPOMEXYTOUHBIe KonnK paiiaa U ero aTpuOyTOB, 0Opa3ylolIuecs Ipu Ie-
pecbuike daiisia mpu MmomMolinu 3jaeKTpoHHoit nmoutsl, ICQ, FTP, Be6-uH-
Tepdeiica;

@ apXWBHbIE KOIMUHU IKMCKAa, ero OTACIbHBIX KAaTajoroB, peecTpa, dJIeKTPOH-
HOW MOYTH U IPYTUX OOBEKTOB;

® MuHuaTophl (thumbnails), koTtopbsie coznaer OC U HEKOTOpPHIE BbIOBEPHI
(TIporpaMMBbI TIPOCMOTpA) IJIST YCKOPEHUs TPOCMOTpa crnucka (aiiios.

B HekoTOpBIX Cayyasix HET HEOOXOMMMOCTH BOCCTAaHABIMBATh YHUUYTOXEH-
HYI0 WK 3ainpoBaHHY0 MHOOPMALIMIO, TOCTATOYHO JIUIIb 10Ka3aTh €€ Ha-
JIMYKe Ha UCCIIEAYEeMOM JUCKE.

Hampumep, o omHOMY Aey O HapylleHWU aBTOPCKUX MpaB Ha Mporpam-
MHBIE MTPOAYKTHI OBLIO YCTAHOBIIEHO, UTO MOA03peBacMBblii IepKajl KOHTpada-
KTHBbIE KOTUHM TIpOrpaMM Ha KpUNTOAMCKe*. DKCIepT He CMOr TmomobpaThb
K04 115 pacmindpoBku. OnHaKO B 3TOM U HEOOXOAMMOCTH He Obuto. st
MOATBEPXKIEHUS] BUHBI TPEOOBAIOCh JOKa3aTh HE HaJM4ue MpoTrpaMM Ha JHC-
K€, a MX MCIIOJb30BaHMWE TOM03peBacMbIM. DKCIepT OOHApyXWJI Ha JUCKE
MHOTOYMCIEHHbIe KOTTMU KaTajlora KpUIITOAUCKA, 3aITUCH B peecTpe, APJIBIKA
(shortcuts) COOTBETCTBYIOIIUX IpOTrpaMM, MaHHbIE, 00pabOTaHHBIE 3TUMU
MporpaMMaM#, — M Ha 3TOM OCHOBaHWMU CJAeJal BBIBOA, YTO MPOTrpaMMHBIMI
MMPOAYKT ObLI YCTAHOBJIEH HA UCCJIEyeMOM KOMITBIOTEPE U UCTIOJb30BAaJICS He-
OIHOKpPAaTHO.

B npyrom ciyuyae skcnepT ucKaja Ha TMCKE MOA03PEBAEMOTO 3JIEKTPOHHbBIC
n300pakeHUs] JEeHEXHBIX KYyMIop, B MOIIEIKe KOTOPBIX TOT MOIO3peBacs.
Daitabl ¢ 306pakeHUSIMU KYMIOp OKa3aJluCh 3aTepThl 6€3 BO3MOXHOCTH BOC-
craHoBJieHUss. OMHAKO COXpaHUJIMCh MUHUMATIOPHI (thumbnails), koTopsie aB-
tomatudecku co3naet OC mis mokasa crucka daiiios B karanore. /st rpadu-
yeckuX (ailyioB MUHUATIOpA TpEeaCcTaBisieT co00i yMeHbIIIEHHOEe M300paxe-
HUe TTepBoi cTpaHUIbl. HecMOTpst Ha HeOONBIOI pa3Mep MUHUATIOPHI, €€ CO-
NepXX1UMOe ObLIIO BUIHO JOCTATOYHO YETKO. DKCIMEPUMEHT IO CO3IaHUI0 TaKOM
K€ MUHHUATIOPHI U3 GOJIBIIOT0 M300pakeHHsT JeHEeXKHOUW KYMIOPHI TTOATBEPANIT
runore3y. TakuM ob6pa3zoMm Hanuuue ¢aiiaa ¢ u300paxxeHueM Ha KOMITbIOTepe
noao3peBaeMoro 6bLI0 Jo0Ka3aHo 06e3 oOHapyxkeHus camoro daiia.
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Ilooxarouenue obpasa oucka

Kax ykaspIBasioch BBIIIE, He 00SI3aTeIbHO M3bIMATh Ha 9KCIEPTU3Y IUCK
KOMIIbIOTEpa LIETMKOM. BIIoTHe JOCTATOYHO CHATh Ha MecTe bit stream-KOmuio
ni 06pas 3Toro aucka. Mcciemyst 3ToT 06pa3, MOKHO YCTAHOBUTD BCE, UTO U
TP UCCIeTOBAHUU CaMOTO IMCKa (MCKIIOUYEHUE COCTaBIISIET OCOOBIN BUI 9KC-
MepTU3bI, KpaiiHe penko npumMmeHsiomuiics B Poccun). Ho maxke korma skc-
MepTy MOCTyIaeT caM MarHUTHBIN IUCK, BCE MCCAEIOBAHUS BCE PABHO MPOBO-
ISITCS Hall ero 00pa3oM, KOTOPBI CHUMAaeTCsI B cCaMOM HadaJjie 9KCIIePTHU3HI.

O0pa3 mrcKa MOXeT CHUMAaThCs Ha TaKO# Xe MJIM 0OJibIIero o0beMa IUCK
MO TIPUHLIUITY «CEKTOp B ceKTop». JIpyroii, 6oJjiee ynoOHBIi crioco6, Koraa oo-
pa3 aucka cosmaetcs B ¢aitne. B mepBoM ciyyae OucK-o6pa3 dusnuecKu
MOJKJIOUaeTCsa K JIabopaTOPHOMY KOMIBIOTEPY W MOHTHUPYETCS B pPEXUME
«read-only». /1719 3TOTO UCIOJIB3YyeTCSI KOMaHIa «mount» ¢ KIIIOYOM «-I» UJIH «-
0 ro»; Takasi KoMaHaa ecTb B J000it OC, kpome «Windows». [Ins «Windows»
MPUAETCS TMOJAKJII0YaTh IUCK Yepe3 crelraibHoe anmnapaTHOe YCTPOMCTBO ISt
6J10KMpOBKHU 3anucu. Bo BTopom ciydae (0o6pa3 B eqnHOM (aiiyie) MoIKIode-
HUe AMCKa dMYJIUPYETCS CIellalbHOM mporpamMMoii. Takve GyHKIUU eCTh B
«EnCase» u gpyrom skcrneptHom I10.

N3yueHne apXMBOE 3JIeKTPOHHON noutbl M ICQ

Ha nepcoHanbHOM KOMIIBIOTEPE COXPAHSIETCS BCS OTIIpaBsieMast U MPUHU-
Maemasi KOppeclnoHIeHIIUsI. B 3aBUCMMOCTM OT HacTpoeK, OHa MOXeT Xpa-
HUTBCS TOJITO UJIM HE OUEHb WJIU CTUPAThCS cpasy 1o nmpouteHuu. Ho B 1r060m
cllydae, TIpy MOJYYeHUU U OTIIpaBKe WHGOpMaIUs 3alMChIBA€TCS Ha JUCK XO-
Ts1 ObI pa3. A 3TO 3HAYUT, YTO €CJIM HE B IBHOM, TO B CKPBITOM BUJE OHA MOXET
HaWTUCH TIPUA IKCIIEPTU3E.

CpenHuit moJsib30BaTe/b XpaHUT B apXUBE OJHY-IBE COTHU COOOIIEHUIA
9JICKTPOHHOM TOUTHI. boJjiee aKTHBHBIE TOJb30BATEJIM MOTYT XpaHUTh Hec-
KOJIBKO ThICSIY. BMecTe ¢ KOmUsIMU 3TUX COOOIIEHU, BMECTE C yAaJeHHbIMU
COOOIIEHUSIMU MOXET TOJYYUThCS OUYeHb MHOTo MHbopmanuu. He xBatur
HUKaKoil OyMmaru, 4toObl BCIO ee pacredaTaTb. [lo0a3TOMy HUKOTIA HE ClIeayeT
laBaTh 3aJaHKe BKCIIEPTY HANTHU 1 OTIeYaTaTh BCIO HAWIEHHYIO 3JICKTPOHHYIO
TEPeTnucKy.

C npyroit CTOPOHBI, CBOAUTH PabOTy 3KcIiepTa K OOHApY:KeHUIO OJHOTO-
NIBYX 3aJIaHHBIX ITMCEM TOXE HeBepHO. JIydllie Bcero rnmoctaBuTh repes 3KCIep-
TOM BOTIpoc 00 0OOHApyXEHUU BCE MEePEeTMCKU KaK B SIBHOM, TaK U B CKPbITOM
(ymajeHHOM) BUJIE.

Te cooOb1eHUsT, KOTOPbIE OTHOCATCS K Iy, CAeayeT paciieyaTath Ha Oyma-
re M MPUJIOXUTH K 3aK/IOYeHHWIO0. Bech Mpouunii apXWB Mepenucku UMeeT
CMBICJT 3aTTMCcaTh Ha KOMITakKT-aucK. Eciu okaxercst, 4To pacrieyaTaHHOTO He-
IIOCTaTOYHO, HEe Hamo OyJeT MPOBOAMTH MOBTOPHYIO 3KCIEPTU3Y, TOCTATOYHO
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BCETro JIMIIb NMPOBECTU OCMOTP COAEPXUMOTO KOMITAKT-AMCKa, 3alTMCAHHOTO
skcriepToMm. st ocMoTpa apxuBa 3yeKTpoHHOM mouTsl mim 1CQ, 3anucaHHO-
ro B KaKOM-JM0O pacrpocTpaHeHHOM ¢opmare (Harmpumep, TEKCTOBOM), He
TpebyeTcs crnelnuaibHbIX 3HaHUI. Takoil 0CMOTp MOXET MPOBECTHU CJIeI0Ba-
TeJb ¢ TIOHATBIMU. KpoMe Toro, nuccienoBaHHBI KOMIIBIOTEP MOCJIe XpaHEHUS
MOXET 0Ka3aThCs W HEINPUTOAEH s TIOBTOPHOTO MCCJIEAOBAHUS — YCJIOBUS
XpaHEeHUsI BEIIECTBEHHBIX J0KAa3aTeJIbCTB y HAC HE cCaMble ONTHUMAaJIbHBIE. A
nHdoOpMaLUsg Ha KOMITAKT-AUCKE, KOTOPBIN MPUTOXEH K 3aKIIOUEHUI0 DKC-
MepTa U XpaHUTCS TIPSIMO B YTOJIOBHOM JieJie, — 3TO HaJexXHee U MpolIle.

PemraTth, Kakasi UMEHHO 4acTb MEPENUCKU OTHOCUTCS K Jeiy, 11eJ1eco00-
pa3HoO MOPYYUTH 3KcTepTy. st 3TOTO €ro He0OX0AMMO 0O3HAKOMUTD C MaTepHU-
alamMu nena. B mpocreiimux ciydasx ObIBaeT JOCTATOYHO M3JIOXUTH (adyny
niejia B TIOCTAHOBJICHUM O Ha3HAYeHUU 3KCITePTU3HI.

Kpome o6HapyXeHUsT apXuBa MepenMCcKu HY>KHO ITOCTaBUTh BOTIPOC O TOM,
MPUHUMAIUCH JIU (OTIIPABISLIUCH JIU) HalileHHbIe COOOIIEeHUs. DIEKTPOHHOE
MMMCHMO TOTIaIaeT B apXUB HE TOJIBLKO B TOM CJiyyae, KOrja OHO OTIIPaBJIeHO C
NIAHHOTO KOMITIbIOTEpPA WM MPUHITO HA JAaHHBIA KoMmmbioTep. OHO MOXeET
OBITh 3aMIMCaHO (MMITOPTUPOBAHO) B apXUB MO 0CO00I1 KOMaHIe TOJIb30BaTEsl.
OHO MOXET ObITh MPUJIOXKEHO K JAPYTOMY MUCHMY, KOTOPOE MOCTYITHUIIO MOJb-
30BaTel0. MHOTUE JTI0IU, KOTJa MEHSIOT KOMIBIOTED, TTEPEMUCHIBAIOT CO CTa-
pOTO Ha HOBBIN BeCh apXWB 3JEKTPOHHON TMOUTHI. PaszauuHble CIeabl CKaXyT
9KCMEepTy, ObLIO M HaliieHHOEe COOOIIeHUEe MPUHITO WIW OTIpPaBiIeHO TIpU
IMTOMOIIY MCCJIEAYEeMOT0o KOMIbIOTEpa, WU OHO MPUHUMATOCh/OTIIPABIISIOCH
W3 IPYroro MecTa, a Ha UCCIIeAyEeMbI TMCK MOMaa0 KaKUM-TO UHBIM ITyTEeM.

®axkT OTHpaBKU WJIM MpUeMa 3JEKTPOHHOTO COOOIINEHUs HENb3sI CTPOTO
IoKa3aTh OAHUM TOJIbKO OOHapyXeHHMEM ero Ha KOMITbIOTepEe OTIpaBUTENS
WIN TIoJydaTessl B Xoae 3KcrnepTusbl. HeobxonuMo moaTBepauTh (akT repe-
a4y TIHUChMa «Ha IPYroM KOHIIEe» WM Ha MPOMEXyTOYHOM y3ie. MHorma BTO-
poit KoppecnoHAeHT u3BecTeH. Ho yacTo MecromosoxeHue BTOPOil KOTHMU
MMCbMa BBISICHSETCS JIMIIb B X0 MPOBEACHUS 3KCTIepTu3bl. B Takux ciryvasx
OBbIBaeT IMOJIE3HO MOCTAaBUTh Tepe SKCIEPTOM BOIIPOC, Tae elle MOXHO OOHa-
PYXHUTb KOMUIO COOOIIEHUST UM CJIelIbl €TOo Tepeaadyu.

PeKOHCTPYKLMA NPOCMOTPa BeG-CTpaHmLy

M3 Tex cimemoB mpocMoTpa MoJjib3oBareieM BebO-caliToB (BeO-cépduHra),
KOTOpPbIE MOTYT OBITh OOHapYXXeHBI Ha MOJb30BaTEIbCKOM KOMIThIOTEpE, Cle-
IyeT OTMETUTH cookKie-daitabl, ICTOPUIO TPOCMOTpa 1 K311 Opay3epa (BpeMeH-
Hble (aitabl). Takke MpU aHaIU3e CIeAYyeT YIUTHIBAaTh XpaHUMbIe Gpay3epom
MMapoJiv K caiiTaM M 3aKJIaaKH.

HcTtopust mpocMoTpa BeO-CTpaHUIl — 3TO, YIPOIIEHHO TOBOpPs, MepeYeHb
anpecoB (URL) Beb6-caiiToB, K KOTOPBIM T0OJIb30BaTE b OCYIIECTBIISI JOCTYII.
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OnHu Opay3epbl XpaHST MCTOPUIO B CBOMX HACTpolKax, Ipyrue — BMECTE C
BpeMEHHBIMU aiiiaMu.

Kam 6paysepa (BpeMeHHbIe ¢aiiyibl) — 310 Konuu HTML-daiinos, n306-
paxeHUil U WMHBIX (ailnoB, 3arpyxkaeMblXx B XOIe IMPOCMOTpa BeO-CTpaHUIIL.
OHM CcOXpaHSIOTCS Ha JIOKAJIbHOM JMCKE Ha ciydyail MOBTOPHOTO MPOCMOTpa
TeX Xe cTpaHull. BMecTe ¢ KaxabiM (daiiioM TpUHUMAETCs U 3aluChIBAeTCs
CPOK €ro akTyaJbHOCTH.

B cookie-¢aitnax comepxkutcs agpec BebO-caiiTa, KOTOpPBI co3man 3TOT
¢aiin, 3HaUeHUS TIEPEMEHHbBIX, BPEMs CO3IaHUS U CPOK aKTyaJIbHOCTH 3TOTO
cookie. DT (aitapl COXpaHSIIOTCS Ha KOMITbIOTEpE MOJIb30BaTe s 110 MHUIIAA-
TUBE BeO-cepBepa U TMpelHa3HauYeHbl, IJIST TOTO YTOOBI CEpBEP MOT COXPAHUTh
WHAIWBUAYaJbHbIE HACTPOUKHU IToab3oBaTens [71, 72].

Bce onucaHHbie faHHBIE, €CJIM OHU COXPAaHUWJIUCH, MO3BOJISIIOT B TTOAPOO-
HOCTSIX BOCCTAHOBUTDH IMOCJIEA0BATEIbHOCTh TTPOCMOTpA IMOJIb30BaTe/ieM BeO-
caiiToB. OTa mpolieaypa MOXeT ObITh aBTOMaTuU3MpoBaHa. PeKOHCTPyKIIWIO
BeO-cépdurHra 1Mo coxpaHeHHBIM JaHHBIM Opay3epa BBITTOJIHSIOT 3KCIIEPTHHIE
nmporpaMmbl «EnCase», «FTK», «Pasco» u Hekotopwie npyrue. PeKoHCTpyK-
IIMI0 MOXHO TIPOBECTU U BPYUHYIO.

B cBeTe u310XeHHOTO BITOJIHE YMECTHO BBHITJISIAUT TAKOUM BOMPOC 3KCIEPTY:
«BoccTaHOBUTH MOCEOBATEILHOCTh MPOCMOTpPA MOJIb30BaTeieM BeO-cailToB
B TaKOM-TO TepUOJ BpeMEHU» WJIU «YCTAaHOBUTbH, KOT/a TMOJIb30BaTelb MPOC-
MaTpUBaJ BeO-caliT TaKOW-TO, B KAKO# MOCIea0BaTEIbHOCTH U KaKyto MHMOP-
MallMIo TPY 3TOM TOJIydall».

YuutsiBasi, YTO JOCTATOYHO PACIPOCTpaHEeHBI BeO-UHTepGeChl K JIEKT-
POHHOI MoYTe, MPU MOMOIIIM BOCCTAHOBJIEHUS TPOCMOTPEHHBIX MMOJIb30BaTe-
JieM BeO-CTpaHUIl MOXXHO YCTAaHOBUTH TMOJYYEHUE U OTIIPABKY UM COOOIIEHU I
3JICKTPOHHOM MOYTHI Yepe3 Takoll BeO-uHTepdeiic.

OueHKka HaWleHHOoro

PacnipocTpaneHHO# OIIMOKOM CIIEACTBUS SIBJISETCS ITOCTaBUTD ITepe.T DKCITep-
TOM Borpoc o Haymyuuy Ha H2KMJI Toro niamu mHOTro comepXXMMOro, HO He TTOMH-
TepecoBaThCsl, KAKUM 00pa3oM HaitieHHast nHhopMalus TaM okasanach. JJoopo-
COBECTHBII 3KCIEepT, KOHEYHO, caM, 0e3 HOTOJHUTEBHOTO BOMpPOCca, YKaXeT B
3aKJIIOYeHNH, KAKMM ITyTeM HalimeHHas MH(popMalns odpa3oBajach Ha INCKeE.

MHorue ciegoBaTeln M CyAbM MOJTYAJUBO TPEAIOaraloT, YTO €ClIU MH-
dopMalusT HalileHa B KOMITbIOTEPE, TO MMEHHO MOJIb30BaTelb KOMIIbIOTEpA
IMMOMECTHUJI ee Tyna. DTo He Bcerna Tak. CyliecTByeT psi IyTeid, Koraa UHTepe-
cyolas clieicTBue nHGopMaIus ImolragaeT B KOMITbIOTep ITOMUMO BOJIM U 0e3
BeJIoMa ero roJib3zoBatesis. [lepeuncium 3T nyTu:

o HXXKM/JI*, mpekne yeM ITOIacTh B UCCIEAYeMbIii KOMITBIOTEP, MOT MCIIOJIb-
30BaTbCsl B IPYTOM, y IpYyroro moJjb3oBaress. [IpogaioTcs moaepxkaHHbIE
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XecTkue aucku. Jaxe ecnu nuck (KOMIbIOTEP) KYIUIEH B Mara3uHe U CUU-
TaeTcsl «<HOBbIM», HE UCKJIIOYEHO, YTO OH ObLJI BO3BpAllleH B TOPrOBYIO CETh
MpeabIayInM rmokynartesieM. HekoTopbie pennpusiTusi-cOOPIIMKY KOMIIb-
I0TEPOB JJI 9KOHOMMUU MCMOJb3YIOT TMOJAepXKaHHbIe KOMILIEKTYIOIIUE, HE
yBenomIsist 00 aToM motpedbuteneii. [TonepxaHHast 3JIeKTpOHUKA C BULY HU-
YyeM He oTjuyaercst oT HoBoii. KoHeuHo, mponasell, Kak mpaBuio, nepepas-
Meyvaet u/unm nepedopmarupyetr HXKM/I. Ho npexHsas undopmaums rnpu
9TOM Ha AUCKe ocTaeTcsl U OyaeT oOHapyXeHa B X0Je dKCIEePTU3HI.

® BpenoHocHBIE MpOrpaMMBbl, OT KOTOPBIX HUKTO HE 3aCTpaxoBaH!, CKPITHO
BHEAPSISICh Ha KOMITBIOTEPHI, YaCTO OTKPHIBAIOT «YEPHBIN XO/», TTO3BOJISIIO-
UK KaK CHUMaTh MHPOPMAIIMIO 10 CETU C 3TOr0 KOMITblOTEpa, TaK U 3a-
MUCHIBAaTh Ha HETO. YKa3aHHBIM «UYePHBIM XOJI0OM» MOXET BOCIIOJb30BaThCS
KaK «XO3sIMH» BPEIOHOCHOI MporpamMMbl, TaK M MHOEe JUllo. [ToCcKOAbKY
0COOEHHOCTU YCTPOMCTBA M MOBEICHUS BCEX BBISIBJEHHBIX BPEIOHOCHBIX
MpOrpaMM U3BECTHbBI, HAXOJUTCS HEMAJIO XeJalolX BOCIOJIb30BaThCs pe-
cypcaMu CKOMITPOMETMPOBAHHBIX KOMITBIOTEPOB 151 COOCTBEHHBIX LIEIEH.
370yMBIIIJIEHHUKH TTOCTOSIHHO CKaHUPYIOT MHTEpHET B MOMCKaX U3BECT-
HBIX «<4EPHBIX XOJI0B», a HAWIS, TIBITAIOTCS MOJYYUTh KOHTPOJb Hal KOMIIb-
I0TePOM, MIPUCOEIUHUB €T0 K cBoeit 30MOu-ceTu®. [1IOTHOCTh CKaHUPOBA-
HUS TOCTAaTOYHO BbicoKa. KoMITblOTEp ¢ M3BECTHON YSI3BUMOCTbHIO, OyIydun
«BbICTaBJeH» B HTepHeT 0e3 3aluThl, 3apaxaeTcs BPeAOHOCHON Mpor-
paMMoOi B Te4eHHUE CUMTAHHBIX MUHYT. ONMCAaHHBIM CIIOCOOOM Ha JUCKE
CKOMITPOMETUPOBAHHOTO KOMIIbIOTEPA MOXET 00pa3oBaThcsl MHOOpMaLIUs
0e3 XeJaHWs M BeloMa ero mojib30BaTes.

o [Ipu nmpocMoTpe BebO-caliTOB Bcsl MoOJydeHHasi Opay3epoM MH@oOpMalus B
TOM WJIM UHOM BUJI€ OTKJIaAbIBaeTCs Ha kecTKoM aucke. [lomacts Ha BeO-
CalT TMOJIb30BaTE b MOXET U 0€3 CBOEro XeJlaHUsl, OyAy4yn aBTOMAaTUYECKU
nepeHanpaBjeH Wiu 3aBjiedyeH oOMaHoM. Ha caiite Moryt pasmemiaTtbest
pekjiaMHble OaHHEPBI*, collep:KaHWe KOTOPBIX BiaJesell caiiTa He KOHTPO-
nupyeT. Kpome Toro, Ha auck (B K311 Opay3epa) 3aluchiBaeTCsl He TOJIbKO
MMPOCMOTPEHHAas ToJib30oBaTeeM MHMOPMalUs, HO U Takasi, KOTOPYIO OH
Jlaxke He BUJEJ — He MPOJUCTaN BeO-CTpaHULy 10 KOHILIA, HE AOXIAJCS ee
OKOHYAaTeJbHON 3arpy3ku, He aKTHUBUPOBAJT CKPUINT, OBICTPO 3aKpbLI
BCILIbIBaIOLIEE (POP-UP) OKHO U Tak najee. To ecTh MOJb30BaTENb HE BUIEI
nHGoOpMalUU U He XKeJal ee MojaydaThb, a 9KCIepT Halllesa Takyo nuHdopma-
LIUIO Ha TUCKE.

o [IpuMepHO TO ke oTHOcUTCcS K ciamy*. TTosyueHHBIN Moyb30oBaTeeM 0e3
€ro XeJaHus ClaM, XOTsl U CTUPAETCs, 3a4acTylo naxe 0e3 6erioro mpoc-

I Toka3aHo, 4TO CBOeBpeMeHHOe 00HOBIeHUE Bcero [10 1 mMOCTOSTHHOE UCITOb30BaHWE
AHTUBUPYCHOU TIPOTPAMMBI, XOTSI U CHUXKAET PUCK 3apaXeHUsl, HO OTCYTCTBUSI BUPYCOB He
rapanTupyet. O6HoBIeHUs (mMatun) K [10 1 HOBBIe 6a3bl K aHTUBUPYCAM BBIXOMSIT HECKOIBKO
MO3Xe, YeM COOTBETCTBYIONE BUPYCHI.
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MOTpa, coXpaHsieTcs Ha AuckKe. ETo comepkuMoe HaBepHsKa OyIeT Haliae-
HO IIpU NPOBEAEHUN 3KCIEPTU3BI U MIPU HEBEPHOM MCTOJKOBAHMU MOXKET
MPUBECTU K CyaeOHOoI omnoKke. M3BeCTHO, UTO B CIIaMe YacTO PeKJIaMUPY-
JOTCS HE3aKOHHBIE TOBAPHI U YCIIYIH.

@ [lepcoHaNbHBIN KOMITBIOTEP PEAKO MCIOJb3YETCS YEJIOBEKOM CTPOTO Tep-
coHaibHO. YJieHBI ceMbU, APY3bsl U KOJIJIETH BITOJHE MOTYT BpeMs OT Bpe-
MEHU BOCIIOJIb30BaThCId YYXKUM IMEPCOHAJbHBIM KOMIIBIOTEPOM, YTOOBI
HEYTO cKauaTh ¢ MHTepHEeTa WK MepennucaTh MHOOPMALMIO C OTHOTO HO-
cutenst Ha apyroit. Yacto aTo menmaetcst 6e3 Bemoma Biameibla. [loaTomy
BCerga OCTaeTcsl BEpOSITHOCTh HAWTU Ha OMCKe MHGOpMAIUIO, K KOTOPOit
MMOJIb30BaTEIb HE UMEET OTHOLIECHMUSI.

® KoMmbioTepbl MHOIIA OTHAIOT B PEMOHT. B X0J€ IMarHOCTUKM M PEMOHTA Ha
IHUCK MOXET YCTaHABJIMBAThCS crielManu3upoBaHHoe [10 (B ToM yucie 1Boii-
HOTO Ha3Ha4yeHMsI) U 3alUChIBAThCS BCsAKAs MHMOpMALMS B TECTOBBIX LIEJIsIX.
KoHneuHo, TecTOBYI0 MH(OPMALIUIO YIAJAT, HO BIIOCIEACTBUU, B XOI€ KCIIEp-
THU3BI, OHA OyIeT OOHapy:KeHa U MOXKET ObITh HEBEPHO MHTEPIIPETUPOBAHA.
ABTOp BOBCE He XO4YeT CKa3aTh, YTO Bce, OOHApY:KeHHOe Ha KOMITbIOTEpE

MMOJ03PEBAEMOTO, CIEAYET CIIUCHIBATh HA BUPYCHI, ClIaM U MPEXHUX BiIageib-
ueB. Kak mpaBujio, 3KCIepT B COCTOSHUM OIPENENTUTh, KOraa, KaKUM CII0CO-
0OOM M B KaKOM KOHTEKCTe HalijeHHas MH@opMalug Oblla 3alMcaHa Ha JUCK
— ¥ TeM CaMbIM pa3BesTh COMHEHMsI OTHOCUTEIBHO ee mpoucxoxaeHus. Ile-
pel 3KCHepTOM Hapsiay ¢ BOIIPOCOM O MPUCYTCTBUM HA ITUCKE TOM WIM UHOM
nHpOpMaLMU BCceraa Haao CTaBUTh BOIIPOC O TOM, KAKMM CIIOCOOOM M IpH Ka-
KHUX 00CTOSITEIbCTBAaX 3Ta MH(GOpPMALIMs TaM 0Ka3aach.

MccnepoBanme nporpamm

Korma 3axoaut peub 00 uccienoBaHMM co3fgaHus TporpamMm misi DBM,
CpaBHEHUM ABYX MPOrpaMM, YCTAHOBJIEHUM COOTBETCTBUSI MCXOMHOTO KOIa W
HCIIOTHSIEMOTO KOJIa — CJIOBOM, KOTJIa UCCIeAOBaHE HE MOXET OrPaHUUMThCS
«BHEIIHEW» (QYHKIIMOHATBLHOCTBIO TIPOrpaMM, TO TPeOYIOTCSA CIelMaTbHbIe
3HaHUS B 06J1acTH TTporpamMmMupoBaHus. Crielnanauct B chepe MHGHOPMaIIMOH-
HBIX TEXHOJIOTH1, KOMITBIOTEPHBIX CETEM, 3aIMThl MH(GOPMALIMK U CIIELUATNCT
B 00J1aCTH TIPOrPaMMHUPOBAHUS PEIKO COUYETAIOTCS B OMHOM Julle. Kak mpaBu-
JIO, IPOTPAaMMMUCT MMeeT JIUIIb o01ne npenctasiaeHus o6 UT u Hao6opoT.

IToatomy, ecnu TpeOyroTca TIyO0OKHe 3HAHMS IO HPOTpaMMHPOBAHUIO,
CTOMT Ha3HAYUTh IO 3TOMY BOTIPOCY OTHAEIbHYIO 3KCIIEPTU3Y.

Hampumep, nmuiio momo3peBaeTcs B cO3MaHUU (MMEHHO CO3IaHWU, HE MO-
IUOUKAIUN) BpeIOHOCHOW MPOTPaMMBI U TIOTYYEHUH C €€ TTOMOIIbI0 KOH(HU-
NeHIIMAJbHBIX TAHHBIX ¢ KOMITbIOTEpa MoTepIieBmIero. JlokasaTeabcTBa, ode-
BUIHO, MOTYT OBITh HaliZleHbl Ha KOMITbIOTEPE MTOJ03PEBAEMOr0 B XO¢ MPOBE-
neHust KTD. UMeeT cMBICTT Ha3HAYNUTh IBE OTACIbHBIC SKCIIEPTU3EI TU00 OOHY
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KOMILIEKCHYI0 aKcrepTusy. [lepBoiii akcnept (cnenuanuct no MT) momken
pa3bICKaTh Ha U3BSITOM KOMITbIOTEPE TEKCTHI IPOTrPaMM U UCITOJHSIEMBIA KO,
a TakXe OTBETUTb Ha BOIPOCHI O HAJIMYUU KOHGDUAESHIIMATbHONW MH(GOpMaALUN
U3 KOMITbIOTEpA MOTEpIeBIIero. A BTOPOi 3KcmepT (MPOrpaMMUCT) OOJIKEH
UCCJIEN0BATh HAWJAEHHBIA UCXOMHBIM KO U UCIIOJHAEMBI KO BPEAOHOCHOM
IMporpaMMBbl U OTBETUTb Ha BOTIPOCHI, Kacaloliuecs ee yCTpolicTBa, (GyHKIMO-
HaJIbHOCTHU, U3TOTOBJIEHUST Y aBTOPCTBA.

“3y'IEIIIIe ne'vuaTHbIX AOKYMEHTOB

C KakKo¥-TO TOYKM 3pEeHUS JUCT OyMaru, BBIIIECIIINNA U3 IIPUHTEPaA, TOXE
SIBJISIETCS HOCUTEJIeM KOMIIbIOTepHOI MHpopManmuu. XOTd Takass MHpopMa-
IUs TIpeAHa3HadYeHa IUIST BOCIIPUSITUS YeJIOBEKOM, HO 3allicaHa OHa Oblia mpu
MOMOIIM KOMIThIoTepa. To, 4TO HameyaTaHO Ha IpUHTEpe, HeM30eKHO OBIIO
nmpeacTasieHo B iudpoBom Buie. [ToaToMy Bce pacrieyaTku cieayeT paccMmar-
pUBaTh HapaBHE C 3JIEKTPOHHBIMU HOCHUTEISIMU.

Ha pacnevaTtkax comepXuUTCsI He TOJIbKO MHGOpMAaLUsI, OPUSHTUPOBaHHAas
Ha JyejoBeKa. MammHHasg nHGoOpMalLUsI TaM TOXE €CThb.

H3zroroBurenn nmpuHTepoB n3 CIIIA 3akimagbiBaloT B HUX I1e4aTh Ha KaX-
oI CTpaHUIle CKPBITHIX JaHHBIX O JaTe, BpeMEHU M 3aBOJICKOM HOMepe MMPUH-
Tepa. CaeiaaHo 3TO ObLIO MO HACTOSTHUIO BlacTell, HO MHGOpMaIUs TOYTHU cpa-
3y cTajia IMPoKo n3BecTHa [W14]. B Tom unciie omyoJMKoBaHBI MeCTa ITe9aTu
CKpBITOM MHPOopMaLuu U ee Konuposka [W15, W16, W17]. Uudbopmanus 3Ta,
pasyMeeTcsi, HeoduumanbHasa. Ho ee HecI0XKHO OyAeT MPOBEPUTH B XOJ€ IKC-
nepTu3sl. JJocTaTOYHO Ha TOM Xe MMPUHTEpe MM Ha IPUHTEpe TaKOU XKe MoJie-
JIV pacrieyaTtaTb KOHTPOJIbHYIO CTpaHUIY (YUMCTBII JOKYMEHT) U CPaBHUTH 00-
Hapy:XeHHbIe Ha Hell CKpBIThIe KOABI ¢ KOJaM1 Ha MCCIEAyeMOM JOKYMEHTE.

CBeneHU#l 0 pacrneyaTkKe MOAOOHON CKPBITOM CUTHATYphl NPUHTEPaMU,
MPOU3BEACHHBIMH B IPYIUX CTpaHax, HeT.

Kpome HapoyHO CO3MaHHEBIX CUTHATYP Y IPUHTEPOB UMEIOTCS MHAUBHUIYAb-
HBIe 0COOEHHOCTH M 0COOEHHOCTH, mpucyime Moaenu [47]. [TosTomy 3KcIIepTH-
3a MOXET He TOJILKO MPUBSI3aTh ITeYaTHBIN JOKYMEHT K KOHKPETHOMY IIPUHTEPY,
HO M T10 TOKYMEHTY YCTaHOBUTH, Ha IIPUHTEPE KaKOi MOIe I OH ObLT HaIlleyaTaH.

Crommoctb NO

HeckonbKo c0B IIpo MHOM BUA 3KCIIEPTU3BI, HEOOXOMMMEBIN TIPU paccie-
IOBAaHWU KOMIBIOTEPHBIX MIPECTYIIJICHU.

Ha xBanudukauuio mnpectyrieHus mno cr. 146 (4.4. 2 u 3) YK Bausger crou-
MOCTb DK3eMILISIPOB WJIM IIpaB Ha MCIOJIb30BaHUE MPOU3BEICHMsI. ABTOP XOTE
OBl JIMIITHU pa3 MOAYePKHYTh, YTO B CTaThe (GUTYpUPYET UMEHHO CTOMMOCTh. He
yiiep6 1 He 1ieHa. JIoBOJbHO YacTo Ha CJIEJACTBUY MPOMCXOAUT MyTaHUIIA (a TO U
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YMBIIIJIEHHAST TIOAMEHa TTOHSTHUI): 9KCIIEPTY CTaBSIT BoNpoc o6 yiiepoe mpaBo-
obnamaTento, B Ka4eCTBE 10KA3aTeJIbCTBA MPUBOMAST CIPaBKy O IIeHE Mporpam-
MHOTO TIpoAyKTa. B To BpeMs KaK OLIEHUTH clieAyeT UMEHHO €TI0 CTOMMOCTb.

Kak n3BecTHO, CTOMMOCTb TOBapa WU YCJIYTHU SIBJSIETCSI O0BEKTUBHOM Ka-
teropueit. To ecTb OHa He OIpeaesieTCs XeJaHUSIMU YYaCTHUKOB KOHKpEeT-
HOW CHIeJIKW, HE 3aBUCUT OT MHEHUSI aBTOpa WJIM IpaBoobiagaTesis. YIIOMSHY-
Thle CYyOBEKThI MOTYT YCTAaHABJIMBATh TOJBKO IIEHY KOHKPETHOM CAEIKH. A CTO-
MMOCTb 3aBUCUT OT COCTOSTHUSI PIHKA B 1IE€JIOM, OT MOJE3HOCTH TOBapa u Apy-
I'MX O0OBEKTUBHBIX KATETOPUIA.

ITockonbKy CTOMMOCTB OOBEKTUBHA, €€ MOXHO OLIEHUTh. OILIEHKY CTOMMOCTH
B MJieaJjie JOJKEeH IIPOBOAUTH DKCIIEPT-3KOHOMMCT MJIM 3KCTepT-oneHIMK [ L04].
Pazymeercst, akcnepT q0JKeH ObITh HE3aBUCUM OT aBTOpa WJIM MpaBooOIanaTes.
O1eHKy CTOMMOCTH He MOKET IPOBOIUTD MOTEPIEBIINIA. XOTsI, K OOJIBIIIOMY COXa-
JICHUIO0, B POCCUICKOI TTPaKTUKE YaCTO UMEHHO TaK U IMOCTYIAaOT — MPUHUMAIOT
B KauecTBe croumocTu 1paB Ha [10 cymmy, nekiapupoBaHHYIO TTOTEPIIEBIINM.

O11eHKa CTOMMOCTH IIPOrpaMMHOT0 obecrieyeHus (ToOUuHee, IpaB Ha eTo MC-
MoJib30BaHNE) UMeeT cBou ocobeHHocTU. [TpousBoactso 1O ¢ skoHOMUUEC-
KO# TOYKM 3peHHUST TOBOJBbHO CUJBHO OTJIMYAETCS OT MPOU3BOJACTBA MaTepu-
aJlbHBIX ToBapoB. OOIIMe U3AEePXKKU Ha MPOU3BOJACTBO CEPUU TOBapa COCTaB-
nstot moutn 100%, a MHAWBUAYalbHBIE U3IEPXKKU Ha MTPOU3BOIACTBO KaXXI0TO
9K3EMILIsIpa COCTABJSIIOT HUUTOXHYIO YacTh Bcex uaaepxkek. OTciona u oco-
OEHHOCTH B OIpeAeIeHUN CTOUMOCTH OHOTro 3K3eMIuisipa [10.

Jpyrue saKoHOMMYECKHUE 0COOEHHOCTU MPOTrPaMMHBIX IMTPOAYKTOB TAKOBBI:

o llena Ha I10 ouens BapuabenbHa. B 3aBUCMMOCTY OT peruoHa, moTpeoduTe-
JIsI, YCIAOBUM 3KCIUTyaTallMy LieHa Ha OJHY W Ty e MporpaMMy MOXET 3ar-
pocto otanvatbes B 10 u 6oJiee pa3. Hepenku ciyyau, Korma rmpu omnpene-
JICHHBIX YCJIOBUSIX WJIM IIJISI OTIpENeICHHBIX KaTeropuil moJib30BaTesei JTu-
eHsus Ha [1O BooO1e nepenaeTcs 6ecruiaTHO, B TO BpeMsl KaK IJIsl TPOYMX
OHa CTOUT CYIIECTBEHHBIX JICHET.

o [Ipu BbIXO/Ie HOBOI BEPCUM MPOTrpaMMBbl ITPEXHSIST BEpCUsl IMO0 BOBCE CHU-
MaeTcsl C TpoJaxu, Tub0 oueHb CWJIBHO aelieBeeT. B To BpeMs Kak IieHa
HOBOI BepCHU OOBIYHO OJIM3Ka K MpexXHel IeHe crtapoil. [Torpedburennbe-
KM€ CBOMCTBaA 00Jiee CTapoii BEpCUM MPU 3TOM HE MEHSIOTCS.

® YacTto HoBast Bepcusl mporpaMMmbl (OOHOBJIEHUE 10 Oojiee HOBOW BEPCHU)
BXOIHUT B LIEHY CTapoOii, TO €CTh JieraJibHBIM TOJIb30BaTEJISIM TPEXHEN Bep-
cun ITO mpaBa Ha HOBYIO BEepCHIO TIPENOCTABISIOTCS OECIUIaTHO WJIU C
OYeHb OOJBIION CKUAKOM.

e lleHa, KaK MpaBuJjio, HEJIMHEHHO 3aBUCUT OT YMcJia KONMUil (MHCTAUISIIIUIA,
nosb3oBatesieit). Hampumep, nuueH3us Ha 1 KOmumo CTOUT 1 yCIOBHYIO
enuHuLy, Ha 20 xonuit crout 10, Ha 50 xonuit — 20. B cimyyae, korma mc-
moyib3oBaHa 21 KOmMusi, X CTOUMOCTh MOXHO OlLeHUTb B 10,5 yCIIOBHBIX
emuHull, B 11, B 20 mym maxe B 21.

288

Komnoromeprno-mexnuueckas 3xcnepmusa

® HekoTopslie mporpaMMbl MOTYT BOOOIIIE He MTpOJaBaThCs B KaKOW-TO CTpa-
He, XOTS M TTOJIb30BaThCs TaM HEKOTOPHIM CIIPOCOM.
o [IpaBooGamareny mopoii 6ecTuIaTHO pacmpocTpaHsIioT Bepcuio [10 ¢ ype-
3aHHBIMU QYHKUMSIMU WM OTPAaHWYEHHBIM CPOKOM IeiCTBUS (TaK Ha3bl-
BaeMble MPOOHBIE, 03HAKOMUTENbHBIE, TECTOBBIE UJIN TPUATbHBIE BEPCUN),
HO MPU 3TOM TaKasi OTpaHWUYEHHasI BepCUsl BITOJHE YAOBIETBOPSET BCE MOT-
peGHOCTHU TIOJIb30BaTeIsI. bhIBaeT, 4TO MpoOHast BepCcUs W TMOJTHOILEHHAs
BepCHS TPOrpaMMBbl YCTaHABIUBAIOTCS C OMHOTO U TOTO Xe AUCTPUOYTHBA U
HAYWHAIOT OTJIUYAThCSA OPYT OT APYra TOJbKO C MOMEHTA PETUCTPallNU.
@ [IporpaMMBI MOTYT He TIpOAaBaThCs 6€3 COOTBETCTBYIOIIETO 060PYIOBAHMS
WV BHE OTpeAeIeHHOTO KOMILIeKTa rmporpaMM. Ho mpu aToM coxpaHsieT-
¢S TEXHUYEeCKast BO3MOXKHOCTD MCITOJIb30BaTh UX OTAENbHO. B TakoM ciydae
odunmanrbHas 1leHa Ha OTAETbHYIO TPOrpaMMy U060 BOOOIIIe He OOBIBIISI-
ercs, 1n6o BeicTaBisieTcs B 0. CTOMMOCTD TTPU 3TOM JajeKo He HyJeBas.
Hcxonst U3 ymoMsIHYTBIX CJIOKHOCTE!, aBTOp PEKOMEHIYET IJisl OLIEHKH CTO-
MMOCTH TIpaB Ha MCIOJIb30BaHUe TIporpaMMbl it DBM Ha3zHavaTb He 9KOHO-
MUYECKYIO, a KOMIIEKCHYIO 3KCTIEPTU3Y, C YIaCTUEM JABYX OKCIEPTOB — 9KOHO-
mucta 1 UT-cnermanucra. Oco6eHHO, KOTa OlleHKa OCTIOXHEeHA TAKMMU 00C-
TOSITEILCTBAMU, KaK MCITOJIb30BaHHWE YCTapeBINeil, N3bITON U3 MPOHaXKu Bep-
cuu I10, ucnonb3oBaHNe BEpPCUH, TULIEH3UPYEMOU GECIUTaTHO IJisT HEKOTOPHIX
KaTeropuii, MpeBbIlIeHUe KOJTUYEeCTBA MHCTAJJISIIAN U T.1.

KoHeuHo, He TI0 KaxXaoMy JeJy O HapylIeHUN aBTOPCKUX IpaB 00s3aTeb-
HO TIPOBOAUTH 3KCIIEPTHYIO OlleHKY cTonMocTy I10. MHorma cTouMoCcTb MOXK-
HO OLIEHUTh 6e3 3KCIepTa, UCXOAsd U3 lieHbl. Ecau ompeneneHHas mporpaMma
npoaaeTcs (JIMIEH3UPYETCsI) IO OAUHAKOBOM LIeHe IJIST BCEX WIU TTOAaBJISIONIe-
ro GOJBIIMHCTBA TMOTpPeOUTENE, TO TaKylo IIeHy MOXHO CYUTATh €€ CTOM-
MocThlo. [Tpy HaTUYMU HECKOJNBKUX IIEH IJIST pa3IMIHBIX YCJIOBHUH CleI0OBaTelb
WA CYI MOXET IIPUHSITh B KAUECTBE OLICHKM HAMMEHBIIYIO U3 3TUX IIeH.

PacnipocTpaHeHHBIe OIMMOKKM MPU OIEHKE CTOMMOCTH KOHTpadaKTHBIX
MpOTpaMM WJIM UHBIX TIPOM3BEACHMIA, U3 OMbITA aBTOPA, TAKOBBI:

@ 13 HECKOJIbKUX NEUCTBYIOIIMX LIeH Ha MPOAYKT B KauyeCTBE OLEHKU CTOU-
MOCTH GepeTcsl oIHa, MpUYeM BHIOOp HUKAaK He 000CHOBBIBAETCH,

® B KaUecTBE OIICHKU CTOMMOCTH MPOAYKTa OepeTcs IieHa Ha IPYTYIO BEepCHIO
MpOAyKTa — GoJiee HOBYIO, OoJiee CTapyro, Ha IPYTOM sI3BIKE U T.1.;

@ OllcHKA CTOMMOCTH Mpou3BeneHUs (TIpaB Ha €ro MCIoJb30BaHKe) Mopyva-
€TCS KOMITbIOTEPHO-TEXHUYECKOMN 3KCIIEPTH3E;

® BMECTO CTOMMOCTH OIIeHWBAeTCs IleHa TMPOAYKTa WM yIIepd mpaBooba-
naTesio;

® OIICHKAa CTOMMOCTM ITOpydaeTcsl IpaBooOIamaTesio WiId TPOU3BOTUTCS
cleloBaTeNieM U3 JaHHBIX, MMPEJOCTaBIeHHBIX ITpaBoobianareseM (Hampu-
Mep, GrupMeHHOro Karajora 1ieH);

@ TIpU OlIeHKE CTOMMOCTH 4Yepe3 LIeHY He YYUTHIBAIOTCS YCIOBUS, B KOTOPBIX
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OOBUHSIEMBI MCMIOIb30BaJ IIPOTpaMMy, HaTIpUMep, He YIUTHIBACTCS HaJIM -

yue B TULEH3UOHHOM IOTOBOPE CKUAOK, JbIOT, Mepruoaa 0ecriaTHOro uc-

MOJIb30BaHUSI.

Ho rnaBHO# 1 camMoil pacrpocTpaHeHHOU OIMOKO, pa3zyMeeTcs, SIBJIsIeT-
CSl OLIEHKA CTOMMOCTU 0€3 MPOBEAEHUSI SIKCTIEPTUSDI.

Pa3Gop oGpa3uos

B 37011 T/1aBe MBI paccMOTpUM 00pa31lbl 3aKJIIOYEHU I 9KcTepTa, MoApOOHO
pa3bepeM UX M yKaXkeM Ha OIIMOKMU.

ABTOp mpemIaraeT Tp1 9KCIIEPTHHIX 3aKI0UeHMsI. Bce OHM B3SITHI M3 peaib-
HBIX YTOJIOBHBIX JIeJI, paCCMOTPEHHBIX B cyde. IlepBhIii mpuMep M300MIyeT
OIIMOKaMM, BTOPOIl UMeET BCEro HECKOJILKO HEIOCTATKOB, a TPETUIl MpUMeEpP
MOYTH HealeH U MOXET OBITh peKOMEHIOBAaH B KadyecTBe oOpa3slia.

OmpuyameavHotil npumep

ITepBoe 3akiIr0UeHNE B3SITO U3 YTOJIOBHOIO eja 1Mo craTbsaM 146 u 273 VK.
HccnenoBanue mpoBoaua skcrepT LleHTpa He3aBUCUMOTT KOMITJIEKCHOM 3KC-
neptusbl U ceptudukanuu (LIHKDC). TTonHbIl TeKCT 3aKJIIOYEHUST TPUBO-
IUTCS Ha TTOCEAYIOIIUX UITIOCTPAIIMSX.

JInst Havanma pacCMOTPUM TTOCTaBJICHHbBIE TIepel SKCIIEPTOM BOTIPOCHI.

ITepBoIit BOMpoC mocTaBiieH MpaBWIbHO. Peub MOXHO BeCTH He 0 KOHTpada-
KTHOCTH, a MMEHHO O TIpU3HaKax KoHTpadakTHOCcTU. Cam (akT KoHTpadakT-
HOCTHU (TO €CTh HapylleHUs] aBTOPCKHUX TpaB) IKCIIEPT YCTAHOBUTb HE MOXET.
Taxk yTo Bompoc chopMyIMpOBaH BepHO, pa3Be YTO (OPMYJIMPOBKA HEMHOTO
kopsiBasi. KonTpadakTHBIMU (COTIACHO ompenesieHuo U3 cT. 48 3akoHa «O0 aB-
TOPCKOM TIpaBe...») ObIBAIOT HE MMCKU WJIM WUHBIE HOCUTEJM, a 3allMCaHHbIe Ha
HUX 3K3eMIUISIpBI TpousBeneHuii. Hy u tepmun «CD-aucKk», XOTS W TOHSITEH,
HO 3BYYHUT HE BIOJHE MO-PYCCKU: TOBOPAT MO0 «CD», MO0 «KOMITaKT-IUCK».

Bropoit u nsaThI Bornpockl (OHM (DaKTUYECKU UACHTUYHBI) aBTOp Tepe-
dbopmynuposan 66l nHaue. Jleso B TOM, 4TO MpaBoobIagaTeab — 3TO Baaxeel]
WMYIIECTBEHHBIX aBTOPCKMX TpaB, KAKOBBIE MpaBa SIBJISIOTCS OTYYXKIaeMbIMH.
To ecTh IpaBoOOGIaaTENb MOXET U3MEHUTBCS, €CJIU OyIeT 3aKJII0UYeH COOTBE-
TCTBYIOIIW TOTOBOP, HO TIPOU3BEACHNE MPU 3TOM HE U3MEHUTCS HU Ha OUT.
HNHbIMU cioBaMU, «JIULIO SIBASIETCS TpaBoobagaTteseM» — 3TO (PakT He TEXHU-
YyeCKUi, a IpUAMYECKUI. DKCIepT, KaK U B TNpEeabIaylieM cliydae, MOXeT
JIVIITL OOHAPYXUTh MPU3HAKHU UM KaKue-a1n0o yKasaHUs, YTO JIMIIO SIBIISIETCS
obJagareneM UCKITIOYMTEIbHBIX TPaB Ha MPOU3BEeHNE, HO HE MOXET YyCTaHO-
BUTH (pakT oOsagaHUsI TAKUMU ITpaBaMU.

Tpetuit u 1ecToit BOMPOCH OTKPOBEHHO IOPUAWYECKM OE3rpaMOTHBI U
HenpuemJieMmbl st KTO. Bo-niepBbix, 3KCMEPT HE MOXET yCTAHOBUTH KOHTpa-
¢dakTHOCTh TIpou3BeneHUi. Bo-BTOpBIX, MpM HapylleHUM aBTOPCKMX TpaB
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Helb3sl BeCTU peub 00 yuiepOe. [Ipy HEe3aKOHHOM BOCHPOU3BENEHUU WU
WHOM HCITOJIb30BaHUM TIPOU3BEACHUI Y TIpaBooOIanaTeisi HUYEro He Impormna-
IIaeT, MO3TOMY yliepOa Kak TaKOBOTO HeT. MOXHO BECTH pedb O HEAOIOJIyYeH-
HOW TIPUOBLIM WJIIM MHBIX YOBITKAaX, HO OLEHUTb WX JOCTATOYHO CJIOXKHO.
HMMeHHO TTOTOMY 3aKOHOIATeNb OomepupyeT B cT. 146 YK moHATHEM «CTOM-
MOCTh». UMEHHO CTOMMOCTh 2K3EMIUISIPOB WJIM MpaB Ha UX MCIOJb30BaHUE
SIBSIETCS KBATU(UILIMPYIOIIUM TIPU3HAKOM 3TOTO TpectyruieHus. Eciu skc-

HA PA3PEUMIEHHE 9KCIEPTA OCTABJIEHBI CJIEAVIOUNE
BOIIPOCHI:

1. HmeioT 10 npeacraBjienuble Ha uecienoBanne sxzemmanput CD-nuckon
NPH3INAKH KONTPadakTHOCTH, ecin aa, To Kakne?
2. Kro asasiercs npasoobGaanarenem aannoii npoaysunn?

3. Ecau npeacTaBieHHbIe HA HCCEN0BAHKE IKICMILINPL HEAHUCHINOHHbIC
(konTpadakKTHbIE), TO KaKoil yuiepd npuunnen npasoobaanarennam?

4, Ssasercs JH nporpammuoe CIGI.'I:HE‘":!IIID. YCTaHnoBsJdeHnoe Ha

I'I]]ELII:T:IBJIIL‘HIII:IX SRECTKHX AHCKAX, JIHUEeH3HOHIbIMT

5. Kro sBasercAa  mnpasooliajgareiieM  NPOAYKUHH  IPOTPaMMioro
obecnevennsi, yCTAHOBACHHOTO HA IAHNHBIX JKECTKHX JHCKax?

6. Ecan npul'panmmc ofiecnevenne, YCTaAHOBJCHHOC HA NPCICTABICHHBLIN
WeCTKHX JHCKAX Heauuensnonnoe (konrpadarthoe), To Kakoi yuepd
npuunHen npasooGaagarensam?

7. HaxoasTcsi W HA NPeICTABJEHHBIX HA Heeaenosanie yKzemnanpax CD-
amekax u wecrkom ancke (HDD) spemonocuwie  nporpammm?  Eean
HAXoAATCH, TO MOrJAM JH OHH DBITh npuMenensl s .\l{l,']ll¢ll[h'illlilll
nporpaMmMubIxX NpPoAYKTOB, YCTAHOBJECHHBIX HA WECTKOM JIHCKE i I pon3onLT

an ykaszannas moaudukauna?

HA DKCIEPTH3Y [IPEACTABJIEHBI:

e BuyTpenuuii ecTkuii auck Seagate Barracuda, onewarantblii nonockof
6enoii Gymart ¢ NOAMUCAMH.

e [lepenocuoii wectkuil auck CUTIE FHD-254. oneuaranubiii MOJ0CKOH
Henoit GyMaru ¢ NoAMUCAMH.

e Jlpa CD gMcka, ynakoBaHHbie B NIacTHKOBLIT DOKC, oOneyaTaHHbe
nonockamu Genoit Dymaru ¢ NOANMHCAMK.
IKCNEPTH3A:

Oxeneprusa nposojiinack B nomewennus LIHKIC. }

IMepen Hauanom OSKCNepTHIb! GblI0 NPOM3BEACHO BCKPLITHE NEUaTeH Ha
YNaKoBKE C HOCHTENSMH JUTA BO3MOKHOCTH CheMa HHQOpMAlMK HA MArHUTHBIC
HocuTenn.

DKcrepTH3a MPOBOAMNACH B JBA JTana: Nepsblii - IKCNEPTH3A KOMNAKT-
IIMCKOB M [MEPEHOCHOTO JKECTKOTO JIMCKA, BTOPOA — JKCHEPTH3IA BHYTPEHHETO
HECTKOrO JIMCKA.

Sran Ne 1. Ixcnepruza CD — AHCKOB H MEPEHOCHOTO HCCTROTO ANTKA:
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MEPT BO3bMETCSI OLIEHUBATH ylIepO, OH BIHYXIEH OyneT MpU3HaTh, UTO ylIiepo
HYJIEBOI, a CTOUMOCTb IIPU 3TOM He OyneT OlleHeHa, UYTO 3aTPYyAHUT WIU Cle-
JIaeT HEBO3MOXHOM KBATUGUKALIMIO TCSTHUS.

YeTBepThiii BOMPOC TaKXKe OTHOCUTCS K KOHTpa(aKTHOCTHU 3K3EMILISIPOB.
TepMUH «TMLIEH3UOHHBIN» YyOTpebJisieTcss B 00MXo1ae Kak aHTOHUM K TEpMU-
HY «KOHTpahaKTHBI». A KOHTpa®aKTHOCTb 3K3eMILISIPOB, KaK yKe HEOTHOK-
paTHO TOMYEPKUBAIOCh, 9KCIEPT YCTAHOBUTh He MOXeT. [loaTomy maHHBIN
BOIIPOC C(HOPMYIMPOBAH HEKOPPEKTHO.

CenpMoil BOIpoC B MEPBOI CBOEH YaCTH MOCTABJIEH MPaBUJIBHO M OTHOCHUTCS K
obnactu KTD. Bo BTOpoii cBOEi1 YacTH BOIIPOC COAEPXKUT CKPHITOE YTBEPXKICHUE,
YTO BPEIOHOCHBIE TTPOTPAMMBI UCTIOIB3YIOTCS TSI MOAU(UKALIMY TTPOTPAMMHBIX
MPOIYKTOB, TO ecTh mporpammM it DBM. Ha caMoMm niesie BpeqoHOCHEIE ITporpaM-
MBI VICTIOJIB3YIOTCS UTSI MOAU(MUKAIIMY He TIPOU3BEACHU, a KOMITBIOTEPHON MH-
dopmannu, ¥ ykazaHHbIC OTHOLIEHUSI PETYJIUPYIOTCS 3aKOHOIATEILCTBOM 00 MH-
dopmanuum [70, 81]. A ucrioaszoBaHue mporpamm st 9BM perynnpyercs 3aKOHO-
JaTeJILCTBOM 00 aBTOPCKOM TIpaBe, B c(hepy KOTOPOTro BPEIOHOCHBIE MPOrpaMMbI
(ct. 273 YK) He BxoasaT. Peub MOXHO BECTH JIUIIIL O TIPOTPAMMHOM 00eCTIeYeHUM
IUJIST TIPEOIOJICHUSI TEXHUYECKUX CPENICTB 3allIMThl aBTOPCKUX TpaB (CT. 48.1 3aKoHa
«00 aBTOpPCKOM TIpaBe...»). [loaTOMy BTOpas yacTb Borpoca 7 HEKOppeKTHa.

Ilepeiinem K pa3dopy camoro 3akJI0YeHMUsI.

Beumy otcytcTBus Heobxommumoro obopynopanms, HeoGxoammoro ans
NOAKTIOYEHHA TEPEeHOCHOr0 JKECTKOro JMCcKa K cHcTeMHoMy Onoky Llewtpa,
3KcnepTH3a neperocHoro xectkoro aucka CUTIE FHD-254 ne nposoaunacs.

Ha nccnenosanue Nnpe/ICTaBleHb! CAeYIONHE KOMMAKT — JIHCKH:

Tabauua 1.
Ne n/m HaumenoBanne (BHeINHHII BH/1) KOMNAKT - HCKA |
L. Becs Autocad 2006 B o |
2. Ne A4408G5061902 |

B pesy/ibTaTe NPOBEEHUs IKCIEPTH3BI YCTAHOBIICHO, YTO MPEACTABICHHbIC
KOMIAKT — AHckH NeNe 1,2 tabnuubl No 1 MMEIOT CYIIECTBEHHBIE OT/IMUHMS OT
JMOEH3WOHHBIX (M3TOTOBJEHHBIX H pealu3yeMbiX ¢ cobmonennem  Beex
TpeGopanuii 3aKoHosaTeNbCTBA PP B HacTH aBTOPCKOro npaBa) KOMMNAKT-JHCKOB.
CooTReTCTBYIONMIT BBIBOJL CHENAH [0 Pe3yjbTaTaM OCMOTPa BHEIIHEro BHA, a
TaKoke (aitioBoil CTPYKTYPB! JIAHHBIX KOMIIAKT-AHCKOB MPH MOMOLIH 3arpy3ku b
namsts OBM sanucaHHBIX Ha HUX nporpamM. [laHHBIE KOMIAKT-IHCKH H
MpOrpaMMHble MPOAYKTE, COJEpHKAUIMecs Ha HAX, HMEIOT ABHbIC NpH3HAKH
KOHTpa(hakTHOCTH.

CnUcoK  KOMIBIOTEPHBIX — MPOrpamMM, HMEIOWMX  ABHBIE  MPH3HAKH
KOHTpa)akTHOCTH M pacyeT HX CTOMMOCTH, IPHBE/ICHEI B Tabanue 2.

292

Komnbmmepno-mexuu HeCcKasa IKkcnepmusa

Tabnmua 2,
HaumenoBanue Haumenopaune Hpaso
Ne n/nn (BHem Al BIX) NPOrpaMMHOTo oﬁnnp aTen Croumocts, l
KOMIAKT - AMCKa MPOAYKTa o .
1. AutoCAD 2004 AutoDesk Her pamubix
Becs Autocad 2006 AutoCAD 2005 | AutoDesk | 2160 Empo |
AutoCAD 2006 AutoDesk 4 320 Espo ‘
Z Windows XP l
Ne A4408G5061902 Professional Microsoft 251 ye.*
Russian | )
*] y.e = | noanapy CLUA no kypey LIb P@ Ha f1eHb HILATILA AHCKOB.
Llens! B3sThl 43 «CNPABOMHIKR LCH HA JIMLICH nporp obecneqennen, paspaborantoro
Hexommepueckin Mapraepersom [Moct TMporp 1x [Mpoaykros (HIT TTITIT) .

Mpu3naks KOHTPAGAKTHOCTH KOMNAKT — IHCKOB, MPEACTABICHHBIX HA
nccie0BaHHe, CaeaylolHe:

1. Odopmienne auuesoii (nepaboveii) MOBEPXHOCTH JIHUCHIHOHHBLIX
KOMIMAKT-HCKOB.

Ha nuuesyio (HepaGo4yio) MOBEPXHOCTb JIHUEH3HOHHOIO KOMMaKT-AHCKaA
HaHOCHTCA  M300pakenue BhicOKoro nonurpauyeckoro  xauectsa. [lo
OKPYXKHOCTH BHEIUHeH TIPaHMIBl KOMIAKT-AMCKA JOJKHBI ObiTh HAHCCEHbI:
HaAIKCh, COJepXKaiias HHGOPMALMIO O PErHCTPAllMH TOProBBIX MApoK. 00
aBTOPCKOM M CMEKHBIX MPaBax Ha JIAHHYIO MporpamMMy s 2BM (Da3y naHubix) 4
npeynpekieHHe O MOCHeACTBHAX MX HapylueHus. DKCNepTusa rokasaia, 4ro
Npe/ICTaB/IeHHble KOMIIAKT-THCKH He HMMeloT Kakux — subo wu3oOpakenuit
TEKCTOBOH MH(OPMAIIHH O TOPrOBBIX MapKax, aBTOPCKOM H CMEKHOM Npase.

2. Odopmienne pesepca (paboueil NOBEPXHOCTH) JTHUEHIHOHHBLIX
KOMMNAKT-AHCKOB.

Odopmnenne pesepca (pabouel MOBEPXHOCTH) KOMIAKT-AHCKA, Bnons
KOHUEHTPHYECKHX OKp)')KHOCTeﬁ B LEHTpE JHLUEH3HOHHOIO KOMMNAaKT-JAHCKA
HasocHTCs MeTtojoM rpasupoBku koa IFPI (xoa Mesxmynapoanoii denepatiiy
npou3BoanTenel (GoHorpamm), MO3BOJIAIONIHIA OJHO3HAYHO HIeHTH(HIMPOBATE
obopyaoBanHe, Ha KOTOPOM H3rOTOB/EH [AaHHBIH KOMIAKT-JHCK, @ TaKKe
vH(opMalHs 0 3aBOjle-H3rOTOBHTEIE.

V npe/icTaBNeHHBIX HA IKCIIEPTH3Y KOMIAKT-HcKoB Ko IFPI oteyrersyer.
[Tpox3BoaHTEs HA KOMIIAKT-JHCKAX HE yKa3aH.

Jlaunsie NPH3HAKH ABNAIOTCA  CYILECTBEHHBIMH MpH3HAKAMH
KoHTpadakTHOCTH.

3. YnaxkoBKa JHIEH3HOHHBIX KOMNAKT-1HCKOB.

e
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JInuen3nonHble mporpamMmel uis 3BM, kak npasusno, YNAaKOBBIBAIOTCH B
KapToHHYl0  KopoOky, odopmasemylo cornacHo CTaHnapraMm  dupmbi-
H3rOTOBHTENSA, HMMEIOLIYID HECKONBKO CTerneHeH 3allHThl (MMKpPO nevarts,
ronorpamMmsl 1 T.11.). Ha kopoGke nomxsa npucyrersosats undopmanms o bupme-
pa3paGoT4YHKe, aBTOPCKHX H CMeXHbIX npasax. Kpome Toro, s yNakosounyio
KOpoBKy  BKIaimIBaeTcsi  MHOTOCTpaHH4Has AOKYMEHTAUHsA  (MHCTPYKUMA
MOJIB30BATENA) H IMLEH3HA Ha IPOrPaMMHBII MPOIYKT.

JIuueHsHoHHble  Mporpammel  Juis OBM  komnanuM  Microsoft
YNaKOBBIBAIOTCA B KaPTOHHBIE KOPOGKH, THMOpasMepsl u ohopMIIeHHe KOTOPBIX
COOTBETCTBYIOT KOPINOPATHBHEIM CTAHIAPTAM MPOH3BOINTENS H MMEIOT HECKOBKO
crenedeil 3amuTel. HeoTbemieMmoil wacTbl0 KakAOro TNpOAYKTa ABAsETCH
JIMueH3HOHHOE COINAIIEHHE MENIy MoKynarteneM H (upmoii-npouisoantenem.
Kaxnas JInuensus wiu PercTpallonHas KapTa Mojib30BaTels HMEeT CepHiiHblil
HOMep MpOrpaMMHOr0 MpojykTa, 0e3 KOTOPOro YCTAaHOBKA NPOrPAMMHOI0
npoaykra HeBo3MoxHa. [IpeicTaBieHHble Ha OKCNEPTH3Y KOMIMAKT-IHCKH C
[porpaMMaMH JaHHOH (PHPMBI TAKHX KOMIIOHEHTOB He COJIePIKHT.

Ha GokxoBo# cTopoHe KapTOHHOH kopoOku ¢ nporpammamu Maiikpocodt
HMeeTCs CIIeHATbHBI CepTHHHKAT, HMEIOLIHI Cle1yoUIHe CBOMCTRA:
® TEMIOYYBCTBHTENbHAA Kpacka NpH TPeHHH H3MeHseT uBeT ¢ roayboro Ha
Genblit;
® [OMBITKA OTKJIEHTh CEPTH(HKAT BbI3bIBAET €r0 Pa3pblB;

® [OBOPOT cepTH(HKaTta B jyuax cBera oOnapyxwusaer cumson "OK" na
nororune MaiikpocodT.

[pencrapiieHHble Ha SKCNEPTH3Y KOMMNAKT-IHCKH C  TPOrPaMMHbIMH
npoxykTaMH (upmel MaiikpocodT B MOMEHT OocMOTpa He ObLIM YNaKkoBaHbl, He
HMMeJTH KapTOHHBIX YMNAKOBOYHBIX KOMIOHEHTOB, JIOKYMEHTALMWH, JHIEH3HH H
PErHCTPALHOHHBIX KapTOYeK.

Onucanue kommiaexkta AutoCAD:

Kopobka
e Pasmepsl kopoGku npomykra—npumepio 17.8 x 22.8 cm. Tomumua
KOpOoOKH MOXKeT COCTaBATh 5, 7, 7.6, 12.7 uinu 15.2 eMm.

e Bepcuu c Release 14 no 2000 nocTaBisiuch B KapTOHHbIX KOpOOKax.
OHA TIOJIOBHHA KOTOPHIX BCTapiasnack B Apyryio cboky. Haumnas c
cemeiicta 2002, xopobGka OTKpbIBaeTCs CBEpXy W MMEET CIUIETEHHE
K/IanaHoB Ha JIHe.

e CepuilHbIii HOMEp H CBEJEHHA O MPOJYKTE HAXOAATCA, KaK NpasHio, Ha
BEpXHEM KJanaHe,

e Illudp npomyxTa M TekcT ¢ NpaBoBoil MH(pOpMALMEH HAXOAATCH HA JHE
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IIpu aHanu3e BHENIHUX MPU3HAKOB KOHTPa(aKTHOCTU KOMIAKT-INUCKOB
(c. 3-6) OHU OBUTM COTIOCTABIEHBI U CPABHEHBI ¢ HEKUMU «JINLIEH3MOHHBIMU»
nrckamu. Ho o6pa3iibl TaKMX TUCKOB JJIS CPaBHEHUS BKCIIEPTY cliefoBaTeeM
He TIpeaoCcTaBIsInch. A cornacHo cT. 57 YIIK, akcrepT He BIpaBe caMOCTOSI-
TeJIbHO COOMpPaTh MaTepUalbl IJIs 9KCIIePTHOIO MCCAeA0BaHUS; TaK1ue 00pas-
IIbI TOJIKHBI OBITh HAaTIpaBJIeHBI 9KCIIEPTY CIe0BaTeIeM B YMC/Ie TIPOYUX MaTe-
pHanaoB, HEOOXOIUMBIX IJisI IPOU3BOACTBA AKCIIEPTU3BI, TUOGO MO OTAECTHLHOMY
3aIMpocy dKcIepra.

KpoMe Toro, mporpaMMHBIe TTPOAYKTHI BHIMTYCKAIOTCS Ha PHIHOK B pa3iny-
HBIX BapMaHTaxX W pa3MYHOM MCITOJHeHUH. Hapsmy ¢ «KopoOOYHBIMU» BEp-
cusiMu (OHU Xe «retail» unm «po3HuuYHbIe») Bo3MoxkHbI OEM-Bepcuu, Bepcuu,
pacrmipocTpaHsieMble yepe3 MHTepHET, U WHBIE BapuaHTHI, BCEro MHOToobpa-
3UsI KOTOPBIX 3KCIEPT MOXKET He 3HaTh. Jlaxke caM mpaBoobiagaTe b MOXET He
3HaTh, B KAKOM 0()OPMIIEHUY BBIMYCKAIOT €r0 MPOTPAMMHBIN TMTPOAYKT U3aaTe-
JIU, ¢ KOTOPBIMK OH 3aKJTIOYMJ JOTOBOPHI. [103TOMY HeTIOXOXeCTh UcClIeaye-
MBIX JUCKOB Ha JTUCKHU «KOPOOOYHO» BEPCUM MPOJAYKTA €llle He €CTh IIPU3HAK
KOHTpa(aKTHOCTH.

YToObl BHEITHWU BUI 9K3eMIUISIpa CTajl MPU3HAKOM KOHTpachaKTHOCTH,
clieqyeT CPaBHUTD €ro ¢ BHEITHUM BUJIOM BCEX MMEBIIIUX MECTO OGUIIMATbHBIX
U3JaHUI BCexX M3maTesield Bo BeeX cTpaHax. CpaBHeHUE JIWIIb ¢ OAHUM-eIWH-
CTBEHHBIM 00pa3I[OM — HEKOPPEKTHO.

YkaszaHue 5KCIepTOM IpaBoobagaTelNsl IBISETCS JOTMISCKUM TTPOI0IKe-
HUEM OIMMOKY CJIeq0BaTeNIsl B TOCTAHOBKE BOTIpOca. DKCIEPT HE MOXET OTIpe-
IeJINTh MpaBooGIagaTesss MPOU3BeIeHUS, MTOCKOIBKY 3TO (PaKT ropuandec-
KW, a He TeXHn4YecKuil. [IpuHaIIeXXHOCTh UMYIIIECTBEHHBIX aBTOPCKUX TIpaB
TOMY WJIM WHOMY JIMIY 3aBUCUT OT 3aKJTIOYEHHBIX TOTOBOPOB U OT (DaKTa CO3-
MaHWS IPOU3BEICHUS TEM WJIM WHBIM JIUIOM (JTUIIaMu). DKCTIEpT XKe UcCiemy-
€T JINIIb 9K3eMIUISIp Tpou3BeAcHUA. [109TOMY OH MOXKET HAliTU Ha TTPOM3BEe-
HUHM CBeJCHUS 00 aBTOpax, yBeIOMJIEHUE O MPUHAMIEXKHOCTH aBTOPCKUX MpPaB,
TEKCT JTUIEH3WOHHOTO COTJIAIIeHWsT U WHBIe MpU3Haku. Ho Iuinb mpu3HaKku.
3 KOoTOphIX OMHO3HAYHBIN BBIBOJ O MpaBooOIamaTese caeaaTb HeTb3sl.
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Komnblomepno-mexuu HeCcKasa IKkcnepmusa

e CepuiiHblif HOMep TNpPOAYKTa M TEKCT C NpaBoBoi uH(OpMaimei
HAXOAATCA Ha JHe KOpOoOKH

Conepxumoe Kopobkn

ConepxuMoe KOPOOKHM 3aBHCHT OT KOHKPETHOTO TMpOMYKTa; HHXe
nepeducieHs! TpeGoBanms, 0BILUMe U1 BCEX HUX:

e BoJBUIMHCTBO MEYATHBIX PYKOBOACTB MmeeT dopmar 17.8 x 22.8 cm ¢
CTaHAapTHBIA MATKHH neperuier. OBbpaTuTe BHHMaHHe, 4YTO U1 TOHKHX
KHHT TaKOH MeperieT HeBO3MOKEH, H OHH 00bI4HO GbIBAIOT CKpenfensl No
cruby.

e Ha 3anHeil cTopoHe OONOXKKH MEYaTHBIX PYKOBOJCTB obs3aTensHO
JIOJIKEH ObITh 3aBOJCKO# WHP.

e Bce conepxumoe kopoOku (HaumHas c ceMedicTea 2002) nopuuuHsercs
eJMHO}i LIBETOBOH CXeMe.

Komnakr-aHcK

e CD ynaxkosaH B KapTOHHbli MM THOKHI NIACTHKOBBIH KOHBEPT, BCE
HA/MHCH Ha KOHBEPTE HAHECEHb! METOI0M OficeTHON neuaTH.

Ipumeuanne: AutoCAD 14 Gsul nOCNEAHNM NPOAYKTOM, JIHCK KOTOPOTO NOCTABAAICA B
TBEpAOM MJIACTMACCOBOM dyT/Ape.

e DTHKETKa HAHECEHa Ha IUCK METOJIOM lueNKorpaduu.

HEMCMB: Ecnu aTHKeTKA OTKJIEHBAETCA € JHCKA, 3T0 CBHIAETCILCTBYET O noaacnxe.

e Ha BHyTpeHHEM KoOIbLE CD HaHeceHbl HOMEpP NMapTHH W HaHMeHOBaHHE
3aBO/Ia-H3TOTOBHTENA THPAXaA.
Huke NpoMUIIOCTPHPOBAHBI MO/UTHHHBIE MPOAYKThI KOMNaRHH Autodesk.

IlpencranenHsidi Ha JKCMEPTH3y KOMMAKT-AHCK € MPOrPaMMHEIM
npomyxrom dupmel Autodesk B MOMEHT ocmoTpa Obll ynakosat B M1aCcTHKOBBII
6oKC, HE MMeJl KApTOHHBIX YNAKOBOYHBIX KOMITOHEHTOB H IOKYMEHTAlHH.

Bce 9TH MpHU3HAKH SBAAIOTCA NPH3HAKaMH KOHTPadakTHOCTH.

4. Hanuune nporpamMm YCTPaHSMIOLWIHX 3ALHTY oT
HECAHKUHOHH pOBﬂHHDI‘U KONMHpPOBaHHA.
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Ha xoMmnakT-ZHcKe He MOryT ObITh 3amucaHel mporpammsl ans IBM,
NO3BOJSIONIME YCTpaHUTh KOO 0GOHTH 3alMTY OT HECAHKIMOHHPOBAHHOIO
KOITUPOBAHHS.

Ha KoMOakT-IHCKax HaxoasTcs Gaiiabl  BPeNOHOCHBIX  Mporpamm,
no3BonsoIIHe 060iiTH BCTPOSHHYIO B NPOrPaMMHBIE MPOJIYKThl CPE/ICTBA 3allUTHI
OT HecaHKIHOHHPOBAHHOTO KOTMMPOBAHHA W TONYYMTH TEM CaMbIM HE3AKOHHbI
JIOCTYN K TIPOTPAMMHBIM IIPOAYKTaM KOMIaHHH AutoDesk u xomnanuu Adobe,
YTO ABASETCH CYIIECTBEHHBIM MPH3HAKOM KOHTPaQaKTHOCTH MPECTAaBIEHHBIX
KOMITAKT-IHCKOB C [POrPaMMHBIMH NPOAYKTAMH IaHHBIX KOMIAHHH,

Ha xomnakt — aucke «Becs Autocad 2006» B nupextopuu «.\Autocad 2005
RUS» oBHapyxeH CaMOopacnaKkoBbIBAIOLIHHCS daiin-apxus
«AutoCAD2005Rus.exe», conepxaunii Qaiin nporpammsl «keygen.exe». [lpn
samycKe faHHoOro (haiina noasnseTca cllelyIOLIMI OKOHHBII uuTepdeiic:

VcTaHOB/EHO, UTO JaHHasi porpaMma npejiHasHaueHa a8 renepaiui Koaa
aKTHBALMM (He aKTHBMPOBAHHAS KOMHMs NPOrpaMMHOrO MpOIyKTa paboTaTh He
Hyaer) MpOrpaMMHOIO MPOAYKTa «AutoCAD 2005» Ge3s segoma npapoobiagares
— kommaHuH «AutoDesk» (T.e. ¢ MOMOIIBIO NMPOTPaMMbl MOMKHO OCYLIECTBHTE
HOCTYN K KOMIBIOTEPHOH uHopMauMM M Konupopanue HHpOpMAINH). Ha
OCHOBaHHH NaHHOro (akra nporpamma ««keygen.exe»» rpu3Hana BPEOHOCHOI.

Ha xomnakT-nucke Becs Autocad 2006» B aupexropin «.\AutoCAD 2006
Rus\Crack» ofnapyseH (aiin nporpammsl «kcygen exen. Tlpu 3anycke JaHHOro

(haiina MOSBIAETCS CEIYIOUIHH OKOHHBIN | Kﬂ?ﬁ /
%
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VeTaHOBJIEHO, UTO JlaHHas NPorpaMmMa npeHasHayeHa i reHepalnt Koja
akTHBalMy (He AKTHBMPOBAHHAs KONMS TPOrPaMMHOrO MpoJykKTa paboTtarth He
Gyner) nporpamMmHoro npoaykta «AutoCAD 2006» Ges seioma npasoodianarens
— xomnaHHH «AutoDesk» (T.e. ¢ NMOMOILBIO MPOTrPAMMBbl MOKHO OCYUICCTBHTL
JI0CTYN K KOMIIBIOTEPHOH HHGpOPMAlMH M KOMHpOBaHHe ungopmammn). Ha
OCHOBAHHM AAHHOrO (hakTa mporpamma «Keygen.exe» NMpH3HAHA BPEIOHOCHOI.

IJran Ne 2. DKCNepTH3A KeCTKOro AHCKA.

DKcrepTH3a  MPE/CTABIEHHOTO  KECTKOro  JIMCKa  MPOBOAMAACH  [10
crneyioen MeToIHKe:

WecTKnil IMCK GBUT MOAKTIOUEH K cucTeMHOMY Gnoky LlenTpa, nocne uero
NPOM3BOHICA MOMCK HH(BOPMALIMH, HEOOXOAMMOI JU1A OTBETA HA NOCTABICHHAIC
BOTPOCHL.

B pesyJibtare npoBe/ieHis KCNePTH3b! KECTKOTO IHCKA YCTAHOBICHO:

Ha sectkom sucke B aupextopud «C:\WINDOWS» obuapyxen
nporpammubiii  npoaykt  Microsoft  Windows  XP Professional ~ Russian,
npasoo6nanaress komnanus Microsoft.

K npu3Hakam KoHTpahaKTHOCTH o6HapyKeHHOIl ONepalHOHHOH CHCTEMbI
MOKHO OTHECTH (DAKT BO3MOXKHOH yCTAHOBKHM JaHHOM OMepalHoHHOH CHCTEMBI €
Npe/ICTABNEHHOr0 Ha IJKCIEPTH3Y KOMMAKT — JIHCKA Ne «A4408G5061902»
(comepxamero AMCTPHOYTHB (yCTaHOBOUHBIE (aiinbi) JlaHHON  OTePalHOHHOM
CHCTEMBI, HMEIOLIETO ABHBIE MPH3HAKH KOHTPa(haKTHOCTH).

Komnbmmepno -MexXHu4ecKas Jxcnepmusa

Ha npeacTas/ieHHOM KecTKoM Aucke B nanke «C:\Program Files\AutoCAD
2005» obHapyxeH nporpammiblii npoaykT «AutoCAD 2004» npasoobnanarens
xomnanus «Autodesk». K npusnHakam KoHTpahakTHOCTH JaHHOTO NPOrpamMMHOro
MPOIYKTa MOXKHO OTHECTH BO3MOMKHbIH (DaKT ero yCTaHOBKM C KOMMAKT — JHCKA
«Becs Autocad 2006», mpeacTaBiIeHHON0 Ha IKCHEPTH3Y, HMEIOLIETO ABHBIC

[pH3HAKH KOHTPa(aKTHOCTH. , “W

SythErTh

WA netE
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Psan PIJIHIOCTpaHI/IfI, IIPUBEACHHBIX 9KCIIEPTOM, HC ITIOATIMCAHBI 1 HE 00bsiC-
HEHBI B TEKCTE. Y HecIelMaaucTa MOXET CO31aThCs BIICYATJIICHUC, YTO OTU UJI-
JJIOCTpALIlMU ITOATBEPKOAIOT ITPABOTY 9KCIIEPTA. Ha camom neie 37O He Tak.
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Hanpumep, unmoctpanus Ha ctpaHulie 10 — 3To pe3yabTaT 0TOOpaxKeHUs
HEKOTOPBIX aTpUOYTOB (haiiyia CpeACTBAMU OTePAIlMOHHOU cucTeMbl. CTpouKa
«aBTOPCKUE TIpaBa...» SIBJISICTCS JIMIIh 9acThlO KOHTeHTa (pecypcoB) daiira
«Photoshop.exe». Ee MOXHO paccMaTpuBaTh KakK MPU3HAK MPUHAIIEXKHOCTU
aBTOPCKUX MpPaB WM KaK yBeIOMJICHHE O TaKUX IpaBax. Ho akcmept aToro He
00bsicHseT. OH KaTeTOPUYHO YTBEpXKIAeT «IMpaBoobjamaTeb — KOMITAHUS
«Adobe», ociie 9eTo MPUBOIUT WLTIOCTPAINIO, KOTOPYIO HECTICIIUATUCT MO-
KeT BOCTIPUHSATH KaK MOATBepXkIeHue. WHBIMU CIOBaMU, OTCYTCTBUE TTOIITH-
ceif K WUITIOCTPAIINSIM BBOJUT B 3a0TyXKICHUE.

K npusHakaM KOHTPa)aKTHOCTH JJaHHOTO MPOrPaMMHOTO MPOAYKTa MOXHO
OTHECTH BO3MOXHBIH (PAKT ero yCTAaHOBKH C AMCTPHOYTHBA, HMEIOLLET0 NpH3HAKK
KOHTpa()aKTHOCTH, OOHApPYXEHHOTO Ha MPE/ICTABIEHHOM JKECTKOM MCKe (CM.
HHKE).

B manke « ..\Program Files\Microsoft Office» obuapyxen nporpammusiii
nponykt «Microsoft Office 2003 Professional (Russian)», npasooGragarens
xomnauus Microsoft.

Ha npencTaBneHHOM — JKeCTKOM  JmHcke B manke  «.\Program
Files\Adobe\Photoshop  7.0»  ofnapykeH nporpammusiit  npoaykt «Adobe
Photoshop 7.0» npasooGnanarens komnanus «Adobe».

[lpu3nakoB KOHTPAdaKTHOCTH JI@HHOTO MPOTPaMMHOrO  MPOIyKTa  HE
obHapyKeHO.

Tak e Ha MPEICTABJEHHOM BHYTPEHHEM JKECTKOM JHCKE B AMPEKTOPHH
« \Utils\Distrib\Autocad\Autocad 2005 RUS&ENG» obuapysken aucrpubyTHs
(ycraHOBOuHBle  (haifnbl) MPOrpaMMHOrO "p?ﬁﬂ?,n «AutoCAD  2005»

npasoo6nazatess komnanus «Autodesk». }y‘ 3

WSeperth

ey SrEnERH napnAc
nnnty ne
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Ha xectkom nucke B qupektoprH «..\Utils\Distrib\Photoshop 7» o6Hapyxen
JuctpubyTuB  (ycraHoBouHsle aiinel) nporpammuoro mpoaykra «Adobe
Photoshop 7.0» npasoo6nanarens komnauus «Adobe».

K nmpusHakaM KOHTpa(akKTHOCTH JaHHOIO IPOrPaMMHOIO MPOMYKTA MOKHO
OTHECTH BO3MOXKHBIN TOT (akT, YTO AaHHBIH NPOrpaMMHLIH NpPoayKT (B BHIE
AucTpuOYTHBA) PacpoCTpaHseTcs OHIHATBLHO TONBKO Ha KOMIMAKT — juckax. Ha
JpYTHX HOCHUTENsX AMCTPUOYTHB nporpammuoro npoaykra «Adobe Photoshop
J 7.0» othuuHaNBEHO HE pacnpPOCTPAHsETCH.

| CpaBHHTeIBLHBIH aHATH3 NMPorpaMMHOro obecrnievyenns, yCTAHOBIEHHOTO Ha
Tpe/ICTABIIEHHOM KECTKOM JHCKE H JUCTPHOYTHBOB MPOrPaMMHBIX MPOIYKTOB,
3anHcaHHBIX Ha MPeACTaBICHHBIX HA HCCIEOO0BaHHE KOMIMaKT-JIHCKax H KECTKOM
X# JIHCKE, ConepAalHx nporpaMMHeIE NpOOgYKTEI, HMEIIIIHE IMpH3HAKH
KOHTPaakTHOCTH, IOKasajl, 4To oOHapykeHHble Ha KECTKOM JIHCKe
NporpaMMHEIE  NPOMYKTEl MOTJIH OBITh ycTaHoBieHbl (MG0 CKOMHpOBaHbI) ¢
npeacTaBle€HHBIX Ha HCcceoBaHHE KOMITAKT-IHCKOB H MEPEHOCHOID MKECTKOro
JIHCKa (B COOTBETCTBHH c oﬁnapyme}mumu Ha JaHHBIX HOCHTENAX
AHCTPHOYTHBAMH NPOTPAMMHBIX MPOJYKTOB).

'S

[oNanHTeNsHO >3

e Hudopmaiis 0 CTOMMOCTH ODHAPYKEHHLIX HA MPEICTABACHHOM KECTKOM
Cox ] [Comma ] o MMCKEe  MPOrpaMMHBIX [POJYKTOB, HMEIOWMX MPH3HAKH KOHTPa(akTHOCTH,
npuBeneHa B Tabnuue 3.

SIBHBLIM TPH3HAKOM KOHTPahaKTHOCTH AaHHOTO MPOTPAMMHOTO IpPOJYKTa
SBNAETCH HANWYHe B JHPEKTOPHH, COJAEPKAallMi TNpPOrpaMMHBIH  NPOIXYKT
noamupexTopuH «crack» B koropo#f comepxkutcs daiin «keygen.exen. [lpn

Tabanua 3.
Pacuer CTOMMOCTH MPOrpamMM, HMEIOMIHX Npu3Haky KoHTpadakTHoCTH, oBHAPYKCHHLIX HA
JKECTKOM JHCKe, IPEICTABICHHOM Ha IKCNEPTH3Y

3aImycKe JaHHOTO (aiia MosBIAETCS CeIOUmuii OKOHHbIA HHTepeiic:
- i Croumocts
Autodesk AuteCAD 2005 keygen by AGAIN [ Hporpmmu, T NporpaMMHOro
- - = e AHECTKOM JHCKE ﬂpanooﬁnanam;lb npoyKTa
AutoCAD 2004 Autodesk Her ganneix
> AutoCAD 2005 (rmcTprbyTHB) Autodesk 2 160 Espo
e Microsot ~ Windows  XP . S
< . s 251 ye.*
AGERN 15032004 Professional Russian Microsoft y.e
VYcraHoBNEHO, 4TO IaHHAs NporpaMMa npejHa3sHaveHa A1s reHepalui Kola
aKkTHBaUMK (He AKTHBHPOBAHHAA KOMHMsS NPOrPAMMHOTO NpOAyKTa paborarh He Adobe Photoshop 7.0 Adobe Her nannsix
6yzneT) nporpamMmHOro npomykta «AutoCAD 2005» 6e3 Benoma npasooGiazares )
- MOMKHO OCVIIECTBHTH
KOMIIaHHH «AutoDesk»“ (T.e. C NMOMOIIBIO MPOrpamMMbl v Adot Photoshop 70 = L)
HOCTYN K KOMIBIOTEpHOM HWHMOpMaUMH M Komuposanue HHpopmauuu). Ha (wcTpGyTHE)
OCHOBAHHH JaHHOTO (haKTa nporpamma ««keygen.exen» MpH3HaHa BPEAOHOCHOIL.

*1 y.e = | poanapy CLUA no kypey LIB PQ Ha neHb HIRATHA KECTKOTO IMCKA.
Tak ke K NpPU3HAKaM KOHTPaaKTHOCTH OGHAPYIKEHHOTO AMCTPHOYTIBA
nporpamMmHoro npopykra «AutoCAD 2005» M0OXHO OTHecTH BO3MOKHBII (paKT Pacter cTonMOCTH NporpamMm
3 - ACTABIEHIONO HA o
“1:; :onnpoaaumcxomnam axcka «Becw Au;ocad 2-00.6%:».’- npecTaBieHH JUix pacieTa CTOMMOCTH NpOIPAMM NPHHATA CHEAYIOWAA MOZens: IR
PARRARAE, MMCIOMIETO SBHHC IpEiHAKH] KO‘*_FR?_FE%‘E.T__‘E‘?ET“- OOHAPYKEHHOrO 5K3EMIIApAa MPOTrPaMMbl C MPH3HAKAMH KOHTPa(aKTHOCTH

7l & -

JhiA Lt
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OmnpeneneHre CTOMMOCTHU MporpaMm (TIpaB Ha UX UCIIOJb30BaHUE) B COOT-
BETCTBUM C IIEHOM SIBJsIeTCs oMOKoI. TeM 6oJiee YTO M3 Pa3IMUHBIX IIeH B3sI-
Ta pO3HUYHAsI, TO €CTh MaKCUMaIbHasl.

EcTh momo3peHure, 4TO 3KCIEPT BOOOIIEe He BUAMT Pa3HUIIBI MeXIY LIEHOM
W CTOUMOCTBIO. B TeKcTe 3Th TepMUHBI YHOTPEOISIIOTCSI KaK CUHOHUMEL.

Komnblomepno-mexuu HeCcKasa IKkcnepmusa

onpefensieTcs ~ CTOMMOCT B COOTBETCTBHH  C  DO3HMMHON  1ieHoi
COOTBETCTBYIOLIEr0 JIHLUEH3HOHHOTO MNPOrpaMMHOr0 MPOAYKTa HA  MOMeHT
BocTpeboBaHus HOCHTeNeH HH(OpMAaLHH (KOMIAaKT — INCKOB H )KECTKOTO JHCcKa).

B cnyuae ykasaHHA pPO3HHYHOM leHbl MPOrpaMMBl B HHOCTPaHHOI BamoTe,
nepecyeT B pyOneBblii 3KBHBAIEHT ocyiiecTsasercs no kypcy LB P wa neus
M3BATHA HHPOPMALIMOHHEIX HOCHTEJeil.
CToHMOCTH TIPOTPaMM paccunThiBasiack o dopmyne X * ¥V =Z, rae

X- O61mee KOIHYECTBO KOHTPahaKTHBIX IK3EMILULIPOB NpOrpaMm,

Y — PosHuuHas HeHa SK3eMIIIApa NporpamMmsl,

Z — Obmas cCTOMMOCTB MPOTpaMM rpasoobianaTessi.

Takum o6pa3oM, CTOMMOCTH  MPOrPaMM HA TNPEACTABJICHHBIX
KOMRNAKT — JHCKAX, COCTABJIACT:

- kommnaHui «AutoDesk»:
6 480 (mBe THICAYM CTO IWIECTBAECAT) €BPO, 4TO B MepecHere COriacHo
kypey LI P® na 07 mona 2006 r. (1 espo = 34 py6. 28,21 kon.) cocrasnser 222
148 (1BeCTH ABALATH JBE THICAUM CTO COPOK BOCEMb) py6neii 01 xon.

- komnanu «Microsoft»:
251 (asectn naThaecst oauu) nowtap 00 uentos CILIA, uto B nepecyere
cornacto kypey LIB P® na 07 mtons 2006 r. (1 ponnap CIHA = 26 py6. 91.11
xon.) coctasisieT 6 754 (1UeCTB THICAY CEMBCOT MATHAECAT HeThIpe) pyons 69xor.

CToMMOCTh TNPOrpamMM, YCTAHOBJIEHHBIX HA  NPEACTABICHHOM
BHYTpEHHEM *KeCTKOM HCKE, COCTABJISIeT:

- koMniaHuu «AutoDesk»:
2 160 (mBe ThiCA4M CTO ILIECTHAECAT) €BPO, HTO B MepecveTe COracHo
kypcy LIB P® na 07 uronst 2006 r. (1 espo = 34 py6. 28,21 kon.) coctasnser 74
049 (ceMBJeCAT YeThipe THICAYH COPOK JeBsTh) pybieii 34 konm.

- komnaHuH «Microsoft»:
251 (aeectu nsThaecst oaun) pomnap 00 ueHTos CILIA, gTo B nepecuere
cornacso kypcy LB P® na 07 mons 2006 r. (1 monnap CIIIA = 26 py6. 91.11
Kom.) cocrasnsetr 6 754 (wiecTs ThICAY CE {bGQT NATHICCAT ueTbipe) pybns 69xon.
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BbIBO/IbI:

1. B pesyabrate MNpoBelentoii HKCNepTHIbI HA NPeACTABACHHbIX
KoMnakr — jauckax (mosmmmm NeNe 1.2 Ttabauusr Ne 1) obmapymens
nporpaMMHbie  NPOAYKTBI, HMelOmHe TNPH3HAKH  KONTpadakrHocT.
IlporpamMbl  HAa  KOMOAKT-AHCKAX  HMEIOT  CJACAYIOWIME  NpPHIHAKH
KoHTpadaKTHOCTH:

® OTCYTCTBHE HHPOPMALHS O TOProBLIX MAPKAX, A TAK ke 06 aBTopeKom
H CMeXRHbIX npaBax Ha Jl“l.l(!BGii IIDBEPXIIOCTII:

® OTCYTCTBHE nmmrpaq:nttcc:mro IISOGPHH{(‘IIII“ Ha JIHLEeBON
NOBEPXHOCTH]

e orcyrereue koaa  IFPI (kon  Mewaynapoanoii  deaepaunn
npounssoauTeeii ponorpamm);

® OTCYTCTBHE ynaxouo-moii KOpOﬁKl! HAOKYMEHNTALHH]

® HAJHYHE HA KOMNOAKT-AHCKAX BPEeJOHOCHBIX NpPOorpamMMm, nNo3iBoasommnx
oboiTH JAIHTY OT HECAHKUHOHHPOBAHHOTO KONMHPOBAHNS.

2. IlpapoobaagaTensiMi 06HAPYKEHHBIX NMPOrPAMMHBIX NPOAYKTOB Ha
KOMNAKT-IHCKAX  siBAsioTes  Kopnopauusi  «Microsoft»,  komnauns
«AutoDesk».

3. Croumocts nporpamMm, Ha HNPeIACTABJCHHBIX KOMIAKT — JHCKaXx,
cocTaBJJIsAeT:

- komnanuu «AutoDesk»:

222 148 (aBecTH ABAAUATH /IBE ThICSYH CTO COPOK Bocemb) pybaeii 01 ko,
- komnauun «Microsofi»:

6 754 (mecTh THICHY CEMBCOT MATLAECAT YeThipe) pyban 69xon.

4. BBuay otcyTcTBHA HeoOxoaumoro obopyaosanus, HeodXoauMoro
AAS MOAKJIOYEHHS NepPeHOCHOT0 3KeCTKOro AHCKAa K cHeTeMHOMY 0J0KY
Ientpa, sxcneprusa nepenocuoro skecrkoro aucka CUTIE FHD-254 ne
NPOBOAHAACE.

Hporpammnble NPOAYKThI, YCTAHOBJACHHBLIE HA NPEACTABICHIOM HA

IKCNEePTH3Y HRECTKOM JAHCKe, HMEWT ciaeayloune NpH3HaKkn
KOoHTpaaKkTHOCTH:
e VYcraHoBKa NPOrpaMMHBIX MPOAYKTOB € KOMIAKT — JIHCKOB,

npeacraBjieHHBIX Ha IKCMEepPTHIY, collepamalinux nporpaMmMibIe
NpoAYKTEl, HMEHLIHE SIBHLIC IPH3HAKH KUH'I'pan'dK'I'IIO("IIL

¢ Hajamume BpeIOHOCHOIT MPOrpaMMbl B AHPEKTOPHH, COAEPAANULILI
nporpaMMHubIil MPOIYKT.

e HecoorBercTBHE THHIA  HOCHTe]s, COAEpAKAUIEro  AHCTPHOYTHE
(yeranoBouusie  aiijbl)  NPOrpaMMHOrO NPQAYKTa,  HOCHTETIO,
AL

L/.
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PazbepeM BBIBOABI 3KCIIEPTA.

Lenbiit pazaen 3akioYeHUs SKCMepTa MOCBSIIIEH aHAIU3Y MPOrpaMM 1Jisi 00-
X0J1a TEXHUUECKUX CPEJCTB 3alIUThl aBTOPCKUX MPaB. DKCMEPT OMIMOOYHO OOBSIB-
JISIET UX BPEJOHOCHBIMU MpOorpaMMaMu. DTO YTBEPKIEHUE HE OCHOBAHO Ha 3aKO0-
HE, TTOCKOJIbKY TaKue MpoTrpaMMbl HE ITPUBOSIT 3aBEAOMO K HECAHKIIMOHUPOBaH-
HOMY KOMUPOBaHWIO, MOIU(MUKALIMY UM YHUYTOXEHUI0 nHopmaumu [21, 81].
A Takasl mporpamma, Kak reHepaTop KJIlouell akTuBaluu, BOOOIIE HE TPUBOIUT K
KOIMUPOBaHUIO, MOANGUKALNY WU YHUUTOXKEHUIO KaKOoi-T1n00 nHhopMaluu.

ITpu moucke npusHakoB KoHTpadakTHOCTU Kontuu OC «Windows», KoTo-
pasi MHCTaJIMpoBaHa Ha ucciaenyemom HXKMJI, skcnepT NMpUBOAUT eaUH-
CTBEHHBII TaKOW MPU3HAK, TOCIOBHO: «(haKT BO3MOXHON YCTAHOBKU JTaHHOM
OTepalMoOHHON CUCTEeMBI C TIPEICTABIEHHOTO Ha 3KCITEPTU3Y KOMMAKT-IUCKa»
(c. 8). Takoit ke, eTMHCTBEHHBIN MPU3HAK KOHTPAa(GaKTHOCTU IKCTIEPT yKa3bl-
BaeT s mpoaykra «Photoshop» (c. 11). [Ipyrux npusHakoB KOHTpadaKTHOC-
TH 3K3eMIUISIPOB 3TUX MPOrpaMM 3KCMepT He yKadbiBaeT. OgHaKO B BBIBOAAX
(c. 15) mpu ykazaHUM MPU3HAKOB KOHTpadaKTHOCTU HAINMCAHO «yCTaHOBKA
MIPOTPAaMMHBIX TTPOAYKTOB ¢ KOMITAKT-IUCKOB», a CIOBO «BO3MOXHasi» Mporma-
J0. Utak, BBIBOA OTHOCUTEIbHO KOHTpadakTHOCTH «Windows» u «Photoshop»
chOopMyJIMPOBaH IKCMEPTOM KaTErOPUUYHO, XOTS OH OCHOBAaH Ha €JIWHCTBEH-
HOM TNIpU3HaKe, KOTOPBI HOCUT MPENTNOJ0XKUTENbHBIN XapaKTep.

O11eHKa CTOUMOCTH. 3AeCh BKCIIEPT UCIIPaBUJ OLIMOKY CleaoBaTess, KO-
TOPBIN OIIMOOYHO MOCTAaBUJ BOMpoC 00 yiiepOe. DKcHepT ke OTBevaeT Ha
BOMpOC He 00 yiepoe, a 0 CTOMMOCTHU MPpaB Ha UCTIOIb30BaHKE MPOU3BEICHUIA.

Ho oueHka cToMMoCTH MpaB Ha UCTOJIb30BaHUE COOTBETCTBYIOIIUX TMPOT-
pamm 11t DBM MoXeT mpou3BOAUTHCS B XO/I€ 3KOHOMUUYECKOU MM TOBapo-
Bemueckoit akcnepTusdbl. KTD He MOXeT n1aTh TaKylo OLICHKY.

Kpome Toro, skcmepT nomycTWa OIIMOKY, B3SIB I€HY Ha TMPOAYKT
«AutoCad» 13 cmpaBOYHUKA 1IeH. DTOT NMPOAYKT UMEET MHOXECTBO BEPCU 1
HECKOJIbKO BapUaHTOB JIMIIEH3UM JJIsI pa3HBIX YCIOBUI €ro MCIOJb30BaHUS.
COOTBETCTBEHHO, HET U HE MOXKET OBITh €AWHOM IIEeHbI Ha 3TOT MPOAYKT. s
JIaHHOTO YTOJIOBHOTO Jiejia olInbKa dKcnepTra ycyryoJsieTcs elile u TeM, YTo Ju-
neH3ust Ha «AutoCad» npeaycmaTtpuBaeT nepuoj 0ecraaTHOTO ero UCMoJb30-
BaHUs, TaK Ha3bIBaeMoe «trial use», WM mpoOHoOe MCIoJIb30BaHUe. B aTOM pe-
>KMUMe MPONYKT MHCTAJUIMPYETCsl C TOTO Xe camoro auctpudyrtusa. CriemnoBa-
TEJIbHO, CTOUMOCTb NIpaB Ha TaKO#l BUJ UCIIOJb30BaHUS COCTaBsieT HOJb. [1o-
HSITHO, YTO HE UMEET CMbICJA TOBOPUTb O CTOMMOCTH 3K3EMILJISIPOB UJIM TIpaB
Ha UCIOJIb30BaHUE TporpaMMbl 118 DBM, moka He BBISICHEHO, KAKUM UMEeH-
HO CTIIOCOOOM MPOrpaMMy MCIOJb30BAJIM WIM HaMepeBaluCh UCMOJb30BaTh.
HeT cMbIciia rOBOPUTH O CTOMMOCTHU 0€3 U3yuyeHUs YCIOBUI JTUILIEH3UMOHHOTO
noroopa. OcobeHHO Korja J0TOBOp MpenycMaTpuBaeT OecrjaTHble BapyaH-
ThI MCTIOJIb30BaHMsI. OUEBUIHO, YTO TaKHWE BOTIPOCHI, KaK aHaJIU3 JTUIEH3UOH-
HOTO JIOTOBOpPa, TEXHUYECKUI KCMEPT pelllaTh He UMeeT TpaBa.

306

Komnoromeprno-mexnuueckas 3xcnepmusa

ABTOp COMHEBAaeTCs, MOXET JIU JaHHOE 3aKJIF0YEHUE CIYKUTh OTpULIATE b~
HBIM MpUMepoM ISl pa3dopa BO3MOXHBIX OIIMOOK 3Kcnepra. Ckopee, CTOUT
BECTU peub He 00 olnbKax, a 0 TEHAEHIIMO3HOCTU U aHTaXXNPOBAHHOCTH DKC-
nepra.

TeMm He MeHee Ha OCHOBE 3TOTO MpuMepa chopMyJIUpyeM MepedyeHb TUTTUY -
HBIX OIIMOOK MpU Ha3HaYeHUU 1 nipoBeaeHun KTO:

@ HEJOIYCTUMBIE BOTIPOCH Tepea 3KcrepToM (cM. riaBy «Hempuemiembie

BOIIPOCHI»);

® cojnepxalieecss B popMyJIMpPOBKE BOIIPOCa HESIBHOE YTBEPXKIEHNE;

® MPOBEIeHNE TEXHUYECKUM BKCIIEPTOM OLIEHOYHOM AesSITeIbHOCTU (3KOHO-
MUUYECKOI 9KCTIEePTU3bI);

® MPOBEeHNE TEXHUUYECKUM BKCIIEPTOM 3KCHEPTU3BI TI0 YCTAHOBJIEHUIO aB-

Topa (aBTOPOBEIYECKOM SKCIIEPTU3bI) UJIU MPaBOOOIagaTeNs;

@ ICITOJIb30BaHME 3KCIIEPTOM CPaBHUTEJIbHBIX 00pas3iioB, MOJTYYEHHBIX M3

HeyKa3aHHOTr0o UCTOYHHUKA, BoTipeKu yctaHoBleHHOMY YIIK mopsinky;

® MyTaHMWIIa BPEIOHOCHBIX MPOTPaMM M MIpOrpaMM IS 00X0a TEXHUYECKUX
CPEICTB 3allUTHl aBTOPCKMX mpas [21, 70, 81].

IIpomesxcymounwiii npumep

HpI/IBCI[eHHOC HIMNXE 3aK/IIOYECHUE aBTOp MOT OBI OXapakTepnui3oBaThb Kak
J106pOCOBECTHOE, HO TMPOBeAcHHOE 0e3 MOJKHOM TIIATEJBHOCTH U 6e3 HC-
ITOJIb30BaHUA CIICHHNAJTBbHBIX TEXHUYECCKUX CPCIACTB.

MWHUCTEPCTBO BHYTPEHHUX AEN P®
YMNPABNEHUE BHYTPEHHUX AEN KYPFTAHCKOM OBJIACTU
IKCMNEPTHO-KPUMWUHAJNIMCTUYECKOE YTNPABJIEHUE

r. KypraH, yn. C.BacunbeBa, 30a Ten. 41-60-75

NoOAMNCKA
MHe, BaHOBY VIBaHy VIBaHOBM4Y, pa3bACHeHb! B COOTBETCTBMK CO CT. 199 YTK
P®D npaBa 1 00s3aHHOCTM 3KCMepTa, npedycMoTpeHHble cT. 57 YK PO. O6 oTeet-
CTBEHHOCTW 3a a4y 3aBejOMO JTOXHOTro 3aKntodeHus no cT. 307 YK PO npenynpexaeH.

27 nekabps 2002 . N.N.ViBaHOB
SAKNMIOYEHWUE DKCNEPTA  Ne12
r. KypraH 9 aHBaps 2003 roga
Mpon3BOACTBO 3KCNEPTM3bI
HavaTto B 10 4.00 MWH. 27 fekabps 2002 r.

OkoH4eHo B 15 4.40 MuH. 9 aHBapa 2003 T.
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Crapwmm akcneptT M3KO npu OKY YB[ KypraHckon obnactv ctaplimi nemre-
HaHT MunMumK MisaHos U.W., nmetoLymiz Bbiclee 0bpa3oBaHme 1 CTax SKCnepTHOW pa-
0OTbI YeTblpe rofia, Ha OCHOBAHMM NOCTAHOBNEHWS O Ha3HaYeHWM SKCNEPTM3bI, BbiHE-
ceHHoro 26 aekabps 2002 rofga ctapwum cnefosatenem CH CY npun YB[ KypraHckon
06nacTu CTapLUInM nerTeHaHTOM tocTuLmm Myxosor A.M., No MaTepranam yrofioBHoro
nena N2123456 npoussen cyaebHyto KOMMbIOTEPHO-TEXHUYECKYIO SKCMEPTU3Y.

OBCTOATENbCTBA OENA

18.12.02 r. y OctaHoBO4HOro Kommnekca «CrnopTKOMMeKC «3aypanewy» y
JlocbkoBa 0OHapy>XeHa 1 13bsaTa AeHeXHas Kyniopa LoCToMHCTBOM 50 pybnen cepunn
«s4 8080000» obpasua 1997 r. c npusHakamu noaaenku. MpensaputenbHbIM CNef-
CTBMEM YCTAHOBJIEHO, YTO laHHas Kynopa U3roToBfieHa Ha KOMMbOTEPHOM 060pyao-
BaHMM, NpuHaanexatlem MNpokonbery A.H. Npy noMoLLM CKaHepa, NpUHaZnexatlle-
ro anpanosy W.tO. Mo geny n3bsaTbl cMcTeMHble BNoKK, NnpuHaanexaume Mpokonb-
eBy A.H., JangaHosy WN.10., LBeTHbIE NPUHTEPDI, AUCKETbI.

HA MCCNEOOBAHWME NMPEOCTABNEHDI:
1. CUCTeMHbI BNok KoMMbloTepa, U3bATbIM y Mpokonbesa A.H.

MEPEL SKCMEPTOM MOCTABJIEHbBI BOMPOCHI:
VIMeloTcs N Ha XecTKoM AncKe NpefcTaBleHHOro cMcTeMHoro 6roka damsbl,
KOTOpble coflepyKaT N306paxeHns AeHeXHbIX Kymiop?

NCCNEOOBAHWE:
1. BHELLHW/IN OCMOTP

OObeKT Ha 3KCNepTU3y [OCTaBIEH HAPOUYHbIM.

CuncTeMHbI Bnok KomMbloTepa NpeficTaBneH 6e3 ynakosku. Jinuesas 1 6oko-
Bble CTOPOHbI CUCTEMHOrO BfIOKa 3aKieeHbl PparMeHTaMm NPO3PaYHON NUMKOWN NeH-
Tbl TUNA «CKOTY». STUMMU Xe PparMeHTaMu NeHTbI NPUKPENeH NUCT Bymaru, 3aKpbi-
BaIOLLMM NIULIEBYIO CTOPOHY CUCTEMHOrO Broka, 1 AiBa parmeHTa bymaru C oTTmcka-
MK Kpyrnon nedatn «Ne9*YB[ KypraHckor obnactn*MBL, Poccuinckon Pepepa-
umm». Ha ogHOM cparmeHTe BymMarn nmetoTcs pocnmnck. K BepxHet CTOpoOHe cucTeM-
Horo G6noka gparmMeHTamm npo3payHor BGeCLBETHOM NINMKOM NEHTbI TMMa «CKOTY»
npuKkpenneH nuct bymaru. Ha nucte Gymarn MMeeTcst NOSICHUTENbHBIA PYKOMMUCHBIN
TekcT: «CncTeMHbIV BNoK, M3bATLIN Y MpokonbeBa A.H.».

CucTeMHbIN ok npefcTaBnseT cobon IBM coOBMECTUMBIN KOMMbOTEP KOH-
durypaumm ATX (cm. MpunoxeHune, puc. 1).

CnCTEMHBIV BNOK COCTOUT U3 CNEAYIOLLMX KOMMNEKTYIOLLMX.

Komnoromeprno-mexnuueckas 3xcnepmusa

nnuTaHns
456578
MatepuHckas GIGABYTE GA-8IEX 0232002204
nnata P4 Titan533
Mpoueccop INTEL CELERON 1.8GHZ 3226A475-1311 2 wr.
Mogynu namati M10718 PC2100 Ha Kaxxgom meetcs
128Mb HaKnerka opaHXeBoro
LiBETa C MapKMpPOBKOW
«52765048»
Luckosop, MITSUMI D359M3D P4DM9080874 3,5"
Bupeokapra PalitDaytona GEFORCE4 MX440 71AT002029709
64MB TV-OUT
Kectkmm grck Seagate ST340016A 3HS8EB3M 40T6
(HXMA) Barracuda ATA IV

Tabnmuya 1.
Komnnektylowme Mapka Mopaenb CepunHbIn MpumeyaHne
(dpupma- HoOMep
N3roToBUTENb)

CnCTEMHBIV Minitower ATX CepuHbIV

(kopnyc) Homep
Onoka
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Mpw BKNIOYEHUM NPeACTaBNeHHOro cnucTeMHoro 6noka (6e3 xecTkoro gncka)
YCTaHOBMEHO, YTO CUCTEMHbIE [aTa U BPEMS COOTBETCTBYIOT TEKYLLMM.

[ns npomnsBoacTBa MCCNefOBaHUA MCNONb3oBanack creHposas M3BM ¢
npoueccopom Intel Pentium I11-1000 ¢ TakToBOM YactoTon 1000 Mru, O3Y 256 M6
N XeCcTKMM amnckom 60 6. Ha cteHpoBon MIBM Obinn yCTaHOBNEHbI: ONepaLMoH-
Has cuctema (OC) Windows 98 pycckas Bepcusi, nporpaMmHas o0onouyka
Windows Commander Bepcusi 3.52, nakeT nporpamm Norton Utilities, naket
nporpammMm Microsoft Office, nporpamma Kaspersky Anti Virus (AVP) Bepcus
3.5.133.0, nporpamma ADCSee32 Bepcus 2.4, nporpamma AVSearch v3.12a,
CorelDRAW v9.337.

[ns npocMoTpa MHMOPMaLMK C XXECTKOro AMCKa NPeAcTaBeHHOro KOMMbIo-
Tepa OHa NpeABapUTENIbHO KOMMPOBAanachk Ha AOMONHUTENbHBIA XEeCTKNI ONCK CTEH-
noBon M3BM emkocTblo 6,5 0. s BOCCTaHOBNEHUS yAaneHHbIX hanios UCNoNb30-
Banacb nporpaMma UnErase Wizard 3 naketa Norton Utilities. CnenyeT oTMeTTb,
YTO He BCe (halbl, BOCCTAaHABIMBAEMbIE JAHHOW NPOrpaMmMon, MPUroaHbI K UCosb-
30BaHuI0. [103TOMY paccMaTpUBanMCh TONbKO BOCCTAHOBEHHbIE HEMOBPEXAEHHbIE
dannbl, KoTopble MOrM ObiTb 6E30LWNOOYHO MCMOMb30BaHbl KakMM-InMbo nmelo-
LMMCS NporpaMMHbIM obecnedeHnemM Ha cteHgoBon MNIBM. YaaneHHble dansibl BO
n3bexaHue nospexaeHns MHopMaLMM BOCCTaHABNMBANNCh Ha AMCK CTEHA0BOroO
KOMMblOTepa.

ccnegyeMblin XXeCTKUA QUCK NOAKMOYaNM K CTEHO0OBOMY KOMMbIOTEPY B Ka-
YecTBe AOMNONHUTENBHOrO CbEMHOIO Ancka. PaboTa no nccnefoBaHuio NpeacTaBneH-
Horo HXM/] Bkniodana B cebst oBLLMIA OCMOTP XKeCTKoro Amcka, NpocMoTp BbIsiBIIEH-
HbIX (PanoB, BOCCTAHOBMIEHWE U MPOCMOTP YAANEHHbIX hannos. [ns npocMoTpa Ka-
Tanoros 1 darnos ¢ HXXMZ nccnenyemoro cnctemMHoro 651oka oHV npegsapuTesnibHO
KONMPOBaNMCb Ha AMCK CTEHOOBOro KoMmmbloTepa. B pesynbTate obliero ocmotpa
HXM[ ycTtaHoBReHbl cnegytolime npusHaky, KoTopble cBefeHb! B Tabnnuy 2.
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Tabnuya 2.
O6Lwue npusHakn uccnegyemoro HHKMA
0GbekT | EMKOCTb [ KonnuyectBo Nmsa EmKkocTb ®dannosas 3aHsTo |KaTanoros| ®annos
AncKa pasgenos | paspena paspena cnctemMa (6anr) (nanok) | (Bcero)

(AmncK (6anT)
B cuCTEeMe)

HXMI | 4076 2 HARDC |10476945408 | FAT32 | 9545441280 2115 41268
(C)
HADR2 [29514285056 | FAT32 [ 25102516224 2109 33539
(D)

B pe3ynbTaTe ocMoTpa HXM, oBHapyxeHbl harnbl.

Tabnuua 3.
®dannbl, copepixalime nHGOpPMAaLMIO MO YroNoBHOMY Aeny,
Haxopaswmecs Ha npepcrasneHHom HXXMA
Nen/n MyTb Nms dannaPasmep (B 6anTax), aata cosgaHus

OnucaHue danna

1 D:\Pedepatsl\editors\ pedpddd\pedddd\ 4.cdr 1105302 CofiepxuT rpacuyeckoe 1n3obpa-
08.12.2002  >xeHune 0BOPOTHOWM CTOPOHBI KyTIO-
15:35:12 pbl focTonHcTBOM 50 pybnei.
®awn pacnevaTtaH 13 rpaduyecko-
ro pepnaktopa CorelDRAW v9.337
Ha npuHTepe dprpmbl EPSON moge-
nm EPSON STYLUS C62
(cm. Mpunoxerue c. 4)

2 D:\Pedepatsl\editors\ pedpddd\pedddd\ 5.cdr 1144538 CofiepxuT rpacuyeckoe 1M3obpa-
08.12.2002  >keHWe NULLEBOW CTOPOHbI KyMIopbl
15:35:22 noctomHcTBOM 50 pybnen. Gann

pacneyataH 13 rpapuyeckoro
penakTopa CorelDRAW v9.337
Ha npuHTepe dpmpmbl EPSON moge-
nm EPSON STYLUS C62
(cm. Mpunoxerue c. 5)

Mpu ocmoTpe HXM/I, dannos, B yoaneHHoM Buae cogepXalumx rpaduyec-

Kve 1300paxkeHUs AeHEXHbIX Kymiop, He 0bHapy>eHo.
BbIBOA,

Ha HXMJ cnctemHoro 6noka, NpeacTaBNeHHOro Ha 3KCNepTu3y, UMEKoTCs
hannbl, cofepxkallime rpaduryeckme n3obpaxeHns feHexHbIX Kymop. Marnbl onvca-
Hbl B Tabnuue 3 3akJTio4eHns 1 pacnedaTaHbl B NPUNOXEHNM K 3aKITIO4EHMIO 3KCnep-
Ta (c. 4, 5).

okcnepT N.".NBaHOB
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ITocraHoBKa BoIpoca 3KCIepTy MPeACTaBIsieTCs Ype3MEPHO JTaAKOHUYHOM.
ITo yromoBHOMY ey TOIJIeXXaT MOKAa3bIBAHUIO pa3INdHBIe OOCTOSTEIbCTBA.
DKCIIEPT B COCTOSTHUM HE TOJHBKO YCTAHOBUTH (PaKT HAJWUYMs M300paKeHUS
JIeHEeXHOM KyITIophl Ha KOMITBIOTEPE, HO TaKXKe CKa3aTh KOe-4YTO PO CIEAYIO-
e o0CTOSTEbCTBA:

® Korja 3To n300paxeHue ObLIO Tyna MOMeIleHO;

@ TP TTOMOIIM KaKUX CPEICTB 3TO U300paxxeHue ObIIO U3TOTOBJIEHO U/UIKN
00paboTaHo;

® KOrja OHO OBLJIO M3TOTOBJIEHO;

® €CTh JIM cienbl 00paboTKM, pacredyaTKu, KOMMPOBAaHMUS 3TOro M300pa-
KeHUS.

Bo3MoXXHO, He Ha Bce MepeYnclieHHbIE BOITPOCH KCIIEPT MOT JaTh KaTeTo-
PUYHBINA OTBeT. BO3MOXHO, Ha HEKOTOpBIE M3 HUX OH OTBETWJI ObI MPEANOJIO-
KUTEJTbHO. Bce paBHO TaKMe OTBETHI MOCTYXXUIN OB K M300JMISHHIO (haTbII-
BOMOHETYMKOB. IIpocToe MpHCYTCTBHE MU300paxkKeHW MEeHEeXHBIX KYMIop Ha
KOMIIBIOTEPE €llle HU 0 YeM He roBoput. K mpumMepy, Ha KOMIbIOTEpe aBTOpa
9T U300paXkeHUsI TaKXKe MPUCYTCTBOBAU, MTOCKOJIbKY OHU OBLIY TTPUITOXEHBI
K 3aKJIIOYEHUIO 9KCITepTa, KOTOPOE aBTOP MOJYUHI OT CBOETO KOPPECTIOHIEH-
Ta B BJIEKTPOHHOM BHJIE.

Cyns 1o ONMMCcaHWIO KOMIbIOTepa, OH ObIT omleyaTaH HeMpaBUJIbBHO, TO
€CTh He olevaTaHbl pa3beMbl MUTAHUSA W MOAKIIOUYeHUS nepudepun. Ecaun
aBTOp MPaBUJIbHO TOHSUI HAalMMCAaHHOE SKCIEepTOM, TO CJIeAyeT MPU3HATh,
YTO HEM3MEHHOCTh J0Ka3aTeJIbCTB He Oblia obecrnedyeHa. M 3ToT dakT mob6-
POCOBECTHBIN 3KCIepT 06s13aH ObLT yKa3aThb B CBOEM 3aKJIOYEHUU OTKPHI-
TBIM TeKCTOM. EciM XXe aBTOp MOHSUT HEMTPaBUJIbHO U pa3beMbl KOMIIbIOTEpa
BCe-TaKM OBIIM OMevYaTaHbl, TO CIEAYET OTMETUTh HESICHOCTh B (OPMYJIH-
poOBKax.

DKCIepT BOBCe He 006s13aH TTOAPOOHO OMUCHIBATL BHEITHUI BUI U COCTOSI-
HUe oObeKTa uccienoBaHus. Takoe omucaHue, KOHEUHO, He moBpeauT. Of-
HaKO OHO He TpeOyeTcs. A BOT YTO TOYHO TpeOyeTcs IS MPaBUILHON OLIEHKU
JIOKa3aTeIbCTB — 3TO HEU3MEHHOCTh. DKCIIEPT, 0 MHEHUIO aBTOpa, 00s13aH
OTpa3uTh CBOC MHEHUE MO MOBOAY COXPAHHOCTH M HEU3MEHHOCTU KOMITbIO-
TepHOW MH(OPMALIMM Ha HcciaeayeMoM oObekTe. Hampumep, Tak: «COCTOSI-
HUe MevaTeil CBUACTEIBCTBYET, YTO HOCTYI K COMEpKalleiicsT B KOMITbIOTEpe
nHGbOpMaLIMK GBI HEBO3MOXKXEH C MOMEHTa M3BATHS O MOMEHTa Hauajia 9KC-
TTEPTU3BI».

Tloaoxcumeavnotii npumep

,Hanee IPUBOOUTCA 3aKIIOUYECHUEC, KOTOPOC €CJIN U HE UACAJIBHO, TO MOXCT
CIIY>KUTb 06pa3u0M TMOYTHU JJISI BCEX POCCUMCKUX 3KCIIEPTOB.
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MNepen 3KCNepToOM MOCTaBeHbl BONPOCHI:

1) VmetoTcs v B MaMsTU cUCTeMHOro 6roka nepcoHanbHOro KoMnbioTepa,
n3bvatoro B HIKW, dann, cogepxalymm TekCToBbIM dparMeHT cornacHo Mpunoxe-
HWO? Ecny faHHbIM harin MMeeTCs, TO KaKOBO ero MecTopacnofioXXeHWe B NaMsaTtu
cncTeMHoro 6roka KoMnbtoTepa?

2) KakoBa AaTa co3faHuns gaHHoro danna?

3) Yaanancs nv AaHHbiA dan, ecnn Aa, To KakoBa AaTa ero yaaneHmns?

4) MNoanexuT N1 AaHHbIN hal BOCCTaHOBMEHWIO, eClv Aa, TO MMeeTcs N
BO3MOXHOCTb N3rOTOBWTb €ro KOMuio Ha ByMaXkKHOM HocuTene?

BHeLWHMN 0CMOTP NOCTYMMBLUMX 0OBEKTOB

KapToHHas kopobka, 3akneeHHas dparmeHTaMy Bymarm, Ha MoBEPXHOCTM KO-
TOPbIX UMEIOTCA OTTUCKM Kpyrion nedaTn: «YBOT npn YBO AHAO*MB[, PO YTPAB-
JIEHWE MO BOPbBE C OPFAHM3OBAHHOWM TMPECTYMHOCTbIO*UHH
8901003107*MPN YTMPABNEHWIN BHTPEHHWX OEN AMANIO-HEHELLKOIO AO 30-
HANbHbIV OTOEN r. HOAEPbCKA» 1 pyKonucHbIn TekcT «MOHATBIE 1 (nognucs), 2
(noanuck)». LIenocTHOCTb YNakoBKM 1 OTTUCKOB NeYaT BUANMbIX MOBPEXAEHNA He
nmeeT. Mpn BCKPLITUM YNMAKOBKM M3BNEYeH CUCTEMHBI OJIOK B KOPMyCe CBETNIO-Cepo-
ro useta (mMetannuk) Tmnopasmepa «MiddleTower» MakCUManbHbIMK pa3mepamu
42,0X18,0X43,4 cm (BbicoTa X WwWnpurHa X anvHa). Jlivuesas aekopatnBHas Hakflaaka
BbIMOJSTHEHA W3 M1AaCTMACChl YEPHOTO LiBETa.

Konus nucbma (NpefctaBnieHa B MNpunioXeHnn K 3aKmioHeHmio akenepTa).

NCCNEOOBAHNE

1. MnaH nccnepoBaHms

1.1 MiccnepoBaHve cuctemMHoro 05ioka Mpov3BOAMAN B Clieaytolen nocneao-
BaTeNbHOCT:

~ UCCNefoBaHMe COCTOAHWS CUCTEMHOrO B10Ka 1 onpefeneHns ero TexHu4ec-
KNX XapakTepUCTUK;

= UccnefnoBaHue coctosHna Hakonutens (HXMU) v onpefeneHmne ero TexHn-
YeCKMX XapaKTepUCTuK;

— nccnefoBaHne hannoBon cnuctemMsl U MHGopMaumm Ha HXM[;

~ 1ccnefoBaHve NporpamMmHoro obecneveHns Ha HXML;

— nccneoBaHve KOMMbIOTEPHOW MHMOPMaUMM C LeNbio MOMCKa TEKCTOBbIX
annos;

~ VICCNIeL0OBaHME KOMMbIOTEPHOW MHPOPMALMM C LeNbio MoMcKa YAaneHHbIX
annoB 1 MX NOCNeayloLEero BOCCTaHOBNEHWS;

~ WCCNef0oBaHMe KOMMbIOTEPHOW MHMOPMaUMK C LeNbio Noucka Nporpam-
MHOro obecneyeHus Ans 3anTbl MHOPMaLMK 1 NOUCK hanoB, 3aLUMLLEHHbIX NPU
MOMOLLM JaHHOMO MPOrPaMMHOro obecnedeHus.

2. MeToguka nccnegoBaHums

2.1. ViccnenoBaHme ccTeMHOro B51oKka Npov3BOAMAM MO CleaytoLlen MeToamKe:

NccnenoBaHme CoCTosHMS cucTeMHoro 61oka npoBOAMIOCE MO CleaytoLLemn
METOAMNKE:
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~ NPOW3BOAMNOCH BCKPbITUE KOpMyca cUcTeMHoro 6noka;

~ BM3yaNlbHbIM OCMOTPOM YCTaHaBAMBASICA COCTaB BHYTPEHHMX annapaTHbIX
KOMMOHEHTOB (KOMMEeKTYIoWMX YCTPONCTB) MPeACTaBleHHOro Ha uccnefoBaHue
cncTeMHoro 6noka;

~ U3 cncTeMHoro 6noka mn3snekancs HXMI; npouenypa M3baTUs HoCUTens
[laHHbIX 0bycnoBneHa TpeboBaHMEM MOHOM COXPAHHOCTU UCCNenyemMor NHdopma-
LMK nyTeM obecneyeHns yCnoBUin, UCKITIOYAIOLWMX KakKyto-nnOO0 3anmch Ha HUX HOBbIX
JaHHbIX;

~ K cucTeMHoMy Broky B COOTBETCTBUM C KCMIyaTaLMOHHBIMK NpaBunamm
NOOKIMOYaNVCh 3NeKTPONUTaHme, MOHUTOP U KNaBmMaTtypa;

~ CUCTEMHbI Bnok BKJOYanNCs, NMPOM3BOAMMNACk 3arpy3ka OnepausoHHOM
CNCTEMbBI C CUCTEMHOW AMCKETbI 3KCNepTa, onpefaeneHmne yCTaHOBNEHHOW CUCTEMHOWN
[laTbl Y BPEMEeHW, IMarHOCTMPOBaHMe BXOASALLMX B CUCTEMHBIV BMOK YCTPONCTB.

NccnepoBaHune coctosHus HXMI (yCcTaHOBNEHHOrO B CUCTEMHOM 6roke)
NpPOBOAMNOCE NOCNEAOBATENBHO MO ClefytoLen MeToaMKe:

~ BW3YyasbHbIM OCMOTPOM YCTaHaBAMBaNCs MHTEPMENC, COCTOSHNE NepeMbl-
Yyek 1 nepeknodatenen HXXMZI;

— nccnegyembln HXMI nomewlancs B creHgosyto [3BM; npomsBoaunace
3arpy3ka onepaLmoHHON CUCTEMbI C 3arpy304HOrO KOMMAaKT-AMCKa JkcnepTa (cox-
PaHHOCTb AaHHbIX Ha UccnepgyemoM HXMI obecnednsanack ytunutom PDBlock Lite
dupmsbl Digital Intelligence Inc.) n nporpammon partinfo.exe (M3 komnnekTa
PowerQuest Partition Magic 8.0), onpefnensnucs TexHuyeckme napameTtpbl HXMI,
(KONMYecTBO UMNNHAPOB, CTOPOH (rofoBOK), CEKTOPOB Ha Tpeke, KONMYeCcTBO CeKTo-
POB, Pa3MepOB CEKTOPOB M eMKOCTH);

~ BbISIBNANNCL Tabnuubl pasfenos HXM/, c onpefeneHnem nx OCHOBHbIX Na-
pamMeTpoB (Hayvano v KoHeL, paszena, Tun darnoBon cUcTeMbl, UAEHTUDUKATOPBI K
MeTKM pa3fenos);

— onpefensnack forudeckas agpecaums cMcTeMHbIx obnacten pasgenos HXML
(3arpy3o4Hon 3anu1cK, rMasHoM hannoson Tabnuubl MFT, KOpHeBoro Katanora);

~ NPOM3BOAMICA MOUCK MPWU3HAKOB MOBPEXAEHWSA LeNIOCTHOCTU CTPYKTYPbI
JaHHbIX (HECOOTBETCTBME 3aABNEHHbIX MAapaMeTPOB pasfena PakTMiecknm, Hanuyme
COOMHBIX, MOTEPSAHHbIX KNACTEPOB) 1 YCTaHABMBANACh BO3MOXHOCTb AOCTYNA K AaH-
HbIM Ha uccnegyemom HXMI;

= nccnenyemblin HXXMIL nomeuancs BO BHELHWIA KOPMYC Ans ObICTpon cMe-
Hbl HXXM/, nogknioyanca K nabopaTtopHoMy KomnbloTepy no USB-nopTy (coxpaH-
HOCTb [AaHHbIX Ha uccnegyemoM HXMJ obecnedymBanack nporpammont NCSF
Software Write-block XP opranmsaumm National Center For Forensic Science);

~ MPOM3BOAMIOCL CO3AaHMe danna-obpasa, CoAepXKaLlero TOHHYIO KOMuio
ncenenyemoro HXMI Ha BcnomoratenisHoM HXMJ, nabopaTopHoro Komnbiotepa
nyTeM NOCEKTOPHOrO KOMMPOBAaHMUA C PrKCaLMen TeXHUYeCKMX NapaMeTpoB hopma-
Ta HOCUTENS C UCMOMb30BaHWEM CreLManbHOro NpPorpamMMHoOro obecneyeHns Ans
3KCNEePTHOro UCCNefoBaHMs KOMMbIOTEPHbIX HOCUTENEN MHPOPMaLMK;

= ocyllectenanca BbiBog B dann Ha HXMJ, nabopatopHoro komnblotepa
cnucka Bcex nanok (katanoroB) v halnoB NOMMYECKMX LWUCKOB UCCIeAyeMoro
HXML.

NccnepoBaHve dannoBon cuctemsl 1 MHbopMaumm Ha HXMI, cuctemHoro
Onoka, NOCTYNMBLLErO Ha 3KCNepPTN3Y, MPOBOAMMIOCH MO ClefyioLlen MeTOAMKE:
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— NPOM3BOAMACA MOUCK (HaMoB C pPaclUMPEHNEM UMEH, COOTBETCTBYIOLLMX
nporpaMmMam-apx1MBaTopaM; BbISBIEHHbIE apXMBHbIe (alsbl Pa3apXMBUPOBaNNCL B
oTaenbHyto nanky (katanor) Ha HXM/ nabopaTopHOro KoMnbloTepa;

~ NPOW3BOAMNCSH MOUCK yAaneHHbIx hannoB; dannbl, noanexalime Boccra-
HOBNEHWIO, BOCCTaHABNMBANMChL B OTAeNbHYtO nanky (katanor) HXM[, nabopatop-
HOro KOMMbIOTEPa;

— MPOU3BOAMNCS MONCK CKPbITBIX (3alMdpPOBaHHbIX) AaHHbIX (NOrMyeckmnx 1
BUPTYanbHbIX ANCKOB, NanokK (Katanoros) v annos AaHHbIX);

= onpepensanucb NpusHakm nomncka nHbopmaumm (Knioyesble CnoBa, n3obpa-
KEHWS, pacLUMpeHs MMeH hannos 1 T.4.), COOTBETCTBYIOLLME 334a4aM UCCNeA0BaHWS;

— NPOW3BOAMNCSH MOUCK (DanoB, codepXalliMx UCKOMble MPU3HaKKM, C no-
MOLLbIO CreumanbHbiX MPOrpaMM novcka MHOPMaLMmM Ha UCCnedyeMoM HocuTene
JaHHbIX (TOYHOW KOMWM) U B KaTanorax C BOCCTaHOBNEHHbIMU 1 Pa3apXMBUPOBaHHbI-
MK hanamm Ha nabopaTopHOM KOMMbIOTEPE;

= OCYLLEeCTBASANCA NPOCMOTP (BM3yanu3aums) BbiSBNEHHbIX hannos, copep-
KaLLMX NCKOMbIe NMPU3HaKM C MOMOLLbIO COOTBETCTBYIOLLErO NporpamMmHoro obecne-
YeHuns;

~ Npor3BoAMnach pacnedarka MHMopMaLMmM 13 Gannos, coaepxaHmne KoTo-
PbIX COOTBETCTBYET 3afla4aM UCCNeoBaHMs.

3. DKcnepTHoe obopynoBaHMe U MeToamdeckas nuTepatypa, UCNofb30BaH-
Hble NPV NPOBeAEHNN NCCNe0BaHUA

3.1. AnnapaTHO-NPOrpaMMHbIA KOMNAEKC AN1F 3KCMEPTHOro MCCnefoBaHus
KOMMbIOTEPHbIX HOCUTENEeN NHPOPMaLLMM B COCTaBe:

— nepcoHarnbHas OBM Ha 6a3e npoueccopa AMD Athlon XP-M 3000+ npoms-
BoACTBa hurpMbl «MEDION» (TepmMaHus);

= nasepHbin NpuHTep «HP Laser)et 1200» npoussoacTtBa «Hewlett Packard»
(CLUA);

— BHELWHWI Kopnyc Ans obicTpor cmeHbl HXXM/ mogens USB2.0-HDD3-EUR-T,

~ nporpammHoe obecneyeHvie AN 3KCNEPTHOro UCCNefOBaHUS KOMMbOTEP-
HbIX HocuTenen mHdopmaunn «EnCase Forensic Edition v.4.20» npowu3BoactBa
«Guidance Software Inc.» (CLLA);

— onepaumoHHas cucteMa «Microsoft Windows XP Home Edition» npou3ssog-
ctBa «Microsoft» (CLLIA);

~ npukKnagHoe nporpammHoe obecrneveHne «Microsoft Word» npomssoacTtea
«Microsoft» (CLLIA);

— aHTMBMpPYCHOe nporpammHoe obecrnedeHue «eTrust Antivirus v.7.1.192»
durpmbl «Computer Associates International Inc.»;

— cepBuUCHOe nporpammHoe obecriedeHne «PDBlock Lite» dupmbl «Digital
Intelligence Inc.»;

= cepBucHoe nporpaMmHoe obecnedeHme «NCSF Software Write-block XP»
opraHm3aumm «National Center For Forensic Science»;

— cepBuUCHOe nporpaMmHoe obecneyeHue «Partition Magic 8.0» dupMbl
«PowerQuest».

3.2. MeTofmyeckasn 1 CnpaBoYHasa nuTepaTypa:

3ybaxa B.C., CaeHko I'.B., YcoB A.W. n ap. O6LIMe NONOXEHWS MO HAa3HAYEHMIO
1 NPOV3BOACTBY KOMMbIOTEPHO-TEXHNYECKOW 3KCNepTM3bl: MeToamnyeckme peKoMeH-
naunn. — M.: TY KL, MBJ Poccum, 200T1;
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PoccuHckas E.P., YcoB A.N. CynebHas KOMMbIOTEPHO-TEXHUYecKas KCnepTm-
3a. M., 2007;

Ycos A.V. MeToabl U CpefcTBa PeLUeHms 3afa4 KOMMbIOTEPHO-TEXHNYECKON
aKCnepTn3bl: YyebHoe nocobue. — M.: TY KL, MBL, Poccum, 2002;

CynebHo-3KCnepTHOe UCCrefoBaHne KOMMbIOTEPHbIX CpeacTB U cuctem: Oc-
HOBbI MeToamyeckoro obecneyeHus: YyebHoe nocobue / A.M.Ycos // Mop peL.
npod. E.P.PoccnHckon. M., 2003;

EnCase Forensic Edition v.4. PykoBoacTtBo nonb3osatens. Guidance Software,
2003;

TywkaHoBa O.B. TepMUHONOrMYECKNIA CNPABOYHUK CyAeOHOM KOMMbIOTEPHON
akcnepTn3bl: CnpaBoyvHoe nocobue. — M.: TY 3KLL MBJ, Poccun, 2005.

4. Pe3ynbTaTthl UCCefOBaHNA

4.1. NccnepoBaHme cucteMHoro bnoka:

BusyanbHbIM OCMOTPOM YCTAaHOBMEHO, 4TO KOPMyC cCUcTeMHOro 0Onoka,
NPeACTaBNeHHOro Ha 3KCNepTU3y, BHELLIHUX NOBPEeXAEHWI He nMmeeT. MNpaBas 6oko-
Bas CTOpPOHa CMCTeMHOro Onoka oneyaTaHa [OBYyMs OyMaxkKHbIMW Mnombamu C
NeNe007574, 007573. MpenctaBneHHbI CUCTEMHDBIA ONOK COCTOUT 13 CReayiowmx
KOMMEKTYOLWMX:

Tabnmuya 1.
KomnnekTylouive, BXoasLLMe B COCTaB CMCTEMHOro Grioka
Komnnek- ®upma Mopenb CepuiHbIN MpumeyaHue
Tylowme N3roToBUTENb HoMep
Mapka

Bnok nutaHna 200X

MatepuHckas | ASUS PSLD2-VM 5AMOAB050239

nnata

Mpoueccop INTEL CepUMHbI HOMep He n3snekancs

Ha BeHTUNATOpe 5622D| B CBA3M C BbICO-

KOV BEPOSITHOCTbIO
NOBPEXAEHMSA

Mogyne GEIL 512MB GX25124300X

namaTn PC2-4300 DDR2-533

Ivckosog NEC FD1231H JAPL58JC0026

(HrMA)

HXM Seagate, ST3160812AS 5LS06CZY JKCnepT BBOAUT

Barracuda 0b0o3HaveHve — 7200.7

HXMI

Mpwvsog, NEC ND-4550A 5XC9R925111

KOMMaKT- Corporation

OVCKOB

[ns nocnenylouwero UCCNeAoBaHNs Ha CTEHOOBOM 3KCMepTHOM 0bopyaoBa-
HUM NPOUN3BELEHO U3bATUE U3 CUCTEMHOTO BfloKa yKasaHHoro HXM/,.

B pe3ynbTaTte NccnenoBaHns CoCcTosHUs cnuctemHoro 6noka, 6e3 HXM[, ycra-
HOBJIEHO:
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— 3Ha4YeHVe CUCTEMHOW AaThbl, UMetolleecs B BIOS npenctaBneHHoOro Ha mc-
cnefoBaHne cMCTeMHOro 61oka, COOTBETCTBYET TekyLLEeN;

— 3HaYeHne CUCTEMHOrO BPeEMeHU, MMetoLeecs B BIOS npeactaBneHHoro Ha
nccnenoBaHne cMCTeMHoro 61oka, COOTBETCTBYET TeKyLLIEMY.

NcenepoBaHue nHdopmaumm Ha HXMA,.

NccnenoBaHMe COCTOSIHUA HAKOMUTENs Ha >XeCTKUX MAarHUTHbIX AUCKax
(HXMI ).

Nccnepgyembin HXKM nomewancs B cteHgosyto [M3BM; npomssoamnace 3ar-
py3Ka OnepauyoHHON CUCTEMBI C 3arpy304HOro KOMMakT-amcka akcnepTa (coxpaH-
HOCTb AaHHbIX Ha mccnenyemom HXMJ obecnedmBanack ytmnuton PDBlock Lite
dupmsbl Digital Intelligence Inc.) n nporpammon partinfo.exe (13 komnnekTa
PowerQuest Partition Magic 8.0), onpenensanuncs TexHu4eckme napametpbl HXM[
(KonM4ecTBO UMAMHOPOB, CTOPOH (rofIOBOK), CEKTOPOB Ha Tpeke, KONMYeCTBO CeKTo-
POB, Pa3MepPOB CEKTOPOB 1 eMKOCTW);

= BbIIBNANMCH Tabnunupl pasgenos HXM/ c onpefneneHmnemM nx OCHOBHbIX Ma-
pamMeTpoB (Ha4ano 1 KoHel, pasfena, Tmn hannoBon CUCTEMbI, MAEHTUDUKATOPBI U
MeTKM pa3fenos, pasMep 1 KOIMYeCTBO KNacTepoB);

— onpedenanacb noruveckas agpecauus CUCTEMHbIX obnacten pa3nenos
HXM[ (3arpy3o4Hon 3anucK, rmasHom dannosor Tabnuupsl MFT, KOpHEBOro KaTa-
fiora).

B pe3ynbTaTte nccnenoBaHusa YCTaHOBIEHb! CleaylolMe NapaMeTpbl Uccieay-
emoro HXM/:
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Tabnvya 4.
Nen/n Paspen  ®opmar Homep MeTka OGbem 3aHsTo (6anT)
paspena paspena paspena paspena (6anT)
HXMO  Ne1(C:) NTFS 183ED056 41940669952 3829933568
Ne2 (D:) NTFS 942AB287 95495468032 70546432

Tabnuua 2.
Nen/n 3HavyeHus napametpos HXXMA
KonnyectBo Konnuecreo KonnuecrtBo 3HayeHue
UMINHAPOB royioBOK CeKTopoB X3Ww-pyHKLUN,
B cucTeme B CUCTEME  Ha JOpPOXKEe B cMcTeMe  paccyMmTaHHoe
agpecaummn CHS appecauun CHS appecauumn CHS ana HHKMA
no anroputmy MD5
HXM[ 19457 255 16 (7124548E12795B9C15BCEEE1BDFIOE9

Ncenenyembii HXKMI nmeeT napameTpbl pa3nenos, npueefeHHble B Tabnm-
uax NeNe3, 4.

Nccnepgyembin HXKM, He nmeeT noBpeXaeHnI LenoCTHOCTU CTPYKTYpbl OaH-
HbIX, AOCTYM K OAHHbLIM BO3MOXEH.

Nccneposanme dannoson cucteMsl n MHdopMaummn Ha HXMU.

WNccnenyembin HXM[ nogknodany kK nabopaTopHOMY KOMMbIOTEPY B Ka4ecT-
BE BHeLIHero cbemMHoro amncka no USB-wwnHe. Nccnegyembin HXXMI 3awmwanm ot
3aM1cK C MOMOLLLbIO MPOrPaMMHOro CpefcTBa bnoknpoBaHus 3anucn NTFS Software
Write-block XP (6nokmpatopa 3anuncu, paspabotarHoro National Center For Forensic
Science). WccnepoBaHmne aiinoBon crcteMsl U MHGOPMaLmMK, CofepKallencs Ha
HXXM[, npoBOAMIOCE Ha TOYHOM Komum (0bpase) UccriefyemMoro HakonuTens, Co3-
[aHHOro Ha nabopaTopHOM KOMIMbOTEPE C MOMOLLbIO NMPOrpaMMHoro obecrneyeHns
NS 3KCNepTHOro MCCNefoBaHUSA KOMIMbIOTEPHBIX HocuTenen nHdopmaumm EnCase
Forensic Edition v.4.20, a TakXe B KaTaiorax ¢ BOCCTaHOBNEHHbIMU U Pa3apXmBUPO-
BaHHbIMW (DarinaMm Ha 1abopaTopHOM KOMIblOTepe.

WccnepnoBaHneM ycTaHoBneHo, 4To Ha HXMI nmetoTca yaaneHHble v noge-
KaLlme BOCCTaHOBNEeHMIO hansbl. BoccTaHoBReHWe yaaneHHom HdopMaLmm npoms-
BeLEeHO MpwW NMOMOLLM NMPOrpaMMHOro obecrneyeHns Ans SKCNepTHOro UCCnefoBaHNUs
KOMMbIOTEPHbIX HocuTenen nHpopmaumm EnCase Forensic Edition v.4.20 B otaens-
Hyto nanky (kaTanor) Ha nabopaTopHOM KOMMblOTepe.

NccnepoBaHmem yctaHoBneHo, 4To Ha HXMU nmetoTcs annbl € pacluvipeHn-
€M MMeH, COOTBETCTBYIOLLMX NPOrpaMMaM-apxmBaTopam, KOTOpble COAep>aT apXxumB-
Hble dannbl. PazapxmBauuns BbISBNIEHHOW MHAPOPMaLIMV MPOM3BEAEHa B OTAENbHYIO
nanky (kaTanor) Ha nabopaTopHOM KOMMbloTEpE.

Ha HXXMJ, c nomoLLblo nporpaMMHOro obecreveHns As 3KCNepTHOro nccne-
[OBaHMs KOMMbIOTEPHbIX HocuTenen MHdopMaumm EnCase Forensic Edition v.4.20
Npou3BefeH KOHTEKCTHbIV MONCK MHOPMaLMK, COOTBETCTBYIOLLEN 3afa4e NCCeo-
BaHWs. B pe3ynbTaTe NpoBefeHHOro novcka obHapyeHbl annbl, CoOpepxallme faH-
Hble, COOTBETCTBYIOWME 3aa4e nccnenoBaHus. OBHapyKeHHble halsibl onmncaHbl B
Tabnuue.

Tabnumua 3.
Nen/n Paspen Tun paspena Havano pa3pena KoHew, pa3pena
Unnunpp CropoHa Cektop LUununpp CropoHa CekTop
HXMO  Net(C:) NTFS 0 1 1 5098 254 63
Extended 5099 0 1 16708 254 63

Ne2 (D:) NTFS 5099 1 1 16708 254 63
Hepas- 16709 0 1 19456 254 63
MeyeHHasn
obnactb
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Tabauya 5.
®daninbl, o6HapyxeHHble Ha HXXMA,
Ne  Hakonutenb Myt Nms Pasmep  lpumeyanue
n/n daiina (6awT)
1 HXML C\RECYCLER\S-1-5-21-1456376166-  Dc5835.doc 21504  Qann pacnedataH,
2215607188-3175822896-1614\ c12
2 HXMI  C\RECYCLER\S-1-5-21-1456376166 ~ Dc5780.tmp 21504  @awn pacneyataH,
-2215607188-3175822896-1614\ c.13
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Kpome Toro, B cBobogHom obnactn HXM[ (B obnactu, He oTHocALWenca K
KOHKpEeTHOMY hainy thalinoBom cuctembl) B cektopax 30761049594-30761051724 u
30762325498-30762327628 obHapyxxeHa MHDOPMaLMS, ayTEHTUYHAA COOepPXKaHMIO
KOMWK NMCbMa, KOTOpas pacnedaTtaHa Ha ¢. 10, 1.

OBHapy>eHHble dalbl ABASIOTCA yaaneHHbIMN dannamn. Onpegennts Bpe-
M$ yAaneHus annos He NpeacTaBsaeTcs BO3MOXHbBIM, Tak Kak (annosas cucrema B
[laHHOM Cily4ae He coxpaHuna nofobHyio cyxxebHyto nHhopmaumio. Ha ocHoBe aHa-
Nn3a JaHHbIX, Haxomswmxcs B SMFT HXM[, npencraBneHHoro Ha UccneaoBaHme,
YCTaHOBNEHO, YTO yaaneHHbln dann Dc5835.doc men nms darina B hannoBon cnc-
Teme «MncbMo Metposy.doc”

AHanM3oM MeTaflaHHbIX ODHapYKeHHbIX hanoB yCTaHOBMEHO:
®ann Dc5835.doc cogepxnT B MeTafaHHbIX CleflytoLine CBeAeHNs:
Co3paH: 02.09.2004 11:37:00

M3meHeH (naTa nocnenHero coxpaHenus): 13.09.2005 18:21:00
HaneyaTtaH (nocnenHuin pas): 01.10.2004 13:45:00

AsTop: IVANOVA

OpraHusauns: OFFICE

Pepakums: 3

OOliee BpeMs Npaeku (B MUHYTax): 63

ABTOpPbI NocnegHnx 10 N3MeHeHNN:

Komnoromeprno-mexnuueckas 3xcnepmusa

Tabnuya 7.
ABTOp MyTb

IVANOVA  C:\Documents and Settings\IVANOVA\ Application Data\Microsoft\ Word\ AsTokonus JokymeHtl.asd
IVANOVA  C:\ Documents and Settings\IVANOVA\ Mou gokymeHTbl\ iucbma\ Mucbmo Metposy.doc

IVANOVA  C:\Documents and Settings\ IVANOVA\Application Data\Microsoft\ Word\ Asrokonus Mucemo Metpo-
By.asd

IVANOVA  C:\Documents and Settings\IVANOVA\ Mow fokymeHTsi\ ncsma'\ Mucsmo Metposy.doc

IVANOVA  C:\Documents and Settings\IVANOVA\ Mow fokymeHTsI\ ncbMa'\ Mucsmo MeTposy.doc

BbIBOAbI:

1-4. Ha HXXM[ cucteMHoro 611oka, NpeacTaBieHHOro Ha 3kcnepTmsy, obHapy-
XeH yaaneHHbi cann Dc5835.doc, cofepskaHune KOTOPOro ayTeHTUHHO KON MUCh -
Ma, NpeacTaBNeHHOro Ha akcneptsy. Marn onucaH B Tabnuue 5 3akoveHns aKc-
nepTa M pacneyataH Ha c. 12. Ha ocHoBe aHanm3a MeTagaHHbIX AaHHOro danna ycra-
HOBMEHO, 4TO OH Bbin cozpaH 02.09.2004 11:37:00 nonb3osatenem IVANOVA, opra-
Hu3aums OFFICE (no cBepeHusaM, codepxalimmcs B danne Dc5835.doc); nameHeH
(maTta nocnepHero coxpaHerus): 13.09.2005 18:21:00; HaneyaTaH (nocneaHW pas):
01.10.2004 13:45:00. Monb3oBaTenemM CUCTEMHOrO ONoKa, NPeACTaBNEHHOMO Ha 3KC-
nepTu3y, COrnacHO AaHHbIM, UMeKLWMMCS B (annoBOV CUCTEME UCCIe0BaHHOMO
HXM, sensetcs VETROVA.

Konun paHHoro damna moryt HaxoauTtbcs Ha HXML cuctemHoro 6noka

Tabnuvya 6.
ABTOp MyTb

IVANOVA  C:\Documents and Settings\IVANOVA\ Application Data\Microsoft\ Word\ AsTokonus JokymeHtl.asd
IVANOVA  C:\Documents and Settings\IVANOVA\ Mow fiokymeHTbI\ ncbMa'\ Mucsmo MeTposy.doc

IVANOVA  C:\Documents and Settings\ IVANOVA\Application Data\Microsoft\ Word\ AsTokonws Mucemo Metpo-
By.asd

IVANOVA  C:\Documents and Settings\IVANOVA\ Mow fokymeHTbI\ icbma'\ Mucsmo Metposy.doc

IVANOVA  C:\Documents and Settings\IVANOVA\ Mow fokymeHTbI\ nncbma'\ Mucsmo Metposy.doc

ABTOp MyTtb
AsTokonus lokymeHtl.asd C:\Documents and Settings\IVANOVA\ Application Data\Microsoft\Word\
Mucbmo Metposy.doc C:\Documents and Settings\IVANOVA\Mow BokyMeHTbI\ncbma'\

AsToKonus Mucbmo MeTposy.asd C:\Documents and Settings\IVANOVA\ Application Data\Microsoft\Word\

®ann Dc5780.tmp copepXXnT B MeTaflaHHbIX Cefytolime CBeAEHUS:
Co3paH: 02.09.2004 11:37:00

M3meHeH (naTa nocnenHero coxpaHenus): 13.09.2005 18:21:00
HaneyataH (nocnenHuin pas): 01.10.2004 13:45:00

AsTop: IVANOVA

OpraHusauns: OFFICE

Pepakums: 3

OOGliee BpeMs Npaeku (B MUHYTax): 63
ABTOpPbI NocnefgHnx 10 N3MeHeHNN:
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nonb3osatena IVANOVA no cnegylowmmM KkoopanHatam:

Ha ocHoBe aHanm3a JaHHbIX, Haxoaswmxcs B SMFT HXM[, npeacraBneHHo-
ro Ha 3KCNepTU3y, YCTaHOBEHO, YTO YAaneHHbIn dann Dc5835.doc umen nms danna
B chavnoBom cucteme «Incbmo MeTpoy.doc». Onpenennts BpeMs yaaneHus danna
Dc5835.doc He NpeacTaBseTcs BO3MOXHbLIM MO MPUYMHAM, YKa3aHHbIM B MCCNeno-
BaTENbCKOM HaCTW 3aKIIIOHEeHUS.

Ha npencraBneHHoM HXMJ obHapyxeH yaaneHHbin dann Dc5780.tmp, Ko-
TOPbIV, BEPOATHO, ABNSETCA BpeMeHHOW Konven aina Dc5835.doc. dawmn onmcaH B
Tabnuue 5 3akiodeHns aKcnepTa U pacnedaTtaH Ha c. 13.

B cBobogHom obnact HXM/[, (B 06nactu, He OTHOCALLENCS K KOHKPETHOMY
ainy dannoBow cMcTeMbl) CUCTEMHOrO Broka, NPeACTaBNeHHOro Ha 3KCNepTu3y, B
cexktopax 30761049594-30761051724 n 30762325498-30762327628 oOHapyeHa
NHMOPMaLLMS, ayTEHTUYHAS COLEPXaHMIO KOMUK NpeacTaBneHHoro nucbeMa. ObHa-
py>XeHHas nHpopMaums pacneyataHa Ha c. 10, 11.
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H.H. ®edomos Dopenzuxa — KOMNLIOMEPHAA KPUMUHAAUCIUKA

ITocTaHOoBKa BOIPOCOB Tepes BKCIEPTOM IpeaeabHO KoppekTHa. Cieno-
BaTeJib U30eraeT CKPBITHIX YTBEPXKACHUN 1 HEe TpeOyeT OT 3KCIepTa yCTaHOBJIe-
HUSI HeTeXHUYeCKUX (aKToOB, HampuMmep, KeM ObLI0 HalmMcaHo mucbMo. B To
K€ BpeMs ciefoBaTe/ib He OrpaHUYMBAETCs BOMPOCOM O HaJIMYUU MHPOpPMa-
1y Ha nucke. OH TakxXe MHTepecyeTcsl 00CTOSATEIbCTBAMU €€ TOSIBJICHUS U
pacrnosioxeHus. Kak yxe oTMeuanoch paHee, caMo IMo cebe Hanuuue nHGop-
manuu Ha H2XKMJI emre HU 0 4eM He CBUIETEIbCTBYET — MHMOpMAaIIMs MOTJIa
MOTIAacTh Ha AUCK HECKOJIbKUMU PA3IMYHBIMU MYTSIMU, B TOM 4ucie 6e3 Belo-
Ma M XeJIJaHMS TTOCIeIHET0 Bllajiesiblia UCCIIeNYyeMOTro KOMITbIOTepa.

CrnenyeT OTMETUTh TPAaMOTHOE TIPUMEHEHME 9KCIIEPTOM CHeluaTbHbBIX TeX-
HHUYECKHUX CPeICTB — cTeHToBoil DBM co cnenmanbHoi s3KkcnepTHoit OC, 6710-
KUpaTopa 3alucu Ha UCCIIeAYeMbIii TUCK, 9KCepTHOM nporpaMmMbl «EnCase».

M3 HemocTaTKOB 3TOr0 3aKII0UEHUS aBTOP MOXET yKa3aTh pa3Be UYTO HEKO-
TOPBI M3OBITOK TEXHUYECKUX HeTajeil W ymoTpebjeHWe HEMOHSITHBIX IS
cynpy TepMuHOB TUNA «Tadmuia MFT» mimm «USB-mmHa», 6€3 KOTOpBIX MOXK-
HO ObLIO OB 000HTHCH. OOUINE TEXHUYECKON TEPMUHOJIOTUY MOXKET 3amyTaTh
HecTelMaaucTa U BbI3BaTh MPETEH3UU 3aIIUTHI 110 MOBOY SI3bIKa, HA KOTOPOM
COCTaBJIEeH JOKYMEHT, WJIU 1O MOBOJY pa3bsICHEHUS CYyTU OOBUHEHMIA.

320



