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Ha3zeanue

TepMuH «popéH3nMKa» MPOMU3OIIET OT JIATUHCKOTO «foren», 4TOo 3HAYUT
«peub rnepen ¢GopyMoOM», TO €CTh BBICTYIIJIEHUE Mepell CyaoM, cyneOHble aeba-
TBl — 3TO OB OOWH M3 JIOOMMBIX XaHpoB B JIpeBHeM Pume, M3BeCTHBIN, B
YacTHOCTH, 1o paboram lluuepoHa. B pycckuii s3bIK 3TO CJIIOBO MPUIILIO U3
aHrmiickoro. TepMuH «forensics» sIBisieTCs coKpalleHHol ¢opmoit «forensic
science», TOCIIOBHO «CyaeOHas HayKa», TO €CTh HayKa 00 UCCIeTOBaHUN JOKa-
3aTeJIbCTB — UMEHHO TO, YTO B PyCCKOM UMEHYeTCs KpuMUHanucTukoit. Coor-
BETCTBEHHO, pa3lies] KpMMUHAJUCTUKM, U3YYaOIIN KOMITBIOTEPHBIE ToKa3a-
TeJIbCTBA, Ha3bIBaeTCs MO-aHTJINICKU «computer forensics». [1pu 3aumMcTBOBA-
HUM CJIOBO CY3WJIO CBOe 3HaueHue. Pycckoe «opeH3nKa» 03HauaeT He BCAKYIO
KPUMUHAJIMCTUKY, @ UMEHHO KOMIThIOTEPHYIO.

Jlpyeue paszoeant

TpaguuMoHHBIE pa3aesbl KPUMUHAJIUCTUKHA — TaKTUIOCKOMNUS, 6alIUCTU-
Ka, TOKCUKOJIOTUSI — pa3BUBaIOTCs yke 6oJjiee cTa JieT. B HUX He TOJBbKO HaKOM-
JIeH OOJIBIIION OTBIT M OTTOYEHBI METOAUKHU McciaeaoBaHus. HekoTopsie oco-
OEHHOCTU KPUMUHATMCTUYECKUX TEXHOJOTUI OTPaXXEeHBI B 3aKOHOATEIbCTBE.
HampuMmep, 3aKOHOIATEILCTBOM MPSIMO TIpeAyCMaTPUBAETCS B3SITUE OTIIeYaT-
KOB TaJIblIeB U OTCTPEJ OPYXUs B OIpeAeeHHBIX ciaydasx. KommbooTepHas
KPUMUHAJMCTUKA TOJBKO 4YTO poauiach. ONBIT U MHCTPYMEHTApUI ee MoKa
HeBeJMK. A TpeOOBaHUsI 3aKOHOAATEIbCTBA COBCEM HE 3aTOUYEHBI MO 0COOEH-
HOCTHU MPUMEHSIEMbIX TEXHOJIOTHH, U Jaxke WHOTAA TPEMSTCTBYIOT UX UCTIOb-
30BaHMUIO.

dopeH3nKa 0Ka3ajach MOYTH He CBA3aHHOM ¢ APYTUMHU pa3aeaMu KpUMU-
HaJUCTUKU. Pa3zBe 4TO MpocieXuBaeTcsi HEKOTOpasi CBSI3b C TEXHUKO-KPUMMU-
HaJIMCTUYECKNUM MCCIIETOBAaHNEM TOKYMEHTOB — KOMITBIOTEPHI M KOMITbIOTEP-
Has mepudepus MUPOKO MPUMEHSIOTCS IJIsl MOAAEIKH TPaaUIIMOHHBIX, Oy-
MaXXHBIX TOKYMEHTOB.

BuayTpu popeH3uKM yxxe HaMeTUICs OMMH 000COOIEHHBIN pa3aesl — uccie-
noBaHue rmporpaMm st D9BM. M3ydeHue ycTpoiicTBa mporpaMm Io MCTIOJTHSI-
eMOMY KOJly, METOJIbl CO3/IaHUSI BPEIOHOCHBIX TPOTPaMM U TIPOTUBOACHCTBUS
UM — 3TO TpeOyeT CBOUX METOJO0B, CYIIECTBEHHO OTJIMYAIOIIUXCS OT MPOYUX
MeTon0B (DOPEH3UKM, TPUMEHSIEMbIX JISI MOMCKa, cOopa M UCClIeaOoBaHUS
M POBBIX A0KA3aTEIbCTB. XOPOIIUE CIELUAJIUCThI 110 BPEIOHOCHBIM TPOT-
paMMaMm, Kak MpaBUJIO, UMEIOT Y3KYIO CIIeLMaJIn3aiiio U He 3aHUMAIOTCsI HU-
YyeM WHBIM — HU BOCCTAHOBJIEHMEM CKPBITONM WH(MOpPMaluu, HU buKcanuei
KOPOTKOXHWBYIINUX TaHHBIX, HU TPAaCCUPOBKOM ncTouHMKa DoS-araku. U Han-
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POTUB, BKCMEPT, CHMEMUATU3UPYIOIMMNACI Ha WCCIeNOBaHUM WHGMOPMAIMOH-
HOTO COIEPXMMOTO KOMITBIOTEPOB, BPSIA JIU BO3BMETCS 3a McClieoOBaHUE He-
HU3BECTHOTO KOMITBIOTEPHOTO BUpYCa.

HekoTtopbie aBTOPBI pa3aeissioT KOMIBIOTEPHYI0O KPUMUHATUCTUKY (com-
puter forensics) u ceTeByr0 KpuMuUHanucTUKy (network forensics). [Ipumensie-
Mbl€ METOJIbI B TOM U B APYTOM cjydyae NeWCTBUTEIbHO OTJIUYAIOTCS.

Ilens

JI1st MOTHOTO TTOHUMAaHUS JTaHHOW KHUTU HEOOXOAMMO BJIaleTh KOMITbIO-
TEepPOM Ha ypOBHE MPOABUHYTOTO IMOJIb30BaTEs] U UMETh Oa3MCHBIE TIpEaCTaB-
JICHUSI O COBPEMEHHBIX KOMMYHUKAIIMOHHBIX TeXHOJorusiX 1 MHTEepHerTe.

ABTOp BechbMa ofevyasieH, YTO MPUIIIOCh OTPAHUYUTD TAKUM 00pa3oM KpyT
yuTaTeseit, Ho, K 00JIbIIOMY COXAJIEHUIO, TO-APYTOMY MOCTYMUTh HEBO3MOX-
Ho. [ToHuMMaHue MaTepuaaa HaCTOSITEIbHO TPeOyeT crelaibHbIX TTO3HAHUM.

Ecnu BmaBaThcst B mogpoOHBIE OOBSICHEHUS O TOM, UYTO Takoe (aitmoBas
cucreMa, kak paboraet rporokoa TCP uinu moueMy MOIIHOCTB TIpolieccopa He
BJIMSIET Ha CKOPOCTb MHTEPHET-COEANHEHMSI, TO BMECTO PabOTHI 1TO0 KpUMUHA-
JIMCTUKE TIOJIYYUTCS MATUCOTCTPAHUYHBIN cCaMOYYUTEIb MO paboTe Ha KOMITb-
foTepe, B KOTOPOM BCETO HECKOJIbKO CTpaHMIL — Mo aeay. MMeHHO Takas UCTO-
pUST IPOMCXOAUT C OOJBIMMHCTBO KHUT, N3naHHbBIX B EBpore m CIIIA [1-6, 74],
KOTOpBIM TIONOILIO Obl Ha3dBaHue «KoMmbloTepHas KpUMWUHAIUCTUKA TSI
YalHUKOB». Takxke MPaKTUKYETCS YMCTO MOIYJISIpU3aTOPCKUM TOIXO0Md, MpU
KOTOPOM MaTepuajl U3JlaraeTcsl MTOBEPXHOCTHO, XOTS U 3aHUMATEJbHO; CIEI-
aIbHBIX 3HAHUM He TpeOyeT, HO 1 He maeT [39].

Ecnu B monpoOHBIe 00bSICHEHHST HE BIaBaThCsl, a IPOCTO MPUBECTU OIpe-
NIeJICHUSI BCEX MCIOJIb3yEMbIX TEPMUHOB, KaK 3TO JIIOOSAT JeJlaTh OTeYeCTBEH-
Hble aBTOPBI, TO MOJATOTOBJIICHHBIM YMTATENb OyAET HAa 3TUX CTPAaHUIAX CKY-
YaTh, 2 HETIOJATOTOBJICHHBI BCE paBHO HUYETro He MoiiMeT. OmnpenesieHus — He
o0bsicHeHUs. [TomoOHBII METOI M3JIOXEHUS HE3HAKOMOTO Marepuaia Haro-
MUHaeT KHUTY Ha MHOCTPAHHOM $I3bIKE, K KOTOPOW MPUJIOKEH CI0Bapb 3TOTO
sI3bIKa; OAHUM YUTATESIM OH He HYXEH, IPYTUM He TTOMOXeT.

[ToaToMy He ocTaeTcsi HUUEero WHOro, KaK pacCUMTHIBATh Ha OIIpelesIeH-
HbII YPOBEHb KOMIMbIOTEPHOI I'PaMOTHOCTH YHUTATEJIS.

A MMeIMCS B KOHIIE KHUTH CJI0Bapb KOMITbIOTEPHBIX TEPMUHOB Mpec-
JIelyeT COBCEM MHYIO 1IeJIb — OTAEJUTh YCTOSIBIIUECS TEPMUHBI OT XapTOHHbBIX
M yKaszaTbh, KaKhe M3 MHOTOYMCJIIEHHBIX BapUaHTOB CJIEAyeT MCIOJb30BaTh B
odUILIMaTbHBIX TOKYMEHTAX.

Mpeamer

cDOpeHSPIKa (KOMHB}OTepHaﬂ KDI/IMI/IHaJ'lI/ICTI/IKa) ABIACTCA H]I)I/IKJ'Ia)IHOﬁ
HayKOfI O pacCKpbITUHU U paCcCI€AO0OBaHUUN HpeCTyHJ’[GHHﬁ, CBA3aHHBIX C KOMIIb-
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I0TepHON MH(pOpMalMeil, 0 MeTomax IMOJYYEeHUSI M HCCIeNoBaHMsS IoKasa-
TEJIbCTB, UMEIOIIUX (HOPMY KOMMbIOTEpHON MH(pOpMalMu (TaK Ha3blBaeMBbIX
M GPOBBIX T0KA3aTEAbCTB), O MPUMEHSEMBIX JISI 3TOTO TEXHUYECKUX Cpe.l-
CTBax.
IIpenmeramu GOpeH3UKM SIBISTIOTCS
® KpUMUHaJbHAs MPaKTUKa — CIOCOOBI, MHCTPYMEHTHI COBEPILIEHUS COOTBE-
TCTBYIOIIUX TIPECTYIJIEHUN, UX MOCJIEICTBUSI, OCTaBIsIEeMble CJIEIbl, JTUY-
HOCTb MPECTYITHUKA;
® orepaTuBHAs, CJAEACTBEHHAs M cyaeOHas MpakTUKa MO KOMIbIOTEPHBIM
MPECTYMNIECHUSIM;
® METOAbl 3KCIIEPTHOIO MCCAENOBaHUS KOMIBIOTEPHON WMHMOpMalUuu U, B
YaCTHOCTH, IIporpaMm it DBM;
® JTOCTUXXEHUST oTpaciieil ¢cBI3M U MHGbOpMaIMOHHBIX TexHojoruit (UT), ux
BJIMSIHME Ha OOIIEeCTBO, a TAKXKe BO3MOXHOCTHU UX UCITOJIb30BaHUS KakK ISt
COBEpIIEHUS TIPECTYTUICHUI, TaK W IUISI UX TIPEeIOTBPAIlleHUSI U PACKPBITUS.

Ileaocmnocmo

Heckonbko cioB 060 0COOEHHOCTSIX U3yyaeMbix cienoB. [louTu Bce ciaenbl,
C KOTOPBIMM TIPUXOAMTCS paboTaTh CHeUANNUCTy Mo (POPEH3UKE, UMEIOT BUI
KOMITBIOTEpPHOU MHMOPMaLMK, PEryJsipHON uiau moboyHoi. VX mocTtaTouyHo
JIETKO YHUUTOXUTh — KaK YMBIIIJIEHHO, TaK U ciy4yaitHo. YacTo ux Jierko moj-
nenaTb, MO0 <«IMOANEJNbHBIN» OAWT HUYEM HE OTJIUYAETCS OT <«IMOIJMHHOTO».
danbcubuKanus 31eKTPOHHBIX (IU(PPOBHIX) J0KA3aTEIbCTB BBISIBISICTCS JTH-
00 MO CMBICTOBOMY COIEpXaHWI UHMOpMaluU, JUOO MO OCTaBIEHHBIM B
WHBIX MeCTax ciienaM, Toxe nHpopMauuoHHbIM. LludpoBbie noKka3aTelbCTBa
HeJIb3s1 BOCTIPUHSATD HETTOCPEACTBEHHO OpTraHaMU YYBCTB YeJioBeKa, HO TOJIbKO
yepe3 MOCPEeICTBO CIOXKHBIX alllapaTHO-TIPOrpaMMHBIX cpeacTB. [ToaToMy aTH
cJIeNibl CJIOXKHO IMPOJAEMOHCTPUPOBATD APYTUM JIMIIAM — ITOHSTBIM, TIPOKYPODY,
cynbe. He Bcerma mpocto obGecrneyuTb HEM3MEHHOCTb CJIEA0B MPU UX XpaHe-
Huu. Y He TobKO 00eCIeYnTh, HO M J0Ka3aTh Cyly 3Ty HEM3MEHHOCTbD.

BooOGuie, MoHSITHE «HEU3MEHHOCThb» JIWINL C HATSKKOW MpUMeHWMa K
KOMITbIOTEpHOI MH(popMaiuu. Ha HeKOTOphIX BUIaX HOCUTENICH OHA XpPAHUT-
csl IefCTBUTENIbHO CTaTUYECKU — B BUJIe Pa3HONW HAMarHMYEHHOCTH yYacTKOB
HOCHTEJISI U1V Bapualuii ero onTu4eckux cBoiicTB. Ho B npyrux ciaydasx me-
TOJl XpaHEeHUsI MH(pOpMAIIMU TAaKOB, YTO TMpPeayCMaTpUBaET MOCTOSIHHYIO CMe-
Hy HocuTensi. nu nipenycMaTtpuBaeTt ciaydyaiiHble BEJTMYMHBI.

OnepaTtuBHasg MmaMsTh KoMmIblotepa (Tuna DRAM) pereHepupyetcst pa3 B
HECKOJIbKO MWJUIMCEKYHI. TO ecTh 3alMcaHHbIe TaM CUTHabl (aKTUYECKU
CTUPAIOTCS M 3alMChIBAOTCS BHOBL. [1pu mepenavye mo MHOTUM KaHajlaM CBSI-
31 HCIIOJIb3YETCsl TOMEXOYCTONUMBOE KONUPOBAHME B pacueTe Ha BO3HUKAIO-
e TpU repeaadye OMMOKM; 3TU OIMMOKM HEeu30eKHO BO3HUKAIOT, HO MCII-
paBJISIIOTCS HA TIPUHMMAIOIIEeH CTOpOHE JIMHUU 3a CYeT M30BITOYHOCTH Koja. B
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LIEHTPAJIbHOM TPOILIECCOPE TOXE MOCTOSIHHO MPOUCXOIAT OIIMOKU TIPU COBEP-
IMEeHUN apuPMeTUIEeCKO-JTOTMIECKUX OTepalluii, HO €CIU WX He CIUIIKOM
MHOT0, OHM UCIIPABISIOTCS Oarofgapst BHyTpeHHe TMarHocTuke. B ceTeBbIx
MMPOTOKOJIaX, KOTOPbIE MBI CYUTaeM «HaAeXKHBIMU», TakKux Kak TCP, 3ta Ha-
JIeXXHOCTh TOCTUTHYTA UMEHHO 3a CYET TOT0, YTO MPOIAaBIINE B ITyTU JaTarpaM-
MBI WJIM WHBIE GJIOKW WH(MOPMAIIUH TTePeToChIIaloTCs, MoKa He OyaeT MoaTBe-
PXAEH MX BEpHBIN MpueM. 3amKuch Ha KOMITAKT-IUCK BEIETCS C UCIOIb30Ba-
HueM kona Puma-ConoMoHa ¢ Koppekiimeit MaccoBbIX olnbokK. To ecTh Tex-
HOJIOTHS 3aBeIOMO pacCcuMTaHa Ha BOZHUKHOBEHUE OIIMOOK Ha dTare CUMThI-
BaHusA. M TakMe ommOKM Bcerna Bo3HMKaloT. Ho ucmpaBnsiorcst Giarogaps
U30BITOYHOCTH Konma. OTHUM CJIOBOM, «HEM3MEHHOU» KOMITBIOTEPHYIO WH-
(bopmaiio MoxXeT BooOGpaXkaTh JIUIIb MOJIb30BaTeNb, KOTOPHI He 3HAET MOI-
pPOGHOCTEW BHYTPEHHETO YCTPOMCTBA KOMITBIOTEPHOW TEXHUKHM U TIPOrpaM-
MHOTO 0oOecTieueHUsI.

CrielIiaJncThl TOBOPST MPO «HEM3MEHHOCTb» TOJBKO C TAKMMH IOJIh30Ba-
TesIMU. MexXIy co6oil OHU MCITOJB3YIOT MOHSTHE «IeTOCTHOCTh», MOApa3y-
MeBasi, YTO MH(OpMaIlMsI MOXET B Mpollecce XpaHEHUs U Tepeladyl CKOJIbKO
YTOIHO pa3 U3MEHSThCS, MePEeKOINPOBAThCS MIIM CMEHATh HocuTeau. Tpeby-
eTcd JIWIIb, YTOOBI TIepBOHAvYajbHass WHGOpMAaIKsT COBMaaaga ¢ KOHEUHOM ¢
TOYHOCTBIO IO OTHOTO OUTa — 3TO U €CTh IIEJIOCTHOCTD.

Dopensuxa u npoepecc

Terepp — 0 TEXHMYECKUX MOCTUXEHUSAX. BIussHUE mMepenoBbIX TOCTHXeE-
HU# TEXHUKU U TEXHOJIOTMY Ha TIPECTYMTHOCTh BO3MOXKXHO TpeMs MyTSIMMU.

Bo-nepBbIX, HEOCTAHOBUMBIM TEXHUUYECKUI MPOTPEcC JAaeT BO3MOXHOCTh
coBepllIaTh MPECTYIUIEHUS] HOBBIMU CITOCO0AMU U MPU MOMOIIU HOBBIX OpPY-
nuii. EcTecTBEeHHO, B TOM X€ Mepe MPOrpecc CIoco0CTBYET MOSIBJIEHUIO HOBBIX
Ccnoco00B pacKphITUS MIPECTYIIEHW — KaK CTapblX, TaK U HOBBIX. Hampumep,
TO X€ CcTapoe MOIIEHHWYECTBO B Halll BEK COBEpIIAeTCS MPU MOMOIIU CETU
HMHuTepHer. Ho cyTh M mpeaMeT mocsiraTeIbcTBa Y MOLIEHHUYECTBA MPEXHUE.
HoBbIMU SIBASIIOTCS JWINL OPYIMSI COBEpLICHMS — BeO-calT, 3JIEKTpOHHAas
rmoyTa, TiaTexkHasi cucTeMa.

Bo-BTOpbIX, HOCTUXEeHUS WHOOPMAIIMOHHBIX TEXHOJOTUI TMOPOXIAIOT
MPUHIUTIMAJIBHO HOBbIE OOIIECTBEHHBIE OTHOIIIEHUS, KAKOBbIE OTHOILIEHUS U
CTAaHOBSTCS MPEAMETOM MPECTYIHBIX MocsraTeJbcTB. [Ipu aTOM ciocod nmocsi-
raTeJibCTBa W OPyAUsl MOTYT OBbITh KaK CTapbIMU, TaK U HOBBIMU, C YYETOM J0C-
tuxkenunit UT. Camblit spkuii mpumMep — JOMeHHbIe UMeHa. Takoro obiiecT-
BEHHOTO OTHOIIEHHUS, KaK MPaBO pacIopsiKaTbCs JOMEHHBIM UMEHEM, 10 He-
JIaBHUX MOpP MPOCTO He cylecTBoBaso. He Ob10 U nmocsiratenbcTB. HbiHe no-
MEHHbIE MMEHA OXPaHSI0TCS 3aKOHOM (OHU MPUUYUCTEHBI K 00beKTaM MHTEJ-
JIeKTyaJlbHON coOcTBeHHOCTH). U cylllecTBYyeT Leblil Kjiacc mpaBoHapylie-
HU, CBA3AHHBIX C TOMEHAMU, — KUOEPCKBOTTUHT*.
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B-tpeTbux, pazsutue UT MoxxeT MpuUBECTU K MOSIBJIEHNIO HE TPOCTO HOBBIX
00IIIECTBEHHBIX OTHOIIEHUI, HO HOBOTO Cy0OBbeKTa TaKMX OTHomeHui. [TosiB-
JIEHUE MOJHOLIEHHOTO MCKYCCTBEHHOTO MHTEJIJIEKTa YK€ sIBHO IMpoCcMaTpuBa-
eTCsI Ha HAyYHOM FOPU30HTE. A TTOKa MOXHO TOBOPMTH O TIEPBBIX IlIaTax B 3TOM
HanpaBieHuu. [Iporpamma aisgs OBM eme He paccmaTrpuBaeTrcss B KauecTBe
cyObeKTa mpaBa, HO B KaUeCTBE CTUXUITHOM CUJIBI YK€ MHOTIa pacCMaTpUBaeT-
cs. [Iporpammam yxe 1aHO MPUHUMATD PELIEHUsI, KOTOPbIE MOTYT CYIIECTBEH-
HO BJIUSITh Ha 6JarococTOsIHME U Aaxe XU3Hb Jioaeii. [IporpaMMbl yxxe MOTyT
MOPOXAaTh HOBbIE 00BEKTHI aBTOPCKOTO mpaBa. CIIOBOM, MOSIBJIEHUE TIPUHIIM -
MUajbHO HOBOro CyObeKTa, HOBOTO WjieHa OOIlecTBa CO CBOMMU MpaBaMu —
WCKYCCTBEHHOTO MHTEJUIEKTAa — HE 3a TOpaMU. A ero IMOsIBJIeHUE BBI3OBET HO-
BbI€ MTPABOOTHOIIEHUS U, COOTBETCTBEHHO, HOBbIE TIPECTYIICHUS.

3apaum N NPUIICIKEHMA

®dopeH3UKa pelaeT CAeAyonne 3a1adu:

@ pa3paboTKa TaKTUKU OIlepaTHBHO-PO3BICKHBIX Mepomnpusatuii (OPM) u
CJIEICTBEHHBIX NEMCTBUI, CBSI3aHHBIX C KOMITBIOTEPHOI MH(pOpMaIIUEii;

® CO3lIaHKMe METOJOB, almnapaTHBIX U MPOrpaMMHBIX HHCTPYMEHTOB MJIsS ¢60-
pa M UcClIeOBaHUS N0Ka3aTeNbCTB KOMITBIOTEPHBIX MPECTYIUICHUIA;

® YCTaHOBJIEHME KPUMUHAJUCTUUYECKUX XapaKTepUCTUK IMpaBOHApYIIEHUN,
CBSI3aHHBIX C KOMITBIOTEPHOU MHGbOpPMaLIUEi.

Cdepsl npuMeHeHUsT HGOPEH3UKU CYTh ClenylolIne.

1. PackpbiTMe M pacclieoBaHME YTOJIOBHBIX TPECTYIJIEHUH, B KOTOPBIX
GUrypupyooT KOMIbIOTepHass MHGOpMAIUsI KaK OOBEKT MocsraTeiib-
CTBa, KOMITBIOTEP KaK OpyAue COBEPIIEHUS MPECTYIUIEHUS, a TAKXKe Ka-
Kue-1160 undpoBbie 10Ka3aTebCTBa.

2. COop u rcclieqoBaHue J0Ka3aTebCTB IS TPaXKIaHCKUX JIeJI, KOTrIa Takue
JI0Ka3aTeIbCTBA UMEIOT BUIL KOMITbIOTEpHOU MHMopMaiiuu. Oco6eHHO 3TO
aKTyaJIbHO MO JeJlaM O HapylIeHWHW TpaB MHTEJIEKTyaJTbHON COOCTBEH-
HOCTH, KOT/1a 0ObEKT 3TUX MpaB MpPEJICTaBIeH B BUIe KOMITbIOTEPHON MH-
dopmanmu — nporpamma st O9BM, uHoe mpousBeneHue B LMOPOBOI
¢dopme, ToBapHBIil 3HAK B ceTd VIHTepHET, JOMEHHOE UMSI U T.II.

3. CrpaxoBble pacciieoBaHUsI, TTPOBOAUMbBIE CTPAXOBBIMU KOMMAHUSIMU
KacaTeJbHO BO3MOXHBIX HAapYIIEHUI yCIOBUI JOTOBOpa, CTPaxoBOTO
MOIIIEHHUYECTBa, 0COOEHHO KOTJa 00bEeKT CTpaXOBaHUS MPEACTaBJICH B
BUIE KOMITBIOTEPHOI MH(POPMAIINY VTN TAKUM OOBEKTOM SIBIISIETCS MH-
dopMalIMoOHHAsI cucTeMa.

4. BHYTpMKOpPNOpaTUBHBIE paccieqoBaHUS MHUUIEHTOB OE30IMacHOCTH,
Kacawmuxcs MHGOPMAIMOHHBIX CUCTEM, a TaKXXe pabOoThI IO TIPeTOTB-
palieHuIo yTeuykn nHhopMallniy, colepxkaliieii KoMMepUYecKylo TallHy U
WHBIe KOHGUIeHIINATbHbIE TaHHBIE.
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5. BoeHHble U pa3BenbIBaTeJIbHbIE 3a7auyu MO TOUCKY, YHUYTOXEHUIO U
BOCCTAHOBJICHUIO KOMTIbIOTepHOI MH(pOpMaILIMK B XO1e OKa3aHUS BO3-
neicTBUS Ha MH(pOpPMaIIMOHHBIE CUCTEMbl MPOTUBHMKA U 3aIIUTHI CBO-
UX CUCTEM.

6. 3amayu 1Mo 3aIIuTe TpaxXaaHaMU CBOEM JTUYHOU MHOOPMAIIMK B DJIEKT-
POHHOM BHJI€, CAMO3AILMTHl CBOMX TpaB, KOIMa 3TO CBSI3aHO C 2JIEKT-
POHHBIMU JOKYMEHTaMU U WHGOPMALMOHHBIMU crcTeMaMu [5, W16].

Bo MHOrMX M3 3TUX NMPUIOXKEHUN HEKOTOPbIe METOIbl (DOPEH3UKHU OUEHb

TECHO MHTETPUPOBAHBI C METOJAAMU TEXHUYECKON 3aIIUTHI MHGOpMAIIUU. DTU
METOJIbI 1axXe Koe-Tae nepecekatorcsi. HecMoTpst Ha 9To, hopeH3rMKa HUKAK He
MOXET OBITh NMpPUpaBHEHA K 3alluTe MHMOpPMAllMM, MOCKOJbKY LEIU Y ITUX
NUCUMUIUIMH pa3HbIe.

OGuleHayuHbIe MEeTOoAbI

Bce nHayuHble MeToabl (HabJloneHue, U3MEepeHUEe, OoNMcaHue, CpaBHEHMUE,
9KCMEPUMEHT, MOJEJIMpPOBaHUE, OOBSICHEHWE, aHaIW3, CUHTE3, Mpeackasa-
HUE) MPUMEHSIOTCS B KOMIbIOTEPHON KPUMUHAJIMCTUKE O3 OrpaHUUYECHUIA.
XOTsT UMEIOT HEKOTOpPhIe 0COOCHHOCTH.

Takoit o0IIeHayIHBI METOI, KaK HaOMI0IeHUE, TIPUMEHSIETCS B POpeH3U-
Ke JOCTAaTOYHO CBOeoOpa3Ho. JIeJio B TOM, UYTO OCHOBHBIM OOBEKTOM HCCIIEHO0-
BaHWUS SBJISIETCS KOMIbIOTEpHass MHGoOpMaILUsi, KOTopas B IPUHIIAIIE HE MO-
KeT HaOJIoAaThCsl YeJT0BEKOM HemocpeacTBeHHO. M M3MeHsATbCs Hemocpea-
CTBEHHO Takxke He MoxeT. HemocpencTBeHHBIE OpraHbl YyBCTB UejIOBeKa —
3peHue, CIIyX, OCs3aHNe — He B COCTOSTHMM BOCHPUHHUMATh KOMITHIOTEPHYIO
nHpopmanuio. Ho aTo elie He HacTosee cBoeoOpasue. B Mmupe MHOro 006b-
€KTOB, KOTOPEIe He MOTYT BOCIIPHMHUMATHCS YEJIOBEKOM HEMOCPEACTBEHHO —
ri1a3aM¥, yIIaM¥ U ITajdbllaMu. DTO ellle He MOBOJ OOBABISITH COOTBETCTBYIO-
IIYI0O HayKy YHUKaJbHOU. 1T HaOIoneHUs «HeHa0JII0JaeMbBIX» BEJIMYUH €CTh
0O0JIBIIIOE KOJTNYECTBO NHCTPYMEHTOB M CITOCOOOB — MUKPOCKOITHI, BOJIBTMET-
pbl, UHTEepGhepoMeTpHl U Tak aajiee. [Ipy moMoIM TaKMX MHCTPYMEHTOB-TIOC-
PETHUKOB YeJIOBEK MOXET HaOI0AaTh M U3y4YaTh TO, YTO He HaOJIoJacTcs He-
BOOPYXKEHHBIM TJIa30M. Bce meio B CIIOXHOCTH, NETePMUHUPOBAHHOCTU U
MIPO3PAYHOCTU MPUHIIUIIOB ACHCTBUS TAKUX «TEXHUYECKUX MTOCPETHUKOB>.

I[Ipy n3ydeHNN KOMMBIOTEPHON MH@POpMALIMM KOJIUYECTBO U CIOXHOCTH
TaKMX MOCPETHUKOB HACTOJLKO BEJIMKHU, YTO KOJTMIECTBO 3TO IIEPEXOINT B Ka-
yecTBO. MBI He Bcerja 3HaeM BCeX IOCPEIHUKOB, CTOSIINX MeXny MHPopMa-
el Ha KOMIBIOTEPHOM HOCHUTEJIE M HaIllMMU TJIa3aMu. MBI ¢ OOJIBIIUM TPY-
JIOM MOXXeM IpeacTaBUTh, KaKre MMEHHO IIpeoOpa30oBaHMs IpeTepIiesa WH-
dopMaLus IO IIYTH OT CBOEH MCXOMHOM (DOPMBI O HAIIMX TJIa3.

IIpencraBumM cebe, UTO Ha MeCTe TIPEeCTYIUIEHUsT OOHapyXeH ciel — OTIe-
gyaToK 00yBu. OH BOCIpMHUMAETCS OpraHaMM YYBCTB 4YeJIOBeKa HeIocpel-

16

Beeodenue

cTBeHHO. Ecau mist BOCTIpHMSITUSI U TPeOYIOTCS KaKWe-TO TeXHUYECKUE Cpel-
CTBa, TO JIUIIb CaMble MPOCThbIe (HarmpuMmep, GOHAPUK WU OYKM), TTPWHIIUT
NeiCTBUSI KOTOPBIX SICEH JIIOOOMY U JIETKO TIPEACTaBUM. A Yallle TeXHUYECKUX
CpeICTB U BoBce He TpebyeTcsa. CinemoBaTesIb U TMTOHSIThIe CBOMMU TJla3aMU BU-
IISIT OTIEYaTOK OOYBM, MPEKPACHO MMOHUMAIOT MEXaHW3M €TI0 BO3HUKHOBEHUS.
He ncnbIThIBasi COMHEHU, OHM (PUKCUPYIOT BTOT CJIe B TIPOTOKOJIE, a TOocIe
TOTOBBI TIOKA3aTh IMOJ MPUCATOM, YTO BUIEIN UMEHHO OTIIeYaToK o0yBu. MU y
CyIbU He TIOSIBUTCS COMHEHUI1, YTO OHM MOTJIM BUIAETh HE TO, YTO OBIJIO Ha ca-
MOM JieJie.
CoBceM Mo-IpyroMy ¢ KOMIBbIOTEPHON MHGMOpMaIIUEid.
IIpencTaBuM, 4TO Ha «MeCTe MMPOUCIIECTBUSI», a UMEHHO Ha IUCKE cepBepa,
B Jior-(aitne*! ooHapyxkeHa 3amuch. OpraHaMu 4yBCTB YeJIOBeKa OHa HE BOCII-
puHUMaeTcs. YToOBl YBUIETh 3Ty 3alKCh, MMOTPEeOYEeTCS MOCPETIHUYECTBO Clie-
IYIOIHUX TEXHUYECKUX CPEACTB:
® MexaHu3M xectkoro aucka (HXKM/I*);
@ koHTposep HXKMJI ¢ BHyTpeHHeit Mukpomnporpammoii (firmware);
® BHellHUt ATA-KOHTpoJLIED;
® nporpaMMHoe obecrieueHne BIOS;
@ omepalMoHHAasl CUCTEMA;
@ (aityoBast cuctema (IpaiiBep);
@ TIporpaMMHOe obGecTiedyeHre s TPOCMOTpa CoIepKUMOro daiiaa (Harmpu-
Mep, BBIOBED «less»);
® JpaiiBep 3KpaHa;
@ MIPOTPaMMHBI 9KpaHHBIK WPUDT;
@ amnmapaTHbIe CPeJICTBa BBOJA U BbIBOAA (KJIaBUaTypa, MOHUTOP) CO CBOUMU
COOCTBEHHBIMU MUKPOTIpOTrpaMMaMU.
BoOT cKOJIbKO TTOCPEAHUKOB CTOSAT MEXIY KOMITbIOTEPHON MHGpOopMalmneit
U TJIa3aMU «oueBMAIa»! Bce OHM M3TOTOBIIEHBI PAa3HBIMU MPOU3BOIUTEISIMU.
He nnst Bcex M3 HUX UMEIOTCS eNMHbIe TeXHUYEeCKHWe cTaHaapThl. He mis Bcex
MOCTYITHBI omucaHus. VI HU B OMHOM W3 3TUX CPEACTB HeIb3s OBITH MOJ-
HOCTBIO YBEpEHHBIM — BC€ 3HAIOT 00 OIKMOKAX B IPOTPaMMHOM OOeCTIeYeHU !,
0 BO3MOXHOCTH BUPYCOB, TPOSTHOB* W TPOTpaMMHBIX 3aKJamoK. MoTyT Ju
MMOHSTHIE YBEPEHHO YTBEPXKAaTh, YTO UMEHHO OHM Buaean? Jlaxxe He paccMaT-
p¥Bast BO3MOXHOCTY HaMEPEHHBIX 3aKJIag0K B MporpaMMax... A ecJii ornepa-
TOp, 3amycKasl BbloBep, OMOCS Ha OMHY OYKBY B MMEHU KaTajora Wiu ¢aii-
na? A eciu «/var» — 3TO He JIOKAJIbHBIN AVUCK, a TOOIMOHTUPOBAHHBIN ceTe-
BoM? A eciiu Biamesiell akkayHTa* caenan cede ynoOcTBa paau Takoi, Hallpu-
Mep, aiuac:

alias less='grep -v “Deny UDP”

1 3Be3104YKOi OTMEUEHBI TEPMUHBI, KOTOPLIE UMCIOTCSA B IIpHUJIara€MoM CJIoBape.

17



H.H. ®edomos Dopenzurxa — KOMNLIOMEPHAA KPUMUHAAUCIUKA

TO YTO X€ Mbl YBUIMM, AymMmasl, 4TO MpOCMaTpuBaeM Jor-¢aiij KoMaHAOu
«less /var/log/security.log»? MBI YBUAUM BMECTO HACTOSIIIETO JIOT-
¢daitna KapTUHY, MSITKO BbIpaXasiCh, CUJIbHO UCKaXXEHHYIO, a Jydllle CKa3aTb —
BOBCE HEBEPHYIO.

Hrak, 0coOEHHOCTHIO HAOJIOEHUS B OTHOIIIEHU W KOMITbIOTEpHOI MHDOP-
MalluHU SIBJISIETCSI TO, YTO HEMMOCPEACTBEHHO HabIomaeMoe (To ecTh n3o0paxke-
HUE Ha BKpaHe MOHUTOpPA) UMEET OTHOIIIEHNE K 00BEeKTY HabMoaeHUsT (TO eCTh
KOMITBIOTEPHON MHGpOpPMAIUU) HE MPOCTO KOCBEHHOE, a OYeHb-OUYECHBb-OTAA-
JIEHHO-TIOCPENCTBEHHO-CEbMasi-BOJa-Ha-KNCeIe-KOCBEHHOE OTHOIIEHUE.
ITo myTH MPOUCXOMUT HE MPOCTO OOJIBIIOE KOJIMUYECTBO MpeoOpa3oBaHUiA, HO
HEeMpeacTaBUMO 0OJIbIIIOE, TPYAHO KOHTPOJIMPYEMOe, 3aBUCSIIEEe OT MHOXECT-
Ba HE3HAKOMBIX JIIOJIell 1 HEBOCTIPOU3BOAMMBIX (PaKTOPOB KOJIMYECTBO Mpeood-
pa3oBaHUM.

Jpyrue oOiieHaydYHbIe METOIBI — aHAIWU3 U CUHTE3 — TaKXKe MMEIT B 00-
CYXTaeMOU HayKe CBOM OCOOEHHOCTH.

Jeno B TOM, 4TO B IPYrux TEXHUYECKUX HayKax MpPU M3YYeHUU OOBEKTOB
MBI UMEEM JIEJI0 TOJIBKO ¢ O0OBEKTUBHBIMU (DU3MUYECKUMU ITpolieccaMu. 31ech
K€ MBI CTAJIKMBAETCSI CO CBOOOMHON YEJTOBEUECKOM BOJIEl, KOTOpas «3alluTa»
B TaKoll 00BEKT MCCIIeA0BaHUsI, KaK MporpamMma st O9BM. byayun o6bekTom
WCKYCCTBEHHOT'O MPOUCXOXIEHUSI, TporpaMmMa Hec€T B cebe BOJII0 Mporpam-
MUCTA, OTIIEYaTOK €T0 TUYHOCTHU, BHITIOJHSIET €T0 3aMBICJIbI, pEaTU3yeT €ro BU-
neHue. To ecth mporpamMma mist DBM — 3T0 yXe He B MOJTHON Mepe 00beKTUB-
Hasl peaJibHOCTb. XOTS A0 MOJHOLIEHHOTO CyObeKTa — UCKYCCTBEHHOT'O MHTE-
JIEKTa — ei elle AaeKo.

[MosichuM yTBepxxaeHue Ha mpuMepe. M3BeCcTHO, UTO 3JI0YMBIIIJIEHHUK MOT
YCTAaHOBUTH Ha CBOM KOMMBIOTEP IIPOrpaMMy THIIA «JIoOTMYecKas 6oMba*» s
YHUUYTOXEHUS BCE KPUTUUYHOU MH(POPMALIUU TTIPU yTPo3e TonagaHus KOMIb-
oTepa B uyxkue pyku. OHa mgoyKHa cpaboTaTh MPU 3alaHHBIX YCIOBUSX: TIPU
BBITIOJIHEHU Y KAKUX-TO NEeHCTBUI Ha KOMITbIOTEpPE U, HA000pOT, — TP He-
BBITIOJTHEHUM KaKMX-TO HeicTBHii. OcTaBUM ceiiyac 3a CKOOKaMU CTaHIapT-
HBII MeTo[ (OTKJIFOUEHHE KOMIIbIOTepa, U3bSITUE U3 HETO HOCUTE ISl MH(pOpMa-
IIUY ¥ U3yYEHUE €T0 KOTIMHU, YTO JeJIaeT HEBO3MOXHBIM aKTUBALIUIO TTPOTpPaM-
MBbI-00MOBI) U 3a0aAMMCSI BOMTPOCOM: KaK MOXHO OMpeae/uTh YCI0BUS cpaba-
ThIBAHMS TaAKOM IMPOrpaMMBbl ISl ee HeliTpanu3auuu? [lonyMmaB HEeMHOTO, MpU-
XOAWM K BBIBOJY, YTO KJIIOY K NMOHMMAHUIO aJrOpUTMa JAEUCTBUS W YCJIOBUU
cpabaThIBaHUS CEW HEM3BECTHOW MPOTPAMMBI CJIEAYEeT UCKATh UCKIIOUYUTEIb-
HO B rojioBe €€ aBTopa. ToJbKO MOHSB ero 00pa3 MbIc/ieil U 111a0JI0HBI TTOBeIe-
HUsI, MOXHO JOTamaThCs, KaK MoBeneT cebst ero mporpamma. MopmanbHO
nmporpaMma — J1eTepMUHUPOBaHHBIN 00beKT. Ho hakTuecku n3yvaTh ee Ha-
10 yepe3 u3ydyeHune cyowekTa, obyagaroiiero cBoooaoil Boau. To ecTh mpor-
paMMa Kak Obl 06J1aaeT CBOOOI0M BOJIM, BO BCSIKOM CJlydyae, TaKoe JOMyIleHue
OTKpPOET HaM MYThb K €€ MO3HAHUIO.
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Ho pa3Be He BO3HMKAET Ta X€ CUTyallusi ¢ UHBIMU TEXHUYECKUMU YCTPOii-
CcTBaMU, BKJIIo4asg MexaHndeckue? Pa3Be Ha ux paboTy He HaJIOXMIa OTIeda-
TOK JIMYHOCTH co3aatensi? ABTop OepéTrcsl yTBepXaaTh, UTO BBILICONUCAHHAS
0COOEHHOCTh XapaKTepHa JMIIb IJISI YCTPOWCTB, PEATU3YIOIIUX TOBOJIBHO
CJIOXXHBIM aITOPUTM. AJITOPUTM — 3TO KaK pa3 TOT 0OBbEKT, B KOTOPOM U MOXKET
collepXaThCs YacTUUKa «BosnM». Kpome KOMMBIOTEpHBIX TMPOTpaMM, KaKue
yCcTpoiicTBa peanu3ytoT anroputMbl? [IpryeM anropuT™Mbl He TIPUMUTUBHbBIE, a
JIOCTAaTOYHO CJIOXKHbBIE, MHOTOBapUaHTHbIE. TeopeTUYeCKU TaKue YyCTPOHCTBa
MOTYT CYIIIECTBOBaTb, HO B CBOEH XXM3HU aBTOp UX He BcTpevan. [ToaToMy oH
OepeTcs YTBEpPKIaTh, YTO TOJbKO KOMIbIOTEPHbIE MTPOrpaMMBbl 00J1aa10T OITH -
CaHHBIM CBOWCTBOM, TO €CTb MOTYT pacCMaTpUBaTbCs KakK obJyagaroliue yc-
JIOBHO# CBOOOIOM BOJIU.

CneymanbHbie MmeToabl

Hapsiny ¢ obuieHaydHbIMU (hOpeH3UKA MPUMEHSIET U CIIelIMaJlbHble METO-
bl MCCNIeIOBaHUSI, CBOMCTBEHHBIE TOJbKO eil. HazoBeM HeKOTOpbie M3 ITUX
METO/IOB.

e Co3naHue U TIpUMEHEHME CIELUaTU3UPOBAHHBIX KPUMUHATUCTUYECKUX
MHOOPMALIMOHHBIX CUCTEM; TIePEeHACTPOIIKa U UCIIOJIb30BAaHUE B CBOUX I1e-
JISIX CUCTEM JBOWHOTO Ha3HAYeHMUsI.

e Vcnonb3oBaHue B Lies1X OOHAPYXXEHUST WU UCCIEeNOBaHUS 10KA3aTeIbCTB
MyOJIUYHBIX TTOMCKOBBIX cucTeM (Takmx Kak «Google»), a Takke MOUCKO-
BBIX CUCTEM CIELIMAJILHOTO Ha3HaYeHUs (TUma «DUIeJIoH»).

e Co3naHue BUPTYaJbHOM JIMYHOCTU JJIs 1ieJieil MPOBEAEHUS C €€ ITOMOIIbIO
OPM u areHTypHOIi pabOTHI.

o COop xo1I-PyHKIMI U3BECTHBIX (haliJIOB JIsI OTAEIEHUS UX OT (haitaos, co-
IepXalluXx OPUTUHAJBHYIO TOJIb30BaTEJILCKYIO0 MM MOAUGDUIIMPOBAHHYIO
nHdopMaIuio.

o ApXMBUPOBaHUE MOJIHOTO CONEPXKUMOI0 HOCUTENEH IS 1eieil mocenyo-
1IeTO paccieqoBaHUsI BO3MOXHBIX MHIUIEHTOB.

e DMYJIMpPOBaHUE CETEBbIX CEPBUCOB IJISI UCCIIENOBAHUS TTOBEACHUS TOI03-
PUTENBHBIX MTPOTPAMM B JIA0OPAaTOPHBIX YCIOBUSIX.

dopmbl

OOuleHayYHble U CHelUaJlbHble METOIB KOMITBIOTEPHON KpUMUHAJIMUC-
TUKU JOJIKHBI MCIIOJb30BaThCsI B OOph0E C MPECTYNMHOCTHIO B CIAEAYIOLIUX
dopmax.

1. TIpou3BOACTBO KOMIIBIOTEPHO-TEXHMUYECKUX 3KcrepTus. Kpome s1ux,
«POIHBIX» IJig ce0s akcnepTus, UT-cnenuancThl JOMKHB IPUHAMATE ydac-
THE B HEKOTOPBIX APYIMX BUAax 3KcrepTtus. Hampumep, ToBapoBemueckast
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(aKOHOMUYECKas) 9KCIIEPTU3a MO OTNpeAeIeHNI0O CTOUMOCTH MpaB Ha UCIOTb-
3oBaHMe ak3eMiiapa [10. Takas akcrepTH3a COBEPIIEHHO HeoOXoamMa IJist
JIOKa3bIBaHMSI HApYIIeHWs aBTOPCKUX MpaB (4.4. 2 1 3 cT. 146 YK), roe kxBanu-
bunUpyomuM MPU3HAKOM SBJISIETCS CTOMMOCTb KOHTPa(aKTHBIX 3K3eMILIsI-
pPOB WJIW MpaB Ha MCIOJb30BaHMe Tpou3BeAeHUs. [TOHATHO, YTO OOBIYHBIN
9KOHOMMUCT He 3HAKOM C 0COOEHHOCTSIMU LIeHOOOpa30BaHMST Ha IPOTPAMMHBIE
MPOAYKTHI, C CYIIECTBYIOIIEH MPaKTUKON B 3TOM objacTu. [ToaToMy emy Hago
JaTh B MOMOIb 3KcmepTa mo UT.

2. YyacTHe CIelMauCTOB B IPOBEICHUH CIEeICTBEHHBIX AeCTBUI, NMEI0-
IUX OTHOIIEHWEe K KOMMBIOTEPHO MHOOpManuu, — OoObICKa, BBIEMKH, OC-
MOTpa MecTa MpoucliecTBUS U T.O. Hampumep, Takas sneMeHTapHas 3agaya,
KaK BBIKJIIOYEHUE KOMITbIOTEpa, KOTOPBIM TMOMIEXKUT U3bITHIO. HeT omHO3-
HAYHOTro crmocoba BBIKIIOYeHMsI. YTOOBI MPaBUIbHO €T0 BHIKIIOYUTH, HYKHO
MpOaHaJu3UPOBaTh 0OCTOATEILCTBA Jeja, B3BECUTh BEPOSITHOCTU Pa3HBIX CO-
OBITUI M, TOTBKO MCXOMAST U3 3TOTO, U30paTh CIOCOO BHIKJIIOUYEHUSI. A HEKOTO-
pble TUITBI KOMITBIOTEPHOU TEXHUKU BOOOIIE BBHIKIIOUAThH HEJTb3S.

3. Yyactue crienuanucrta B mpoBeaeHnn OPM. HaubGomnee BoctpeboBaHHOE
B 00OcyXImaeMoil 06JJacT MepPOMpPUITHE — CHATUE WHGOPMAMU ¢ TEXHUYEC-
KHX KaHaJIOB CBSI3U — MPOBOAUTCS HE MPOCTO «IIPU YIACTUN», a TOJBKO CAMUM
CTIEIIMATCTOM.

4. YyacTue crieliMajncTa B cyaeOHOM 3acemaHnu. Dta hopMa, MpeaycMOT-
pennas YIIK, craia akTMHBHO MCITOJIb30BAThCS JIUIIB MTPU PACCMOTPEHUU Je]T
MO0 KOMITBIOTEPHBIM TMPECTYIUICHUSIM. B Takmx menax crenualbHble 3HAHUS
TpeOyIoTCs OUeHb YacTo. be3 pa3bsicHeHU clielMaincTa HHOTAa HEBO3MOXHO
MPaBWJILHO TOHATh HE TOJIbKO 3aKJII0UeHWe DKCIepTa, HO TaKXkKe MOoKa3aHUs
CBUIETENIEH, MMeIoIKecs B Jejie CIpaBKU, BOMPOCH yYaCTHUKOB TIpoliecca.
CrieniraicT B 3aJie cya MOXET AeMCTBOBAaTh HaNlogo0uMe MmepeBOIINKa, pa3h-
SICHSIST yJ9aCTHUKaM TIpoliecca 3HAauyeHWsS TEPMUHOB, TOSICHSAS 3HaYeHUE TeX
WV MHBIX TEXHUYECKUX JdeTajleil U TaK Jajee.

5. CHaOXeHWe ONepaTUBHBIX paOOTHUKOB M CliefoBaTeIell TEXHUIECKUMU
CcpeacTBaMM, KOTOphIEe Teé MOTYT MCITOJIb30BaTh B pab0Te CaMOCTOATEIbHO, 63
y4acTHs CHELMaTnCTa.

6. ObydeHue Mob30BaTeNe U TEXHUUECKUX CIEMATUCTOB MPEeANPUATHI
(TO eCcTb MOTEHIMATbHBIX TMOTEPIEBIINX) MeTOdaM MEePBUYHOM (PUKCcALIMU
HU(PPOBBIX TOKA3aTeNIbCTB, UX MPEIOXPAHEHUST OT YHUUTOXEHUS. 3HAUNTETb-
Hasl 9aCTh KOMITbIOTEPHBIX MPECTYIUIEHUI 0CTaeTCs HEPACKPHITOM TOJHKO 13-
3a TOTO, YTO ONepaTop MHMPOPMAILMOHHON CHCTEMBI, KOTOpasl cTaja LeJbio
3JIOYMBIIIJIEHHUKA, He M03a00TUICS O cOepeXXeHUH JTOTOB*, 3JIEKTPOHHBIX CO-
OOIIEHUI, MCIOJIb30BAHHBIX TMPOrpaMM M MHBIX TMOTEHIUATbHBIX J0Ka3a-
TeJlbCcTB. JINGO He 3HaJ, KaK UX MPaBUJILHO cOepedb, UTOOHI B TallbHEIIEM Ta-
KHe I0Ka3aTeJIbCTBA UMENIU CUTY, T160 BOOOIIEe He TTOA03peBal O CyIeCTBOBA-
HUM HEKOTOPBIX HU(PPOBBIX CIEIOB.
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MpuBneueHMne CNEYUNaANMUCTOB

CriemajucT WJin 3KCIepT JOJKEH TMPUBJIEKATbCS K paccieloBaHUIO WU
npoBeaeHuio OPM B Tex ciydasix, Korma TpeOylOTCsl ClielMalbHble 3HAHUS
(«crienuagbHbIe TTO3HAHUSI» B TEPMUHOJIOTUY npeabiayiieii penakuuu YI1K) B
KaKoi-JM00 006J1acTH.

HecMmotpst Ha moBceMecTHOE pacIlpoCcTpaHeHUEe KOMITbIOTEPHO TEXHUKH,
3HaHUS 00 3TOI TeXHUKE HEe PaclpoCTPaHSIIOTCS BCJE 3a HEeil, CTOJb XKe MOB-
CEMECTHO.

CoBpemeHHas napagurma MU T npenycmaTpuBaeT oTuyXaeHUE MOJb30BaTE-
JIs OT yrnpaBieHus1 pabotoit DBM. Pa3Butue uaer B HanpaBieHUN BCE OOJIb-
1rero u 6oJiblIero abcTparupoBaHUs MOJb30BaTEIbCKOTO UHTEPdeiica OT Ipo-
eccoB B kommnbiorepe. IToab3oBarens 1960-x u 1970-x rogoB MbICAMI OaiiTa-
MU U Jjornyeckumu onepanusiMu. [lonp3zoBarens 1980-x — cumBosiamu u daii-
namu. ITonp3osarens 1990-x — oKHaMM, «MallKaMKi» U COOBITUAMU. B TekyiieMm
NeCATUICTUN TUITMIHBINA MMOJIb30BaTe b IyMaeT TAKUMU 00beKTaMM, KaK «I0-
KyMEHT» U «pabouuii ctos». To ecTh ST UAEaIbHOTO T0JIb30BaTe I HUKAKMX
CTelMaNbHBIX 3HAHUM 0 BHYTPEHHUX TMPOIeccaX B BEIYMCIUTEIbHON TEXHUKE
He TpedyeTtcs.

KpuMmunanuctuyeckoe xe ucclienoBaHue MpeanoiaraeT Kak pa3 riaiybokoe
MMPOHUKHOBEHME B CYTh MIPOLIECCOB, MPOUCXOAIIINX B DBM M KOMITBIOTEPHBIX
ceTsax. Yem ray0xe morpyxaeTcsl MccieoBaTeNb B MOAPOOHOCTU (PyHKIITMOHM-
poBaHMsI, TeM OOJIbIIle OH OOHAPYXWBAET CJAEI0B ACHCTBUI IMOJIb30BATES.

K mpumepy, olieHuBas cienbl MpU MPOCMOTpPE TOJIb30BaTeleM Beb-caliTa,
HecTneluaanucT (CKaxeM, CJIeI0BaTelb) MOXET 3aKJIIOYUTh, UTO CJIeAbl (JoKa-
3aTeJIbCTBA) CJIENYyeT UCKATh B JBYX MECTaX — Ha MEePCOHATbHOM KOMITbIOTEPE
MMOJIb30BaTE/Isl U Ha cepBepe, Ha KOTOPOM pacIloioXeH BeO-caiiT. U ato Oymer
omubkoii. He obnamas 3HaHMAMM, TIyOXe ONpENeJICeHHOTO, TMOJIOXXKEHHOTO
IUTST TIOJIb30BATEJIsl YPOBHSI, CJIeoBaTelb YIYyCKaeT M3 BUIY oOpallleHue K
DNS-pe3onBepy nmojib30BaTesisl, a TakKxKe peKypCHUBHBIE 00palieHus 3TOTO pe-
3o0JiBepa K HecKoabkuM DNS-cepBepaMm. Takue obGpaiieHus MOTYT JOTUPO-
BaTbCI M CIYXUTb MOJTHOIEHHBIMU (TO €CTh He KOCBEHHBIMU, HE HOTOJTHU-
TeJIbHBIMU, a BIIOJIHE CAaMOCTOSITEJIbHBIMHM) J10Ka3aTeJbCTBAMM TMOCEIIEHUS
onpeaeseHHON BeO-cTpaHulbl. Ellle necaTok BUIOB CleA0B MPU TaKOM MPOC-
TOM JICICTBUM, KaK ITPOCMOTP BeO-CTpaHUIIbI, IIepedunciieH B riaBe «Mcciemno-
BaHUeE JIOTOB BeO-cepBepa» pasnena 2.

ABTOp moJiaraeT, 4to Mpu J06bix OPM mMiu cieacTBEHHBIX OEWCTBUSIX,
CBSI3aHHBIX C KOMIIbIOTEpPHOW HMHMOpMalMeii, MpUBJIeUeHUE CcIieluaiucTa
ob6s13aTenbHO. 60 cnenimanbHbie 3HaHUS B chepe YT mo3BosiioT BUAETH He-
OYEeBUIHOE, HAXOAUTH OECClIeHO MpoTaBliee U 0OMaHbIBaTh 0€301IMO0YHOE.
M monyTHO elile orpoBepraTh BCe YTBEPXKACHUS U3 «MHCTPYKILIUU IJIsI TTOJIb30-
BaTeJisi», 10O OOBIUHBIN CpelHEeKBaIM(GUIIMPOBAHHBIN MOJb30BaTe/Ib paboTaeT
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C KOMITPIOTEPOM Ha OIpejieeHHOM, MpelHa3HauYeHHOM JIsi HEro ypoBHe, a
BCE, UTO IIIy0Ke, EMYy 3HATh «HE MOJIOKEHO».

Xaxepot na cayncoe?

OTaenbHOTO pa3roBopa 3acJyXKMBAEeT TeMa IMPUBJICYEHUST KUOEpIpecTym-
HUKOB JUJISI TIPOTUBOAEUCTBUS IPYTUM KMOEpIpecTyMHUKAM — B KauecTBe pa-
OOTHUKOB CJIYX0 MHGPOPMAIIMOHHOU 0e30MacHOCTU WJIM JaXe COTPYAHUKOB
MMPaBOOXPAHUTEIbHBIX OPTAHOB.

Tot, KTO cOBepIIaeT MPEeCTYIUICHUS], KOHEYHO e, XOPOIIo MpPeACTaBsIeT
cebe MEeTO/Ibl MX COBEPIIEHUS, JyUIlle BUAUT BO3MOXHOCTH, YSI3BUMOCTH, 3Ha-
€T MCHUXOJIOTUIO KMOEPIPECTYITHUKOB, OPUEHTUPYETCS Ha YePHOM PBIHKE CO-
OTBETCTBYIOIIUX YCJIYT. DTUM OH IIeHeH JJIsI 60pbOBI C MPECTYITHOCTHIO, CBOU-
MU 3HAHUSMMU.

Ho 3nHanust — neno HaxknuBHoe. OOYYHUTH COOTBETCTBYIOIIEH CIlelIMalbHOC-
TH MOXHO ITOYTH JIIOOOTO 4eJ0BeKa, 0COOEHHBIX CIIOCOOHOCTE! TyT HE Tpedy-
ercs.

Kpome 3HaHMii KUOEPNpeCcTyMHUK OTIMYAETCS TaKXe CIelUupUIeCKUMU
HaAKJIOHHOCTSIMU. B MX unciio BXOAUT HETIpUATHE MHOTUX COLIMAJIbHBIX MHCTU -
TYTOB, TIpeHeOpeXXeHe MHTepecaMU MHBIX JIUI U o01iecTBa B 1iesoM. MHoTIA
TakXke IMaToJ0rnyeckasi CKIIOHHOCTb K aHTUCOIIMaJIbHOMY TToBeneHuo [W27].
Ecnu 3HaHMSAM MOXHO OOYyYUTh, TO MOAOOHBIM HAKIOHHOCTSIM HEBO3MOXHO
«pa3yuyuTh» yeaoBeka. MMeHHO MO3TOMY HUT/E B MUpPE Ha CIYK0y B ITPaBOOX-
paHUTENIbHBIE OpraHbl He OepyT MPEeCTYMHUKOB, Aaxe OBIBIIMX (BO BCSIKOM
cllydyae, aBTOpY TakKas TpakKTHKa He M3BecTHa). X MCIONb3yIOT B KauyecTBe
areHTOB WJIM KOHCYJIbTAaHTOB, HO He OoJice.

®paniy3ckas yrojoBHas moauius «CoopTs» CUMTAeTCsT CaMOil TepBOil B
MUpEe CIyxX00il yroaoBHOTO po3bicka. Ee ocHoBaTellb M MepBbIi pyKOBOIM-
Telb, DxkeH-Ppancya Bumok GBI MHOTOKPATHO CYIUMBIM MpodeCcCUOoHab-
HBIM BopoM. U mepBBIii 1ITAT, KOTOPBI OH HaOpaj, TakXe LEeJIUKOM COCTOS
U3 OBIBIIUX TPO(PECCUOHANBHBIX TMPECTYITHUKOB [68]. PesymbTaThl paGoOThHI
nmoapazaeneHus: Bumoka Brevatisiin. Takoil cTaTUCTUKON pacKpBITBHIX Tpec-
TYTUIEHUI, KakK y Hero (811 pacKpbIThIX TIPpEeCTYIJIeHU# B Tol Ha 12 yelloBeK),
He MoIJla IToXBacTaThCcs HU OfHa crelcayx6a Hu B XIX, Hu B XX Beke. DT0,
moxasnyi, eMTMHCTBEHHBI yIaYHbI MPpUMEpP NMPUBIIEYEHUS! OBIBIIMX YTrOJIOB-
HUKOB Ha IMPaBOOXPaHUTEbHYIO CIyXkO0y. s BceX MOCIeayIOIIMX MOJIUTH-
YEeCKHMX U TOCYIapCTBEHHBIX JIeSITeNIEN JTOSIIBHOCTD MOJUIIMK OblJ1a HECPAaBHEH-
HO BaxHeill ee apdexkTuBHocTH. BripoueM, u 3¢phHEeKTUBHOCTD CIIYKObI ObIB-
IIUX TPECTYMHUKOB TaKXe MHOTAa CTABUTCS MO COMHEHUE.

ABTOp TakXe B CBO€ BpeMsl OTAasl JOJKHOe 3Toit uaee. Ho pesyabraThl mmo-
KCKa BO3MOXHOCTE! MpPUBJIEUYEHUST XaKEPOB K AESATEbHOCTH 10 3alllUTe WH-
dopmanMu okazaauch HEeyIOBAETBOPUTEIbHBIMU. OKa3aaoCh, UTO Cpeau Ku-
OeprpecTyMHUKOB MOMPOCTY HET AOCTATOYHO KBaTW(UIIMPOBAHHBIX KaJIpOB.
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3apruiata psimoBoro crucagMuHa B Mockse B 1999 roay Oblia B pa3sl BBIIIIE, YEM
cpedHUil HOXOoHA chaMmepa®, BUpycCOIMcaTelds MJIU WHTEPHET-MOIIEHHMKA.
(TlpaBma, ¢ KapamepamMu™ cuTyauust OblJla MHasA, HO JJISI 9TOH KPUMUHAJIbHOM
npodeccun 0coOble TeXHUYEeCKUe HABBIKM U He TpeOyiloTcs.) MHbIMU clioBa-
MU, MHOTO BBITOJHEE OBITh 3aKOHOIOCAYIIHBIM. C TeX MOp CUTYyalLus U3MEHU-
nack. KomndecTBO AeHET M MHBIX MaTepuaJbHBIX MHTepecoB B MHTepHeTe (B
YaCTHOCTH, B POCCUICKOM €T0 CerMEeHTe) CHIIbHO Bo3pocyio. HeiHe pemeciio
KMOEpNpPEeCTYIMTHMKA YK€ B COCTOSSHMM NMPOKOPMUTHL XOPOLIEro CIIeLMalucTa.
IpaBna, U cpeaHUe TOXOAbl YECTHOTO OHJAaHOBOTO OM3HECMeHa TaKXe BbI-
pocnu.

Tem He MeHee aBTOpP COTJIACEH C OOMIECMIPUHSATHIM MHEHHEM, UTO MPUBJIE-
KaTb KUOEpHpPeCTYNHUKOB JJisI GOpbOBI ¢ KMOEPIPECTYIMHOCTHIO JOMYCTUMO
JIMIIbL B KAYECTBE OCBEIOMUTENIEH, B KpaiiHEM Cilydyae — KOHCYJIbTAHTOB.

BoBneueHMe OOLeCTBEHHOCTH

Jla He CMYTHUT YATATENS 3TOT 3aTOJOBOK, CO3BYYHBIN ¢ MYyCTHIMU MpOITaraH-
MUCTCKUMHM 3aKJIMHAHUSIMU COBETCKUX BpeMeH. Peub moiiaeT o coBceM Ipyrom
BOBJICYEHUHM IPYTOI OOIIECTBEHHOCTH.

Jns paccienoBaHUSI KOMITbIOTEPHBIX MPECTYIJIEHU HEOOXOAUMO COTPYI-
HUYECTBO CO CTOPOHBI MOTEPIIEBIIET0, a TAKXe CO CTOPOHBI cBUAeTeneit. He-
00X0IMMO KaK-TO y3HaTh O caMOM (haKTe COBepIICHUS pecTyIaeHus. B psame
cllydyaeB HEOOXOAUMO MONYYUTh O(UILIMATbHOE 3asBJIeHNE OT MOTEPIEeBIIETO.

CBUIETEIN U TTOTEPIEBIINE 11T KOMITbIOTEPHBIX MPECTYIICHUI — 3TO Ya-
e Bcero noyibdoBatenn DBM u nmpodeccunonanbHbie UT-cnienmanuctel. [1o-
TEePHEBIIMM TaKKe YacTO SBISIOTCS MPEANPUSITUS, OT JIMIA KOTOPBIX MPUHU-
MatoT pemeHus te xXe UT-crieumanucrsl. Ho cpean maHHO KaTeropuu rpax-
JIaH He TIPUHSITO 00pamaThCcs B MPaBOOXPAHUTEIbHBIE OPTaHBI IO TTOBOIY MH-
LIUACHTOB Oe3omacHoCTH. M, HapoTHUB, TIpU 0OpaIlleHUU OPTaHOB K HUM OHU
HE CKJIOHHHI Cpa3y UATH Ha COTPYAHUYECTBO, CTAPAIOTCS YKIOHUTHCS OT Ja9u
MOKa3aHW ¥ He OXUAAIOT HUYEro XOPOIIEro OT TAKOTO B3aMMOIEHCTBUS.

CTaTHCTUKA OMPOCOB FOBOPUT HaM, 4TO 10 80% MHIMIEHTOB 6e30MacHOC-
TH MOTIPOCTY CKPBIBAETCS COTPYIHUKAMU JaXe OT CBOETO HayaJlbCTBa, HE TO-
BOPS yX€ O MPaBOOXPAHUTEIbHBIX OpTaHax.

Obwecmeennvle césasu (nuap)

ITone3HoCcTh OOINECTBEHHBIX CBSA3EM TSI PACKPBITUS, pacclieloBaHUs, a
TakXe MpeaynpekaecHUs MPeCTYIUICHUI yXKe HUKEM He CTaBUTCS TOJ COMHe-
HUe. B OTHOIIEHNY KOMITBIOTEPHBIX TTPECTYIIEHU ! TaKoe YyTBEPKACHUE TaKXKe
cnpaBeninBo. OcCOOEHHOCTh B TOM, UTO ayauTopusi TpanuumoHHbix CMU He
BIIOJTHE COOTBETCTBYET MHTEPECYIOLIEH HAac cieM(PUIecKoit TpyTIe — KOpIo-
patuBHble U T-cnienmanucThl, Beayie 6usHec B MHTepHeTe mpeanpuHUMa-
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TEeJIM U TIPOCThIE MOJb30BATENIM MEPCOHANBHBIX KOMITbIOTepOoB. st adpdex-
TUBHOTO B3aUMOJENCTBUS C 3TO aymUTOpHEN 11eJieco00pa3HO MCIOIb30BaTh
WHEIe cpencTtBa — ceteBole CMMU, 61orH, MHTEpHET-peKIaMy.

B razerax u teyienepenavyax 10BOJbHO YaCTO pPacCKa3bIBaeTCSI O COBEPIIEH-
HBIX M PACKPBITHIX MPECTYIICHUAX. DTU MyOJIMKAIlMY BBI3BIBAIOT UHTEPEC YM-
TaTeseit u 3puteneit. [1oab3ysich TaAKUM MHTEPECOM, TPABOOXPAHUTEIbHBIE OP-
raHbl TIPOBOMASIT COOCTBEHHBIE MUap-MeponpusaTusi. Ho korna B cieuunpuuec-
kux oHyaiiHOBBIX* CMMUW myb6nukyercs coobileHMe 0 KaKOM-JIM00 KOMIIbIO-
TEPHOM TIPECTYIJIEHUU WV MHTEPBBIO C MpPEACTaBUTEIEM TTPaBOOXPaHUTEb-
HBIX OPTraHOB Ha TeMY KHOEPIIPEeCTyITHOCTH, peaKIvs ayTuTOpUr ObIBaeT U He-
TaTUBHOM. ABTOpP U3YyYUJI AECSATKU MOAOOHBIX IMyOIUKAIIUI ¢ KOMMEHTApUSIMU
Ha Hux. [To10XNUTETbHBIX U HEUTPAIbHBIX OT3BIBOB — HUYTOXHOE KOJIUYECT-
Bo. BonbmmHCTBO KOMMeHTapueB JUOO pyraTejibHble, MO0 eXUaHbIE, MO0
yKa3blBalolIKe Ha HEKOMIIETEHTHOCTh UCTOUHMKA B TOM MJIM MHOM TeXHUYEC-
KoM Boripoce. CoBepIlIeHHO OUY€BUAHO, YTO MUAP-CTPATETUs ST OHJIaiHOBBIX
CMMU B oTHOIIEHUN KOMMBIOTEPHBIX MPECTYIJICHUN OJIKHA OBITH UMHOM, HE
TaKoM Xe, Kak st TpanuiimoHHbix CMU B OTHOIIEHUW TPaIUIIMOHHBIX MTpec-
tyruieHuit. Crieunduka aynuTopuu (BbicoKasi KBaTUGUKAIU B TEXHUIECKUX
BOTIpOCax) M crenuduka cnocodba KOMMYHUKAIUU (MOMEHTaIbHbIE KOMMEH-
Tapuu) TpeOYIT 0coOOTO MOAX0a.

ITlomepneeswuii

Bo MHorux ciydasix ojsi pacciieoBaHUSI KOMIBbIOTEPHOTO TIPECTYIJICHUS
ObIBaeT OYEHB IMOJIE3HO TPUBJIEYb MTOTEPIIEBIIETO.

Kiaccuyeckasi BUKTUMOJIOTUSI HE CKJIOHHA OblJ1a paccMaTpUBaTh IMOTEp-
MEBIIEro KaK OMOpy CJECACTBUS U UCTOYHUK CYIIECTBEHHOM IMoMoIIu (3a UCK-
JIIoYeHueM TipenocTtaBieHuss MH@opmamnuu). CoBpeMeHHass BUKTUMOJIOTHS
CMeHMJIA TOYKY 3peHus [62, 63]. KepTBa mpecTyIieHUs, OKa3bIBAeTCS, UMEET
XOPOUIMI MOTEHIIMA U MOTUBAIIUIO JUISI aKTUBHBIX neficTBUiA. ClieICTBUIO ObI-
JIo OBl HEpa3yMHO HE MCIOJb30BaTh 3TU BO3MOXHOCTU. B pamkax 3akoHa, ec-
TecTBeHHO. HbIHe 3apyOekHbie KpUMUHOJOTH PEKOMEHAYIOT MPUBJIeKaTh MO~
TEePIIEeBIIETO K aKTUBHBIM JEMUCTBUSIM TI0 pacciieIOBaHUIO KaK JaHHOTO, TaK U
NPYTUX aHAJOTUYHBIX MPECTYILICHU.

CkazaHHOE BBIIIIE KacaeTcsl TPaAUIIMOHHBIX, HE KOMITBIOTEPHBIX TIPECTYII-
JICHUiA. A B HallleM cJiydae MoJIe3HOCTb IMOTEPIIEBILEr0 MOXKET OBbITh €l11e BhILIE.
JIyist HempaBOMEPHOTO JOCTYIa K KOMIIbIOTEPHO MH(GOPMAalLlMK, KOPIOPaTUB-
HOT'0 MOIIIEHHUYECTBA, KapAepCTBa U HEKOTOPBIX APYTUX BHICOKOTEXHOJIOTUY-
HBIX BUAOB MMPECTYIUICHUI ToTeprieBiIne (MM pabOTHUKU MPEATPUSTUS-TIO-
TEepPIEeBILIEro) MMEIOT AOCTATOYHO BBICOKYIO KBaiudukauuiwo B obigactu UT.
Yacto 3Ta KBanMbUKaLMs BbIllIe, YeM Y COTPYJIHUKOB MPAaBOOXPaHUTEIbHBIX
OpraHoB, KOTOpbIE€ 3aHUMAaKTCS paccienoBaHueM. Kpome kBanudukanuum
€CTb U MOTHBAIUSI.
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ABTOpP HEOZHOKPATHO CTaJKMBAJCS C CUTyallMell, Koraa PYKOBOIUTEIb
¢dupMbI, MOCTpamaBiieid OT AEWCTBUI Kapaepa*, acCUTHOBaJ 3HAYUTEJIbHBIE
CcpencTBa, YTOObI CONEICTBOBATh MPUBJICYEHNIO BUHOBHOTO K OTBETCTBEHHOC-
Ti. BoBce He MOTOMY, UTO HaJesICsl MOJYUYUTh C OCYXAEHHOTO MPEeCTYMHUKA
KOMIIEHCAIIUIO TIPUYMHEHHOTO yiep6a. DTo aaneko He TJaBHbIA MOTUB. O1-
paBaaThcs TMepen KJIMeHTaMU, KOTOpbie JOBEPUJIM CBOM TEepCOHaJbHbBIC IaH-
Hble, TIepea aKIMoHepaMu, Tepel MmapTHepaMu, KOMIIEHCUPOBaTh yiiepo ne-
JIOBOM pemyTtanuu ¢hpupMbl. [IpeqoTBpaTUTh BO3MOXHBIE PELIUANBLI NI MECTh
3JI0YMBIIIIJIEHHUKA, KOTOPBI ocTancs Oe3Haka3zaHHBIM. Bc€ 3To 3acramiser
MoTepreBIIee MpeAnpusITUe MpeajgaraTb CBOW MOMOIIb CIEACTBUI0 — UHGOP-
MalMeit, TeXHUKOM, CrelaiucTaMy, pa3HbIMU YCIyraMu.

dusnyeckue JTUIa, OKAa3bIBaBIIMECS MOTEPIEBITNMI, TAKKe CKIOHHBI CO-
neicTBOBaTh OOHAPYXEHUIO MPEeCTYMHUKA. ABTOPY HEOJHOKPATHO TPUXOIM-
JIOCh yroBapuBaTh noctpafgaBimnx UT-crnenmanucToB oTka3aTbCsl OT CaMOCTO-
SITeJIbHOTO TIOMCKAa U HaKa3aHUS MPECTYIMHUKA, YeM OHM HaMepeBaluCh 3a-
HSIThCSI, HEe BepsI B BO3MOXHOCTHU MPaBOOXPAHUTENbHBIX OPTAHOB MJIM IIPOCTO
He BCIIOMUHAs 00 MX cyllecTBOBaHMU. BbIBanu ciiyyau, Koraa Takoi crienua-
JIMCT HE TIPOCTO OKa3bIBaj MOMOIb MUJIUIIMU, a (PAKTUYECKU TPETIOJTHOCHIT
UM Ha OJIIoZIeYKe pacKphITOe MPEeCTYIIEHNUE.

Ponb IKCNEePTHO-KPUMMUHANIMCTUHECKMNX nonpasnenenuﬁ

Kax MoxXHO TOHATHL U3 TiaBbl «[IpuBIedYeHre CIIEMATUCTOB», POJIb CIie-
LIMAJIMCTOB U DKCMEPTOB MPU PACKPBITUU U pacciieOBaHUN KOMITbIOTEPHBIX
MPECTYIUICHUI sIBIsIETCS KJIIoYeBO. be3 Mx ywacTtus pacciienoBaTthb Takoe
MPeCTyMIeHUe HEBO3MOXHO BOOOIIIE.

OCco6eHHOCTh COCTOUT B TOM, YTO 3KCIEPTHO-KPUMUHAIUCTUUYECKHE TTOM-
pasnesieHus MPaBOOXPAHUTENbHBIX OPraHOB TaKMX CIEIIMATUCTOB HE MMEIOT.
B Tekyumux ycnoBusix MuHuManbHas 3apruiata UT crienuanucra «Ha rpaxxiaH-
Ke» B pa3bl MpPEBbIIIAeT MaKCUMAJIbHYIO 3apIjiaTy COTPYAHMKA KCIEPTHO-
KPUMUHAJUCTUYECKOTO MOoApa3ae/eHUsI B OpraHaX BHYTPEHHUX JeJl, I0CTULIUYN
i ®CB. Crapbix Xe KaapoB, Ha KOTOPBIX JepXaTcs ApYyTHe HaIpaBIeHUS
KPUMUHATUCTUKHU, IJIST (POPEH3UKHU TTOTIPOCTY HE CYIIECTBYET, MMOCKOJIBKY 00-
cyxjaemasi oTpacib 3HaHMSI caMa Mo cede 0YeHb MOJIoja.

HomuHanbHOE cyliecTBOBaHME MOApa3ie]eHuii KOMIBIOTEPHO-TEXHUYEC-
KO 3KcrepTu3bl B HeKoTopbix DKY MoXkeT BBeCTH KOro-To B 3abJiyXIeHue,
HO TOJILKO JIO TIEPBOI BCTPEUYU C STUMU HOMUHAJbHBIMU «9KCTEPTAMU» WU UX
TpydaMu.

BbIxoa cocTOUT B NMpUBJIEYEHUN K pacciefOBaHUIO TPaXIaHCKUX crelra-
JIUCTOB U KCMEPTOB U3 UMca COTPYIHUKOB OMEPATOPOB CBSI3U, MPOTrpaMMUC-
TOB, MHXEHEPOB MO0 KOMMYHUKAIIMOHHOMY O0OpYIOBaHUIO, CUCTEMHBIX ajl-
MUHUCTPATOPOB. MHOTME U3 HUX TOTOBBI COTPYIHUYATh C OpraHaMU BHYTPEH-
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HUX JIeJ1 COBCEM 0€3BO3ME3IHO WM 3a... CKaXXeM TaK, Ha UHbIX B3AUMHO MpPU-
eMJIEMBIX YCTOBUSIX.

Heuto Bpoae 3KCIepTHO-KPUMUHAIMCTUYECKUX OTAEIOB CYIIECTBYET B
HEKOTOPBIX KOMMEPYECKUX OpraHU3alusIX, KOTOPbIM YacTO MPUXOIUTCS TIPO-
BOJUTH paccliieoBaHUs MHUUIEHTOB 0€30MTaCHOCTH UM KOTOPbIE CIELMaIu-
3UPYIOTCS Ha MIPOBEACHUM IKCIEPTU3 10 TPAXKIAaHCKUM JiejIaM.

IraTteiM xe DKO cTouT mopyyarh JIMIIbL MPOCTEHIINE, TUTTOBbIE BUIbI
KOMITBIOTEPHBIX 9KCHEPTU3, IJIsI KOTOPBIX €CTh TOTOBBIE aJITOPUTMBI AEHCTBUI
1 00pasiibl 3aKII0YEHUIA.

CoBpemeHHOE COCTONIHME

B pa3BuThIX cTpaHax opeH3MKa KaK MPUKJIagHas HayKa CyIIeCTBYeT MO~
HOILIEHHO: U3JaH PAI HAyYHBIX TPYIOB, UMEIOTCS Kadenpbl U ydeOHbIe KYPCHI,
MpakTUYecKrue pPabOTHUKU TMPU PACKPHITUM KOMITBIOTEPHBIX MPECTYIICHUMA
00s13aHBI CIeA0BAaTh OPUIIMATHLHBIM PEKOMEHIAIIUAM, HATUCAHHBIM COOTBET-
CTBYIOIIMMH cIleaanucTamMu [7].

B npouux (He OTHOCSIIIUXCS K Pa3BUTBIM) CTpaHaX (hOpeH3MKa HaXOIUTCS
IMoKa B 3a4aTOYHOM COCTOSTHUU. PoccHst MpUHAMIEXUT K YMCTY TAKOBBIX. B TO
Xe BpeMs Ka4eCTBeHHbIE XapaKTePUCTHUKU POCCUMCKUX KOMIBIOTEPHBIX CIie-
LIMAJIUCTOB HAXOASTCS Ha TTepel0BOM YPOBHE, HE YCTyIast pa3BUTHLIM CTpaHaM.
OCco06eHHOCTH COBETCKOI CUCTEMBI BBHICIIEr0 0Opa3oBaHUs, OCOOEHHO €€ MC-
ClIe0BaTEeIbCKUI YKIOH B TMOATOTOBKE KaapoB, MPUBEIH K TOMY, UYTO POC-
CUICKUe CIEeUMaTUCThl OTIMYAIOTCS OT 3alaJHbIX KPeaTUBHOCTHIO, CIIOCO0-
HOCTBIO OBICTPO OCBAaMBAaTh HOBBIE 3HAHUS, KDUTUYHOCTBIO MBIIIJIEHUS] — 3TO
KaK pa3 To, 4TO TpeOyeTcs AJIsl YCIEeITHOTO COBEPIIEHUS] KOMITBIOTEPHBIX IPeC-
TYIJIEHUM U UX PACKPBITHSI.

OmHako MpUBJIeYeHHE TaKUX CIEIMATUCTOB Ha CIIyXOy B MpaBOOXpaHU-
TeJIbHbIE OPTAaHbI WJIM Ha paGoOTy B HayYHble KPUMUHATUCTUICCKIE YIpeXKIe-
HUsI CUJIBHO 3aTpyaHeHO. Bo-MepBhIX, yXXe yIMOMUHAaBIIascsad HU3Kas oIuiaTa
mo cpaBHeHUIO ¢ U T-KoMnaHusIMU. Bo-BTOPBIX, B KAKOW-TO Mepe €CTECTBEH-
Has MHEPTHOCTb HAYYHBIX KPYTOB U MeIJIEHHAs CMeHa MOKOJIEHUI B HAYYHOM!
U BEJOMCTBEHHON MepapxXxuu. Bce 3To He MO3BOJISIET HOBBIM CIleIMaNCTaM
BIIUTHCS B KPpUMUHATUCTUIECKYIO HAyKYy, a YXKe CYIIeCTBYIOIIe paGOTHUKH He
B COCTOSTHUU TIepeKBATUGUIINPOBATHCS.

XapakTepHbIii TpuMep. HekoTopoe BpeMs Ha3aa 3HaKOMEBI aBTOpa YBO-
JIUJICSI U3 OPTaHOB BHYTPEHHUX JIEJT, TIe OH CIYXWJI OTIEpYyTOTHOMOYEHHBIM B
ynpasieHun «K» (panee — YBIICBT) oxgHoro u3 cyonektoB ®epepamun. OH
TAaBHO yXe XaJloBaJicsl Ha CJIYKO0y, P 3TOM OCHOBHAsI TIPETEH3US COCTOSIIa B
TOM, YTO BCE COTPYIHUKU YIIPaBIeHMsI, KpOMe HETO, pa30upaluch B KOMITbIO-
TepHOI MH(pOpMALIMKU KpaiiHe citabo. B pesynbTaTe 3TOT 3HAKOMEIN aBTOpa
BCIO paboTy OT/Ae/ia UCTIOJNHSJI caM M B Harpajay BBICAYIIMBAI HEKOMITETEHT-
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HbIe YIIpeKU HavajdbCcTBa. BripoueM, HayaJdbHUK, HalO OTIAATh €My JOJIXHOE,
XOTS Y He TIOHMMaJ B KOMITbIOTepax, XOTSI ¥ MMOPYTUBaJI, HO He JaBajl B 0OUay
CBOUX IMMOAYMHEHHBIX 00JIee BEICOKOMY HadajlbCTBY, ITpokypaTtype u YCB. Jlo-
CUIeB HAKOHEII 10 MIEHCUU, OH yimes. [ToHITHO, YTO pacCYMTHIBATh Ha MOBHI-
IMeHWe eIMHCTBEHHOMY IPAMOTHOMY CIEIUaJIUCTy HE CTOWUJIO — HE BBICIY-
KHJT TIOJIOXKEHHOTO cpoka. IIpuciiaim HOBOTO HavYaJdbHUKA. DTO OBLT cTaphbiid
U OTIBITHBIN Kagap. XOpoIlo 3apeKOMEHIOBABIINYI ceOs1 Ha MpeAlleCcTBYOMei
MOJDKHOCTM — KOMaHIMpa KOHBOWHOTO OaTajlibOHA. YUUTHIBAsI, UTO A0 TEH-
CUM €My OCTaBaJIOCh €llle J0JITO, 3HAKOMBIN C COXaJTeHUEM TMOKUHYJ CIyXO0Y,
mocie yero B 3ToM «K» He ocTanmoch BooGIe HU OJHOTO COTPYAHUKA, 3HAIO-
mero, 4yto Takoe IP-anpec.

H3yyeHne MMeIOIIMXCS TPYAOB B JAHHOW 00JIACTH MMOKA3aJio, YTO 3HAUU-
Mble KHUTU IO KOMITBIOTEPHOW KPUMHMHAIUCTUKE H3HABAaJUCh TOJBKO B
CIOA (cMm. cnucok nutepatypbl). Ha pycckom s3bIKe BBIILIO HECKOIbKO
MeJKux pa6or [8, 9, 10], Mpu YTEHUU KOTOPHIX aBTOP MOCTOSIHHO UCITBIThIBAJ
9KCTpeMaJibHble SMOUUU: HaJ IOpUANYECKON UX YacThIO TTaKajl, HaJd TeXHU-
yeckoit — cmesuicsa. Korma, Hampumep, aTpuOyToM ¢aiia Ha3BIBAlOT «pac-
IIMpEeHUE, TO €CTh IpUMeYaHue, cojepxkaliee He Ooee TpeX CUMBOJIOB», 3TO
cMmemHo. Ho korma cpeacTBo 06Xoma TEXHUYECKUX CPEICTB 3alIUThl aBTOPC-
kux mpaB (cT. 48.1 30AIl) o0bsBASAIOT BpeJOHOCHOM TporpamMMoit (ct. 273
VYK) — aT0 rpycTHO, U aBTOp caM B Tepuoa pabOThl Hal KHUTOW BUAET Ha
cKaMbe MOACYIMMBIX HE OIWH OECATOK JIoIell, MOTJIaTUBIINXCSA COOCTBEH-
HOW cynb0OI 3a TaKyl0 BOJIbHYIO TPaKTOBKY 3aKOHOIATEIbCTBA OTEYECTBEH-
HBIMU «KPUMUHAJIUCTAMU».

BepHeMcsT K COBpeMEeHHOMY COCTOSTHUIO (hopeH3UKU. OTHUM M3 IMoKa3aTe-
JIell pa3BUTUS SIBISIETCSI CEPUMHBIN BHITTYCK TEXHUKHM W MTPOrPaMMHOT0 0b6ec-
MeYeHs, CIeUMaabHO TpeAHa3HauYeHHBIX IJisI cOopa IOKa3aTeNlbCTB, IJIs
obecrnevyeHNs LEeJOCTHOCTU TaHHBIX MPU U3BATUU U UCCIeTOBAaHUU, IJIs APY-
TUX MOJOOHBIX XapaKTepHBIX 3a1a4. HoMeHKIaTypa MOT0OHBIX CPEACTB B CIie-
IMaJTU3NPOBAHHBIX Mara3MHax EBpoIbI BKITIOYAaeT OKOJIO HeCSITKa TUIIOB, Ja
elle HECKOJbKO Monenei Kaxmoro tuna. B Poccuu Takass TexHuKa He MPOU3-
BOJIMTCS M JAaXe He 3aKyraeTcs.

Jpyrum mokasaTejieM MOXHO CUMTATh HaJlMuue OOIIEeCTBEHHBIX WUIU MeEX-
BEIOMCTBEHHBIX acCOLIMAINi, OOIIEeCTB, MHBIX MPO(PECCUOHATBHBIX 00beaN-
HEHUI KOMIBIOTEPHBIX KPUMHWHAJIUCTOB WJIM CYHeOHBIX 3KcrmepToB. [lpuBe-
IleM B KauecTBe Npumepa accoruauuio «International Association of Computer
Investigative Specialists» (IACIS). Bto obuiecTBeHHasi opraHu3aius, 6a3zupy-
fomtasics B CIIIA, cocTosimas U3 COTpyAHUKOB ITPAaBOOXPAHUTEIbHBIX OPTaHOB
U 3aHMMAaloIIasICsl IPeUMYIIeCTBEHHO 0OOy4YeHUEeM U MPOCBelleHueM B obJiac-
™ (opeH3uku. [TogoOHBIX OOIIECTBEHHBIX OpraHM3allMii CYIIEeCTBYET Hec-
KOJbKO. B Haleil crpaHe HET HU OJHOM, HET JaxKe OTHAEJCHUS 3apyOeKHOM.
DTO TOBOPUT O TOM, YTO COOTBETCTBYIOIIUX CITEIMATMCTOB Y HAC ITOKa MaJo.
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CneymanbHbie TEXHUYECKUE cpencrTea

KoMnbioTepHBIiT KPpUMUHAIUCT BIIOJTHE MOXET OOOUTHCH 6e3 CIlelraib-
HOM KpUMUHAIUCTUIECKOW TeXHUKHU BooO11e. KoMmbloTep cam mo cebe — moc-
TaTOYHO YHUBEPCATbHBIN MHCTPYMEHT. Cpel MHOrooOpa3Horo nepudepuii-
HOTO 000OPYIOBAHUS W MTPOrPaMMHOTO 00eCIeYeHUsT HallAyTCs BCe HEOOXOMM-
Mble IS McclieqoBaHus ¢GyHKIUKW. HekoTopbie TporpaMMHBIe MHCTPYMEHTHI
MOHO JIETKO CO3[aTh WU MOIUMPUIIMPOBATh CBOUMU PYKaMH.

OmHako crielMagbHasl TeXHUKa CUIIBHO obJierdaeT paboty. Brpouewm, Kap-
MaHBI OHa 00Jieryaer eme CHJIbHee.

Ha ceromHsmHMII TeHbh HA PBIHKE UMEIOTCS Clieayiolie KpUMUHATUCTHU-
YyeCcK1Ue MHCTPYMEHTHI:

@ YCTPONCTBA IJI KJIOHUPOBAHUS XECTKMX AUCKOB U IPYTUX HOCUTENeH (B
TOM YMCJIE B TIOJIEBBIX YCIOBHSIX);

® YCTPOWCTBA IJI TOAKIIOYEHUS MCCIeAYEMBIX TMCKOB C armapaTHoOi 0J10-
KUPOBKOW 3aMCU Ha HUX;

@ NIpOrpaMMHbBIE MHCTPYMEHTHI JUISI KPUMUHATUCTUUYECKOTO MCCAEIOBAHMS
COAEPKUMOTO AUCKOB U IPYTUX HOCHUTENEH, a TaKxKe UX 00pa3oB;

@ NIEPEHOCHBbIE KOMITBIOTEPHl ¢ KOMILIEKCOM MPOTPAaMMHBIX M ammapaTHBIX
CpeICTB, OPUEHTUPOBAHHBIX Ha UCCIeTOBaHE KOMITbIOTepHOI MHMOopMa-
LIMU B MOJIEBBIX YCIOBUSIX;

@ HaOopbl xameit (hash sets) nnasg GuabTpanMu COAEPXKUMOro M3ydaeMoit
GaliIoBOM CUCTEMBI;

@ arnmapaTHbie U MTpOorpaMMHBIE CPEICTBA IJIs UCCIeTOBaHUS MOOUIBHBIX Te-
nedonoB u SIM-kapt [W01, 60, 90];

® TIporpaMMHEBIE CPENCTBA ST MCCIeIOBAHMS JIOKATbHBIX CETEI;

® U HEKOTOPBIE IPYyTHE.

B mensix KpyMUHaJIMCTUUECKOTO UCCIeNoBaHUS MOXHO 3 (PeKTUBHO TIpU-
MEHSITb HE TOJBKO CIIELMAaJbHO [JIsI 3TOTO MpeAHa3HaYeHHBIE CpelCcTBa, HO
TakXe HeKOTOpbIe CPeJCTBa OOIero UK ABOTHOro HazHayeHus: [WO02].

C npyroii CTOpPOHBI, anmnapaTHbie W MPOrpaMMHbIE MHCTPYMEHTHI, KOTO-
pble aBTOp Ha3BaJl KPUMUHAJIUCTUUYECKUMU, MOTYT OBITb MCIOJb30BAHBI HE
TOJBKO 151 MPABOOXPAHUTENbHBIX LieJei. ¥ HUX €CThb U PN «TPakAaHCKUX»
MIPUMEHEHUW:

® TECTUPOBaHNUE KOMMbBIOTEPOB U UX CETEH, MOUCK HEUCIIPABHOCTEN U HEBEP-
HBIX HaCTPOEK;

® MOHUTOPUHT C 1eJIbI0 OOHapyXXeHUs YSI3BUMOCTEN U MHLIMIEHTOB 0e30-
MacHOCTH;

® BOCCTAHOBJIEHUE JOAaHHBIX, YyTPaueHHBIX BCJIEACTBUE HEUCIPABHOCTEH,

OIIMOOK, MHBIX HE3JIOYMBIIIJIEHHBIX 1€ CTBUIA;

@ KOMMPOBaHUE HOCUTEJIEU C apXUBHBIMU LIETSIMU WU 1151 ObICTPO UHCTAT -

JISIUUY/IYTUIMKAI UK TIPOTPaAaMMHOT0 00eCTIeYeHu S ;
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Annapammuote cpedcmea

Y4uThiBasi, 4YTO COBPEMEHHBIE KOMIIBIOTEPHI SIBJISIOTCS YHUBEPCAIbHBIMU
YCTPOCTBAaMU, B KOTOPBIX MCITOJb3YIOTCSI B OCHOBHOM OTKPBITBhIE CTAHAAPTHI U
MPOTOKOJIbI, CTEUaJbHBIX ammapaTHBIX CPEICTB IJisl MCCIeIOBaHUS CaMMX
KOMITBIOTEPOB M KOMIIBIOTEPHBIX HOCHUTeNel uMHbopmauun He Tpedyercsa. To
€CTh YHUBEPCAJIbHBIM MHCTPYMEHTOM SIBJISIETCSI CaM KOMIIBIOTED, a BCe ero (hyHK-
LIMA MOXHO 3a/IcliCTBOBATh Yepe3 COOTBETCTBYIOIIME MPOrpaMMHbIE CPEICTRA.

HemHorouucieHHbIe anmapaTHble KpUMUHAJIUCTUYECKHUE YCTPOKCTBA CBO-
ISATCS K AYTUTMKATOpaM JAVMCKOB U OjiokupaTopaM 3anucu. [lepBbie Mo3BOJSIOT
CHSTH TNosiHyI0 Konuio HXKM/I* B moneBbIX YCIOBHUSIX, HO 3TO C TEM Xe ycre-
XOM MOXHO clieJlaTh MPY TOMOIINM YHMBEPCAJIbHOTO KOMITbloTepa. BTophie
MMO3BOJISIIOT MOAKIIOUYUTh UCCIEAYEeMBbI TUCK C almapaTHO OJIOKMPOBKOI 3a-
nmucu Ha Hero. Ho To e caMoe mo3BoJisieT clesaTh MpoTrpaMMHO Jtobas ore-
pauuoHHas cuctema (Kkpome Windows). To ecTb annmapaTHble KpUMUHATUCTH-
YyeCcKHMe YCTPOMCTBA JIJIsi KOMITBIOTEPOB U KOMITbIOTEPHOM mepudepun ciyxar
JIMIIb YIOOCTBY CIElMaNnucTa WiIn 9KCIepra.

CoBceM npyroe ejio — KpUMUHAJUCTUYECKUE YCTPOMCTBA I UHOW TeX-
HUKUW, OTJIMYHON OT YHUBEpPCAJIbHBIX KOMMIbIOTEPOB. MOOUIbHBIE Tee(hOHBI,
udpoBbe poToanmaparsl U BUIeOKaMepbl, 00pPTOBbIE KOMIbIOTEPhI, KOMMY-
TaTOPbI, MApPUIPYTU3aTOPHI, allllapaTHbIE MEXCETeBbIe SKpaHbl — BCE 3TU YCT-
poiicTBa He SBISIIOTCS TEXHOJOTMYECKU OTKPBITBIMU M BOBCE HE CTPEMSTCS K
YHUBepcaabHOCTU. I TMOJHOTO MOCTyna K KOMMbBIOTEpPHOW MHOOpPMAIIUHU,
XpaHsIIeicss B HUX, He Bcerjga ObIBaeT JOCTAaTOYHO KOMIbIOTEpPA M MporpaM-
MHBIX MHCTPYMEHTOB.

Pa3zHooG6pa3ne Takux yCTPOMCTB COOTBETCTBYET pa3HOOOpa3nio BhITTyCKae-
MBIX 3JIEKTPOHHBIX YCTPOMCTB, CITOCOOHBIX HECTU KOMITbIOTEPHYIO MH(pOpMa-
1I110. Y Kaxaoro Mpou3BOAUTENSI — CBOU MPOTIpUETAPHBIC TTPOTOKOJIbI, CBOU
uHTtepdeiicel. [IpuobperaTh Takue yCTpOWCTBA 3apaHee BPsI JIM 1iejiecoobpas-
Ho. Uckitouenue, moxanyit, cocTaBiasitioT puaepsl st SIM-kapT MOOMIBHBIX
Teae(OHOB W pUIEpHl JJIsI CTAHIAPTHBIX 0AHKOBCKUX KapT — 3TU KpUMUHa-
JIMCTUYECKHE YCTPOMCTBA BCerjia MoJie3HO UMETh B CBOEM apceHale.

HDrcnepmHuuie npocpammot

Takue mporpamMmbl NpelHa3HauYeHbl B OCHOBHOM JIJISI MCCJIEIOBAHUS CO-
NEPXKUMOTO KOMIIBIOTEPHBIX HOcHUTeJeil uH@opManuu (Mpexiae BCero
H2KM/I) Bo BpeMsi MPOBENEHUST SKCTIEPTU3HI.

OHu paboTaloT He TOJBKO Ha YPOBHE (paitioBoit cucTeMbl, HO U HUXE — Ha
ypoBHe KoHTposuiepa HXKMJI, 4To 1mO3BOJISIET BOCCTaHAaBIMBAaTh MHMOpPMa-
LU0 Mocje yaajdeHus: aiios.

[TepeuyncanuM HECKOJBKO MOMYISPHBIX 9KCIEPTHBIX MPOTPAMM:

o CemeiictBo mporpamMm ProDiscover (mompo6Hee http://computer-foren-
sics-lab.org/lib/?rid=22)

30

Beeodenue

® SMART (Storage Media Analysis Recovery Toolkit) (http://computer-
forensics-lab.org/lib/?cid=18)

@ Forensic Toolkit (FTK) dupmsl «AccessData» (http://computer-forensics-
lab.org/lib/?rid=26)

® Encase — akcmepTHas cucteMa

® [Look Investigator (http://www.ilook-forensics.org)

® SATAN (System Administrator Tools for Analyzing Networks) — cpeacTBo
IJIS1 CHATUS NOJIHOM nHpopManuu ¢ KomnbioTepoB 11 OC Unix

o DIBS Analyzer 2 (http://www.dibsusa.com/products/dan2.html)

@ Helix — aKcriepTHBIIT KOMIUIEKT Ha 3arpy304YHOM KOMITAKT-AMCKe Ha OCHO-
Be OC Linux

Haobopyot xaweri

Taxk Ha3piBaeMble «hash sets» — HaGOPHI X3IIIel — MpemHa3HAYeHBI IJ1sT 00-
JIETYEHUS] UCCIEAOBAHUS COMEPXKUMOTo (aifjIoBO CHUCTEMBI OOJBIINX HOCH-
Telieil, B OCHOBHOM KOMITBIOTEPHBIX JKECTKHMX AUCKOB.

IMpeanonoXum, 3KCHEpTy MOCTYIMUI IJII WMCCAEAOBAHWS U3BITHIA TpU
obpIcKke y mogo3peBaeMoro HXAKMJI, Ha KOTopoM ycTaHOBJIeHA OllepalliOHHas
cUCTeMa W MMEIOTCS TOJb30BaTeIbCKUE AaHHBIE. DTH JaHHBIE MOTYT OBITh
pa36pocaHbl MO Pa3IUYHBIM TUPEKTOPUSIM, MOTYT COAEPXKATbCI BHYTpU (daii-
JIOB ¢ HACTpOWKaMM, IaXe MOTYT OBITb CKPBITHI METOAaMU CTeraHoTpaduu
BHYTpU (ailnoB, coepKallux ¢ BUAY cOBCceM Apyrue naHHbie. COBpeMeHHbBIE
OC BKIJIIOYAIOT B CBOM COCTaB THICIYU (haiiyIOB, MOMYJISIPHbIE MPUIOXKEHUS —
TOXE COTHU M Thicsuu. Takum oOpa3oM, B ¢ailJloBOi cuUCTeME OOBIYHOTO
KOMITbIOTEPA MOXET HaxoauThbcs, Hampumep, 30 000 daiisioB, U3 KOTOPHIX
TonbKo 500 — 31O (baitnbl, co3maHHEBIE ITOJL30BaTeIeM WM U3MEHCHHEBIE WM.
YTOOBI OTACAUTH 3TO «MEHBIIMHCTBO» MOJb30BaTEILCKHUX (haiiIoB OT 3aBeIO-
MO He cofepxKallero HUYero MHTEPECHOTO «OOJBIIMHCTBA», MpeaHa3HaYeH
Habop xs1Iei.

X311, X3LI-cyMMa WJIM OJHOHATpaBieHHas X3m-QyHKuus* daiina
MpeacTaBsieT cO00M JTUHHOE YUCIIO, BEHIUYMCIIEMOE U3 COePXUMOTO daii-
Jla Mo 0coOOMYy anroputMy. X3II-CyMMa MOX0Xa Ha KOHTPOJbHYIO CyMMY,
HO MMEET OJHO CYIIeCTBEHHOE OTJIMYHNE: 3TO OJHOHAIMpaBIeHHAsT QYHKIIMS
[18]. To ecTth Mo (paiiay JeTKO BEIYMCIUTDE €ro X3m-GyHKINIO, HO IO 3a-
MaHHYI X31I-(GYHKIHNIO TMomao0paTh COOTBETCTBYMOIIWN eit daitn HeBO3-
MOXHO.

X511 U3BECTHHIX (TO €CTh BXOAAIINX B cepuitHoe 1O pa3nuuHBIX TPOU3-
BoauTesiei) ¢aiiloB MO3BOJSIOT, HE paccMaTpuBasl MOAPOOHO cojaepkaHHe
9TUX (PpaityioB, OTOPOCUTH UX U OBITh YBEPEHHBIM, YTO 3TH (hailIbl He comepxkKaT
MoJIb30BaTeNIbcKoi MHpopManuu. [Tociae X UCKITIOUEHUST SKCIIEPTY OCTAaeTCs
KCCJIeoBaTh OTHOCUTENbHO HeOOoJIbIloe YKuciao (aitaoB. DTOT TUIT HaOOpPOB
nMeHyercst «kknowngoods».
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CymiecTBYIOT U HaOOpPHI X3IIeil, BHIMOJHSIOIINE o0paTHYIO 3amady. OHU
uMeHytorcsa «knownbads» U COOTBETCTBYIOT He 3aBeOMO 0e300UIHBIM (haii-
JlaM, a HAa000pOT, 3aBEOMO BPEJIOHOCHBIM, COJlepXKallUM MTopHOTpaduio, BU-
pYCHI UJIM MHOM KpUMUWHANbHBII KOHTEHT.

OOBIYHO HAOOP X3IIel — 3TO OTACIbHBIN MPOAYKT, MPUOOPETAEMBIN Y CO-
OTBETCTBYIOIIETO MPOU3BOAUTENSA (BKJIIOYasl MOANMUCKY Ha OOHOBJEHUS) U
noaxkioyaeMbiit K akcneptHoMmy [1O. OH MoXeT comepkaTb COTHU ThICIY U
MUJIJTMOHBI X31I-(YHKIUNA ¢ COOTBETCTBYIOIIMMHU CBeAeHUSAMU O daiinax. Bece
MOMYJISIPHBIE 9KCTIEPTHBIE CUCTEMbI TTO3BOJISIIOT MOAKIIOUATh U UCIIOJb30BaTh
«BHEITHWE» HAOOPHI XIIEM.

Apxueuposanue

KonupoBaHue u gonroBpeMeHHOE XpaHEHWE KOTIM TaHHBIX CHavyaJia pu-
MEHSLJIOCH JIMIIIB C 11eJIbI0 BOCCTAHOBJIEHUS B ClIyyae yTpaThl — TaK Ha3bIBaeMoe
«CTPaXOBOYHOE KOTIMPOBAHUE» WUJIM «XOJIOJIHOE PE3epPBUPOBAHMEY.

B mocnenHee BpeMsi apXMBUPOBAHUE TIPUMEHSIETCS U C UHBIMU LIEAAMU —
IUIST pacclieIoBaHUSI MHIMACHTOB 0€30MacHOCTH, MOTYIIUX MPOU3OUTH UK
OOHapyXuThcs B OyayiieM. To ecTh MaHHBIE KOMUPYIOTCS HE 10 MPUHILIUITY
«Haunboee eHHbIe, HanboJiee YyBCTBUTEIbHBIC TaHHBIE, yTpaTa KOTOPHIX Ha-
HeceT yiepO», a To COBCEM MHOMY MPUHILIMITY: KOTMPYIOTCS JaHHbIE U obJac-
TU HOCUTEJIeH, Tl MOTYT OCTaBaThCsl CJIEAbI 3IOYMBIIIEHHBIX EUCTBUA.

Hanpumep, B OTHOILIEHUM CIyXXeOHOTO MEPCOHAIBLHOTO KOMIIbIOTEPa s
1ejeil BOCCTAHOBJICHUSI apXMBUPYIOTCS (ailabl moiab3oBaTesisi U OTAEIbHBIE
ero HacTpoliiku. OmepallMoHHas cucTeMa U TIPUKJIaJHbIe TIPOTpaMMBbl CTPaXo-
BOYHOMY KOIMPOBAHMIO HE TMOJIEXKAT, MTOCKOJBKY JIETKO BOCCTaHABJIMBAIOTCS
u3 auctpudytuBa. Bce pesepBHOe KomMpoBaHUE IMPOW3BOAUTCS Ha ypOBHE
daitnoBoii cucTeMbl. A IS LieJiel paccieqoBaHUS WHIIUIEHTOB KOMMPYETCS
Bech xkecTkuit nuck (HZKMJI) koMmniploTepa, IpuyeM He Ha ypoBHe (daiiinoBoit
CUCTEMBI, @ Ha YPOBHE KOHTpOJIJiepa IMCKa, TO €CTh YTOOBI BKJOYaIach yia-
JICHHAsI U CKpbITasi UH(GOpMaIus.

CTpaxoBoYyHasl KOIUS MaJoIojie3Ha IS pacclieoBaHUS WHIIMIECHTOB.
HamnpoTuB, «MHUUAEHTHas)» KOMUS HE TMTOIXOMUT I BOCCTAHOBJIEHUS Ha CITy-
yaii BUPYCHOW aTaku WJIM aBapuM. DTO pa3Hble KOMUU — U TEXHUUYECKHU, U TI0
HaszHauyeHM1o. CpeacTBa ISl apXMBUPOBaHMS Ha Cilydyail paccieloBaHUSI WH-
LIUJEHTOB — 3TO CIEeLMalbHble KPpUMUHAIUCTUUECKHE cpeacTBa. OHU MOTYT
cobupath U XpaHUTh He ToabKo kKonuu HZKMJI, HO Takke KOMUU CETEBOTO
TpaduKa, KOIMUU 3JIEKTPOHHOM MOYTHl 1 HEKOTOPBIE APYTrUe BUIAbI JaHHBIX.

3nauenue cneucpedcme

CJTB)IYCT OTMETUTBb, YTO HU OJHO M3 KPMUMHUHAJIUCTHUCCKUX CPEACTB HEC
oOecrieynBaeT NpaBUJIBHOCTHU, KOPPEKTHOCTU, HECU3MCHHOCTU COGDaHHBIX
J0Ka3aTeJIbCTB, OTCYTCTBUA HUX I/ICK&)KCHI/Iﬁ, cnyqaﬁm)lx NJIN HaAaMCPCHHBIX.
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Bcé ynoMsiHyTOE 00ecreuuBaloT CELUaIuCThl UM 3KCIEPThl, TPUMEHSII0-
mue 3TU cpencta. PacnpocTpaHeHHast ominbKa Npu OLIEHKE 10Ka3aTelbCTB
COCTOUT B TOM, UTO MpHUAAETCS M3JIUIIHEE 3HAUYeHUE KauecTBaM KpUMMHa-
JIMCTUYECKOU TexHUuKU (BKitoudast [10), Ho mpuHUXaeTCsd 3HaUCHUE cliela-
JIUCTOB.

Ha camom aene HeHamsexaliue WAM HECOBEPIIEHHbIE TEXHUYECKUE YCT-
poiicTBa BPSIIL JIU CMOTYT «MCTIOPTUTh» COOMpPaeMble MU UHTEPIIPETUPYEMBbIE C
WX TIOMOIIbIO IU(PPOBBIE 10KA3aTENbCTBA. B TO BpeMsl KakK MaJlOKBaJIU(ULI-
POBaHHBIN CHENUATUCT — 3TO B JIIOOOM cilyyae MOBOJ YCOMHUTBCS B J0Ka3a-
TEeJILHOW CUJie COOTBETCTBYIOUIMX JIOTOB, COOOIIEHUI, MHBIX 10KA3aTeJIbCTB B
(hopMe KoMIbIOTEpHOI MHMOPMALIMU, HE3ABUCUMO OT TOTO, KAKUMU UHCTPY-
MEHTaM1 OHU OBLIM COOpaHBI WJIM UCCJICTOBAHbI.

BriBaeT, 4TO CyAbsl UM 3AIMUMTHUK, XeJast MOABEPTHYTh COMHEHUIO J10-
Ka3aTeJbCTBAa, OCHOBAHHbIE HA KOMITBIOTEPHO MH(GOpPMAILIMU, CTABUT BOM-
poc 0 TOM, KaKUMU CPEACTBAMU 3TU J0Ka3aTeJbCTBA ObLIN COOpaHbl, pa3-
pEILIeHBI U K TPUMEHEHUIO 3TU CPEJCTBA, CEpTUDULIMPOBAHBI JIX, HE SIBJISI-
I0TCS M KOHTpadaKTHBIMU U T.A. [TogoOHasi mocTaHOBKa BOIIpoca IMpeJc-
TaBJIsIeTCSI aBTOpPY HepaluoHalbHOU. [IpakTuKa He 3HAET cliyuyaeB, UTOObBI
cyneOHass ommuOKa TMPOM3O0IIaa M3-3a OMUOKA B KPUMMHAJIMCTUUECKOM
nmporpaMMHOM cpenctBe. UToObl MOABEPTHYTH COMHEHM IO MM POBBIE JOKa-
3aTeJbCTBA WJIM PE3yJbTaThl KOMMBIOTEPHO-TEXHUYECKON 3KCIEPTHU3HI,
HYXHO CTaBUTh HE BOTIPOC «4eM?», a Bonpoc «KTo?». KTo mpoBoaus ucciue-
NOBaHUWE WU U3BITUE KOMITbIOTEPHOU MH(MOpMauu. B mpakTuke nmeeTcs
HeMajao TMPUMEPOB, KOTJAa MaJOKBaIM(GUIMPOBAHHBIN CIEUUATUCT, WUC-
MOJIb3ys «IIPaBUJbHBIC», O0IIENPU3HAHHBIE, NJOJXKHBIM 00pa3oM cepTudu-
LIUPOBAHHBIE CPEJCTBA, MOJyyaa «pe3yJbTaTbl» HE MPOCTO OIUOOYHBIE, a
He MMelolle HUKaKOoTO OTHOIIEHUS K uccieayeMoMy oobekTy. OOpaTHBIX
MpUMEpPOB, KOTJa rPaMOTHBIN crelMalucT olubdancss u3-3a UCMOIb30Ba-
HUS UM <«HETPaBUJIbHBIX» KPUMWHAJUCTUYECKHUX CPEACTB, NMpaKTUKa He
3HaeT.

Kpumunaaucmuvecxue unghopmauuonnsie cucmemot
YKazaHHbIE CUCTEMbI HE MCITOJIb3YIOTCS HaIlpSIMYIO JUISI TIOMCKAa U U3y4de-
HUS nokKazaTeJbcTB. OHU BBIMOJHSIOT obecrnieunBalolive GyHKIIMM B paboTe
10 PaCKPBITUIO U pacciieoBaHMIO MpecTyruieHnit. Ho TpanuimoHHO OTHOCST-
¢Sl K KpUMMHAJMCTUYECKON TexHukKe. KpuMuHanuctuueckre nH(GoOpMaIlmoH-
Hbl€ CUCTEMBbI BBITTOJHSIOT Psijl OJIM3KUX 3a/1ay. A UMEHHO:
® 00JIeTYaloT M/MJIM YCKOPSIOT odopMIIeHUE Pa3IUYHBIX TOKYMEHTOB IJIs
OPM, npeaBapuTeIbHOTO CAEACTBUS, CyNeOHbBIX 1LIee;
@ TI03BOJISIIOT pabOTHHUKAM IMPAaBOOXPAHUTEIbHBIX OPTaHOB OBICTpee HANTHU
HeoOXoAMMble HOPMAaTHUBHBIE aKThl, KOMMEHTAapWHu, TPELEIeHThI, MOIy-
YUTh KOHCYJIbTAIIUU;
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@ 00JIETYAIOT U YCKOPSIOT JOCTYII COTPYAHMKOB KO BCEBO3MOXHBIM 0Oa3aM
MAaHHBIX, YYeTaM, CIIPaBOYHMKAM — KaK MyOJIUYHBIM, TaK U 3aKPbITHIM;

@ YCKOPSIOT M aBTOMATU3UPYIOT npoBeacHrue OPM, cBA3aHHBIX C mepexBa-
TOM COOOIIEHUN.

MHorma Kk KpMMWHAJUCTUYECKONW TEXHUKE MPUUUCISIOT TakKXe CpencTBa
CBSI3U U HABUTALIMU, UCIIOJIb3yeMble B paboTe MPaBOOXPAHUTEIbHBIX OPTaHOB.
[Tone3Ho ynoMsiHYTh cieaytole MHGOPMALlMOHHbIE CUCTEMBbL:
o [n1ob6anpbHasg  uHOOPMALIMOHHO-TEIEeKOMMYHUKAIIMOHHAS  CHCTeMa
(TUTKC) HUUBb UHTepnona;
o Envnas nHbOpMallMOHHO-TETeKOMMYHUKAIIMOHHAsA CUCTEMa OPraHoB
BHyTpeHHuX nen (EMUTKC OBU).

Jranbl

KpuMuHanuctuyeckuit mpoiecc, KOTOPbIi MPOBOAST CIELUATUCTBI U BKC-
MmepThl, IpUHSTO [11] AeUTh Ha YeThIpe 3Tamna:

1) cbop;

2) ucclienoBaHue;

3) aHaus;

4) mpencraBieHUE.

Ha nepBoM 3Tamne npoucxoauT cO6op Kak nHbopMaIuu caMoii mo cebde, Tak
U HOcUTeJIell KoMIbloTepHoi uHbopMmauuu. CO0p NOJKEH COMPOBOXIATHCS
aTpubyTHpoBaHUEM (ITOMETKOI), YKa3aHUEM UCTOYHUKOB U MPOMCXOXKIACHUS
NaHHBIX 1 00BEKTOB. B mpoiiecce coopa MOMKHBI 00eCreunBaThCs COXpaH-
HOCTb 1 IIEJIOCTHOCTh (HEM3MEHHOCTh) MH(GOPMAIIMY, a B HEKOTOPBIX ClIydasix
Takxke ee KoHuaeHIanbHOCTh. [Ipu cOope MHOTAA MPUXOAUTCS TPEANpU-
HUMAaTh CIlelMajJbHble MEPbl IJIsi (DUKCAIlMU HEIOJTOBEYHON (BOJIATUIBbHOM)
nHOPMAILIMU, HATIPUMEDP, TEKYIIUX CETEBBIX COEIUHEHUN WU COAECPKUMOTO
OMepaTUBHON MaMSITH KOMITbIOTEpA.

Ha BTOopoM 3Tame mpou3BOAUTCS 3KCIIEPTHOE MCCeI0BaHUE COOpaHHOM
nHpopMauuu (00beKTOB-HOCUTeelt). OHO BKIIIOUAeT U3BJIeYEeHNE,/CUNTHIBA-
HUe MHGpOpMaILIMU ¢ HOCUTEJIel, 1eKOAMpOBaHUE U BBIUJIEHEHWE U3 Hee TOM,
KOTOpast OTHOCUTC K jaeny. HekoTophle nccienoBaHUsI MOTYT ObITh aBTOMATH -
3UpOBaHBI B TOW UM MHOM cTeneHn. Ho paboraTh rojioBoit 1 pyKaMHu Ha 3TOM
9Tare 3KCIepTy Bce paBHO npuxonurcs. [Ipu aToM Takke H0KHA obecrieuu-
BaThCS 1IEJIOCTHOCTh MH(MOPMAIIMU C UCCIIEAYEMBIX HOCUTEJICH.

Ha tpeTbem aTane nzdbpanHas nHbOpMaIUS aHATU3UPYETCS IS TTOoJyde-
HHUSI OTBETOB Ha BOMPOCHI, TOCTABJICHHbBIC Mepe SKCIIEPTOM MJIM CIIeIMalIuC-
ToM. [Ipu aHanm3e OIKHBI UCTIOIb30BaThCS TOJIBKO HAyYHbBIE METOMBI, JOCTO-
BEPHOCTb KOTOPBIX MOATBEPXKICHA.

YerBepThlll dTam BkJOYaeT odopMIIeHUE Pe3yJbTaTOB UCCIENOBaHUS U
aHaJn3a B yCTAHOBJIEHHOI 3aKOHOM M MOHSITHOW HecIenuaaucrtaM dpopme.
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Konurp-dhopensuxka

ITpoTtuBoneiicTBUE MeTOAAaM TOUCKa, OOHApYKEeHMS M 3aKperieHus ud-
POBBIX J0KAa3aTeJIbCTB Pa3BUBACTCS HE CTOJb aKTUBHO, KaK caMma (popeH3uKa.
Jleno B TOM, YTO CIPOC Ha COOTBETCTBYIOIIME KOHTPMETOAbl orpaHuyeH. [To-
yemy orpaHuueH? JI1g mMOHUMaHUS 3TOTO AaBaliTe MTOCMOTPUM, KOMY M JIJIsI Uye-
ro MOXET IMOoTpeOoBaThCs MPOTUBOACHCTBOBATh OOHAPYXKEHUIO KOMITbIOTEP-
HOW MHGbOpPMALUU.

Bo-nepBbiX, TO, 4YTO MEPBBIM MPUXOAUT B TOJIOBY, — KUOEPIIPECTYNTHUKU.
Te, KTo UMeeT OCHOBaHUS OTAcaThCsl 3aKOHA U TPSATATh CJIEAbl CBOC KpUMU-
HaJbHOM AeATebHOCTU. [TOHSATHO, YTO 3TO OUEHb Y3KMIA PHIHOK CObITA, pabo-
TaTh Ha HEM CJIOXHO, KPYIHbIE BbICOKOTEXHOJIOTUYHbIE KOMITAHUU BPSI JU
CTaHYT BbITTycKaTh o0opynoBanue u [1O oy 3Toro cerMeHTa, naxe ecjiv OymaeT
crpoc.

Bo-BTOpBIX, KOHTPMETOMBI SBJISIOTCS COCTABHOW YacTbhIO 3alIUTH MHDOP-
Mauuu. Besme, roe mMeercsl moisiexaiiasi 3aliuTe KOoHGUAeHIIMalbHas WH-
dopmanus, 10JKHBI UCTIOJb30BAaTHCS METOBI ISl TIPENOTBPAIlleHUS €€ yTeu-
K#. YacTb 3TUX METOZ0B 10 6OpbOE ¢ yTeuKaMU OPUEHTUPOBAHbI Ha UCKITIOUE-
HUE WJIN 3aTPYIHEHNE BOCCTAHOBIEHUS WHGOPMAILIMU TTIPOTUBHUKOM.

B-TpeThux, mpaBo rpaxinaH Ha TallHy 4aCTHOM XXU3HU (IIPUBATHOCTb) MO-
XKeT 00ecIreynBaThCsl B YHUCJe TTPOYUX U KOMITBIOTEPHO-TEXHUYECKUMU Mepa-
MU, KOTOpbIe (paKTUUECKU SBISIOTCS ME€paMM KOHTPKPUMUHAJIUCTUUYECKUMU
[5, 74]. IIpaBoa, mpuMeHEeHNE CIMIIKOM CJIOXHBIX CPEIACTB U METOHOB 3/1eCh
HEBO3MOXHO, TTOCKOJIbKY yKa3zaHHasl camo3alliiTa rpaxjaHaMUu CBOETo MpaBa
Ha TailHy 4YaCTHOM XXW3HM OoTpaHWYeHa KBaJu(pUKalueid cCpeaHero moab30Ba-
Tensi. COOTBETCTBYIOIIME METOABI HE MOTYT TpeOOBaTh BHICOKOM KBajubuKa-
uu B obsactu MUT, cooTBeTCTBYWOIIIME MPOrpaMMBbl TOJKHBI ObITh MPOCTHI B
yrpasiaeHuu u padborath mox OC «Windows», cooTBeTCTBYyIOIIEe 000pyI0OBa-
HUE He MOXeT ObITh foporuM. [1oaToMy 3mech OOBIYHO OTPAHUYMBAIOTCS J10-
BOJIbHO MPUMUTHUBHOM 3aIIUTOMN.

BunHo, 4TO 3HAYMTEIbHAS YAaCTh AaHTUKPUMMWHAIUCTUYECKON TEXHUKH —
HempodeccuoHanbHasl, a TO M BOBCe KycTapHasi. BujpHoO, 4TO aHTMKpMMUHa-
JIMCTUYECKUI PHIHOK 3HAYUTEJbHO MEHbBIIIE KPUMUHAIUCTHYECKOTO. B ciyyae
ec/IM aHTUKPUMUHAIMCTUYECKAsT TPOAYKIIMS OKaXeTcss HeaoO0poKaYeCcTBEH-
HOW, MPEeIbIBISATh PETEH3UU K MPOU3BOAUTEIIO, CKOpee BCero, OyaeT HeKo-
My. [luist mpeycneBaHUsSI Ha 3TOM PbIHKE BOBCE HE TpeOyeTcCsl BHIITyCKaTh Kaye-
CTBEHHOE, cJioxXHoe obopynoBanue u [10. TpebGyeTcst TUIIL XOPOIIO peKIaMu-
poBaTh CBOIO MPOJAYKLIMIO WU yCayru. Yem NMpou3BOAUTENIM U 3aHUMAIOTCS.

K 3a1iuTHBIM aHTUKPUMMHAJTUCTUYECKUM CPEICTBAM MOXHO OTHECTH Clie-
nyoume:

@ MMporpaMMbl M amnmapaTHO-IIpOrpaMMHBI€ YCTpPOMCTBa ISl IIU(pPOBaHUS

XpaHUMOI MHPOpMaLINN;
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@ NIpOTpaMMBbl M aMmapaTHO-IIPOrpaMMHBbIE YCTPOMCTBaA JIsI MU(GPOBaHUS
Tpaduka;

@ TIPOTPAMMBI JIJISI OUMCTKU TMCKOB M APYTUX HOCUTENEH;

@ YCTPONMCTBA UISI MEXaHWUYECKOTO YHUUTOXEHUS MH(pOpMAIlMU Ha MarHuT-
HBIX HOCUTEJSIX;

@ TIPOTPAMMBI TSI COKPBITUS MPUCYTCTBUS UHGOPMAIIUU HA TUCKe (MAaHUITY-
JIA1Us ¢ aTpuOyTamu ¢daiJioB, 3alUCh B HECTAHAAPTHBIE MeCTa, CTEraHOoT-
padus);

@ CHUCTEeMBI M CEPBUCHI JIJISI aHOHUMU3AIIMU CETEBOW aKTUBHOCTH;

@ IPOrpaMMbl M ammnapaTHO-NPOrpaMMHbBIE YCTPOMCTBA IJisl 3aTPYAHEHMUS
KOTIMPOBaHUS TIPOU3BENCHUIA, TIpeJACTaBIeHHBIX B LM(ppoBoii (popme, 3aT-
PYIHEHUS UCCeT0BaHUS UCITOJHSIEMOro Kola U aJrOPpUTMOB MPOTPaMM.

MHorue 13 Ha3BaHHBIX CPENCTB OYAYT ONMKUCAaHBI HUXE.
IIpotuBonmeiicTBUE yKa3aHHBIM CpEICTBaM TaKXe SIBJIseTCs 3amadyeit ¢o-
PEH3UKMU.

3aknouenme

ABTOp IOJKEH TMPU3HATBhCS, YTO PYCCKUI TepMUH «(hopéH3MKa» TOKa
HeJb3s1 TpU3HATh yCTOsSABIIMMCS. Hapsiny ¢ HUM MCIOJB3YIOTCS TaKxXe
«KOMITbIOTEpHAsi KpUMUHAJMCTUKA» U «KOMITbIOTepHasi ¢hopeH3uKa». Jlaxke B
aHTJIUHCKOM, OTKyIa MPOU30ILJIO 3aMMCTBOBAaHUE, HET MOJHOTO eIMHOOOpa-
3usi: «computer forensics», «digital forensics» u «network forensics».

Tem He MeHee aBTOp MoJiaraeT MprueMaeMbIM UCIOIb30BaTh CJIOBO «(OopeH-
3uKa» 0e3 00s3aTebHBIX OroBOpoK. HoBast Hayka oObIUHO cama 1151 ce0sT BbI-
OupaeT Ha3BaHME, TO €CTh Ha3BaHUE AUCUMIUIMHBI (KaK ¥ BCS Mpoyas Crelu-
¢duyeckass TEpMUHOJIOTHS) 3aBUCUT OT TOTO, KakK ee OyayT Ha3blBaTh UCCIENO-
BaTeJIM-TIEPBOINPOXOIIIbI, K YMCIY KOMX aBTOp M HaAeeTcs OBbITb MPUUUCTICH-
HBIM.
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