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7. TeHaEGHUMM N NEePCNEeKTUBbI

TenaeHUMM

J71s1 9ero CreuaaucTy Hy>KHO UMeTh MpeACTaBlIeHNe O TeKYIINX TeHACHIIN-
sx otpaciiv T B IeJIOM ¥ BBICOKOTEXHOJIOTUYHOM MPECTYITHOCTH B YaCTHOCTHU?
7151 TOTO 4YTOOBI HE TTOUTH TT10 JIOXKHOMY ITyTH, BITEPBBIE CTOJKHYBIIUCH C Y€M-TO
MPUHIMITHATHFHO HOBBIM, 0 TOTO He M3BECTHBIM. A HOBOE B Hallleii OTpaciin
BO3HMKAET 3HAYMTEIbHO 4Yallle, YeM B KaKoi-1nbo apyroit. Bo3zbmeM, Hampu-
Mep, KpocTiaTopMeHHbIe BUPYCHI. JI0 cero MOMeHTa U3BeCTEH JIUIIb OOUH 00-
paseil Takoro Bupyca (Cxover), K TOMY Xe He MOJYYUBIINI pacTipoCTpaHEHUS.
Ho mosgBneHue ciemyronyx oo6pa3loB — JUIIb BOMPOCc BpeMeHH. CTOJIKHYB-
IIHACh C TPYAHOOOBSICHUMBIM (DAKTOM, CIIEIIUATUCT WIN 9KCIEePT-KPUMUHATKUCT
JIOJKEH BCITOMHUTD O TaKOM TeHACHIIMU U CAeNIaTh MPEeATNONOXEHE, YTO TOsI-
BUWJICSI KpOCIUTaTGOPMeHHBIN BUpyc. To eCTh AJISI paCKPHITUS U pacclieOBaHUS
KOMITBIOTEPHBIX MPECTYIJICHU Hapsily ¢ OMBITOM (CBOWM M YYXHM) CIelMa-
JINCTaM JOJIKHA ITOMOTATh TaKXKe SKCTPATOJISINS TeKYIIUX TeHISHINHA.

Paszsutue dopensuku B 2005-2006 Toabl XapaKTeprU30BaIOCh CIEAYIOIINMKA
TeHICHUIMSIMU:

® BruimeneHue TEXHUYECKHMX CHCTEM IS cOOpa M XpaHEHUS UGPOBBIX
JI0Ka3aTeJIbCTB U3 CUCTEM 3allMThl MH(popMaiuu. BceBo3MOXHBIE JIOTH, ap-
XUBHBIE KOMUM, KOMMUK TIEPENTUCKN U WHBIX COOOIIeHUN cCOOMPAIOTCS M Xpa-
HSITCSI UMEHHO C LIeJIbIO paccieloBaHus OYAYLIIUX BO3MOXHBIX UHLUAEHTOB, a
He C 1eJIbl0 BOCCTAHOBJIEHUS Ha CJydail yTpaThl (KOMUU JJIST CJydaeB yTpaThl
JeNaloTcs OTAeabHO). HanpuMep, B TOIUTHKE 6€30MaCHOCTH HEKOTOPBIX KOM-
MMaHWI IPeIyCMOTPEHO, YTO MOCJE YBOJBbHEHUS JIIOOOTO COTPYAHUKA IeTacTCs
nosHas konust HXAKMJI ero ciykeOGHOro KommbpioTepa, KOTopas XpaHUTCS B
TeYeHUe TOCTaTOYHOrO BPEMEHU Ha CIy4yail BO3MOXKXHBIX pacciiefOBaHUIA.

e JlanbpHeiilnee COBEPIIEHCTBOBAHUE CUCTEM IS CHATUS WHMOPMauu
¢ uudposbix kaHanoB cBsizu (COPM), ux noBcemecTHOe BHeapeHue. Beny-
1€ TPOU3BOINTEIN KOMMYHUKAIIMOHHOTO 000pYI0BaHUS OOBSABUIN O BHE-
penuu pyHkumii «lawful interception» HermocpeACTBEHHO B allMapaTHYIO YacTh
cBoero obopynoBaHus U Bo BcTtpoeHHoe 10, 4ToObI omepaTopbl CBSI3U, C KO-
TOPBIX TOCYIAPCTBEHHBIE OPraHbl TPEOYIOT HATMYNS TAKMX BO3MOXHOCTE, He
TpaTUJINCh Ha OTAeJbHOE 000pyIoBaHUE IJIsd nepexnBaTa [78].

IpuMep KoHOMUrypanmm MapupyTusaTopa (Cisco IOS 12.2) pnsa BRINYEHMA OOCTYHNa X
dyHRUMM nmepexBaTa Tpaduka:

Router(config)# snmp-server view tapV ciscoTap2MIB included
Router(config)# snmp-server view tapV ciscoIpTapMIB included
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Router (config)# snmp-server view tapV ciscoTap802MIB included

Router (config)# snmp-server view tapV ciscoTapConnectionMIB included
Router (config)# snmp-server group tapGrp v3 noauth read tapV write tapV
notify tapv

Router (config)# snmp-server user ss8user tapGrp v3 auth md5 ss8passwd
Router(config)# snmp-server engineID local 1234

® Bo3HUKHOBEeHNME KOMITHIOTEPHO-KPUMUHATUCTUYECKUX (MM aHaJOrUd-
HBIX) TTOApa3aesieHuil Kak B MPaBOOXPAaHUTEIbHBIX OpraHax, TaK U B KOp-
MOPaTUBHBIX CJyXX0ax MHGOpMAIMOHHOW Oe3omacHocTU. Peub nmer He O
CO3JIaHUU «KOMITBIOTEPHOM TOJUIIMU», KOTOpas mosiBuiaach emie B 1990-e,
a UMEHHO O BBIIEJICHUU KPUMUHATUCTUISCKHX TTOApa3aesieHuil n3 cocTaBa
9TOI TOJUIMU WJIX KOPIMOPATUBHBIX HAeMapTaMeHTOB WHMOPMaIMOHHON
6e3omacHocT. O6 oTAeIeHNM 3a1a4 coopa IMGPOBBIX CJIEIOB U 3a1a49 pac-
cnenoBaHusa. O6 OTHeJeHUM 3amad 3allUThl MHOOPMAIIMOHHBIX CUCTEM U
3a7a4 MO paccieTOBaHUI0 MHIUACHTOB.

o [TosiBneHne Kadenp M WHBIX HAYYHBIX MOApa3aeeHUN, CrIelInaIu3upyio-
IMUXCS Ha KOMMBIOTEPHOM KpUMHUHAIKCTUKe. TO eCTh 3Ta HayKa BBIAECIU-
Jlach HEe TOJIbKO METOIWYECKHU, HO M OPTaHU3aIMOHHO.

Tenepb pazdepeM A0JTOBpEeMEHHbIE TEHAEHIIUM, OTHOCSUIMECS K paccMart-
pvuBaeMoi Hayke.

Ilonumanue u npoceeuwerue

Kax yxe orMeuanocs Bbllle, IJs cilefoBaTeseli, MPOKYpPOPOB U CyAeit OMu-
CaHWUsI MPECTYMHbIX AeHCTBUI TOA03peBaeMOro (0OBUHSIEMOI0) B KOMIIbIOTEP-
HOM TIPECTYIJIEHUU MOTYT OKa3aTbCsl MPOCTO HEMOHATHBIMU. HeBo3MOXHO
O0O0BSICHUTD, KAKUM UMEHHO CITOCOOOM 3JI0YMBIIIJICHHUK MOJYyYUT HECAHKIIM -
OHUPOBAaHHBIN MTOCTYN K CEPBEPY Yepe3 CeTh, HE OOBSICHUB TpPEIBApUTEIBHO,
YTO TaKOE€ CepBep, YIAJICHHBII TOCTYIT U KaK paboTaeT ceTb. A 00BSICHUTH BCE
3TO HEBO3MOXHO 0e3 npyrux 3HaHuit u3 obiactu UT. ABTOp HEOTHOKPATHO
CTaJIKUBAJICSI C CUTyallMeil, Koraa rmoka3aHusl U 0ObSICHeHMST 9KCIepTa B Cyle
U3 BCEX TMPUCYTCTBYIOIIUX MOHUMAET TOJIbKO OJMH Y€JI0BEK — MOACYIUMBINA.

C apyroii CTOpOHBI, TTOJb30BATEIM U TEXHUUYECKHUE CIIELIUATUCTBI B Macce
CBOE# OCTaroTCSl HEMPOCBEIIEHHBIMA OTHOCUTEJIBHO MPaBOBBIX BOMPOCOB. B
UX Cpe/ie YacTo ObITYIOT JOBOJbHO CTPaHHbIE MPENCTABICHUS O 3aKOHE U 3a-
KOHHOCTH, KOTOPBIE, TOX0XEe, OCHOBAHBI HAa TIPOCMOTPE TOJITUBYICKUX OOEBU-
koB. Hanmpumep, cucTeMHbIe aIMUHUCTPATOPHI YaCTO HA MOJHOM Cephbe3e YT-
BEPXKIAIOT, UTO «IIpaBujia UCIOJb30BaHUS NHMOPMAIIMOHHOTO pecypca omnpe-
NeJISIIOTCS BAeNIbLEM 3TOTO pecypca U HUKEM UHBIM».

Takum 06pa3om, CyIIeCTBYET MPOIACcTh HETTOHUMAaHUS MEXIY IOpUCTaMU U
TeXHUYECKUMU crnierraiuctamu. [Ipeogosers ee py MOMOIIM TTPOCBEIIEHUS
Bpsn u ynactcs. [ToBblllieHUEe TaK Ha3bIBAEMOW «KOMIIBIOTEPHON rpaMOTHOC-
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TU» IOPUCTOB U 00bSICHEHUE TEXHAPSIM OCHOB 3aKOHOJATeNbCTBA — 3TO, Oe3yc-
JIOBHO, Jeyio nosie3Hoe. Ho o6e ynmoMsiHyTble 00JIaCTU HACTOJbKO CJIOXHBI U
OOIIMPHBI, YTO HET HUKAKOU HalEeXIbl COBMECTUTH MpodecCroHaNIbHbIE I0pU-
Iu4yeckue u nmpodeccuoHalbHble KOMITBIOTEPHBIE 3HAHUS IJIsI CKOJIb-HUOYIb
3HAYUTEJbHOUM rpynmnel Joneii. CnenmuaiucToB, CIIOCOOHBIX TEPEeBOIUTH C
«TeXHUYECKOT0» Ha «I0OPUINYECKUIT» U 00paTHO, CBOOOIHO BJIaIeIOIIMX 000U-
MU SI3bIKaMU, TO0BOJbHO Mayo. [ToaToMy mpo6aeMbl C TOHUMaHHUEM U C TIPaBO-
BOI OIIEHKO# NeiCTBUI B KMOEPITPOCTPAHCTBE — OCTAHYTCS.

IIlupoxonoaocuotii docmyn

JleleBbIil IMPOKOIIOJOCHBIN JOCTYT B IHTEpHET Ut YaCTHBIX (OMALTHUX)
MMOJb30BaTe el Havall MPeAoCTaBIsIThCS B MACCOBBIX MacITabax B Pa3sBUTHIX
crpanax B 2000 2001 romax. YyTh mo3:ke TaKoi JOCTYIT ITOSIBUJICS B IPYTUX CTpa-
HaXx. B Poccuu mmpoKomoMoCHBIA JOCTYIT 11T JOMAIHUX TTOJIb30BaTeNleil cTaj
00bIYHBIM fe10M B Mockse B 2005 rony, a B 001aCTHBIX IIEHTpaxX OH OYyAeT BHEI-
peH B 2008-2009 rogax. To ecTh MOXXHO CKa3aTh, YTO JOMAIITHUI MOJIb30BaTEb
Ha NIMPOKOM KaHajie — 3TO MacCOBOE SIBJICHUE, B TOM YHMCJIe M B Hallleil CTpaHe.

Home Broadband Penetration
(% of all adult Americans with high-speed at home)
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Ilpoyenm epaxcoan CIIIA, umerowux doma wupokonoaocrwiii docmyn 6 Unmeprem.
Hemounux — [79]

IIIupoKOMOIOCHBIN MOCTYM BBITJISIAUT KpailHe NMPUBIIEKATEIbHO, C TOYKH
3peHUsT KubepnpecTynmHUKOB. [lomMalrHue Mmojab30BaTesIM HE B COCTOSIHUM 3a-
IIUTUTb CBOU KOMITBIOTEPHI OT BHEJAPEHUS BPEIOHOCHBIX MporpamMM. B oTiu-
yue OT KOPIOPATUBHBIX KOMITBIOTEPOB, 3/1€Ch OTCYTCTBYIOT KaKue-JIMOO 10-
MMOJTHUTEJIbHBIE CPEACTBA 3alUThHl MHGOPMAIlM — cepBepa JOCTyIa C TpaHC-
JISIIIUEN apecoB, MEXCETeBbIe SKpaHbl, CUCTEMbI 0OHAPYXEeHUs aTaK. MOXHO
OBITh YBEPEHHBIM, YTO M3 HECKOJbKUX MUJUITMOHOB TaKUX KOMITbIOTEPOB HeEC-
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KOJIBKO JIECSITKOB ThICSIY HaBepHsIKa 00JadaroT OIpeaeIeHHON ysI3BUMOCTHIO.
MMeHHO Ha HMX OCHOBBIBAIOTCS 30MOU-ceTH. KoMIbIOTEpPBl ¢ MEIJIEHHBIM,
KOMMYTHPYEMBIM COCTMHEHUEM JIJISI 30MOMPOBAHUST MaJIOTIOJIE3HBI.

PacnpocTpaHeHUe MIMPOKOMOJOCHOTO IOCTYIA AaJ0 HOBBIA TOJYOK TeX-
HoJorusM pacchliku crmama. Eciu B 2002 romy 60JbIIast 4acTh cliaMa pacchl-
Jlajiach yepe3 IJIOXO 3allUIleHHbIe cepBepa 2JEKTPOHHOMN MOYTHl U COOCTBEH-
Hble cepBepa cnaMepoB, To yxe ¢ 2004 roga cTaTUCTUKA OJHO3HAYHO CBUE-
TEJBCTBYET, YTO OOJNbINAsl YacTh CITaMa PacChUIaeTCs 4Yepe3 3aTpOsTHEHHBIE
KOMITBIOTEPHI Ha OBICTPBIX KaHajlaX CBSI3U.

IlepcoHanbHbIe KOMITBIOTEPHI, OOCTYXMBaeMble HEKBaIUDUIMPOBAHHBI-
MU TTOJIb30BATEJISIMU U TIOIKJIIOYEHHBIE K IMPOKOMOJIOCHBIM JIMHUSIM CBSI3H,
OyIyT B AajibHEMIIeM TOJbKO MHOXHUTBCS. 3HAYUT, HA 3TOM pecypce OyayT oc-
HOBaHbl MHOTHE TEXHOJIOTUU 3JIOYMBIIIJIEHHUKOB — pacchlika crama, DoS-
aTakul, XOCTUHT HeJIeTAJIbHbIX MaTepuaioB, METOJbl aHOHUMHU3ALUU, Kpaxka
MEPCOHANBHBIX JaHHBIX U T.II.

ITocKonbKy yCIIyry CBSI3U MOCTOSTHHO JIeIIEBEIOT, BHEAPSIIOTCS HOBBIE, 00-
Jiee TIpPOM3BONUTENIbHBIE TEXHOJOTUU U MPOTOKOJBl (Hampumep, Wi-Max), a
Tapudbl UCTOAB3YIOTCS MPEUMYIIECTBEHHO OE3JIMMUTHbBIE, TO MOJIb30BATENN
HEe OYeHb 3aMHTEPECOBAHBI 3a00TUTHCS O 3alIUINEHHOCTU CBOUX KOMITbIOTE-
poB. CoBpeMeHHBIE TPOSTHCKHE MPOrpaMMBbl HE 3aTpyKaroT pecypchl KOMITbIO-
Tepa, UCTOJb3YIOT UMEIOLIYIOCS MOJ0CY JUHUU CBSI3U aKKypaTHO, YTOOBI KakK
MOXHO J0JIbIlIe He 0OHAPYXUBATh CBOETO NMPUCYTCTBUSA. TO €CTh MOJb30BaTETb
3apaXk€HHOTO KOMITbIOTEpPAa HE HMCITBITBIBAET HUKAKWUX SIBHBIX HEYTOOCTB OT
MPUCYTCTBUS TPOSTHCKOM mporpaMmbl. Heyno6cTBa OT 3TOro MCTIBITHIBAET BECh
ocTajbHOI MuUp. B aHalOTMYHON cUTyalluM HaXOAUTCS WHTEpHET-TIpoBaiiaep
3apaXkEHHOTO MOJIb30BaTEJIsl: OH HE HECET MPSIMBIX YOBITKOB, KOTJa BPEIOHOC-
HbIe TTpOTpaMMBbl PYHKIITMOHUPYIOT B €TO CETHU, OJHAKO 3aUHTEPECOBaH, YTOObI
B CETSIX MHBIX MPOBalIepOB BPEIOHOCHBIX IMPOTpaMM He ObLIO. DTO co3aaeT
OCHOBY JIJIsI 3aKJIFOYEHUSI MHOTOCTOPOHHUX COTJIAIIEHU I MEXIy olepaTtopaMu
CBSI3W WJIM OO0BEAWHEHMST MX TIOJl 3TUION rocynapcTBa IJisi COBMECTHOM OOpb-
Obl, B3aMMOAEHCTBUS M OKa3aHUS B3aMMHOM MOMOIIIH.

ITonoGHBIE anbsSTHCHI TMOSIBJISIIOTCSI MOCTOSTHHO. M3 COOBITHIT TTOCIEIHUX
NIBYX JIET CTOUT OTMETUTh MOsIBJIeHUE O0O0beNUHEHUsT onepaTopoB «Networks
Fingerprint Sharing Alliance» st 60ps0bI ¢ DoS-arakamMu Ha OCHOBE MPOAYK-
Ta «Arbor Peakflow» [W26].

Hume/melcmywtbnaﬂ cobcmeennocntp

IToBEIIEHTE poIn I/IHTCHJTGKTyaJTBHOﬁ COOCTBEHHOCTH BbIpaxKacTCs B YBC-
JJMYECHUN JOJIM HEMaATCpHUaJIbHBIX BJIOXEHU B CTOMMOCTU MOYTHU BCEX BUIOB
IPpOAYKLIUU. CJ'IC)_'[OBaTeJ'lBHO, 1 10X04bl ITPOU3BOAUTEIIA BCC Oosblie U 0oJIbllIe
3aBUCAT OT CTOMMOCTHU ITpaB PIHTCIIJ'[eKTyaIlBHOfI C06CTB8HHOCTI/I, KOTOpPbIC OH
HUCIMOJIB3YET B MPOU3BOACTBE MJIM KOTOPLIC MPOAACT. OT BEeJIMYMHEBI 3TON CTOM-
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MOCTU CYLIECTBEHHBIM 00pa3oM 3aBMCHUT CTAOMJIILHOCTb 3KOHOMHUKHU TOCY-
JIapCTB, IJIe PACIOOXEHbl KpYIHeNIle npaBoobjagaTeJ U MPOU3BOAUTENU
«TBOpYECKOI» mponyKiuu. PazmMep cTOUMOCTU aBTOPCKUX U MATEHTHbIX MPaB B
TOBApoOOOOPOTE Pa3BUTHIX CTPAaH TAaKOB, YTO CUJIbHBIE KOJieOaHUs 3TON CTOU-
MOCTHU MOTYT NIPUBECTU K KpaXy 3KOHOMUKHU. A CTOMMOCTbh MHTEJJIEKTyaTbHOM
COOCTBEHHOCTH TIOJICPXKUBACTCS COOTBETCTBYIOIIMM 3aKOHOAATEJNbCTBOM U
MPaKTUYECKUMU MEpPaMU TI0 €T0 UCTIOJTHEHUIO — TO €CTh HE PhIHOYHBIM, a aIMU-
HUCTPATUBHBIM MeXaHU3MoOM. [IOHATHO, YTO TOCyaapCTBO TpUIAEeT OOJIbIIOE
3HaUYCHUE MOAMEPKaHUIO CTOMMOCTU HEMaTepUaTbHBIX aKTMBOB. YCTaHOBJIE-
HUE BBITOIHBIX MpaBUJ B 00JAaCTU TOPTOBJAM WHTEJUICKTYaJbHOW COOCTBEH-
HOCTbBIO — OJIHA U3 MPUOPUTETHBIX 33/1au BHEIIHE! MOJUTUKHU Pa3BUTHIX CTPaH.

TennmeHIIUSI MTPOCTEXMBACTCS TOCTATOYHO YeTKasl: MOCTENIEHHOEe yBeJnye-
Hue oO0beMa MOJTHOMOYMI MpaBoobIanaTesl, pacliupeHrue Kpyra [IeHHOCTeH,
Ha KOTOpbI€ PACHpPOCTPAHSIIOTCS MpaBa MHTEJIEKTyalbHONW COOCTBEHHOCTH,
VIUIMHEHWE CPOKOB OXPaHBbI.

B TO Xe BpeMsi KOMIbIOTEpHBIE TEXHOJOTUM ClieJIai HeOObIYaliHO JIETKUM
OTYYXIeHUE TIPOU3BEIeHUS OT ero HocuTess. KonupoBaHue u mepenavya o0b-
eKTOB MHTEJUIEKTyaJlbHOW COOCTBEHHOCTH B LIMGPOBOI (hopMe MMEIOT HUY-
TOXHYIO C€0eCTOMMOCTb M JOCTYIHBI MPAKTUYECKHU BCEM. DTO CITOCOOCTBYET
JIETKOCTHM HapylIeHUs TIpaB U 3aTpynHsIET 00pbOY C TAKUMU HAPYIICHUSIMMU.

Oxunaercs MPoOAOJKEHNE TaHHON TEHACHIIUU B OJMXKAMIIIE TOIBI.

To ectb cenaarcTamM B 00J1aCTH KOMIIBIOTEPHBIX IMPECTYIUICHUM clienyeT
OXMAaTh YCUJICHUS OOpPbOBI C HaApyIIEeHUSIMU aBTOPCKMUX IIpaB, IMAaTEHTHBIX
MpaB, MpaB Ha TOBapHbIe 3HAKU U WHBIX NIpaB MHTEJUIEKTyaJlbHONW COOCTBEH-
HOCTM Ha M(ppoBOii KOHTeHT. HakazaHus 3a COOTBETCTBYIOIIME HAPYIICHUS
OynyT yxxectouarbesi. Kpyr mpecTynmHBIX IesTHUI, CKOpee BCero, paciinpurcs,
MMOCKOJIbKY, KOT/Ia 3aTPYAHUTEIbHO MpeceKaTh CaMy HapylieHUs: (BOCIIPOU3-
BeleHUE, HallpUMep), TIBITAIOTCS 3anpelaTh TO, YTO CITIOCOOCTBYET TAKUM Ha-
pyuieHusiM (HarpuMmep, daitmtoooMeHHble ceTu). Ha 60pp0y MMEHHO ¢ TIpaBo-
HapylieHUsIMA B 00JIACTM MHTEJUIEKTYyaJbHOM COOCTBEHHOCTHU HAIO OXHWIATh
HauOOJbIINX aCCUTHOBAHMI CO CTOPOHBI IpaBoobiafgaTesieil U MPaBUTEIbCTB
3aMHTEPECOBAHHBIX CTPaH.

C npyroii CTOpoHBI, HEM30€XKHO W yCHJIEHHE DPeakKlMM Ha TOoJ00HbIe
NeCTBUSI CO CTOPOHBI OTMO3UIUU, TNOEPaoB, MPaBO3alIMTHUKOB, a TAKXKE CO
CTOPOHBI TeX CTPaH, KOTOPbIE SIBJISIIOTCS TTOTPEOUTENSIMU U HE SIBJSIOTCS TIPO-
U3BOAWTENISIMU TPOJYKTOB MHTEJJIEKTYaJlbHOU coOCTBeHHOCTU. ClieayeT 0Xu-
aTh AaJbHEMIIel MoJuTh3aun 60pbObl C HAPYIIEHUSIMU aBTOPCKUX MPaB.

Koneepeenuus

Baxnoit TCHZ[eHL[Heﬁ pa3sBUTHUA OTpaCMU CBA3U ABJIACTCA KOHBCPICHUUA
pa3IMYHBIX CEPBUCOB U ciayxk0. [To ceTssiM ¢ KomMMmyTanueil makeroB (mpexnie
BCEro — lP—CeTHM) HBIHEC nepeaarnTcd HE TOJbKO JaHHBIC, HO U I'OJIOC, BUACO-
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n3o0paxeHue, ynpapJsiolliue CUTHaIbl 1S pa3HOOOPa3HOTO 000pyAOBaHUS,
npyrue Buabsl nHdopmanuu. [To ogHOMy 1 TOMy Xe Kabesto, Mo OJHOMY U TO-
MY e MPOTOKOJY CETEBOTO YPOBHS B IOM K MOTPEOUTENIO MOJAIOTCS pa3iny-
Hble CepBUCHI: TeJedOHHas CBsI3b, CUTHAJ TejeBelllaHWsl, BUAeOo Mo TpeboBa-
HUIO, YIIpaBJieHUE BHEIIHMMU yCTpoWcTBaMu U noctyn B MHTepHeT. Takas
KOHBEPIeHIIUS YIIPOIIAeT U YACIIEBISIET BCE CEPBUCHI, XOTS U JejlaeT UX MeHee
HaJeXHbIMU, CO37aBasi eIUHYIO «TOUKY OTKa3a». Bripouewm, nyoimpoBaHue Ka-
HaJIOB 9Ty NMPOOJIeMy pellaeT.

DTa TEeHAEHIUS TTOPOXKIAET HOBbIE Yrpo3bl. 3axBaT 3JOYMBIIIEHHUKOM
KOHTpPOJISI Hall KaHAJIOM TMepeaadyu JaHHbBIX OyIeT YrpoXaTh He TOJbKO Tepex-
BaTOM WHTEepHEeT-TpaduKa, HO M TOJIOCOBOW WMHGOpMAIUU TOTpeOUTENsI, a
TaKXe CUTHAJIOB YMpaBJIeHUS OBITOBOW TEXHUKOM, OXpaHHBIMU CUCTEMaMMU.
To ecTh pacmupsieTcss Kpyr KOMIbIOTEPHBIX MPECTYTICHUIA.

MepcneKTUBbLI

Hanpasnenust nanpHeiiiero pa3BuTusi GopeH3NMKU Ha OJMKaWIIMe TOAbI
BUISITCSI aBTOPY TaKUMMU.

3akxonodamenvcmeo

Ha B3rJii44 aBTOpa, HE CTOUT OKHNAATh B 6JTI/I)KaI7I]_HI/IC oAbl BHECEHUSA TAKUX
U3MEHEHU! B 3aKOHOOATCJIbCTBO, KOTOPLIC OBl YCTAaHOBMJIN MPUMECHCHUEC HEC-
KOTOPBIX METOOOB CHATHUA U 3aKPCITJICHUA L[I/I(prBI)IX J0Ka3aTeJabCTB. C 0I[HOI71
CTOPOHBI, CYHIECTBYIOIIMX METOI0B, B IpUHIIUIIE, ocTaTouHO. C Apyroii cTo-
POHBI, CTCIICHb KOMIIBIOTCPpU3ALIMU HALIECTO 06H_IeCTBa CIIC CJIUIIKOM HE3Ha-
YUTCJbHA; OJ4d CYIICCTBECHHBIX WU3MEHEHU HY>XHO ITOJ0KIAaTb CMEHBI OJHOTO
nmokojeHusi. Kpome Toro, cienyer yuuThiBaTh CKOPOCTh Pa3BUTUs MHGpOpMa-
IIMOHHBIX TEXHOJIOTUM. HI/IKaKOG 3aKOHOOATECJIbCTBO HE CHOCO6HO N3MECHSATDH-
¢ CTOJIb XKe GBICTPO.

pruummucmu'tecxaﬂ MmexHuKka

Yro kacaercs IIporpaMm M amnmnapaTHbIX YCTpOﬁCTB JJI CHATUA I/IH(bOpMa—
O1H C pa3HOO6Da3HBIX HOCUTEJIEH U ee nccjIea0oBaHuA, TO B 3TO# 0bMacTH Ipo-
PBIBOB OKXMAAaTb HE CTOUT. IToutn BCEC, YTO MOXKHO ObL1O aBTOMaTU3NPOBATh,
YK€ aBTOMAaTU3HUpPOBaJIH. PasButue NOMAET JUILb MO IIYTHU y4y€Ta HOBBIX BUJOB
HOCUTEJIEW U HOBBIX (bOpMaTOB JaHHBIX.

Caexcka

MHorue cyuMTalT, 4YTO B OimKaiiiue roasl OyneT naaath 3¢ GeKTUBHOCTD
cucreM nepexBata kommyHukauuit (COPM, «Carnivore», «Echelon» u np.)
BCJIECTBME BCe OOJIbIIIEI pacpoCTPaHEHHOCTH JNEIIeBbIX CUCTEM U TPOTOKO-
JIOB UG pOBaHUS, BCTpauBaHUS TaKUX cUcTeM B paznuuHoe [10. s MHOruX
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MIPOTOKOJIOB MOSBJISIOTCS UX MM (PPOBaHHBIE Bepcur (MOAUGHUKALIMK, PACIIH-
penus). IIIupoko mOCTYIMHBI KaK OMUCAHMs, TaK U TOTOBBIE peaanu3aluy CTOM-
KHUX aJITOPUTMOB IIU(PPOBAHMS, B TOM YKCJE MOA CBOOOIHBIMU JTULIEH3USIMU.
MOIIHOCTh COBPEMEHHBIX KOMMBIOTEPOB TaKOBa, YTO IIM(GpPOBaHUE B peasib-
HOM BpeMEHHU JII0O0TO pa3yMHOro oobeMa TpaduKa 3aHMMaeT BeCbMa He3Ha-
YUTEIbHYIO YaCTh PECYPCOB.

HanvonanbHOEe 3aKOHOOATEIBCTBO BO MHOTUX CIIy4assX OTpaHUYMBAET
MpUMeHeHUe MHUGpOBaHUS WM TpeOyeT NeMOHUPOBaTh KIIOUM, HO 000
MOJIb30BaTe b 63 0c060TO Tpyaa MpUoOdpeTaeT YCIyTrH 3apy6eskHOTO TpoBaii-
nepa, TIe OTpaHWYEHWS HAaIlMOHAJbHOTO 3aKOHOIATENbCTBA HE OEHCTBYIOT.
IMepeuncienHbie GakKTOPHI MOATBEPKAAIOT, YTO CPEIHEMY MOJb30BATEIO CTa-
HOBUTCS BCe JIerde 3allMTUTh CBOM KOMMYHMKAIMK OT nepexsaTta. CiegoBa-
TeJIbHO, XeJIaIoIUX CAeaAaTh 3TO CTAHOBUTCS BCe GOJbIIE.

Hoegvte omnowenusn
Kak ormeuaiock B mepBoM pasiesic KHUTH, TEXHUYECKUI MPOrpecc crnocod-
CTBYET BOBHMKHOBCHWIO HOBBIX BUJOB HDGCTyHJTeHI/Iﬁ JABYMS OCHOBHBIMU ITyTA-
MU. BO—HCDBBIX, HCIMMOCPEACTBECHHO. BHOBB IMOABUBIIUECCA TEXHUYCCKUE CPCI-
CTBA U TEXHOJIOTMH UCITOJB3YIOTCA 3JIOYMbBIINJICHHUKaMMU I 60)’[66 3(1)(1)CKTI/IB—
HOT'O0 COBCPpUICHUA HpeCTyl’lJ’[CHI/Iﬁ TpaANLIMOHHBIX BUIOB. BO—BTOpBIX, OoI1ocCpe-
JOBAHHO. TeXHH‘-IeCKHI?I IIporpeCcC BBI3BIBACT ITPOTIPECC counaanmﬁ, TO €CTb
BO3HMKHOBCHUEC NMPUWHIUIINAJIBHO HOBBIX BHUI0B O6H_I€CTBCHHBIX OTHOILLIEHUM.
HOBBIC OTHOIICHHMSA O3HAYalOT HOBLIC IIpaBa, KOTOPBLIC MOTYT OBITH HapyHICHBI.
TaKI/IM 06pa30M, BO3HUKAIOT MIPUHIOUITNAJIBHO HOBBIC BUIbI HpCCTyHHGHHﬁ, KO-
TOPbBIC OopLIN paHbIIC HE TO ‘-ITOGBI HCOCYIICCTBUMBI, HO ITOIIPOCTY HEMBICIIMMBI.
CDCZ[I/I IIPUHIOUITHAJIBbHO HOBBIX O6H_IGCTBCHHBIX OTHOH_ICHI/II7I, KOTOPBIC
TOJIBKO YTO BO3HUKIJIN UJIM BOZHUKHYT B onvxamimue rogbl, CJICAYET OTMCTUTD
CIeAYIOLINE:
©® OTHOIICHUA I1IO MOBOAY ITpaB Ha JOMEHHBIC UM€HA U, BOBMOXHO, HEKOTO-
pbI€ APYIrUe€ Cp€aCTBa MHAUBUAYAJIN3allUN B FJ'[OGaJ'[I)HBIX CCTAX;
©® OTHOIIECHMUS MO NMOBOAY BUPTYAJbHBIX NIPEAMETOB, HCDCOHa)Keﬁ, HEABUXKU-
MOCTHU N UHBIX aKTHUBOB, CYIIECTBYIOIIIUX B BUPTYAJIbHBIX MUpax;
©® OTHOIICHMUS ITO MOBOAY PEKIAMHBIX BO3MOXHOCTE M MHOTIO BJIUSIHUS Ha
JIIOJE pa3IMYHBIX CETEBBIX PECYPCOB — BeO-CaiiTOB, GJIOTOB, CETEBBIX CEP-
BHUCOB, MOMCKOBBIX CUCTEM U T.II.;
® OTHOLICHUA II0 IMOBOAY IIpaB HHTCHHCKTyaHbHOﬁ COOCTBEHHOCTU Ha pe-
3YJIbTaThl pa60TBI OTIACJIBbHBIX MMPOTpaMM M KOMIIJICKCOB ITporpamMM, B TOM
YuCJie KOMIIJIEKCOB HE3aBUCUMBIX IPYT OT Ipyra nNporpamm;
©® OTHOLICHMUSA 11O IMOBOAY TEXHUYECCKUX CTAHOAPTOB, d)ODMaTOB 1 IIPOTOKO-
JIOB, KOTOpble (DOPMAJILHO SIBIISTIOTCS TOOPOBOJBHBIMHU, HO (PaKTHYECKU
00s13aTeJIbHBI IUIST BCEX U BCJIEACTBUE 3TOTO CIYXKAT MEXaHM3MOM HeTo6po-
COBECTHOU KOHKYPEHIINU;
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@ OTHOILIEHMUS 110 MOBOAY HOBBIX BUIOB MCIIOJb30BAHUS MHTEJUIEKTYaIbHOM

COOCTBEHHOCTH.

IIpy BOBHUKHOBEHUM HOBBIX OOILECTBEHHBIX OTHOLIEHUWI IepPBOE BpeMs
OHM 3aKOHOM He 3ammumamTcsd. Ho moctaTouHo OBICTPO OOIIECTBO OCO3HAET
HEOOXOIMMOCTh 3alllUThl HOBBIX IIpaB, OCOOEHHO B TeX CJiydasX, KOrma 3T
MpaBa HAYMHAKOT CTOUTh CYIECTBEHHBIX AeHET. 1o MPUHATHSI HOBBIX 3aKOHOB,
OXpaHSIOIIMX HOBBIE MpaBa, MHOTHUE IOPUCTHI MBITAIOTCS «HATSIHYTh» Ha HUX
MpeXHUe HOpMaTUBHBIE akThl. MHOIrma 3T0 ygaeTcs, a MOpoil BO3HUKAIOT 3a-
OaBHbIE MM Tparmdyeckue Kasychl. HoBeiilliass MUCTOpUSI MOKA3bIBAET, UTO OT
MOMEHTAa BO3HMKHOBEHHUS HOBOTO OOIIECTBEHHOrO OTHOIIEHUS IO MOMEHTA,
KOrJa BO3HUKHET OoJiee-MeHee eqnHOO0Opa3Has opuandeckas MpakKTUKa ero
3aIIUTHI, IIPOXOIUT OT 5 10 8§ Jer.

Heoaubepaauzm u neoxoncepsamusm

B nmocTuHaycTpUanbHBIX CTpaHax Kjaaccudyeckuit nuoepanusm XIX-XX Be-
KOB TIOYTH TTOBCEMECTHO CMEHEH Ha HOBYIO MOJUTUKO-3KOHOHOMUYECKYIO
IOKTPUHY, UMEHYEMYIO HeoaunbepanusmMoMm [76, 77]. Heonubepanusm xapak-
TePU3YETCS CIAEAYIOIUMU TEHACHIIUSIMU:

® COKpallleHWe peabHOTr0 BIUSHUS rocyaapcTBa Ha 00IIeCTBO;

@ pacluIMpeHre poar TaK Ha3blBAeMOTO IpaxXJaHCKOIro o0IIecTBa;

® yBeJMYEHUE Yrciia COLMaNbHBIX UEPapXUiA;

@ JIeperyJisiiiusl ppIHKOB, CHITHE OTPaHUUYEHUI Ha KOHILIEHTpAIUIO KaruTana;

® TpaHCHAILlMOHAJbHOE NBUXKEHUE KaluTaaa, yBeJudyeHue MEeXIYHapOaIHOTO
pasnesieHus Tpyaa;

® pa3MbiBaHUE MOHSTUS TOCYNapCTBEHHOW M HallMOHAJbHOW TpUHAIIEX-

HOCTH (KOCMOTIOJIMTU3M), KPU3UC UACHTUUHOCTH.

Kak BugHo, MHTepHET BomIomaeT B ce0e OCHOBHBIE TEHAEHIIMU HEOTU-
oepanusma. OH MIpPUHUUTNIMANBbHO TpaHcTpaHWYeH. OH TPYIHO KOHTPOJIU-
pyeM co cTOpoHHBI rocyaapcTBa. OH MOUYTU HE HYXAAeTCsl B LIEHTPaJIU30BaH-
HOM ynpaBiaeHuu. UHTepHeT mpuIencss Kak HeJb3s1 KCTaTU Heoluodepalib-
HoMy obOmectBy. M, HanmpoTuB, A8 TeX rocynapcTB, KOTOpPbIe HE YCIeJNu
elle NmepeiTu K Heoaubepaanu3My M 3aJepXajJluch Ha MpeAbIaAYIIeiH cTanuu
pa3BUTUS (TaK Ha3biBaeMbi€ TOTAJIUTAPHBIC WM MPOCTO MaTEepHATUCTCKUE
rocynapcrtsa), Haauuue MHTepHeTa co3maeT mpoOieMbl B UIE0OJOTUYECKOM
chepe.

HeoxoHcepBaTu3M ypaBHOBEIIMBAET HEIOCTATKN HEOJMOEpain3Ma U KOM-
MEHCUPYET KPU3UC UASHTUYHOCTU, TTO3BOJISISI COXPAHUTh €AWHCTBO TOCYAap-
CcTBa IIpU HOBOM TuIle oOiecTBa. s HEOKOHCepBaTU3Ma XapaKTepHbI KOH-
deccuoHaNbHO-KYIbTYypHOE O0BENIMHEHUE, HacaXIeHHWE TOJIEPAHTHOCTH,
n3bpaHue oOIleHAIIMOHAIBLHOTO Bpara (BHEITHETO M BHYTPEHHETO), KOTOPbIi
OBl CMOT MJICOJOTUYECKU OOBEAUHUTHh TAaKOE€ KOCMOIOJIUTUYHOE U MYJIbTU-
KyJIbTypHOE OO0IIECTBO.
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Yem xe ypaBHOBeUIMBalOTCS HeonubepanabHble TeHaeHIMU B Cetu? Yrto
SIBJISIETCSl BOTUIOIIEHUEM HEeOKOHcepBaTu3Ma B MHTepHeTe?

Bo-niepBbix, 60pbba CO «BCEHAPOAHBIM», TO €CTh OOIIEIMBUIN3ALIMOHHBIM
BparoM. Ha 3amMeHy McYe3HyBlIIeMYy COIIMAIU3My OBLIM TMOAOOpaHBl ApyTHe
Bparu — MMUpPOBO# TeppPOPU3M (BHELIHUI), SKCTPEMUCTHI (BHYTPEHHU) U Te-
nodunbl (BHyTpeHHU). st moneit, Kpenko cBsizaHHbIX ¢ MHTepHETOM, UMe-
eTCs U ellle ONUH O0beAUHSIOIINI Bpar — cliaMephl.

BeneHue 6opbOBI ¢ OOIIMMHU BparaMy MO3BOJISIET HAWTH TaTdopMy st
HaAIlMOHAJIBLHOTO U TOCYAAapCTBEHHOTO €IMHEHUS, CyOJIMMUPOBATh HEJOBOIb-
CTBO, 3arpy3UTh pabOTO MHOTOYMCJIEHHbBIE TOCYAApCTBEHHbBIE U OOIIECTBEH-
Hble yupexneHus. To ecTb ypaBHOBECUTh HETaTUBHbBIC CJIEACTBUSI HEOJUOe-
pajabHOW MOJUTUKU.

IIpotuBoneiictBue B CeTH IepeunCIeHHBIM BparaM He OyIeT yIeJIoM Ipo-
deccroHaoB, Kak ISl IPYTMX KOMITBIOTEPHBIX MpeCTyIUIeHUi. TeppopucThl,
9KCTPEMUCTHI, TIenodUIbl U cllaMepbl, a TAKXKEe UM COUYYBCTBYMOIIME OyayT (1
yXe ceiyac SIBJISIOTCS) OOIIMM MPOTUBHUKOM [JISI CAMBIX IIIMPOKUX KPYTOB
obmectBa. [IpaBooxpaHuTeNbHBIE OPTaHbI, Belsi OOPHOY C COOTBETCTBYIOIIM-
MU TIpaBOHAPYIICHUSIMU, OYAYT UMETh JI€JIO C CaMOil IIUPOKON «MHUIITMATUBOM
CHM3Y», UTHOPUPOBATh KOTOPYIO — cebe JopoxKe.

Bospacmanue poau Hnmepnema

Tennmenmusi, onucanHas B riaBe «KoHBepreHus», o0elaeT HaM paciliu-
peHUe pOJIU ceTell ¢ KOMMYTalllell MakeToB, MpeXkae BCero — CeTeil Ha MPOTOo-
koise IP. Kak Bce cepBuch nepeBoaaTcs Ha [P, Tak 1 Bce cBI3aHHBIE ¢ HUMU
3JI0YTTOTPEOJIeHUST CTAHOBSATCS KOMIBIOTEPHBIMU.

B Gauxaiimue Toabpl MBI MOXEM, HAllpuMep, CTOJKHYThCS ¢ KBapTUPHOM
Kpaxeil KakK KOMITbIOTEpPHBIM TpecTyIJieHneM. 3HauWTeabHasA JOJSI CUCTEM
OXpaHHOW CUTHANIW3allMU U BUAcOHabM0AeHUs paboTaeT Ha rmpoTokoje [P u
OCYIIECTBIISIET Tlepenady MHGOpMalWU IO TyOIUIHOMU
IP-cetn. COOTBETCTBEHHO, OTKJIIOUUTHh TaKyl0 CHCTEMY
WJIM HaBsI3aTh €M JIOKHBbIE JaHHbIE MOXHO TUCTAHIIMOH-
HO, 4epe3 MHTepHET, OCYIIeCTBUB K Heil HECAHKIIMOHU-
POBaHHBINA JOCTYM MPHU MOMOIIM KOMITbloTepa. B ciydae
YCITEIITHOTO JOCTYyIa B3JJOMaHHast CUCTeMa caMa COOOIIUT
BOpY, KOTJa X0351eB HET I0Ma, B HY>XKHbIII MOMEHT pa30J10-
KHUPYET 3aMKH U MPEKPATUT BUIEO3AIMMUCH.

Kamepa nabardenus «D-Link Securicam Network DCS-G900».
Hcnonvzyem becnpoeodtyro césa3b no npomokony Wi-Fi (IEEE
802.11g) kak 015 nepedauu sudeocueHala, max u 015 ynpaene-
Husi kamepoil. M3-3a 3moeo 310yMblulAeHHUK NOAYYaem nomeH-
UYUANABHYI0 BO3MONCHOCMb 3AX6AMUMb YNPAGACHUEe KAMepOil, He

NPOHUKAS HA OXPAHsieMblil 00BeKm
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