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3. CneAcCTBEHHbIC AeMCTBUSA

OcmoTp KoMnbIOTEpa

Ocobennocmu

Korga creabl coBepllieHHOTO TIPECTYIIEHUsS U BO3MOXHBIE TOKa3aTeslb-
cTBa HaxonsTcs B iudpoBoit popme (B popMe KOMIIbIOTepHOI MH(pOpMALIN),
UX mojydyeHue, pukcauus U TOKyMEHTUPOBAHUE MPEACTABISIOT ONpeaeeH-
HYIO CJIOXKHOCTb.

B oTnnure oT MHOTrMX MHBIX BUJIOB 10Ka3aTeJbCTB, KOMITbIOTepHAsI WH-
dopMalMss He MOXET BOCIPUHUMATBHCS YEJIOBEKOM HEMOCPEICTBEHHO —
ria3aMu, yuiamu, najibliaMu. BocripuHuUMaTh e MOXHO TOJBKO 4Yepe3 IMoc-
pEeACTBO TEXHUYECKUX amIapaTHBIX U MPOTrpaMMHBIX cpeacTB. [Ipuuem Ko-
JIMYECTBO U CJOXHOCTb 3TUX TEXHUYECKMX MOCPEIHUKOB HACTOJbKO BEJIU-
KM, 4YTO CBSI3b MEXY UCXOAHOU MHGMOPMAIIMEl U TEM, YTO Mbl BUIIUM HE K-
paHe, He CIMIIKOM MpsiMas U JajJeKo He Bcerma oyeBMAHAs. A TOpOW 3Ta
CBSI3b M BOBCE YCJIOBHA M 3bI0KA 10 HEBO3MOXHOCTHU (cM. TiaBy «O01eHayy-
HBIE METOABI»).

CnenyeTr npu3HaTh, YTO OCMOTP KOMIIbIOTEPHO MHGOPMALIUU — 3TO HE
BITOJTHE OCMOTD (OT CJIOBA «CMOTPEThb»), a CKOpee MHCTPYMeHTa bHasl IMpo-
BepKa, Tpebyroliasi onpeaeJeHHbIX 3HAHUT 00 UCITOJb3yEMbBIX TEXHUYECKUX
cpeacTBax, MPUHIIMUIT JAEWCTBUS KOTOPBIX HE Bceraa odeBMAeH. BeposT-
HOCTb OIIMOUTHCSA U YBUAETh HE TO, YTO €CTh Ha CAMOM JeJie, IPU 3TOM I10-
BBILIEHHAS, JaXe MPU OTCYTCTBUM lieJieHANpaBJIeHHOTO BO3JAEeHCTBUS TIPO-
TUBHUKA.

BrickasbiBajioch MHEHUE, YTO HA OCHOBAHUM BBIIIEU3IOXKEHHOTO OCMOTP
KOMITBIOTEPHOI MH(pOpMAILIMU BOOOIIEe HEMOTYCTUM, a CJIEAYeT BCcerna MpoBo-
IIUTh 3KCTIEPTU3Y.

ITpakTuka ke HUKaK He MO3BOJISIET IPUHSTDH 3TO yTBepxkaeHue. [ITpoBecTn
KOMITBIOTEPHO-TexHUYeCKYI0 aKcnepTusy (KTD) He Bcerma BO3MOXHO aaxke B
TeX cliydasiX, Korja oHa TOUHO HyXHa. 3aMeHa 3KCIepTU3bl OCMOTPOM MO3BO-
JISIET COKOHOMUTBH OYeHb MHOT'O BpeMeHU M cuJi. [lopoit mepen ciemoBaTeaeM
CTOUT BBIOOpP: WK TIpoBOoAUTH BMecTo KTD ocMoTp KoMmmbloTepHOI MHMOP-
MallMU, WK BOBCE MpeKpaliaTh JIeJ0.

Kpowme Toro, ecth 1 Takoe coobpaxeHue. s nposenenust KTD Bce paBHO
HEOOXO0IMMO U3bITh HOCUTEb MH(POPMALIMU UJIN CKOITMPOBATh €0 COAEPXKM-
Moe. A 3TU eHCTBUS MO CBOEH CJIOXHOCTHU U IO MPUMEHEHUIO CMelMaTbHbIX
3HAHUI HE CUJILHO OTJIMYAIOTCS OT OCMOTpPa KOMITbIOTEPHO MH(pOpMaLIMU Ha
MecTe. Bce paBHO HykeH crienyannuct. Bce paBHO XelaTeJIbHBI KBaJTU(GUIIIPO-
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BaHHbIC TOHsIThIe. Bce paBHO AEeWCTBUS 3KCIepTa CBEAYTCS K MPOCMOTPY U
pacrnevyaTke HyXHBIX JaHHBIX. TaK He TpOIIe JIU TPOU3BECTHU BTU XK€ NeCTBUS
B mopsiake ocmoTtpa (c1. 176-177 YIIK)?

Cmandapmot

IpaBuna cbopa u pukcanuu HMGPOBBIX 10KA3ATEIBCTB (TO €CTh KOMITbIO-
TepHOI WHGOpPMALIUK, UCITOJb3yeMO B KayecTBe HOKa3aTeJlbCTBa) He 3aK-
perieHBl B 3aKoHe. HeT 1 BeMOMCTBEHHBIX HOPDMATUBHBIX aKTOB, 3aKPeTLIsIO-
IKUX TaKue MpaBuja. A MOTOM B Cylde BO3HUKAeT BOMPOC: OBLIW JIK JoKa3a-
TEeJIbCTBA COOpaHbl HamJIeXalluM o0pa3oM, KOTOPbI obecriedruBal UX 10CTO-
BEPHOCTb U HEeM3MeHHOCTh? OLEeHUTh MPaBUIbHOCTh MPUMEHEHHBIX TPOILIE-
nyp 6e3 crelnualbHbIX 3HAHU HeBO3MOXHO. Koraa e cylecTBYIOT opuIin-
albHBIE WU, MO KpaliHei Mepe, OOIIeNpH3HaHHBIE TpaBUIa OOpalleHUs C
U (GPOBLIMU JT0Ka3aTeJIbCTBAMM, OOOCHOBATH AOCTOBEPHOCTh M HEM3MEH-
HOCTb 3HAYMTEJIBHO TMPOIIIE.

B oTHOIIeHWU APYruX BUAOB ITOKa3aTEJIbCTB, KOTOPBIMU KPUMWHAIHUCTHI
3aHUMAIOTCS JaBHO, TaKKe TpaBUJia CYIIEeCTBYIOT.

3akpenjieHue CTAaHAAPTOB OOpallleHUsT ¢ HUPPOBBIMU TOKa3aTeIbCTBA-
MU B 3aKOHOIATENbCTBE HEBO3MOXHO B CHUJY OBICTPON M3MEHYHMBOCTH
KOMITBIOTEPHBIX cucTeM. HoBBIe ycTpoiicTBa, HOBBIE HOCHTENIU, HOBBIE
MIPOTOKOJIBI, IJIST KOTOPBIX TOTPEOHBI HOBBIE MPOLIEAYPHI, TOSABISIOTCS HeC-
KOJIbKO pa3 B roj. EXXeroaHo MmosBASIOTCS MPUHLIUIHAIBHO HOBBIE YCTPOIi-
CTBa, KOTOpPbIE TPeOYIOT MPUHLIUIIKAIBHO WHOTO MOIX04a Npu oOHapyxXe-
HUU ¥ U3BSITUM HUGPOBBIX JOKA3aTeIbCTB. BeJOMCTBEeHHBIE METOAUKY [85,
86] MOXHO MEHSTh HOCTATOYHO 4yacTo. OgHaKo WX pa3paboTKa B HaIlel
cTpaHe 3aTpyaHeHa OTCYTCTBUEM I'PaMOTHBIX TEXHUYECKHUX CTEIMaIICTOB B
9TUX BEIOMCTBaX.

CTONKHYBIIKCH ¢ HEOOXOIMMOCTHIO MOTOOHBIX CTAHIAPTOB, CIIEIIUATNCTHI
MIPeIIOKUIN 3aDUKCUPOBATh UX HAa YPOBHE PEKOMEHIALNIA HAYIHBIX VJIU 00-
IEeCTBEHHBIX Tpo(eCCUOHATbHBIX opraHu3anuii. McmomHeHWe TaKWX CTaH-
JIapToOB, 6€3yCIIOBHO, CHUMET PSi BO3MOXHBIX BOIIPOCOB CO CTOPOHBI cyaa U
YYaCTHUKOB Tpoliecca. ABTOP PeKOMEHAYET TPH MOTOOHBIX ToKyMeHTa [W28,
7, 11], n3maHHBIX JOCTATOYHO aBTOPUTETHBIMU B 001aCTH (POPEH3UKU OPTaHH-
3aluAMU. M3T0XEeHHBI B HUX OMBIT YYTEH MPU HANMCAHUM pas3aesioB 2 U 3
HACTOSIIEN KHUTHU.

ABTOp TpemjiaraeT coOJI0IaTh MPU MPOBEAEHUM CAEACTBEHHBIX ACUCTBUI
TpeGOoBaHUS TAKMX JOKYMEHTOB U B JaJbHEWIIIEM CChIJIAThCS Ha HUX JJIsI MTOIT-
BEPXKIEHUS «COOMIOACHUS OOIETTPUHSATHIX U MPU3HAHHBIX BEAYIIUMU CIIEII-
aJUCTaMU TIPaBUJI U CTAHAAPTOB».
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Jlor-q)aﬁnbl, AoKa3aTelNibHafA CMJia Jioros

Onpedeaenue

Jlor (KOMMObIOTEpHBIN JIOT, KOMITBIOTEPHBIN XYypHal peructpanuu coObl-
TUIi) — 3TO OpraHM30BaHHas B Bune daiisa, 6a3bl JaHHBIX WJIM MacCuBa B OTle-
paTUBHOM TMaMSITH COBOKYITHOCTb 3amuceil 0 COOBITUSX, 3aUKCUPOBAHHBIX
KaKoW-JIM00 mporpamMMoii, Ipynroil mporpamMMm, MHGOPMALMOHHOW CHUCTe-
Moii. Jlor BemeTcst aBToMaTHuecKM, 6e3 yyacTus dyenoBeka. Kak mpaBuiio, co06-
JII0faeTcs IPUHIIMIT: OHO cOoObITME — OfHA 3anuch. Kak npaBuio, Kaxmaas 3a-
MUCh cHaOXaeTcss MeTKoW BpeMeHU. OOBIYHO 3alMCU COXPaHSIOTCS MO Mepe
WX TEHEPUPOBAHUS, MO BO3MOXHOCTHM, HE3aBUCUMO OT T€HEPUPYIOIIEH HUX
MpOrpaMMBbl, YTOOBI OHU OKAa3aJMCh JOCTYITHBI JJIsI U3YYEHUS JaXe B CiIydae
c60s UM aBapUIfHOTO 3aBEPIICHUS MTPOTPAMMEBI.

®opma 3amuceil MOXET OBITh MMPOU3BOJIBHON, HA YCMOTPEHHME CO3IATeNs
MmporpaMMbl WJIM Ofeparopa, NMPOM3BOAMBIIETO €€ HAacTPOWKYy. 3aIlucu Jjora
MOTYT UMeTh OoJiee «TyMaHUTapHYI0» GopMy, TO €CTh OPUEHTHUPOBATLCSI Ha
BOCMpPUSITUE UYEJIOBEKOM. 3allMCU MOTYT OBITb MAlIMHHO-OPUEHTUPOBAHHBI-
MU, TO €CTh MpeIHa3HAYAThCS JJIS JIETKOTO BOCIIPUSTUS APYTON MTPOTPaMMON.
Yame npuaepKuBalOTCs MPOMEXYTOUHON (HOPMBI.

BeneHune 10roB MOXET OCYIIECTBISITCS caMO TeHepUpyollieil Tporpam-
MO, a MOXET OBITh TIepelaHO CMEelMaIU3MPOBAHHON (JIOTUPYIOIIEii) mMporpam-
Me, Takol Kak «syslogd». BeneHue noros (JiormpoBaHMe) BKJIIOYAET: 3aMUCh UX
B COOTBETCTBYIOIIU (daiiyl uim 6a3y JaHHBIX, CHaOXeHHe METKON BpeMEeHU U
UIeHTU(GUKATOPOM MCTOYHUKA, arperupoBaHue (00beAUHEHHE ONMHAKOBBIX
WJIM CXOXUX 3aIKCceil), CBOeBpeMeHHOe yaaJeHre CTapblX 3alUCcei 1 T.1I.

IIpumepui

Huxe aBTOp cUest MoJIe3HBIM MTPUBECTU 00pa3Iibl HEKOTOPHIX JIOTOB, YTOOBI
Te YMTATEeIU, KOTOPbIE PEIKO ¢ HUMU CTaJIKUBAaIUCh, YYBCTBOBAJIU ceOs Gojiee
YBEPEHHO NPU U3YYEeHUH JalbHeIero MaTrepuana.

®parMeHT Jiora cepBepa 3JeKTPOHHOM MoYThl «sendmail» Bepcun 8.13.3:

Dec 14 14:43:12 aihs sm-mta[5156]: kBEDhBbL005156: from=<sonya95wen-
king@barnhallrfc.com>, size=6093, class=0, nrcpts=1,
msgid=<9bd701c71£85$6£f70e79a$93c9135a@barnhallrfc.com>, proto=SMTP,
daemon=IPv4, relay=ayc250.internetdsl.tpnet.pl [83.18.106.250]

Dec 14 14:43:16 aihs sm-mta[5157]: kBEDhBbL005156: to=fnn@home.fnn,
delay=00:00:04, xdelay=00:00:04, mailer=esmtp, pri=36347, relay=home.fnn.
[80.94.84.26], dsn=2.0.0, stat=Sent (kBEDhG4D014447 Message accepted for
delivery)

Dec 14 14:44:17 aihs sm-mta[5171]: kBEDiFQH005171:
from=<vt@prostimenya.com>, size=8217, class=0, nrcpts=1,
msgid=<0458524863.20061214073716@prostimenya.com>, bodytype=8BITMIME,
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proto=SMTP, daemon=IPv4, relay=customer.klimatstroy.195.sls-hosting.com
[204.14.1.195]

Dec 14 14:44:17 aihs sm-mta[5172]: kBEDiFQH005171: to=/dev/null,
ctladdr=bit-bucket (26/0), delay=00:00:01, xdelay=00:00:00, mailer=*file*,
pri=38486, dsn=2.0.0, stat=Sent

Dec 14 14:44:39 aihs sm-mta[5173]: kBEDiZU2005173: from=<terri2546zelig@bar-
bary.com>, size=6089, class=0, nrcpts=1,
msgid=<848e01c71£85$0d4£f14333$eb8ddf52@barbary.com>, proto=SMTP, daemon=IPv4,
relay=[59.24.163.104]

Dec 14 14:44:39 aihs sm-mta[5174]: kBEDizU2005173: to=/dev/null,
ctladdr=bit-bucket (26/0), delay=00:00:03, xdelay=00:00:00, mailer=*file*,
pri=36311, dsn=2.0.0, stat=Sent

Dec 14 14:50:12 aihs sm-mta[5190]: kBEDoAM6005190: from=<yhky@vampismo.com>,
size=8177, class=0, nrcpts=1,
msgid=<9454295755.20061214074311@vampismo.com>, bodytype=8BITMIME,
proto=SMTP, daemon=IPv4, relay=customer.klimatstroy.195.sls-hosting.com
[204.14.1.195]

Dec 14 14:50:12 aihs sm-mta[5191]: kBEDoAM6005190: to=/dev/null,
ctladdr=bit-bucket (26/0), delay=00:00:01, xdelay=00:00:00, mailer=*file*,
pri=38444, dsn=2.0.0, stat=Sent

Dec 14 14:53:42 aihs sm-mta[5192]: kBEDrduu005192:
from=<vvvaldiswwh@gmail.com>, size=8704, class=0, nrcpts=1,
msgid=<67a901c71£88$f5e3e54e$£f00600£ff@gmail.com>, bodytype=8BITMIME,
proto=ESMTP, daemon=IPv4, relay=msk-ml0-stO0l.rtcomm.ru [213.59.0.34]

Dec 14 14:53:42 aihs sm-mta[5193]: kBEDrduu005192: to=/dev/null,
ctladdr=bit-bucket (26/0), delay=00:00:03, xdelay=00:00:00, mailer=*file*,
pri=38935, dsn=2.0.0, stat=Sent

Dec 14 14:54:17 aihs sm-mta[5194]: KkBEDsGgS005194:
from=<ynrripinahov@yahoo.com>, size=8734, class=0, nrcpts=1,
msgid=<7fee0lc71f8e$052adal6$eb62alf3@yahoo.com>, bodytype=8BITMIME,
proto=ESMTP, daemon=IPv4, relay=msk-ml0-stO0l.rtcomm.ru [213.59.0.34]

Dec 14 14:54:17 aihs sm-mta[5195]: kBEDsGgS005194: to=/dev/null,
ctladdr=bit-bucket (26/0), delay=00:00:01, xdelay=00:00:00, mailer=*file*,
pri=38963, dsn=2.0.0, stat=Sent

Dec 14 14:54:31 aihs sm-mta[5196]: kBEDsTLt005196:
from=<iwmné6@bellsouth.net>, size=7116, class=0, nrcpts=1,
msgid=<6.0.0.22.1.20061214165536.072e7710@bellsouth.net>, proto=SMTP, dae-
mon=IPv4, relay=84-123-178-52.onocable.ono.com [84.123.178.52]

Dec 14 14:54:33 aihs sm-mta[5197]: kBEDsTLt005196: to=fnn@home.fnn,
delay=00:00:03, xdelay=00:00:02, mailer=esmtp, pri=37368, relay=home.fnn.
[80.94.84.26], dsn=2.0.0, stat=Sent (kBEDsZ8K014471 Message accepted for
delivery)
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IlepBbie TpY MO KaXIOW 3alUCH — 3TO MeTKa BpeMeHU. Cleayionive aBa
UIECHTUOULIMPYIOT UCTOYHUK cooOIIeHui. [IprueM 3TH METKM CTaBITCS He Te-
Hepupylollleil Jor mporpaMMoil («sendmail»), a JIOTUpYIOIIEil MPOTPaMMOIi.
OcrTaBIasicst 9acTh COOOIIEHU I TPUHAMIEXHUT YKe TeHepUPYIOIIE TporpaMmme.

MOXHO 3aMETUTh, YTO 3AIUCH JIOTa TPYIITUPYIOTCS MOTapHO: KaXaas rmapa
3aMmuceil UMeeT OMMHAKOBBINM MIeHTU(hUKATOP (IpyIna CUMBOJIOB MMOCJE TBOE-
TOuMsl, HarpuMep, «kBEDsTLt005196>»). [lapa 3amuceil COOTBETCTBYET ABYM
sTanaM o6paboTKM COOOIIEHUS DJIEKTPOHHON MOUTHl — MPUEM U OTIpaBKa.

Jlanee mpuBeneH oOpasell Jiora BeO-cepBepa «Apache» Bepcuu 2.1.9-beta.
DTOT cepBep BeAeT HECKOJIbKO BUAOB JoToB. Huke mpuBomuTcs dparMeHT
Jor-aiiyia «access.log» — B 3TOM Jiore (pUKCUPYIOTCS 0OpaboTaHHbIE 3aM-
pocsl potokoyia HTTP:

83.222.198.130 - - [28/Nov/2006:14:46:35 +0300] «GET /cgi-bin/allip_note.pl
HTTP/1.0» 401 475

83.222.198.130 - fnn [28/Nov/2006:14:46:40 +0300] «GET /cgi-
bin/allip_note.pl HTTP/1.0» 500 605

83.222.198.130 - fnn [28/Nov/2006:14:47:27 +0300] «GET /cgi-
bin/allip_note.pl HTTP/1.0» 200 1053

83.222.198.130 - fnn [28/Nov/2006:14:49:10 +0300] «GET /cgi-
bin/allip_note.pl?ip_id=2 HTTP/1.0» 200 2087

83.222.198.130 - fnn [28/Nov/2006:14:49:40 +0300] «GET /cgi-
bin/allip_note.pl?ip_id=3 HTTP/1.0» 200 2087

83.222.198.130 - fnn [28/Nov/2006:14:49:49 +0300] «GET /cgi-
bin/allip_note.pl?ip_id=4 HTTP/1.0» 200 2087

83.222.198.130 - fnn [28/Nov/2006:14:50:05 +0300] «GET /cgi-
bin/allip_note.pl?ip_id=5 HTTP/1.0» 200 2087

83.222.198.130 - fnn [28/Nov/2006:14:56:58 +0300] «POST /cgi-
bin/allip_note.pl HTTP/1.0» 200 1101

83.222.198.130 - fnn [28/Nov/2006:14:57:46 +0300] «POST /cgi-
bin/allip_note.pl HTTP/1.0» 200 1203

83.222.198.130 - - [28/Nov/2006:16:21:58 +0300] «GET / HTTP/1.0» 401 475
83.222.198.130 - amak [28/Nov/2006:16:22:33 +0300] «GET / HTTP/1.0» 200 360
83.222.198.130 - amak [28/Nov/2006:16:22:34 +0300] «GET /cgi-bin/allip.cgi
HTTP/1.0» 404 289

83.222.198.130 - amak [28/Nov/2006:16:23:24 +0300] «GET /cgi-bin/allip-
view.pl HTTP/1.0» 404 293

83.222.198.130 - amak [28/Nov/2006:16:23:34 +0300] «GET /cgi-bin/allip-
view.pl HTTP/1.0» 404 293

83.222.198.130 - amak [28/Nov/2006:16:23:52 +0300] «GET /cgi-bin/allip-
view.pl HTTP/1.0» 404 293

83.222.198.130 - amak [28/Nov/2006:16:24:22 +0300] «GET /cgi-
bin/allip_view.pl HTTP/1.0» 200 1260

83.222.198.130 - amak [28/Nov/2006:16:24:56 +0300] «GET /cgi-
bin/allip_add.pl?instype=ip HTTP/1.0» 200 2481

Ha nanHom BeO-caiiTe BkoueHa aBTopusanus. Kak MoxXHo BUneThb, B 1-it
u 10-i1 3anucsIx TpeThe MoJie COAEPXKUT «-», TO €CTh JIOTMH U TTapoJib MOJb30Ba-
TeJist He ObLUIM MepeaaHbl cepBepy. COOTBETCTBEHHO, KOJ OTBETA BeO-cepBepa B
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atux caydasx — 401 (cMm. mpenmnocienHee moie). [lociaenyromnme 3ammucu yxe
coJiepKaT UMSI TToJIb30BaTes (B TpeTbeM Tojie — «fnn» u «amak»). To ecTb, T0-
JIy4UB B TIepBhIit pa3 oTBeT 401, Gpay3ep mpemiaraet moJib30BaTeI0 BBECTH J10-
TYH U TIapOoJIb U TTOCeayIoIIre 3apoChl y>Ke CHa0XaeT ayTeHTU(UKAIIMOHHOMI
nH@opMalmeil, 0TIero oHM npoxoadaT ycrenrHo (kox 200).

B GonpmmHCTBe 3ammceil Koo oTBeTa Beb-cepBepa 200, 4To 03HAYaeT yc-
MemHyo 06paborky. OnHaKo MOXHO 3aMeTUTb Koabl 500 (BHYTpeHHSISI OIIn0-
Ka cepBepa) u 404 (cTpaHula He HalileHa).

IMocnemnHee moJie Kaxmaol 3alMCH yKa3bIBaeT IJUHY OTBeTa BeO-cepBepa B
baiitax. Kak MoxxHO 3aMeTUThb, B ciydae omnbok (401, 404, 500) oTBeT KOpOT-
KMii, a B ciydae ycnexa (200) Gonee MIMHHBIN, MOCKOJBKY MepenaeTcsl BeO-
CTpaHMIIA.

YToObl BEepHO MHTEPIIPETUPOBATH 3TOT JIOT, HY>KHO 3HATh 3HAYE€HUE KaxKI0-
ro moJjs 3anucu. HeTpyaHo moramathcs, HalpuMep, YTO TMepBOE IMOJIe — 3TO
IP-aapec KiImeHTa, 4eTBEPTOE TOJIE — 3TO BpeMsI ¢ YKa3aHWEeM Ha 4acOBOM MO-
sC. A BOT 0 3HaUYE€HUM TTOCJIEIHETO MOJS A0TadaThCsT HEMb3s; O TOM, 4YTO 3TO
IJHA OTBETa, HEOOXOAMMO 3HATh U3 JOKYMEHTAILIMU K BeG-cepBepy.

Jlor mexxceTeBoro skpaHa «Netscreen», Bepcus OC 5.3.0:

Dec 14 09:41:09 ns0l1 moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:08" duration=0
policy 1d=320001 service=icmp proto=1 src zone=Null dst zone=self
action=Deny sent=0 rcvd=540 src=81.16.112.4 dst=81.16.115.162 icmp type=8
session_id=0

Dec 14 09:41:10 ns0l1 moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:09" duration=0
policy 1d=320001 service=icmp proto=1 src zone=Null dst zone=self
action=Deny sent=0 rcvd=540 src=81.16.112.4 dst=81.16.115.162 icmp type=8
session_id=0

Dec 14 09:41:26 ns01 moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:22" duration=3
policy_id=2 service=dns proto=17 src zone=Trust dst zone=Untrust
action=Permit sent=90 rcvd=389 src=172.23.36.115 dst=81.16.112.5
src_port=1025 dst_port=53 src-xlated ip=81.16.115.169 port=3975 dst-xlated
ip=81.16.112.5 port=53 session_id=128000

Dec 14 09:41:30 ns0l1 moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:24" duration=5
policy_id=2 service=http proto=6 src zone=Trust dst zone=Untrust
action=Permit sent=803 rcvd=1422 src=172.23.69.67 dst=217.212.227.33
src_port=10088 dst_port=80 src-xlated ip=81.16.115.166 port=3982 dst-xlated
ip=217.212.227.33 port=80 session_id=128009

Dec 14 09:41:30 ns0l1 moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:23" duration=6
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policy id=2 service=http proto=6 src zone=Trust dst zone=Untrust
action=Permit sent=455 rcvd=3166 src=172.23.69.67 dst=216.127.68.107
src_port=10087 dst_port=80 src-xlated ip=81.16.115.167 port=3969 dst-xlated
ip=216.127.68.107 port=80 session_id=127975

Dec 14 09:41:30 ns0l moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:26" duration=3
policy_id=2 service=dns proto=17 src zone=Trust dst zone=Untrust
action=Permit sent=90 rcvd=389 src=172.23.36.115 dst=81.16.112.5
src_port=1025 dst_port=53 src-xlated ip=81.16.115.165 port=3965 dst-xlated
ip=81.16.112.5 port=53 session_id=128000

Dec 14 09:41:30 ns0l moscow-sg2: NetScreen device_id=moscow-sg2 [Root]sys-
tem-notification-00257 (traffic): start_time="2006-12-14 09:41:23" duration=6
policy id=2 service=http proto=6 src zone=Trust dst zone=Untrust
action=Permit sent=1341 rcvd=7164 src=172.23.69.67 dst=217.212.227.33
src_port=10085 dst_port=80 src-xlated ip=81.16.115.168 port=4030 dst-xlated
ip=217.212.227.33 port=80 session_id=127991

B aTOoM noTe (popMa mpeAcTaBIeHUST JaHHBIX OoJiee «4eJTOBEYHAas», TIPUCY-
TCTBYIOT METKM, MMO3BOJIIIONINAE JIETKO AOrafgaThCsl, K Y4EMY OTHOCSITCS IIPUBO-
IuMble yncia. Takue aG0peBHaTyphl, Kak proto, src_port, dst_port,
src-xlated, TOBOPAT CIEMUAIUCTY BCE, YTO HYXKHO.

OOpaTuTe BHUMaHKE, UTO B KaXKA0M 3alIUCU IPUCYTCTBYIOT JBE METKHU Bpe-
MeHu. OnHa U3 HUX ToCie UaeHTU(PUKaTOpa start_time cTaBUTCS FeHEPUPY-
foieii jor mporpammoii (OC MexXceTeBOoro 3KpaHa), a ipyrasi — B HauaJjie CTpO-
KM JIOTUPYIOIIeil mporpaMmoii (syslogd).

Joe kax doxazameavcmeo

Jlorn, Kak nmpaBuJio, He SIBJISIFOTCS HEMOCPEACTBEHHBIM UCTOYHUKOM JlOKa-
3aTeJIbCTB, HO OTIOCPENOBAaHHBIM. B KauecTBe MocpeHrKa BBICTyIIaeT MHEHHE
9KCIMepTa WK crelnuanricta. BMecTo camMmux J1oroB B KaueCcTBE J0Ka3aTeIbCTB
WUCITOJIBb3YIOTCS: 3aKIIOUEHME IKCIepTa, 3aKIUeHUe clielMalucTa, a Takxke
MOKa3aHWs U3y4YaBIIUX JIOTU CBUAETENIEH CIeluanucTa, 3KCIepTa, MOHSTHIX.
To ecThb KOMIIBIOTEPHBIE JIOTU HE SIBJISIIOTCS OUEBUAHBIM JT0Ka3aTEJbCTBOM,
KOTOpoe caMo cebs1 0OBbsCHSET (TaKue JoKa3aTesbCTBa, HEe HYyXAaloIlluecs B
WHTEPIIpEeTalliU, B aHTJIOSA3BIYHON JIUTEpaType UMEHYIOT TepMUHOM «self-evi-
dent»). Jlorn HyXnawTCs B MHTEpIpeTallNu.

ABTOp 10JIAraeT, 4YTO HHTEPNPETAIHS JIOTOB BO BCEX CIydasx TpedyeT crenu-
AJIbHBIX 3HAHUI.

HexkoTopbie Bo3paxaloT MPOTUB J10Ka3aTeJIbHOCTHU JIOTOB, apryMEHTUPYS
9TO TE€M, UTO JIOTH JIETKO (halbCUPUIIMPOBATh U HE CYIIIECTBYET HUKAKOU METO-
UKW OTpeaeeHUsI UCTUHHOCTU JIOTOB, OTCYTCTBUS (anbcuduKanuu. 1o He
coBceM Tak [W24].

Bo-nepBbIX, MHOXECTBO CJIEA0B APYTUX TUIOB (aabcUULIMPOBATH TOXE
MOXHO. VI HeKoTopble — gaxe Tpolile, yeM JIoTU. Bojockl, oTreyaTku 3y00B,
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BOPCUHKHU TKaHM, IOPOXOBOiI1 Harap u nmpoyee. He Tonbko MoxXHO danbcudu-
LUPOBAaTh, HO TaKWe MTOMBITKA PETYJISIpHO cirydaiorcs. HecMoTpst Ha aTo, 1oKa-
3aTeJbCTBAMU BCE TaKUe ClIeNbl Mpu3HaloTcs. Yem jgoru xyxe?

Bo-BTOpEHIX, (panmbcudUKaNIo JOTOB B psle CIydacB MOXHO BBISIBUTH. U
yeM Ooblle MHGOPMALIUM B PACIOPSIKEHUM 3KCIIEpTa, TEM OOJIbIIe BEPOST-
HOCTbh OOHApyXEeHUS TOI0ra.

Ilenouxa doxazameavnocmu

JlokazaTesibHas cuJia JIOroB 6a3upyeTcsl Ha IBYX CTOJIAaX — KOPPEKTHOCTH U
HEU3MEHHOCTH. A UMEHHO — OHa pacmnajaeTcsl Ha CAENYIOUIYI0 L[EMOUYKy 3Jje-
MEHTOB:

1) KOppeKTHOCTb (UKCALIMU COOBITUI M TeHepaluu 3aIluceil reHepUupyro-

e mporpaMMoit;

2) HEU3MEHHOCTb IpM Mepeaayde 3anruceil OT TeHepUpYyIolIei MporpaMMbl K

JIOTUPYIOLIEN MporpaMMme;

3) KOpPPEKTHOCTh 00pabOTKM 3armuceil JIOTUPYIoIei TporpaMMoi;

4) HEU3MEHHOCTb IPU XPAHEHUHU JIOTOB 10 MOMEHTA U3BSITHUS

5) KOPPEKTHOCTh MPOLENYPHl U3BSTHUS;

6) HEeU3MEeHHOCTb MPH XpaHEHHWU TTOCJIe U3BATHS, 10 OCMOTpa, TepeJadyn Ha
9KCIEpPTU3y;

7) KOPPEKTHOCTb UHTEPIpPETALIUH.

B ToMm ciyuae, Kkorma reHepupylolias mporpaMmMa caMa BeJieT CBOM JIOTH (He
MMPUMEHSIETCSI CTielMaJn3MpoBaHHas JOTUpYIollasi IporpaMmMa), MyHKT 2 BbI-
nmagaeTr, a MyHKTHI 1 1 3 00beAUHSIOTCS.

IMoguepkHeM, YTO BbIIIETIEPEUUCIEHHBIC TTYHKTHI COCTABJISIOT UMEHHO Iie-
MTOYKY, TO €CTb IPH BBITIAIEHUU OJHOTO 3BEHA JIUIIAIOTCST OMOPbI MOCIEeAYIOIINe
3BeHbsI. B aHTI0S13BIYHOI TUTEepaType UCTIONb3yeTcs TepMUH «custodial chainy.

PaccMoTpuM Kaxaplii U3 MYHKTOB IO OTAEJLHOCTH U yKaxkeM, KaKhue Mepbl
00ecIeYnBalT AeMCTBUTEIbHOCTD KaXIOTO U3 HUX.

Koppexmmnocmy eenepupyroweti npoecpammol

JIro6ast mporpaMMa MOXeET colepXaTh OIMOKU. OIMOKU 3TH MOTYT BO3HU-
KaTh CIOPAANYeCKM WJIM CUCTeMaTHYeCKU. B TepBOM ciydyae 3amMCh MOXET
OBITh BEPHOM MM HEBEPHOU, B 3aBUCUMOCTHU OT COYETAHUS CIyIalHBIX HITU
TceBaOCayYaiiHbIX (hakTopoB. Bo BTopoM ciiydae omimbka OyneT HOCUTb pery-
JISPHBIN XapakTep. BeposTHOCTb OIIKMOKM B IpOrpaMMe 3aBUCHUT OT €€ MPOU3-
Boautessi. CauTaeTcsl, YTO OHA B I[eJIOM HUXE JUISI TTPOU3BOIUTENE, TIpUMe-
HSIIOIIUX TepeAoBble TEXHOJIOTHM TMPOM3BOACTBA MPOTPAMMHOIO obecreye-
HUsI, OPraHM30BaBIIMMU MPOIECC MPOU3BOJACTBA B COOTBETCTBUYU C COBPEMEH-
HBIMU PEKOMEHIALUSIMU U CEPTUGULMPOBABIIUMHU 3TOT MPOLIECC IO CTaHAAP-
Ty ISO-9001. Tem He MeHee HM Y KAaKOT0 TTPOU3BOIUTENSI BEPOSITHOCTh OIINO-
KU HeJIb3sl CYUTATh MPeHeOpeKMMO MaJIoil BETMYMHOMN.
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Ilpumepui

B kauecTBe uaMIOCTpallMd CUCTEMATUUYECKUX OLIMOOK B JoOrax NMpuBEIEeM
MMpUMepbl U3 MPAKTUKU aBTOpA.

ITporpamma «akpop3d» — cepBep AOCTaBKMU 3JIEKTPOHHOM 1moutel (MDA).

Bot ¢parmeHT sor-(aiina «maillog», B KOTOPOM COOMPAIOTCS JTOT'U KaK OT
«akpop3d», TaK U OT cepBepa 371eKTpoHHOI MouThl (MTA) «sendmail»:

Dec 12 21:34:28 home sm-mta[4045]: kBCIYOxr004045: from=<chadwicks_coupon@l-
coupon.com>, size=3494, class=0, nrcpts=1,
msgid=<01c71lelc$7a5d7050$6c822ecf@chadwicks_coupon>, proto=ESMTP,
daemon=IPv4, relay=aihs-tun [10.5.0.1]

Dec 12 21:34:39 home sm-mta[4046]: kBCIYOxr004045: to=<fnn@home.fnn>,
delay=00:00:12, xdelay=00:00:11, mailer=local, pri=33713, relay=local,
dsn=2.0.0, stat=Sent

Dec 12 21:38:15 home sm-mta[4051]: kBCIcCrw004051: from=<Most@anderson-
agency.net>, size=49465, class=0, nrcpts=1,
msgid=<000c01c71elc$a3249630$00000000@eigenaarih63rh>, proto=ESMTP,
daemon=IPv4, relay=aihs-tun [10.5.0.1]

Dec 12 21:38:17 home sm-mta[4052]: kBCIcCrw004051: to=<fnn@home.fnn>,
delay=00:00:03, xdelay=00:00:02, mailer=local, pri=79666, relay=local,
dsn=2.0.0, stat=Sent

Dec 12 21:39:08 home akpop3d[1353]: Connection from 0.80.7.40:1033

Dec 12 21:39:08 home akpop3d[4054]: Authenticated fnn

Dec 12 21:41:01 home akpop3d[4054]: Connection closed

Dec 12 21:45:16 home sm-mta[4076]: kBCIjBAE004076: from=<dhickling@comi-
damexicana.com>, size=5985, class=0, nrcpts=1,
msgid=<000101c71le82$edadb7ab$9eb3b218@comidamexicana.com>, proto=ESMTP, dae-
mon=IPv4, relay=aihs-tun [10.5.0.1]

Dec 12 21:45:21 home sm-mta[4077]: kBCIjBAE004076: to=<fnn@home.fnn>,
delay=00:00:09, xdelay=00:00:05, mailer=local, pri=36186, relay=local,
dsn=2.0.0, stat=Sent

B nore 3adukcupoBan goctymnm mo nportokoiny POP ¢ ampeca 0.80.7.40
(cM. CTpPOKY 5), XOTSI HA caMOM Jejie JOCTyT OblI ¢ agpeca 10.0.0.2 (B 3TOM
CeTMEHTe TPHUCYTCTBYET BOOOIIE €IWHCTBEHHBIM KIMEHTCKHMI KOMITBIOTED).
ITomoGHast 3amKch MOBTOPSIETCS B JIOTe U3 pa3a B pa3. OUueBUIHO, YTO B MPOT-
pamMme «akpop3d» mMeeTcsT cucTeMaTHYecKas OIIMOKa, MPUBOASIIAS K HEKOP-
pekTHoI 3amucu B jor. CKopee Bcero, B MporpaMMe MPOUCXOIUT HeTpeayc-
MOTPEHHBI! TOOUTOBBII CABUT WJIW JAHHBIE CYUTHIBAIOTCS MO HEBEPHOMY al-
pecy maMsITH.

Jpyras WITIOCTpalns CUCTEMaTUIECKUX OMKMO0K B Jorax. OmnepanuoHHast
cucreMa mexceteBoro akpaHa «Cisco PIX». Insg nporokona DNS/UDP BMmec-
TO HOMepa TopTta TokasbiBaercsi 1D 3ampoca. O0bsiBieHa B Bepcuu 4.4(2),
ucrnpasieHa B Bepcum 6.0(1), wmmeHTuduUkKatop ommbOKU (caveats) —
«CSCAt72080». Becero B cucteme yuera omunbok (Bug Toolkit) pupmbr «Cisco
Systems» 3aperucTpupoBaHo 312 omunOOK, CBI3aHHBIX ¢ Joramu. O0IIee Ync-
JIo oIMOO0K 3a Bech nmepuof Ku3Hu [10 — mecsITKu ThICSY.
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CrpaBeJIMBOCTH pajiu cieayeT oTMeTuTh, uTo [1O «Cisco Systems» 1moJib-
3yeTcsl XOpolllel pernyTalreil U UMeeT JaleKo He caMoe BBICOKOE yIeJIbHOe
YHCJI0 OIKMOO0K, KOTOPBIE K TOMY e MCIIPAaBHO YYUTHIBAIOTCS U CBOEBPEMEHHO
HUCTIPaBISIOTCS.

HTak, cienyeT Mpu3HaTh, YTO TEHEPHUPYIOIAS JIOTU MPOTPpaMMa MOXET J10-
MycKaTh omuOKU. OgHAKO caMo 1o cebe 3TO 06CTOSITETbCTBO HE MOXKET CITy-
XUTb O00OCHOBaHWEM IJiss coMHeHMit!. TakoBbIM 0OOGOCHOBaHUEM SIBIISIETCS
JIVIIb HaJTW4YWe U3BECTHOM OIMMOKM, KOTOpAsl yIOBIETBOPSET OMHOBPEMEHHO
TPEM YCIIOBUSIM:

a) TOATBEpXIeHA CIYXO00il TeXMOAAePXKKN MPOU3BOIUTENS, €ro YIOIHO-
MOYEHHOTO TIpeACTaBUTENS (AUCTpUOyTOpa, peceiiepa) MM KOMIETEHTHOMN
opraHu3aluei, 3aHUMAOIIEHCST Y4eTOM OIIMOOK U YSI3BUMOCTEM, TNOO yCcTa-
HoBJIeHa B pe3yabraTte KT3;

0) MMeeT OTHOIIeHWE K TeHepaluK JJOTOB U MOXET NMPUBECTH K UX HEKOP-
PEKTHOCTH, YTO MOATBEPXKIAETCS 3aKJIIOUeHHEM MM MOKA3aHUSIMM dKCIepTa
WY CTIeIMAJINCTa;

B) MOXET BOBHUKHYTh MMEHHO B T€X 3aITUCSIX JIOTa, KOTOPhIE UMEIOT 3Have-
HUe I Aefa, YTO TaKXKe TOJKHO OBITh MMOATBEPXIECHO 3aKJIIOUeHUEM WM T10-
Ka3aHUSIMU dKCITepTa WU CIIelUaJncTa.

ITpu HeMCMOMHEHUU XOTS ObI OAHOTO U3 TPEX YCIOBUIA OIIMOKa B IpOrpam-
Me He SIBJISIETCS OCHOBAaHMEM JUISI UCKITIOYEHUS] COOTBETCTBYIOIIETO Jiora M3
YHCIa T0Ka3aTeIbCTB MO IeIy.

Heusmennocmo npu nepedave

Ipu mepemadye 3amuceil OT TeHepUPYIOIIEe MPOTpaMMBl K JIOTUPYIOIEi
IIporpaMMe OIMUOKM, TTPUBOAIINE K MCKaXeHWIO WH(GOpMAIMU, MOXHO He
paccMatpuBaTh. X BEpOSITHOCTD MpeHeOpekMMO Majia. 3aTo He Majia BEpOsIT-
HOCTb HEIOCTAaBKHU OTHOM MK HECKOIbKUX 3alMCEN OT TeHEPUPYIOIIEH Mpor-
paMMBI K Jorupyloieit. OcobeHHO KOrma 3Ta J0CTaBKa MPOUCXOIUT IO MPOTO-
KoJy syslog [55], KOTOpBIit HE UMeeT MeXxaHU3Ma MOATBEePXKIESHUs MprueMa co-
obureHus.

To ecTh Ha 3TOM 3Tare He ClIieAyeT COMHEBAThCS B KOPPEKTHOCTH 3aTTUCH O
COOBITUM, HO CTOUT MPEAYCMOTPETh BO3MOXHOCTh MPOMYCKa OAHOM MK HeC-
KOJbKHX 3amuceii. OCOOeHHO eCIU MPU 9KCIIEPTHOM MCCIeIOBaHUU OBIIN yC-
TaHOBJIEHBI (haKThI TIPOMYCKa OTAETbHBIX COOOIIEHUI MPU TeX Xe YCIOBUAX
repenavyu.

Takke LIETOCTHOCTh JIOTa MOXKET ObITh HapyIlleHa Mpu 3anucu B daitn. [Tpu
BBIKJTIOUYEHIU Y KOMITbIOTEpa METOIOM 00€CTOUMBAHUS Y HEKOTOPBIX IPYTUX KPU-
THYECKUX CUTYALIUSIX MOXET MPOU3OMUTHU cOOM (paiijioBOi onepalnu, B pe3yJib-
TaTe 4ero MoTepsieTcs OJHa I HECKOJBKO MOCIeIHUX 3aIuceii Jor-gdaiina.

I HNwmelorcss B BUAy He JitoOble COMHEHHUs, a MMEHHO T€ COMHEHUsI, KOTOpbIe
YIOMMHAIOTCS B MPE3yMIIUU HEBUHOBHOCTH (4. 3 cT. 14 YK).

205



H.H. ®edomos Dopenzurxa — KOMNLIOMEPHAA KPUMUHAAUCIUKA

Koppexmmnocmy aoeupyroweii npoepammol

BeposiTHOCTD O1IMOKM, CBSI3aHHOMN C MCKaXXeHHWEeM 3allucu, BechMa Maja,
XOTS U HE HyJieBasi. 3aTO BeCbMa CYIIECTBEHHO SIBJISIETCS BEPOSITHOCTb OLINO-
KM, CBSI3aHHOW C METKOM BpeMeHU. BpeMst COOBITHSI MOXET coIepKaThCs B ca-
MO CreHEepUPOBAHHOI 3aMMUCH, a MOXET U HE COAePXKAThCsl. DTa 3aMuUCh Mnepe-
naeTcs Jorupylouleil mnporpamme, KoOTopas OOBIYHO [100aBJsIeT CBOIO
COOCTBEHHYIO METKY BpeMeHHU. Yachl Ha pa3HbIX KOMITbIOTEPAaX MOTYT MOKAa3bl-
BaTh pazHoe BpeMsi. OninbKa B yCTaHOBKE YaCOB KOMIIbIOTEpa MOXKET ObITh He-
0OJIbIIION, BCJIEACTBUE €CTECTBEHHOW WX HETOYHOCTHW; TakKas ciydaiHas
omurbka oObIYHO He TpeBbimaeT 1-3 MuHyT. OHa MOXET ObITh OOJIBIION BCIe-
IICTBUE OIIMOOYHOI YCTAHOBKM YaCOB, HAMEPEHHO CABUHYTOTO BPEMEHU UK
MMyTaHUIIBI YaCOBOTO MOsICa; TaKas peryjsipHasi olIMOKa MOXET MCUUCISATHCS
JyacaMu, TOJaMU U JaXe TeCITUICTUSIMU.

B ¢BS131 ¢ M3JTOXKEHHBIM TIPU OCMOTPE U 3KCIIEPTHOM MCCIIEA0BAHUM HEOO-
XO0AUMO (PUKCUPOBATh MOKa3aHUS 4YaCOB 000MX KOMIbIOTEPOB — Tae paboTaer
TEHEPUPYIOLIAS JIOTU ITporpaMMa U rae padoTaet JIoTUpyouas nporpaMmma.

Heuzmennocmo npu xpanenuu 10206

Jlorn oGBIYHO XpaHSITCI B TEKCTOBOM (haiiyie, OmHapHOM (aiine uinm 6ase
naHHbIX. COOCTBEHHO NPOIECC XpaHEHUS He YpeBaT OIMOKaMU U MCKaKeHM-
SIMU cojepkaHus JjoroB. CiaenyeT YYUTBIBATh JUIIL ABa (haKTOpa: BO3MOXHYIO
HaMepeHHYI0 ¢anbcuPUKAINIO JIOTOB KaKMM-JIUOO JIMIIOM M YHUYTOXEHHUE
HEKOTOPBIX 3aIMceil Mo NCTeYeHN M YCTAHOBJIEHHOTO CpOKa XpaHEeHUsI.

I[ToaTOoMy BO BpeMsI M3BITHS JIOTOB WM IIPU M3YYeHUU UX SKCIIEPTOM He-
00XOOMMO OTMETHUTH IIpaBa JOCTyIla Ha 3aIlMCh IS Pa3IMYHBIX ITOJIb30BaTe-
JIE, a TaK:Ke HACTPOMKM CUCTEM XpaHEHUsI, pOTAIllMA U YUCTKH JIOTOB.

CoMHeHUS T10 TOBOJY HAMEPEHHOTO MCKAXXEeHMS JIOTOB HE MOTYT BO3HUK-
HYTh JIUIIb B CUJIY CYIIECTBOBAHUS CaMOM TEXHUYECKOM BO3MOXHOCTH UX MC-
KaxxeHus. s 060CHOBAaHHOCTA COMHEHUIT TpeOyeTcsl Haluuyue IIPU3HAKOB,
CBUIIETEbCTBYIONIMX O (paKTe JOCTyINa Ha 3aIlluCh K JIOTaM.

Koppexmmnocmo uzeamus

Korma morm ocMaTpumBaioTcss M M3BIMAIOTCS «Ha MecTe», 0e3 mepemadu
KOMITbIOTEpA LICJIMKOM Ha 3KCIEPTU3Y, BOBMOXHEI CJeAYIOLINE OIIUOKHU.

Jloru MOTyT MMeTh JOCTATOYHO OOJBIION pa3Mep — MUJIJIMOHBI 3allCE U
oonbire. [TpocMoTpeTh I1a3aMu 1 pacriedyaTaTh Ha OymMare Takue JOT'M HEBO3-
MOXHO. 71 MX mpocMOTpa MPUXOIUTCS NPUMEHITh (QUILTPBLI, HAIpUMeED,
IpoTrpaMMy «grep». 3a1aTh «QUIbTPYIOIIME» BEIpaXkKeHUs — 3amada IIpocTas
JIVIIG Ha MEepBBI B3MISAA. 31eCh JIETKO OIIMOUTLCS JaxKe IS CIIelMaICcTaM.

Hanpumep, Mbl ocMaTpuBaeM Jior BeO-cepBepa «Apache». CepBep aKTUB-
HO MWCITOJB3YETCA B OCHOBHOM JIOKAQJBbHBIMUA MOJI30BATEISIMU U3 CETU
10.0.0.0/16. EcTh cBemeHUsI, 4YTO 3JIOYMBIIIEHHUK OCYIIECTBJISIT HECAaHK-
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LIMOHMPOBAHHBIN TOCTYM K 3TOMY CEpBepyY, Uctob3ys [P-anpec u3 npyroii ce-
TH, KaKOW UMEHHO, HEM3BECTHO. B CYyTOUHOM JioTe TTapa COTEH ThICSY 3aMucei,
U TIPOCMOTPETh WY pacredyaTaTb eTo HeJUKOM HeJlb3sl.

YyacTByOIIMIT B OCMOTpE CIELIMAINCT, OCOOEHHO HE 3a1yMbIBasiCh, HaOu-
paeT KoMaHIy, KoTopasi Ha TepBblil B3 oueBuaHa. OHa qokKHaA OTHUIBT-
poBaTh oOpalmieHus] co BceX MecTHbIX IP-agpecoB, HaumHamIUXCS Ha
«10.0.», OCTaBUB TOJIbLKO «uyxue» [P-anpeca:

grep -v " 10.0." /data/apache/logs/access.log

(TToka3aTh Bce 3alMCH JioTa, KpOMe TeX, TIe BCTpevaeTcsl MOICTpoKa, yKa3aH-
Hasl B KaBbIYKax; nepen «10» mocTaBieH npobes, 4ToObl He TMoMaau 3amucu,
rae «10» — aTo BTopoit unu Tpetuit okteT [P-anpeca).

B pesynabTaTe mpoucXoauT He3aMeueHHas, Ho (atanbHas omubka! He 06-
Hapy>KeHHBIMU OKa3bIBaIOTCS BCE 3aIMMCU, B KOTOPBIX METKA BpeMEHU COOTBE-
TCTBYEeT 3agaHHOMY 1abjoHy. To ecth Bce 3amucu B mepuon ¢ 10:00:00 mo
10:09:59. B 3Tu-TO mecsATh MUHYT 3JIOYMBIIIJIEHHUK U OCYIIECTBUJ CBOM J0C-
Tyn. CrienmuaaucT 3a6bl1, YTO B IIa0JIOHE KOMAHIBl «grep» CUMBOJ «.» O3Ha-
YaeT He TOYKY, a 000l OMMHOYHBIN CUMBOJI.

DTy OIIMOKY MOXHO OOHAPYXKUTh MOCTHAKTYM, €CJIM B MIPOTOKOJIE OCMOT-
pa TOYHO BOCIpOU3BedeHA MPUMEHEHHAass KOMaHaa. DTy OIMOKY MOXHO He
TOJIBKO OOHAPYXXUTh, HO U UCIIPABUTh, €CIU KPOME paclevYaTKU BBIIEPXKKH U3
JIOoTa TOJTHBIN JIOT ObUT CKOMMMPOBAH Ha KOMITAKT-IUCK M IMMPUIOXEH K TPOTO-
KOJy.

Jloru MOTYT XpaHUTbCS B HECKOJbKUX MecTaxX, HallpuMep, B HECKOJIbKUX
daitnax. [Ipuyem comepxuMoe pa3HbIX JoT-(haiiJoB MOXeET (a) coBnaaath, (0)
ABISATHCS MOAMHOXECTBOM OIHO APYroro, (B) 4acTMYHO MepeceKarbes, (T)
B3aMMHO JOTOJHATH APYT Apyra 6e3 mepecedeHust. [103TOMy MpH U3BITUU
cienyeT 3aUKCUPOBATh HACTPOUWKY, OTBEYAIOIINE 32 paclipeiesieHre 3amuceit
Mo MecTaM XpaHeHUs. Takke BaXXHO He YIYCTUTh KaKO-JIMOO JIOT, KOTOPBIi
MOXKET XpaHUTHCS B HECTAHIAPTHOM MECTE.

B mpoTokojie ocMOTpa JOJIKHBI OBITh YKa3aHbl CBEIEHUs, OTHOCSIIIECS
KaK K KOPPEKTHOCTHU, TaK U K MOJHOTe OcMOTpa. To ecTh XelaTeJbHO OTU-
caThb BCe BO3MOXHBIE MeCTa XpaHEHUS JIOTOB, MPUBECTH HACTPOUKU TPOT-
paMM, OTBeYalOIIMX 3a UX XpaHEHHUE, OCMOTPETh U MPUIOXKUTH K TTPOTOKOIY
B OyMaXXHOM BHUIe Haubojee CyIIeCTBEHHBIC 3alMCcH, a BCe MPOYUE JIOTH,
MIPOTPpaMMBbl, HACTPONKH B MOJTHOM 00beMe CKOTTMPOBATh Ha IMCK U MPUJIO-
XKUTh K TTPOTOKOIY.

Korma ecTh Takast BO3BMOXHOCTD, JIydIlle TPOU3BECTH MTOJTHOE KOIMMPOBaHHUE
BCETO COMEPKMMOTO XEeCTKOTO AMCKA Ha CAMOM HU3KOM M3 BO3MOXKHBIX YPOB-
Heli. Hanpumep, mpu momMoniu mporpaMMbl «dd» MK crielIalbHBIM almapaT-
HBIM AYTUTUKATOPOM JHMCKOB.
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Heuzmennocmo nocae uzosamus

M3bsaTeie noru 1ubo pacriedyaTbiBalOTCS Ha Oymare W Mpujiaralorcs K mpo-
TOKOJY, 1100 3aMMChIBAlOTCS Ha KOMIIbIOTEPHBII HOCUTEJb, KOTOPBIil omneva-
THIBAeTCs M XpaHUTCS B jaene. Jlyuiie coBMecTuTh 00a criocoba: Haubosee cy-
LIECTBEHHbIE 3alIMCH JIOTa paclieyaTaTb, a JIOT LIEJIMKOM 3alucaTh Ha KOMITaKT-
IUCK.

Ewme ogHoit rapaHTHeil KOPPEKTHOCTU OCMOTpa JIOTOB MU HEU3MEHHOCTH
nHOPMALMU TOC]Ie U3BATUS SBISICTCS ydyacTUE B CJICACTBEHHOM AEHCTBUU
cIleIaabHO MOTO0OpaHHBIX MOHITHIX. B coorBercTBMU ¢ YIIK moHsTOI npu3-
BaH YyIOCTOBEPUTH (PaKT MPOU3BOACTBA CJIECICTBEHHOTO AEMCTBHUS, a TAKXKE eT0
comepxaHue, xoa u pesyabTaThl (¢T. 60 YIIK). Jnsa Tex aeiicTBUi, KOTOPbIE
ITPOBOISITCS HEMOCPEACTBEHHO, TTOHSATON HE T0JIKeH 00J1aaTh KAKUMU-TO OCO-
OEHHBIMM CBOWICTBAMM, KPOME MCIPABHOCTH 3pEHUSI, CIyXa, a TaKXKe JeecTo-
cobHocT. Ho nmeiicTBusS ¢ KOMMbIOTEpHOU MHGpOPMaLUeil MPOBOASITCS OT-
HIOJIb HE HEIOCPEICTBEHHO, a IMPU MOCPEACTBEe Pa3HOOOPa3HBIX TEXHUUECKHUX
cpencts. st IpUMEHEHUS! 3TUX TEXHUUYECKUX CPENCTB, pasyMeeTcs, HyxXeH
cnenuanuct. Ho moHsITbIE TakXXe MOJKHBI MTOHUMATh CMBICJI TPOBOJAMMBIX
e CTBUI, MX collepXXaHWe U MOCIeNCTBUs. PeKoMeHayeTcs ISl y9acTus B Ta-
KMX CJIEACTBEHHBIX e CTBUAX MPUBJIEKATh MOHSITHIX, 00JIafal0OIMX MTO3HAHM -
SIMU OTHOCUTEJILHO OCMaTPpUBAeMBbIX allllapaTHBIX U TIPOrpaMMHBIX CPEICTB, O
yeM cliesiaTh 3alIiUCh B TPOTOKOJIE.

Koppexmnocmov unmepnpemauuu

B psine ciyyaeB 3amucu Jiora MHTepIpeTUpyloTcst cienosateieM. MHoraa
crhpaluBaoT COBeTa CrenuranucTa.

BcnoMuHaeTcs ciydaii, korna MaTepuans OTHOCUTEIbHO HENMPAaBOMEPHOTO
TOCTYTIa IIPWHECTN OMHOMY TeHepary. BOnbIyio 9acTh MaTepruanoB COCTaBIIsI-
JIM pa3zHoOOpa3HbIe JOru. TakxKe ObLIM MPUIOXEHBI pacredaTku 3anuceil u3
6a3sl faHHbIX RIPE (peructparopa [P-agpecoB) oTHOCUTENIbHO BCTpeYaBIINX-
cs B norax [P-anpecos. [TocMoTpeB OyMaru ¢ yMHBIM BHIOM, TeHepaJl IpUKa-
3aJ1 3afepXkaTh U JONMPOoCcUTh xakepa. Korna onep eMy Bo3pas3uJi, 4TO 3J10yMbILI-
JICHHUK TOKa elle He YCTAHOBJIEH, FreHepasa 3asiBUJ, YTO 10Ka3aTelbCTBa, KO-
HEYHO, elle MPEeICTOUT co0paTth U 0(POPMUTH, HO MBI-TO XaKepa yXe 3HaeM:
BOT B JioTax ero ¢bamMuius, aapec u TeJieoH — 1 TKHYJ TMajiblieM B 3alIUCh THU-
a «person» B pacreyarke 13 whois.

ABTOpPY TIpenCTaBJISIETCS, YTO WHTepIIpeTalus Jiora KakK TakKoBoro, 0e3
MpeaBapUTEIbHOIO 03HAKOMJIEHUS C TIpOTpaMMaMU, €ro CO31aBIIMMU U 00pa-
0OTaBIIMMU, a TAKXKe UX HACTpoiikamMu — HeKoppekTHa. [ToaTtomy ciemyer no-
KYMEHTUPOBATh HE TOJBKO CaMU JIOTH, HO TaKXKe MMEIOIe K HUM OTHOIIIeHUE
MMporpaMMBbl, UX HACTpPOWKM M OKpyxeHue. Kpome Toro, ciemyer moaydyuTb
MHEHUE CIIeLMaJINCTa UM 9KCIepTa OTHOCUTEbHO UHTEPIPETALIMHY JIOTOB Ha
OCHOBaHUM BBIlIEyKa3aHHO MHOpMALINK.
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Ilpouedypa npuobwenus ao2o6

I/ITaK, Ha OCHOBAaHMU BBIIIEONMUCAHHOU «IICIMOYKHMN OOKaA3aTCJIbHOCTU JIO-
TOB» JaJuM PCKOMCHIALIMU I1O0 ITPpOLCAYPE IMOJYUCHUA U HpI/IOGH_[GHI/IH K neiny
COOTBETCTBYIOIMX JOKA3ATENbCTB.

HpeHHOHO)KI/IM, NMECIOTCA OCHOBAHUA CUMUTaAThb, YTO HA U3BECTHOM CEPBEPC
B Jiorax Sa(bl/IKCI/IDOBaHI)I COGI)ITI/IH, CBA3AHHBIC C MPECTYIMIICHUEM U ITO3BOJIA-
IOIMC YCTAHOBUTDH U U300JINYUTDH IIpECTYITHUKA. Kaxk IIPpOBECTU CICACTBCHHBLIC
neicTBus?

HOHHTHO, YTO HET BOZMOXKHOCTH A0Ka3aTb OTCYTCTBHUE BCEX OLIMOOK BO BCEX
IIporpaMmmax u HaCTpOﬁKaX, HET BO3MOZHOCTHU A0Ka3aTb OTCYTCTBUEC JTIIOOBIX
(anbcudUKaLUiA CO CTOPOHBI JTIOOBIX UL, OTHAKO 3TO HE 03HAYAET, YTO CIIEMY-
€T yaapsaTbCAd B IIPOTUBOITOJIOKHYIO KpaﬁHOCTL 1 BOBCC€ HUMKAK HE€ IIPOBEPATH U
HE YyAOCTOBEPATH KOPPEKTHOCTH U HCUBMECHHOCTD I/IH(bODMaL[I/II/I N3 JIOTOB. ch;[—
HBI 00€ KpailHOCTU — KaK BOOOIIle HEe MPOBEPSATh YCIOBUN U OKPYXEHUSI, TaK U
Tpe6OBATh MOJHOIO ayauTa GE30IMaCHOCTH OCMATPUBAEMOTO CEpPBEDPA.

CreneHb CTPOToCTH U HO,I[])O6HOCTI/I 3aBUCUT OT BO3MOXHOCTEMN CJIEACTBUSA
U OT cyneOHO# MpakTUKKU. ABTOp MpeajiaraeT TpyU BapuaHTa, OTJMYalOIIUeCs
CTPOTOCTBIO TOKa3bIBAaHUSI — HECTPOTHiA, MPOMEXYTOUHBINH 1 cTporuii. Haszo-
BEM UX COOTBETCTBEHHO.

Jlepeeenckuii éapuanm

CrnenoBaTesib WA OTEPYIMOTHOMOYEHHBIN COBMECTHO CO CIEIMATUCTOM
(M3 9Kca COTPYAHUKOB, OOCTYXMBAIOIINX OCMAaTPUBAEMbIl cepBep) U MOHS-
TBIMU TIPOBOJUT OCMOTP COAECPXKUMOTO cepBepa. IIpw 3TOM HMCMONB3YIOTCS
ITaTHbIE MPOTPaMMHBIE W ammapaTHbie cpeacTBa. CocTaBisieTCs MPOTOKOI
OCMOTpa, TJIe OTpaxaeTcs cleaylolee:

@ XapaKTepUCTUKU cepBepa, Bepcus OC;

@ Hamuue 1 pabodee COCTOSTHAE MMPOTPAMMBI TeHEPUPYIOLIE U TPOTPaMMBI,
obOpabaTsIBalONIEH JIOTH;

@ Haynuue GailioB ¢ JOraMy, UX BpeMEHHBIE METKH;

@ TIpaBa J0CTyIa K Jor-(daiiram;

@ yUeTHbBIE 3aliCcH (aKKAyHTHI) TOIb30BaTelieil, UMEIOIIMX MpaBa Ha 3alUCh

B JI0T-(haliIbl.

HyxHble 3amucyu U3 HYXHBIX JIOTOB BBIOMPAIOTCS MPU MOMOIIM COOTBET-
CTBYIOIIUX (DMIBTPOB, pacIieyaThIBAlOTCST HA TIPUHTEPE W MPHIATaloTCs K IPo-
TOKOJIy OCMOTpa.

Bce nucThl IpOTOKOIA W MMPUIOXKEHUI TTOAMUCHIBAIOTCS YYaCTHUKAMU OC-
MOTpa.

Ilposunyuaavnoi eapuanm
,HJ'[S[ ydyactud B CICACTBECHHOM J.'[CﬁCTBI/IH IIpUTrIamacTCga He3aBUCUMBI
creuuanuct. [peacrtaButesib Biajgesblia cepBepa (KeJaTelbHO U3 YMCIa TeX-
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HUYECKMX COTPYIHMKOB) Takxke ydacTByeT B ocMoTpe. [loHsThIE mpurialia-
I0TCS He M100bie, a KBaauduuurupoBaHHbIe. B TpoTokose genaeTcs 3anuch, YTO
«TOHSIThIE UMEIOT HeoOXoauMyto KBanudukamnuio B oonactu UT, 3HaHuUs mo
ocmarpuBaemoii TexHuke u [1O 1 mo3ToMy MOJTHOCThIO TOHUMAIOT CMBICT BCEX
MTPOM3BOAMMBIX B X0JIe OCMOTpa NeHCTBUI».

IToMuMoO yKa3aHHBIX B MPEABbIAYIIEM BapuaHTe JaHHBIX TAKXKe COOMpPAlOTCs

U OTPaxaroTcs B IPOTOKOJIE ClIenyloline:
® CBEJEHUS O 3alMIIEHHOCTU CUCTEMBI, €€ TIPOBEPKE Ha HaJU4Yue BpeaoHOC-
HBIX TIpOTrpaMM, CBeleHUs 00 YCTAHOBJIEHHBIX OOHOBIEHUSX (TMaTyax™);
® 1MoIpoOHBIEC TaHHbIE O TEHEPUPYIOLIEH JJOrM TporpaMMe, BCeX ee HaCTpoii-

KaX M OKPYXEeHUU (UTOOBI MOXHO OBLIO Y3HATh O BBISIBJIEHHBIX OIIMOKaX U

OLIEHUTb BEPOSITHOCTDb HEBBISIBIICHHBIX);

@ JJaHHbIE O MPOTOKOJIE M TapaMeTpax Mepenavyu JOroB OT TeHepUpYylollei

MMporpaMMbl K JJOTUPYIOIIEi;

@ 1oIpoOHBIC JaHHBIC O JOTUPYIOIIEH MporpaMMe, B TOM YUCJIe HACTPONKU

KacaTeJIbHO pa3MellleHUsl, CPOKa XpaHEeHUs U pPOTALlMU JIOTOB;

® CBEJIeHUSI, TTOMOTaloIie UHTEPIIPETUPOBATh JIOTH, HAapuMep, OTMCaHUs

HUCMOJb3YEMBIX TPOTPAMM.

CyliiecTBeHHbIE 3alIUCH U3 JIOTOB BRIOMPAIOTCSI U B MeYaTHOM BUJE MpUia-
ralpTcs K poTokoay. [Ipu 3ToM MmosiHbIe JIOTH, 3aeiiCTBOBaHHBIE ITPOTPAMMBbI
1 UX HACTPOUKM KOMUPYIOTCS Ha KoMmmakT-aucK Tuna CD-R unu DVD-R (ox-
HOKpaTHasl 3amnuch), KOTOPBI OIevaThbiBaeTCsI U B claydyae HEOOXOAMMOCTH
OTMpAaBISIETCS HA SKCIEPTU3Y.

Cmoauunwlii apuanm

IMpu ygactum ciiemoBaTesisi, KBaIU(UIIMPOBAHHBIX
MOHSTHIX, CIeIMATNCTa U TpPeACTaBUTENs Blaaeblia
cepBepa HYXXHBIU cepBep OTKIIIOYAETCs, OTeYaThiBaeT-
csl JOJIXXHBIM 00pa3oM (cM. riaBy «TakTuka oObICKa»)
U OTTIPaBIISIETCS Ha DKCIIEPTHU3Y.

IMepen sKcrepToM CTaBATCS BOMPOCH KacaTeJbHO
colepKaHUs JOTOB, UX MHTEPIPETALIUH, a TAaKXKe BOTI-
pochl 00 M3BECTHBIX OIIMOKAX, MPUBOASIINX K HEKOP-
PEKTHOCTHU JIOTOB, O 3alIMINEHHOCTH CUCTEMBI, O CJie-
JlaX BO3MOXHOU (halbCU(UKALIUKY WIN HeCAaHKIIMOHM-
POBaHHOTO yIaJeHUS JIOTOB.

Ileperocroii dynaukamop seecmkux OUcKos
«ImageMASSter Solo-3 I'T». Ilo3gonsem cuamo noanyio,
NpU2OOHYI0 015 IKCHEPMHO020 UCCAe008AHUS KONUIO
codepacumoeo HXKMJ[ npsamo Ha mecme npoucuiecmsus.
Tlodoepucusaem unmepgpeiicot IDE (ATA), SATA u SCSI
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Crnamue xonuu oucka

B kauecTBe anbTepHATUBHI U3BIATUIO CepBepa LIEJIMKOM BO3MOXHO CHSATHE
Ha MECTe IMOJIHO# KOIUHU eTo AUCKOB MPU MOMOIIIY CTIelIMaJIu3MpOBaHHOTO all-
MmapaTHOTO YCTPOMCTBA WJIM MPOrpaMMHBIM criocobom. Konus aucka unm o6-
pa3 aucka (KOHeYHO, MMEETCSI B BUIY TTOOUTOBASI KOMHUSI, «CEKTOP B CEKTOP»,
«bitstream image») 3aTeM nepeaaeTcsl Ha 9KCMEPTU3Y C TAKUMH XK€ BOTIPOCaMHU,
KakK ecJiv Obl IepeaaBajcs caM IUCK.

CyliecTByeT HECKOJbKO MOjeseil amnmapaTHBIX IYIJIMKATOPOB XKECTKUX
IMCKOB U HECKOJBKO TporpaMMHBIX. K mporpaMMHbIM oTHOcsSTcs «EnCase»,
«FTK», «SSMART», «dd» u ero Bapuanuu («dd_rescue», «DCFLDD» u ap.),
«NED». CaMbIit TpOCTOI U3 MPOrpaMMHBIX IYIIJIUKATOPOB — 3TO MpoTrpamMMa
«dd», BXonsIIasgs B COCTaB J00OOH oOmepallMOHHOW CHUCTEMbl Kjacca
Unix/Linux.

EcTtecTBeHHO, MIst CHSAATUS KOTIMW AMCKA Hago MMETh C COOOM XEeCTKUii
NUCK UJIN HECKOJIBKO IMCKOB CYMMapHO# eMKOCThIO HE MEHbIIIE, UeM KOIUPY-
€MBbI TUCK.

Konuio nucka ocMaTpuBaeMoro KOMIIbIOTEpAa Ha MECTE IPOUCIIECTBUS
MOXHO CJeJIaTh YeThIPbMS CITOCOOaMU:

@ 13 BBIKIIOYEHHOTO KoMIibloTepa u3Bjaedb HXAKMJI, MOAKIIOYUTH €To K
KOMITBIOTEPY CIleluanucra (keJaTeJbHO CMOHTUPOBATh B pexume read-
only WM MOACOEAUHUTD Yepe3 arrapaTHbI OJ10KUpaTOp 3alMCcHu) U TPOT-
paMMHBIMM CpPEACTBAMU, MMEIOIIMMUCS Ha KOMITbIOTEpE CHelraancTa,
clenaTh KOIUIO;

@ 113 BBIKJIIOYEHHOTO KOMITbIoTepa n3Bjedb HXKM/I, moakIoYuTh €ro K am-
mapaTHOMY aBTOHOMHOMY YCTPOMCTBY JUISI AYTUIMKALIMK AVCKOB U COeJIaTh
KOTIUIO;

® K OCMaTpuBaeMOMY KOMITbIOTEPY MOAKJIIOYUTH gornoaHuTeabHbiin HXAKM/I
WIN WHOE BHEIIHee YCTPOWCTBO M CKOMMPOBATh MHMOpPMAlLMIO HAa HETO,
BOCMOJIb30BaBIIUCH MPOrpaMMHBIMU CpPEICTBAMU, MMEIOIIMMHUCS Ha OC-
MaTpMBaeMOM KOMITbIOTEpE, a JIyullle — CpeJACTBAaMU, IPUHECEHHBIMU CIie-
LIAATUCTOM;

® YCTAHOBUTh C OCMAaTPMBAEMOTO KOMITbIOTEpa CETeBOE COCIMHEHUE C yaa-
JICHHBIM KOMITbIOTEPOM (CEpBEPOM) CIlelIManCcTa U CKOMUPOBaTh obOpas
nucKa Tyda IO CETH, BOCIOJb30BaBIIUCH MPOTPAMMHBIMM CpEICTBAMM,
UMEIOIIMMHUCS Ha OCMaTpuBaeMOM KOMIIbIOTEpE, a JIydllle — B3SITBIMU C
yaaJeHHOTO cepBepa.

Bri6op cmocoba mpeanoYTUTEIbHO OCTABUTh HA YCMOTPEHUE CTIelIMaIucTa.
ITpu BeIOOpPE OH OYAET UCXOAUTH HE TOJHKO U3 UMEIOIIUXCS B PACIIOPSIKEHUM
CpeICTB, HO M MPUHUMATh BO BHUMaHue Apyrue obcrositeabcTBa. Hanpumep,
HACKOJIbKO BEpOSITHO HaJlM4yMe Ha OCMaTpUBAaeMOM KOMIIbIOTEpEe pyTKUTa*
WIN JIOTMYeCcKOoi O0MOBI*, KaKue MOCJeNCTBUS MOBJIEYET OCTAHOBKA PabOTHI
KCCIIeyeMOTO KOMIbIOTEepa U T.II.
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Cmepuavnocmo

B ciydae, Xxorga KonmupoBaHUe TUCKOB MPOU3BOIUTCS IO CXEME «CEKTOp B
CEKTOp», OYEHb BaXKHO, YTOOKI LIEJIEBOM AMCK (Ha KOTOPBI KOMUPYETCs) OBLT
MpeaBapuTesIbHO ouYunIIeH. To eCTh BCe ero ceKTopa 6e3 UCKITIOUEeHUS JOKHBI
OBITh TIepe3anucaHbl HYJISIMU WIN CAy4aliHBIMU OaiiTamu. B mpoTuBHOM city-
yae 3KCIepT, AyMas, 4TO UCCIeayeT KOMWI0O OJHOTO JWCKa, Ha CaMOM Jefie
HaWgEeT TaM OCTATKHW TpeAbIaylieii KOIMMU, KOTOPpble He CMOXET Pa3IudUTh.
To, 4TO Bce ceKTopa ILIeJeBOro IMCKa MPeABAPUTEIBLHO OYMIIEHBI, JOJIKHO
OBITh 3a(pUKCUPOBAHO B IIPOTOKOJIE.

CienyeT TMOMHHMTB, YTO He BCE MPOTpaMMBbI, TpeIHa3HaYeHHBIE IJIsI
«OYMCTKU TUCKa», KOPPEKTHO BHITIOJHSIIOT CBOIO (DyHKIMIO. [laske He TOBOPS O
clydasix HaJlM4usl OIMMOOK M HemopaboToK B mporpamme. Takast mporpamma
MOXeT He MOANepXUBaTh (MJIM He BIOJHE KOPPEKTHO MOAACPKUBATH) TEKY-
myo ¢aiinoByo cucteMmy. IIporpammel, paboratomue n3-nmog OC «Windows»,
MOTYT TIPOCTO HE MOJYYUTH TOCTYM K HEKOTOPHIM 00J1acTsIM nucka 1o Boje OC
niau apaiiBepa. beiBaet, uto OC mepeanpecyet obpalieHus K HEKOTOPEIM CEeK-
TOpaM AWCKa Ha JIpYyrue CeKTOphl. B pe3ynbrare AUCK OYUCTHUTCS HE TOJI-
HOCTBIO. 1711 MOCTOSTHHOTO MCITOJb30BaHMSI Ha CBOEM KOMITbIOTEpE C LIEJbIO,
HarmpuMep, obecIiedeHUsT MPUBATHOCTHU 3TO He cTpamHo. Ho mist «ctepunmnsa-
LIMW» AWCKa, Ha KOTOPBIM TpearojiaraeTcss KOMUPOBaTh WHGOPMAIIWIO IJIst
MOCJIEIYIONIETo UCCIeIOBaHMsI, 3TO HeETTpUeMIeMo. 11T MOJTHOM OYUCTKU Clie-
nyeT nmpuMeHATh mporpaMmel mog OC DOS mim UNIX.

B ciydae, Korma KonmupoBaHUE OWCKOB MPOM3BOMMUTCS MO CXeMe «IMCK B
(ait», TpeAMPUHUMATL MEPHI TT0 TIPeIBAPUTEHLHOM OUYNCTKE LIEJIEBOTO AUCKA
He 0053aTebHO.

JIns Toit XKe LIeTM — 3aCTPaxXoBaThCsT OT BO3MOXHOMW «HECTEPUIBHOCTH» 1e-
JIEBOTO IHMCKA — TPU KOMHUPOBAHWU TOJIE3HO BBIUMCISATH X3II-(PYHKIWU WU
KOHTPOJIbHbIE CYMMBI KOITMPYEMBIX CEKTOPOB (TPYIII CEKTOPOB) U 3aHOCUTH MX
B TIPOTOKOJI. B mambHeileM 3KCIepT MOXET MepPEeBbIUNCINTD 3HAYEHNE 3THX
byHKUMI 1T MccieayeMoil KOMTMU U TeM CaMbIM YOeIMThCS B €€ TOYHOCTH.

TakTMKa o0bICKa

Korna nckoMble moKa3aTeabCTBa MOTYT COAEPXKAThCsl HAa KOMITbIOTEPHBIX
HOCHUTEJISIX, OOBICK CJeyeT MPOBOAUTb COTJIACHO HUXEU3IOXEHHBIM MpaBU-
JlaM, YTOObI 00€eCNeYuTh 3aKOHHOCTD U 10Ka3aTeJbHYIO CUIY.

K KoM b1OTEpPHBIM HOCUTESIM UHGOPMALIMU OTHOCSITCSI CheMHbIE U HECh-
€MHble MAaTHUTHbIE IUCKU, KoMnakT-aucku (CD), DVD-nucku, ¢asu-Hako-
MUTEIU, ONITUYECKHUE AUCKU, MATHUTHbBIE KapThl, LIM(GPOBbIE KACCEThl U HEKO-
Topble Apyrue. Takue HOCUTENU MOTYT COAEPKAThCSI B TEPCOHATbHbBIX KOMITb-
loTepax, cepBepax, KOMMYHUKALIMOHHOM OOOpYyAOBaHUMW, HaJalOHHBIX
kommbloTepax (KITK, PDA), kommyHukaTtopax, cMapTdoHax, MOOUIILHBIX Te-

212

Caedcmeennbie delicmeus

nedoHax, nuudpoBwIX doToarnIapaTax U BUIeoKaMmepax, rjieepax U MHOU npy-
roii MoA0OHOM TeXHUKE — BCSI TaKasi TEXHMKA CO BCTPOEHHBIMU HOCHUTEISIMU
U3BIMAETCS LIETUMKOM.

Jpyrue BUAbl TEXHUKW HE COMEPXKaT JOCTYITHBIX MOJIb30BaTEI0 HOCUTENIEH
KOMITBIOTEPHON WH(OpMAIIMKU, TO3TOMY €€ M3bIMaTh WJIM MCCIeNoBaTh He
00s13aTesibHO. TaKOBBIMU SIBJISIIOTCSI: IPUHTEPHI, CKaHEePHI, (hakc-armaparThl, a
TakXke KJIaBUATypbl, MOHUTOPHI, MBIIIH, JXKOWCTUKU, 3BYKOBBIE KOJIOHKMU.
CrnenyeT MOMHUTb, YTO TEXHUWKA CTPEMUTEIbHO pPa3BUBAETCS M NOCTYITHBIC
MMOJIb30BaTE/I0 HOCUTENIM MOTYT 3aBTpa MOSIBUTHCS B COCTaBE TAKUX YCTPOMCTB,
KakKue elle ceroaHsi ux He uMetoT. CTOUT BCIIOMHUTL, Hanpumep, 4to B 2000
rolly ayiuoIlieep He cieloBajo pacCMaTPUBATh KAK HOCUTENb KOMIIbIOTEPHOI
nHdOpPMaINK, a HIHE MOYTH Bece aynuoruieepsl (MP3-1ieepsl) mo coBmecTu-
TEJBCTBY SIBJASIIOTCS MOJb30BAaTEJILCKUMU TEPEHOCHBIMU HakomuTteasiMu. B
OMMXKAMIIUX TJTaHAX MPOU3BOAUTENEH OCHACTUTH BCTPOCHHBIMU KOMITbIOTE-
paMu BCIO OBITOBYIO TEXHUKY — XOJIONUJIbHUKU, KOHAUIIMOHEPHI, KODEeBapKH,
CTUpaJibHbIE MaIIMHBI U T.I. KOMIIbIOTEp B cOCcTaBe OBITOBOI TEXHUKHU, CKOpee
Bcero, OyAeT BKJIIOUYATh BCTPOEHHBIN WU ChEMHBIN HOCUTEIb U CETEBOI WMH-
Tepdeiic sl ynaJleHHOTO JOCTyma.

Hraxk, nas Havyaa U3J10XNUM 0a3vCcHbIE MPUHITATIBI OOpaIeHus: ¢ UHGOPM-
HOCUTEJISIMU U KOMITBIOTEPHOW TeXHUKOU MpH MPOBEAeHUU OOBICKA, a 3aTeM
0oJjiee MoAPOOHO OMUILIEM TpaBuJja MpoBeleHUs 00bICKa MTPU HAJIMYUU TaKo#
TEeXHUKU.

Ilpunyunot

1. Bo BpeMs U3bATHSA KOMITLIOTEPHOM TEXHUKM HE TOJKHA N3MEHSThCS HU-
Kakasi coaepxamiasicss Ha M3bIMaeMbIX HocuTelnsx uH@opmanus. Ha cnen-
CTBUU JIEXXUT 003aHHOCTD J0Ka3aTh, UTO MpPeJACTaBIeHHAS SKCIEPTY WU CYLY
KOMITbIOTEpHasi WHopMalus He u3MeHsaack. Hu B mpolecce oGbicka, HU
MpY TTOCeAYIoIeM XpaHEeHUH.

2. Joctyn X mHpOpMAIMM U MCCIEIOBAHUE e€¢ «Ha MeCTe» JOIMYyCTUMEI
JIVIIB B TEX CJIyvasiX, KOTJla HEBO3MOXHO U3bSITh HOCUTEJb U OTIIPABUTh €T0 Ha
sKcnepTusy. Takoi JOCTYI MOJIKEH MPOU3BOAUTHCS KOMIETECHTHBIM CIleliMa-
JIMCTOM, KOTOPBI B COCTOSIHUU TIOHSTh U OOBSICHUTb CMbBICI M BCE€ TOCHEN-
CTBUS ITPOU3BOIMMBIX UM JICHCTBUIA.

3. JoJXHBI IPOTOKOJIMPOBATHCS BCE NEHWCTBUS C KOMITBIOTEPHOM TEXHUKOM
TakK, 4TOObl HE3aBUCUMBII HCCIeOBATEIb MOT Obl MX TTOBTOPUTH U TOJYUYUTh
TaKue Xe pe3yabTaThl.

Ob6wue npasuaa uzsAmMus KOMNoIOMEPHOU MEXHUKU NPU 00bICKe

1. Bo3bMuTE 1O KOHTPOJIb IIOMEILIEHNE, TIe YCTAHOBIEHA TEXHHUKA, a TaK-
Xe 2JeKTpoInuT. He mo3BosiiiTe HUKOMY, KpOMe Ballero Crenuaiucra, A0T-
paruBaThbCs 10 TEXHUKU U YCTPOMCTB 3JIEKTponuTaHusi. B kpaitHeM cirydae, ec-
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JIM OTCTPAaHUTb MECTHBIN TMEpPCOHANl OT TEXHUKU HEBO3MOXHO, (DUKCUPYHTE
BCE UX NCWCTBUA.

B Tex penkux ciydasix, KOTaa eCTb OCHOBaHUs T0JIarath, YTO O MPOBEACHUN
00BbICKa M3BECTHO PAacTOPOITHBIM COOOINIHMKAM, HaXOASIIMMCS BHE Ballero
KOHTpPOJISI, TO KaK MOXHO CKOpee CJIeAyeT OTKJIIYUTh CETEeBble COCAMHEHUS
KOMITbIOTEPOB. IS 3TOro BHITAIUTh U3 KOMIIbIOTEPOB Kabeau JTOKaIbHOM ce-
T U OTKJIIOUYMTh MOAEMBI. 32 T€ HECKOJbKO MHUHYT, TToKa (oTorpadupyoT 1
MOATOTABJIMBAIOT K BHIKIIOUEHUIO TEXHUKY, COOOUIHUK, B MPUHIIAIIE, MOXET
YCIMETh COEAUHUTHCS TTO0 CETU C KOMITBIOTEPOM M YHUYTOXUTH HAa HEM CYIIIECT-
BEHHYI0 MHPOpPMAILINIO.

2. BoIKiItoUeHHBIE YCTPOCTBA HE BKIIIOUANTE.

3. CdororpadupyiiTe MJIM CHUMUTE Ha BUAECO KOMIOBIOTEPHYIO TeXHUKY. B
KpaliHeM cjiydyae, MOXHO 3apucOBaTh CXeMy. YIeJuTe BHUMaHUE KabeuasiM —
Kako# Kyna nmonakiirodeH. [MoakimoueHue Kabeeil Takxke XeaaTeJbHO chOoToT-
padupoBaTh MU CHAOAUTH UX SIPJBIKAMU JUIST UICHTU(DUKALMYA MECT MOAKITIO-
yeHUs. BClo MoaKIOUeHHYI0 K KOMITbIOTEpPY Tepudepuio cieayeT chororpa-
¢dupoBaTh U/MIM ONKUCATh B MMPOTOKOJIE, YTOOHBI OBIJIO SICHO, KaK BCE OBLIO CO-
eIMHEHO.

4. Ecnu Ha MOMEHT O0ObICKa KOMITbIOTED BKJIIOUEH, coTorpadupyite uim
WHBIM 00pa3oM 3auKcUpyiiTe n300paxxeHne Ha MOHUTOpE.

C BKJIIOUEHHBIM, HO «CHSIIUM» KOMIIBIOTEPOM MOXHO MOCTYITUTh ABOSIKO:
b0 cpa3dy, He Tporasl ero, BBIKJIIOUNUTh, KaK OMMCAaHO HUXe, TM0O0 cHavana
aKTUBU3UPOBATh, ClieTKa CABUHYB Mbllb, choTorpadupoBaTh COAEPXKUMOE
9KpaHa, a yXXe 3aTeM BBIKJIIOYUTh. BEIOOp BapraHTa OCTaeTCs 3a pyKOBOJIMTE-
seM onepanuu. [1pu «mpoOyXaeHUU» WU aKTUBU3ALMU KOMITbIOTEpPa MOXET
0Ka3aThCsT, YTO BBIXOM M3 «CIISIIIETO» peXXUMa WM M3 CKpUHCelBepa* 3almm-
meH nmapojeM. Torma mocje CABUTaHMST MBI BMECTO CONEPXUMOTro KpaHa
BBl YBUAWTE 3allpoc mapoJjisi. B TakoM ciiyyae KOMIBIOTEp HAA0 BBIKJIIOYUTH
ONMMCAaHHBIM HUXE CITOCOOOM.

5. Haitnute u cobepute TMCTOYKM, HA KOTOPBIX MOTYT OBITh 3alMCaHbI Ma-
pOJIK, ceTeBbIe aJpeca 1 Ipyrue JaHHble, — YaCTO TaKue 3aIlucu JiexXaT Ha pa-
0ouyeM MecTe, MPUKIIEEHbl K MOHUTOPY, BUCSAT Ha CTEHE.

6. Eciiu mpuHTEp 4YTO-TO TedyaTaeT, HOXIUTEeCh OKOHYaHUsS TedaTu. Bcee,
YTO HAXOIUTCS B BBIXOAHOM JIOTKE MPUHTEpPA, ONMUCHIBACTCS U U3bIMAETCS Ha-
psiny C APYTMMUW HOCUTEJISIMA KOMITBIOTEPHOI MH(pOpMaILInK.

7. Ilocye 3Toro KOMIbIOTEPHI HA/10 BBIKIIOUUTh. DTO JOJXKEH ClIeJlaTh KOMIIe-
TeHTHBIN crienranuct. He mo3BojsiiTe AenaTb 3TO MECTHOMY TEpPCOHAIy WU
BJIaJIeJIbIy U3bIMaeMOI TEXHUKHU, He TIpUHUMaliTe ux coBeToB. Eciu ¢ Bamu Her
creuuaarcTa, BBIKJIIOYEHUE HACTOJBbHOTO KOMITbIOTEpA ClIeNyeT MPOM3BOAUTH
BBITACKMBAHUEM IIIHYpa MUTAHUS U3 KOpITyca KOMITbloTepa (He U3 CTEHHOM po-
3eTKM). BhIKIIOYeHUEe HOYTOYKa ClieayeT MPOU3BOAUTh BHITACKMBAHUEM DJICKT-
pMYECKOTO IITHYypa U U3BJIEYEHUEM €T0 aKKYMYJISITopa 0e3 3aKpbIBAaHUS KPBIIIKU.
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HMHorna MoXHO OIMOUTHCS, TIPUHSB BKIIOUEHHBIII KOMITBIOTEP 32 BBIKJIIO-
yeHHBbI. [Ipu rubepHanum («3acblmaHUM») dKpaH TacHET, MPUOCTaHABIUBA-
I0TCSI HEKOTOpble (PYHKLMU KOMITbloTepa. MOTYT MOTacHYTh WMJIU U3MEHUTH
1IBET CBETOAMOAHbIC MHIUKATOPHI. TeM He MeHee y BKIIIOUEHHOTO, XOTS U «3ac-
HYBIIETO» KOMITbIOTEpPa 00513aTeJIbHO TOPUT MHAMKATOP MUTAHUS HA CUCTEM-
HOM OJioKe. Y BBIKJIIOYEHHOTO, HApOTUB, BCE MHAMKATOPbHI HA CHUCTEMHOM
0JI0Ke moralieHbl, XOTsI MOXEeT ropeTh MHAMKATOp Ha MoHUTOpE. [TogpoOHee o
BBIKJIIOUeHUN — B maparpade «Kak BBIKITI0YaTh?» ThaBbl «KOpPOTKOXUBYIIHE
MaHHBIE».

8. TexHuKa omeyaTbIiBaeTCsl TAKUM 00pa3oM, UTOOBI UCKIIIOUUTH KaK DU3K-
YeCKMUI JOCTYIT BHYTPb KOPITyca, TaK U MOAKIIOUEHUE JIEKTPONUTAHUS. DTO
00CTOSATENBCTBO OTPAXKAETCS B MPOTOKOJIE.

9. U3bsTas TeXHWKa yIaKOBBIBA€TCS COOOPA3HO C XPYITKOCTHIO U YyBCTBU-
TEJILHOCTBIO K BHEITHUM BO3AeHCTBUSIM. OCO00 4YBCTBUTEIbHBI K BUOpalnu
)xecTtkue MarHuTHbie nucku (H2ZKMJI); nx MexaHuuyeckoe moBpexaeHue (Har-
puMep, u3-3a TepPeBO3KU B OaraxkHUKe) MPUBOAUT K MOJTHON HETOCTYITHOCTHU
IAHHBIX.

10. OmpocuTe Bcex mojb3oBaTesieil Ha rpeaMeT napoJjeit. Hamo mocrapath-
¢l y3HATh Y KaxXI0Tro COTPYAHUKA BCEe M3BECTHBIE €My Mapojiu (TOYHee, mapbl
JIOTMH-TIApOoJib), UMEIINe OTHOIIEHUE K U3bATOI TexHuKe. [Taponu He cieny-
eT BOCIIPpUHUMATh Ha ciayx. X Hago 3anucaTh Mo cMMBOJIaM, oOpaiiiasi BHUMa-
HUe Ha ajn(aBUT U PETUCTP KaXXIOr0 CUMBOJIa M BBIBEPUTh Y McTOUuHUKA. [lapo-
JIV TOMYCTUMO HE BHOCHUTH B MIPOTOKOJI AOTIpOCa WM OOBSICHEHUE, a 3alucaTh
npocTo Ha bymaxke. Mx noka3zaTesbHOe 3HaU€HUE OT ATOrO HE CHUXKAETCSI.

Ocobennocmu

OtHocsmasicss K aeay KOMIbIoTepHast MHQoOpMalus U MHbIE IUDPOBBIC
CJIeAbl KDI/IMI/IHaHBHOﬁ JCATCIBHOCTU MOTYT COACPXKATHCA BO MHOXKECTBEC I_[I/I(b—
POBBIX YCTPOUCTB U HocuTesieil. Bo BpeMsi oObIcKa HY>XXHO TTocTapaThcsl oOHa-
PYXHUTBb BCC TaKHEC YCTpOﬁCTBa 1N HOCHUTCJIN, 6I)ICTp0 PECUINTH, MOXET JIM B HUX
COOCPXKATHCA UHTEPECYIOIIasd I/IH(bOpMaL[I/IH, N N3BATH UX, €CJIIU MOXKCET.

,HJ'ISI 06Hapy)KeHI/ISI TaKNX HOCUTEJIEU WU YCTDOﬁCTB HCO6XOZ[I/IMO ydyacTtue
CIieLMalIKnCTa.

Ha caydaii, xorga CrnenMajucTa HET, Ha IMOCIEIYIOUIUX WIIIOCTPALIUAX
IIPUBEACHDBI HaM6onee pacnnpoCTpaHCHHBIC YCTDOﬁICTBa, MOTrymue coacpxartb B
cebe KOMITbIOTEPHYIO MHGOPMALUIO.

Huxe IIPpUBOIATCA PEKOMECHAAIIUU TTO o6pame1—[mo C HEKOTOPbBIMU BUJaMU
KOMHL}OTepHOﬁI TexHuku. Umun CJIEAYECT pPYKOBOACTBOBATLCA TOJILKO ITPU OTCY-
TCTBUU B Balllel Irpynne TEXHUYECKOro Crieluaiaucra. CHeLU/IaJ'[I/ICT JOJIKEH
3HaTh, KaK CJEAyeT oOpallaThbCs ¢ KaXAol KOHKPETHON MOJEIbl0 TEeXHUKMU,
qTOOBI COXpaHUTDb I/IH(I)OpMaHI/IIO B HEU3BMEHECHHOM BUEC. B IIPUCYTCTBHUU CIIC-
LMAJMCTa HAZO CIEJ0BATh €r0 YKa3aHUIAM.
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Hoymo6yx (13nmon, nepenocnoii komnoromep)

Ecnu HOyTOYK BKJIIOUEH Ha MOMEHT Hadyajia 00bIcKa, TO TIpexXae BCEeTo clie-
nyeT cdortorpadupoBaTh WIM WHEIM 00pa3oM 3aUKCHPOBATh COIEPKUMOE
9KpaHa, KaK 3TO YKa3blBaJoOCh BBHIIIIE.

YToOBI BHIKJIIOUUTH HOYTOYK, HETOCTATOYHO BHITALIUTD U3 HETO IITHYP IMUTa-
HUS; TIPU 3TOM HOYTOYK TlepeiieT Ha MUTaHue OT aKKymyJsaTopa. s obecro-
YMBAHUS HAI0 U3BJIeYb aKKyMyasTop. [Ipu 3ToM He cieayer 3aKpbIBaTh KPbIIII-
Ky HOyTOyKa, CKjanbiBaTh ero. [Ipu ckiaagblBAHUU OOBIYHO aKTMBU3UPYETCS
dbyHK1MS ruGepHAIUM («3aChIlTaHMSI»), a 9TO O3HAYaeT BHECEHUE NU3MEHEHUI B
nHbOpMAIUIO HA TUCKEe, YTO HAPYIIUT BbIIIeO3HAUYEHHBIE TPUHIIUATIBI.

Haaaoounwtii komnsiomep (KIIK)

K nannomy xmnaccy otHocstces: KITK, PDA (Personal Digital Assistant),
palmtop, pocket PC, opraHaiizepnsi, cMapThOHB, KOMMYHUKATOPHI, DJIEKT-
poHHBIE THeBHUKHU [51, 84, 93].

Oc06eHHOCTBIO 3TOTO KJacca KOMITBIOTEPOB SIBJISIETCS TO, YTO 3HAUMTETb-
Hasl 9acCTh MOJb30BaTEbCKUX TaHHBIX XPAaHUTCS Y HUX B OTIEpaTUBHOM, 3HEP-
rozaBucuMoi mamMaTu. [Ipu OTKIIOUEHUU MMUTAHUS HaJlalOHHWKA BCS TaKas
nHdopMalus 6e3B03BPaTHO MPOIMAIET.

IlITaTHOE COCTOSIHME «BBIKTIOUEH» Y HaJTaMOHHWKA (haKTUYECKU O3HAYaeT He
BBIKJTIOUEHUE, a PEXUM «3aChIMMaHUs» WK TMOepHauuu. [Ipy 3TOM 371eKTpos-
Heprus pacxomyeTcs
TOJBKO Ha TOAAepKaHNe
OMEepaTUBHOM  MaMSITH.
XpaHUTbCS B TAKOM COC-
TOSTHUM OH MOXET JIO HeC-
KOJIbKMX THEW, B 3aBUCH-
MOCTH OT TEKYIIEeTro CoC-
TOSTHUSI aKKyMYJISITOpAa.

Ecnu  HamagoHHUK
BKJIIOUEH (aKTUBEH) Ha
MOMEHT Hadajla oOBICKa,
TO TpeXIe BCeTo CclieayeT
cororpadpupoBathk HIU
WHBIM 00pa3oM 3aduk-
CUpPOBATh COAEPXKUMOE
9KpaHa, KaK 3TO yKa3bl-
Basioch Bhimle. [1pu Heak-
TUBHOCTH 3KpaH aBTOMa-
THYECKU TacHEeT, a Haja-
MOHHUK TIEPEXOIUT B pe-
XKUM TuOepHaUUM 4Yepes

Hanaodounwtii komnvromep, cmenubLit MoOyab namsamu
(SD), kpaoa u cmuno K Hemy
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HeCKOJIbKO MUHYT. Ilociie poTorpadmupoBaHus MOXHO BBEIKJIIOUUTH €0 Bpyd-
HYIO KHOITKOM «pOWEr», €CJIM €CTh TaKasl KHOIIKA.

KacaTtbcg skpaHa HaJlafOHHUKA HEJb3sI, IIOCKOJIBKY 3KpaH Y HETO SIBISET-
Cs1 YYBCTBUTEIBHBIM; KaXX10€ IPUKOCHOBEHME K SKpaHy BOCIIPUHUMAETCS KakK
KOMaHpa.

M3Bnexarb aKKyMyJISITOp M3 HaJlalOHHWKA HEJb3S.

Bmecte ¢ HUM 00s13aTeNIbHO ClieAyeT U3bATh Kp3Jl (MTOACTaBKY C YCTpOii-
CTBOM IMUTAHUS U COMPsIKEHUST) TUOO0 MHOE 3apsSaHOE YCTPOUCTBO. XpaHUTh
HaJlaloOHHUK caM Mo cebe, 06e3 moa3apsaku, MOXHO HEIOJITO, OOBIYHO Hec-
KOJIbKO JHe#. MuTeTbHOCTh XpaHEeHUS 3aBUCUT OT IIEPBOHAYAJIHLHOI'O COCTO-
SIHUS aKKyMmyJisitopa. Ilociie ero McTomeHns coaepXXUMOe ONepaTUBHOM ma-
MATH OynmeT yTpadeHo. Jlydllle He pPUCKOBAaTh M ITOCJIE U3BATUSI KaK MOXHO
OBICTpee IepeaaTh KOMIIBIOTEP DKCIEPTy. A IO TaKOM mepemadu, 110 BO3MOXK-
HOCTHU, XpPaHUTh €Tr0 BCTABJICHHBIM B KP3IJI, YTOOBI aKKYMYJISITOP HE MCTOLIA-
cs1. B kpamie (KOTOpHhIii, eCTECTBEHHO, JOJXKEH ObITh MOAKIIOUEH K 3JIEKTpoCe-
TH) XpaHUTh HAJIAIOHHUK MOXXHO HeorpaHU4YeHHO noJro. [IpaBna, xpaHeHue B
Kp3JJIe HECOBMECTHUMO C OIledaThiBaHHEM KOMIThIOTEpa.

B nmpoTokose o6bicKa (M3BSATUS, TUYHOTO JOCMOTpPA) CIeAYyeT yKa3aTh Mpu-
MepHo clenyomee: «[Ipr ocMoTpe U U3BITUH HAJIAJOHHOTO KOMITBIOTEPA €ro
KHOIIKM He HaXWMaJIMCh, dKpaHa He KacaJiCh, aKKyMYJISITOP MJIM CheMHBIS
HaKOMUTEIW He n3BjieKaanch. HamagoHHEBIT KOMITHIOTED B COCTOSSHUM THOep-
Haluu (3achilaHus) ObLT YITaKOBaH M OMedyaTaH TakK, YTOObI MCKIIOUYUTH BCSI-
KM TOCTYI K OpraHaM ero yrpaBlieHUs (KJIaBUIIU, 3KpaH) U K €ro pa3beMam
0e3 TTOBPEKICHUS TTedaTeii».

Ilpunmepot

CoBpeMeHHbBIE IPUHTEPHI (32 0YeHb PEAKUM UCKITIOUeHUEM) He UMEIOT JOC-
TYIHBIX TOJIH30BATEII0 HOCUTENel KOMIbIOTepHOU MHpopMamuu. [TosTomy
U3BIMaTh MMPUHTEPHI HET HeoOXoauMocTH. Hamo ToMbKO M3bATh BCE pacrievar-
KW, 0OHapy>XeHHbIE B BEIXOTHOM JIOTKE MMPUHTEPA WIIU TTOJJIE HErO, MOCKOIbKY
TaKue pacleyaTKM TaKKe COlepXaT KOMIbIoTepHYI0 nHpopMaiuo. Kpome To-
ro, HEKOTOpHBIe (POTOTIPUHTEPHI UMEIOT pa3beM ISl HEMTOCPEACTBEHHOTO TTOIK-
JIIOYEeHMST HOCUTe el MHpopMaLny Tuna GJsin-HakonuTenei. Eciu Takoit Ha-
KOIUTENb OCTaBJIeH B padbeMe MPUHTEPa, €ro HY>KHO U3bITh, a MPUHTEP MOXK-
HO He TporaThb. [lpu mpoBeAeHUM OCMOTpa WM OObICKA ClIeAyeT OTPa3HTh B
MPOTOKOJIE HATMUKE TTPUHTEPA U CITIOCOO €ro MOIKITIOUEHUS K KOMITbIOTEDPY.

13 3TOTO TIpaBMIIa €CTh OTHO UCKIIIOUCHUE — Jiejia O MOJIeJIKe TOKYMEHTOB.

[TpuHTEpPHl OYEHb YACTO MCTOJB3YIOTCS ISl M3TOTOBIEHUS MOAAETbHBIX
JMOKYMEHTOB, TOCKOJIbKY MX paspelnaiomas crnocooHocTh (oT 600 Touek Ha
MIOM W OOJIBbIIIE) TIPEBHINIAET Pa3pellalIyl0 CIIOCOOHOCTh YeJIOBEYECKOTO
ra3a. To ecTh paabIIMBKY, OTIIEYATAHHYIO Ha COBPEMEHHOM MPUHTEPE, OTI-
YUTh Ha TJ1a3 HeJb3s.
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DKcenepTr3a MOXET YCTAHOBUTD, UTO MOJAEAbHBIN JOKYMEHT ObLI Hareya-
TaH UMEHHO Ha 3TOM KOHKPETHOM NPHUHTEPE WM C UCIOJIb30BaHUEM KOHK-
pETHOTO KapTpuiaxa.

Korna B nene hurypupyor rnoaaesibHble TOKYMEHTBI, TO KpOME KOMIThIOTE-
POB M MalIMHHBIX HOCUTeJIe MH(MOPMALIMHU CIEAyeT TaKXKe U3bIMAaTh:

® TIPUHTEPHI;

® KapTpUIXKU s IPUHTEPOB (KpOMeE, MOXET OBbITh, HOBBIX B YMaKOBKE) U
WHbIC pacXOJHbIE MaTepualibl (TOHED, JICHThI, YePHUJIA);

® Bce 0OHapyXKeHHbIE pacneyaTKu;

@ YHCTYI0 OyMary u IJeHKY, MPUTOTOBJICHHbIC IJI UCTIOJIb30BaHUS B MIPUH-

Tepe.

IIpuHTEp ciienyeT onevyaTaTh Tak, YTOOBI CleIaTh HEBO3MOXHBIM TTOIKITIO-
YyeHUe 3JIeKTPONUTAHMS U JOCTYII K TevaTaplieMy y3iay 0e3 HapylIeHUs yna-
KOBKU. DTOT (aKT OTpa3uTh B MPOTOKOJEe. VIHBIe U3BSIThIE MaTepUalbl TaKXKe
clieqlyeT orneyvaTaThb.

Ckanepot

B ckaHepax Tak ke, KaK U B TIpUHTEpax, HET JOCTYMHBIX HOCUTENel MH-
dopmanuu. U3piMaTh UX HET CMBbICTA.

K coxaneHuto, HeT BO3MOXHOCTH YCTAHOBUTD, OBLJIO JIX TO MJIK MHOE U300-
paxeHue (CKaH-KOIUSI) TTOJy4eHO C KOHKPETHOTO CKaHepa.

IIpu mpoBeneHUM ocMOTpa MU OObICKA CIAEAYeT JUIIb OTPAa3UThb B MPOTO-
KOJIe HAIMYMEe CKaHepa U CIoco0 ero MOoAKIIYEHUs K KOMIBIOTEPY.

Dawm-naxonumenu

Hakornurtenu Ha ¢JsII-maMsITH BBIITYCKAlOTCS B BUIE CaMOCTOSITEIbHBIX
YCTPOMCTB, a TAKXe B COCTaBe APYTMX YCTPOUCTB, TAKUX KaK ayIHOTIIeephl WU
undpossie doTtoanmapaTel. PopMa U pa3Mep YCTPOKNCTB ¢ (PI3II-HAKOMUTE-
JIIMU TakXKe BechbMa pa3zHooOpa3Hbl. Yallle Bcero Takue HaKOTMUTEN CHabXe-
HbI uHTepdeiicom Tunma USB, mo KoTopoMy UX ¥ MOXHO OMO3HATh.

Takue HaKOTUTENIN HE Te-
PSIOT JaHHBIE TIPH OTCYTCTBUU
SJIEKTPOTNUTAHUS, TTO3TOMY UX
MOXHO XpaHUTh HOJTOE Bpe-
Msa. Ilpu wusbgaTuu cuemyer
orevaTaTb TakK, YTOOBI MCKITIO-
yuTh goctyn Kk USB-pazbemy u
opraHaM yrmpaBlieHUs (ecnau
TaKue OpraHbl eCTh).

CHITh Komuioo ¢GismI-Ha-
KOITUTEJIST Ha MecCTe, B TMPUH-
nure, MoxHo. Kak 3to cme-

Dadui-naxonumens 6 ude bpeaxa
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Dasu-Hakonumendv 6 yacax

Daduw-HaKonumens 6 cocmase
ayouonneepa

Dnekmponuas ghomopamxa
€O 6CMPOCHHbIM (DAIU-HAKONUMENEM

JlaTh, pacckKazaHo B pasnesie «KoMmbloTepHO-TeXHUUYeCKasl aKcrepTusa». Ho
0COOCHHOII HEOOXOAMMOCTH B TaKOM KOMHWPOBAHUM HET, MOCKOJbKY (hJI3II-
HaKOMHUTEIb BCE PaBHO M3bIMAeTCs, KOTJIa €CThb OCHOBAaHMUS ToJjaraTh, YTO Ha
HEM MOXET COIEePXKAThCS CyLIeCTBEHHas1 s Aeja uHdopmaius. 3aTeM OH re-
penaercs Ha 3kcrepTudy. CHUMATh KOMWIO Ha MECTE JIOTUYHO B TE€X CIyvasx,
Koraa XJaTh pe3yJbTaTOB 3KCIEPTU3bl HET BPEMEHU M HYXXHO OBICTPO MOJY-
YUTh MH(OpMaLIMIO IS MPOAOIKEHUS pacciienoBaHus. B Takux ciyqasix crie-
LIMAJIMCT CHUMAET KOTIUIO C HAKOMUTEJISI Ha MECTe, CaM HaKOIUTEJb OIevaThl-
BaeTCsI, UBBIMAETCS M OTKJIAABIBACTCS XIATh OKCIEPTU3BI, 4 €ro KOMUS IO/~
BepraeTcsi UCCAENOBAHUIO C LIEJbIO MOJyuYeHUs HeO(PUIIMaIbHOM, 3aTO CPOY-
HOW MHGbOpPMALUU.
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Mobuavnote meaegponnt

Ilepen TeM, KaK pacCMOTPeTh U3BITHIA MOOUJIBHBIN Telle(hOH B KayeCTBe
HOCHUTEJISI KOMITbIOTepHOM MHMOPMAIIUU, CeAyeT PEeUIUTh, TpeOyeTcs JIN 1o~
JIYIUTh C HETO MaTepuabHbIe CleIbl — OTIeYaTKU MableB, CIeIbl HApKOTH-
KOB, UHBIE.

CrnenyeT TOMHHUTb, YTO HEKOTOpPbIE METONBI CHSATUS OTIEYaTKOB MOTYT
MpUBECTU TeJle(hOH B HETOMHOCTb.

B GoNBIIMHCTBE ClTy4aeB MPU U3bITUM HYXXHO BBHIKITIOYUTH MOOUIBHBIN Te-
JneoH, 9TOOBI MCKITIOUHUTD IMOTEPIO0 UMEIOIINXCS TaHHBIX BCIEACTBUE MOCTYII-
JICHHST HOBBIX BBI30BOB M HOBBIX SMS. AKKyMYJIATOD BEIHUMATh HE CIEAyeT.

OmHako B HEKOTOPBIX CIAydassiX PYKOBOIUTENb OIMepalli MOXKET PeIlUTh,
YTO KOHTPOJUPOBATh MOCTYMAlole BBI3OBBI BaxkHee. Torma TeiechoH HaIo
OCTaBUTh BKIIOUEHHBIM U TTOA3apSAKaTh €T0 MO Mepe HeOOXOAUMOCTH.

BBIKITIOUeHHBIN Telle(OH YMaKOBBIBAETCS B KECTKYIO YITaKOBKY W OreyYa-
TBIBAeTCS TaK, YTOOBI MCKIIOUYUTD JOCTYIT K OpraHaM ero yrpasjieHus. DTO OT-
MedJaeTcs B IPOTOKOJIE.

ITpu BeIKTIOUeHUM TenedoHa He Hago OecrtokouThest o PIN-kone Ha moc-
Tym K naHHbeIM B SIM-kapTte TenedoHa. ¥ oneparopa CBSI3W B JIIOOO MOMEHT
moxHo y3Hath PUK (PIN unlock key) 1 ¢ ero moMoIpio mojJy4uTh JOCTYIT K
SIM-kapre.

O moneBOM U TabOpaTOPHOM MCCIEAOBAHUM WHGMOPMALIMK U3 MOOMIbHBIX
Tee(OHOB €CTh JOCTATOUHO MHOTO TEXHUYECKOM auTeparypsl [60].

Kommymamoput u mapupymuzamopoi

OO6bIYHO KOMMYTaTOp* (switch) MMeeT BHYTPEHHIOIO 3HEPTOHE3aBUCUMYIO
MaMsITh, B KOTOPOI MOMeIIaeTcsl TOJIbKO OTNepauoHHas cuctreMa u aiii KoH-
durypauuu. MmeHHO KoHbUTypalusi MOXeT OBITh TMpPEeAMETOM WHTepeca
cliencTBusi. Meakue KOMMYTAaTOPbl MOTYT HE UMETh IOCTYITHOM MOJIb30BaTEIII0
MmaMsITU, XOTSI CBOIO KOH(pUTypalnio (HaCTpOiKN) Bce ke coxpaHsoT. CoBceM
MEJIKHE KOMMYTATOphl IUISI JOMAIHETOo MCMOJb30BaHUSI M XaObl MOTYT He
WMETbh Jaxe HaCTPOeK.

Mapuipyruzatop* (router), B 3aBUCUMOCTHA OT CBOETO Ha3HAYEHUS, MOXET
WMETb CTOJIb XK€ HEeOOJIbIIYIO MaMsATh, KaK 1 KOMMYTaTOP, TJae XpaHUTCS JUIIb
OTHOCUTEJIbHO HEeOOJIbIION (haiin KoOHpUTrypaluu, a MOXET UMETh U OoJiee cy-
LIECTBEHHOE YCTPOWCTBO XpaHEHUsI, HATIPUMEP, XECTKUI IUCK.

KoHdurypauust Mmapuipyrusaropa Uil KOMMYTaTopa MOXET 3aMHTEPECo-
BaTh CJICACTBUE JIUIIb ITPU HEKOTOPBIX CIIEIU(PUUECKUX TUITAX MPECTYIICHUIA.
B GosnblIMHCTBE cilydyaeB UX KOH(GUTYpalus He MpeAcTaBisieT MHTepeca.

CH#Tb BCIO KOHPUTYpaALIMIO ¢ MapUIpyTU3aToOpa UK KOMMYTaTopa CIelm-
aJIuCT MOXET Ha MeCTe, €C/IU 3HaTh MapoJib Ui 1OCTyIa.

BkitoueHHbIE KOMMYTATOPbl U MapUIpyTU3aTOPbI CleAyeT MpU U3BATUU
OTKJIIOYaTh BBITACKMBAHUEM 3JIEKTPUUYECKOTo IIIHYypa JMOO amnmapaTHbIM Ie-
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pexioyaTeaeM (pyOMIIbHUKOM), KOTOPBI HAaXOAUTCS MPSIMO Ha BCTPOCHHOM
0JIOKE MUTAHUS.

AemomobuavHble Komnviomepol
BopTOBBIM KOMITBIOTEPOM OCHAIIEHBI MTPAKTUYECKU BCE COBPEMEHHBIE MO-
nenn aBTomobuieii. OCHOBHOE ero MmpeaHa3HaYeHUue — ONITUMU3AIUST peXuMa
JIBUTATENSI C LIEJIbI0 9KOHOMUM Troprodero. KoMmbeoTep co6upaeT MHOTOYHC-
JIEHHBIE JTaHHbBIE C PA3IMYHBIX YCTPOMCTB aBTOMOOUIISI. B ciyyae aBapuu B HeM
MOXHO HAWTH CBEIEHUS O HECKOJbKHUX IMOCIETHMX CEKYHIaX — CKOPOCTb,
000POTHI, TO3UINY TTeJalieil Ta3a U TOPMO3a, PEXKUM CTEKJIOOYUCTUTENIEH, OC-
BETUTEJBHBIX MPUOOPOB U T.1I.

Kpome Toro, GopToBOii
KOMIIBIOTEP BBITIOTHSIET Ha-
BUTAallMOHHBIE  (QYHKIUU
MO0 AJIST 3TOTO YCTAHOBJIECH
OTIENbHBII HaBUTAIMOH-
HBIIi KOMITbIOTEp. B HeMm
duxkcupyercsa pacroyoxe-
HUEe aBTOMOOWJISA B pa3HbIe
MOMEHTHI BPEMEHM, BBIUKC-
JITIOTCS BO3MOXHBIE Mapiil-
PYTHI ClIeMOBaHUS 0 3aJaH-
HBIX TOYEK.

K coxanenumo, 60pTo-
Bble KOMITbIOTEPHI HE YHU-
dunupoBaHbl, KakK Iepco-
HajbHBIEe. PacronoxeHue
KOMIIBIOTEpA M €TO 3aTTOMMU-
HaIOIIeTO yCTPOCTBA 3aBU-

Ob6pa3zely, asMoMoOUNbHO20 HABULAUUOHHOO
CHUT OT MOJIEJTA aBTOMOOMIIS. Komnblomepa

Jist u3bATAST MM KOMUPO-
BaHUSI HOCUTEJIEH KOMITBIOTEPHOU MH(MOPMALMU CIAEAYET MIPUTITACUTD CITELM-
anucta u3 GUPMEHHOTO (aBTOPU30BAHHOTO) LIEHTPa TEXO0CTYy>KMBAHUS COOT-

BETCTBYIOLICTO aBTOIMMPOMU3BOAUTECIIA.

Modemoi

B HCKOTOPLIX MOACMAX XPAaHUTCA IMOJIb30BaTC/IbCKasd I/IH(bOpMaL[I/ISI — HacCT-
poiiku cetu wiu TeaedOHHbIE HOMEpPA MpoBaiigepa. Ecau HeT creuuanucra,
KOTOpBIﬁ MOXKET yKa3aTb, Kakagd UMCHHO MOAECJIb MOJAE€MaA 34€Ch MPUCYTCTBYET
— C MaMsATbhIO UJIHU 663, — TO MOJAEM HaaO0 OTKJIIOYUTD OT JICKTPOIMUTAHUA, OIIC-
yaTaTb U U3BATH.
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Iucpposvie homoannapamot

IMpakTruecku Bce udpoBbie hoToanmapatsl ((hoToOKaMepbl) UMEIOT CMEH-
HBI ¥ BCTPOCHHBI HaKOTUTEIb JOCTATOYHO OOJIBIION €eMKOCTH. DTOT HAKO-
MMUTEJb TOCTYIEH MOJb30BaTEI0 HEe TOJIbKO IJIST YTEHMST, HO M TSI 3amucH. [1o-
9TOMY KPOME OTCHSITBIX (poTOTpaduii U BUACOPOJUKOB TaM MOXHO HAMTU U
WHYIO TI0JIb30BaTelbCcKylo MHbopmanuio. MHorma nudpoBoii ¢oroamnmapar
HCTIONb3yeTcs B KauecTBe epeHocHoro USB-HakommTens.

Lugposvie pomoannapamot moeym umems opmy Kax mpaouyuouHyro, max u
HenpusbIYHyH

Cmennvte Hakonumeau

Ectb HeckoJbKO cTaHIa-
PTHBIX TUIIOB TaKMX HAKOIU- 1} _
Tedaeit. DTo HBIHE yXe ycTa- : i 8
peBIIME W BBIXOASIIUE U3 CON - \‘—‘“—L‘\ﬂ
yroTpebjeHuss TUOKKUE Mar- | s ACTELASH ' . “““‘
HuTHble aucku (M) wnu -
NUCKEThl, MarHUTOOMNTHUYEC-
KMe AWUCKH, KOMMAKT-IMCKU
(CD), DVD-nucku, cMeH-
Hble QIBII-KapThl, a TakXe
HXM]J, BbIMOJHEHHBIE B
OT/AEJBLHOM KOpITyCe.

Pazauunvie munsi cmenHbix Hakonumeneil Ha OCHOGe qb/tam—naMﬂmu
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KOPOTKO)I(IIBYI.IIHE AaHHblIe

B aT0i1 TI1aBEe MBI pacCMOTpUM, KaK CIICOHUAJUCT IPU IIPOBCACHNUU CJIICA-
CTBEHHOTO OEUCTBUS TOJXKEH 06paH_[aTI)C$I C KOPOTKOXHNBYIIMMU, UJIN BOJIA-
TUJIBbHBIMU JaHHBIMU. DTUM TEPMHUHOM 0OBIYHO MMCHYIOT TaKylo HH(bOpMa-
NI, KOTOpasa HEAOJITOBECYHA N CYHICCTBYCT JIMIIb 1O MOMCHTA BBIKJIIOYCHUA
KOMITIBIOTEpPA MJIN OO0 3aBECPIICHUA OHpCHeHCHHOﬁ IIporpaMMblI.

Ilepeuens

BoT HeKOTOpBIE U3 TUITOB KOPOTKOXWBYIIIUX JaHHBIX:

® conepxumoe O3Y*, To ecTb BCe MCITOJNIHSIEMbIE B TEKYIIU MOMEHT TpPOT-
paMMBI (3aa9u, MPOIECCH), CUCTEMHBIC W MPUKJIagHbIe (MTOJb30BATEIbC-
Kue);

® npexHee coaepxxumoe O3Y B 00J1aCTsIX OMepaTUBHON MaMSITU, KOTOPbIE Ha
TeKYIIUIT MOMEHT CYUTAIOTCS CBOOOTHBIMU;

@ CITCOK OTKPHITHIX (ailioB cO CBEAeHUSIMM, KaKOi Mpoliecc KakuM ¢aii-
JIOM TIOJIB3YeTCS;

® nHOOpPMAIIs O TTOJIb30BAaTEILCKUX CECCUSIX, TO €CTh BOIICAIINX B CUCTEMY
(3aJIOTMHEHHBIX, 3apeTUCTPUPOBAHHBIX) MOJb30BATEIAX;

@ ceTeBasg KOHGUTypalus — IMHAMWYECKHM TIpUCBOeHHBIN IP-ampec, macka
noxcet, ARP-Tabmuiia, cuyeTdymku ceTeBBHIX MHTepdeiicoB, Tabauia
MapuIpyTH3aluu;

@ CeTeBbIe COCAMHEHMUS — MHMOPMALUS O TEKYIIUX COeIMHEHMSIX (KOHHEK-
LIUSX) MO Pa3IUYHBIM MPOTOKOJAM, O COOTBETCTBYIOIIMX AWHAMWYECKHUX
HaCTpOMKaX MeXCEeTeBOro 3KpaHa* MIu MakKeTHOTO (GUIbTPA;

® TeKyIllee CUCTEMHOE BpeMs;

® CMMCOK Ha3HauyeHHbIX 3anaHuii (scheduled jobs);

® ko1 foMeHHBIX UMeH 1 NETBIOS-umeHn;

® 3arpyxxeHHble Monynu sinpa (LKM);

® MOHTUPOBaHHBIE (hailTIOBBIE CUCTEMBI, TOAKIIOYEHHBIE CETEBbIE TUCKH;

® (aitn uau ob6aacTh mogkayku™* (swap-daiisr) Ha fUcKe — MHOPMAaLIMS O Te-
KyIlIeM COCTOSSHMHU BUpTyanbHOI yactu O3Y, a TakKe paHee HaXOIMBIIHE-
Cs TaM TaHHBIE;

@ BpeMeHHBIE (hailyibl, KOTOPbIE aBTOMATUYECKU CTUPAIOTCS MPU IITATHOM
3aBepmieHuu paborsl OC unm npu 3arpy3ke OC.

Bce mepeuncieHHbIe JaHHBIE, KPOME MOCIEIHUX ABYX MYHKTOB, XpaHSTCS
B O3Y.

KpoMme Toro, K KOpOTKOXKUBYIIMM JAaHHBIM MOXHO TMPUIUCIUTL 00pa3Ilbl
ceTeBOro Tpacduka* B 000MX HaMpaBIeHUSIX — C UCCIIEAYeMOTro KOMITbIOTEpa 1
Ha Hero. [IpoaHanmu3upoBaTh YCTPOMCTBO U (DYHKIIUU TTPOrPaAMMBI IO COOEP-
xuMmomy O3Y (mammy nmamsaTu*) ObIBaeT TOBOJBHO CIOXHO. 3aTO MO TeHEPHU-
pyeMoMy TIporpaMMoii TpachuKy BO MHOTHX CITydasix HETPYIHO OTNPEIETUTh ee
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dyukunu. [Mostomy obpaselr Tpaduka KOMIbIOTEPA 3a KaKOW-TO pa3syMHbIi
MEPUO BpeMEHM OyIeT XOPOIIUM MOTOJHEHUEM IJISI UCCIeq0BaHUS pabOThI
HEM3BECTHBIX TTPOTPAMM.

[ToHSTHO, YTO KOPOTKOXUBYIIME NaHHbIe (KpoMme oOjJacTu MogKayku*)
MOXHO CHSITh JIUIIb ¢ paboTaloliero kommbloTepa. [locie BBIKIIOUEHUST BCe
Takyde JaHHbIe OyayT yTpayeHbl. TO €CThb CHSITUE KOPOTKOXWBYIIMX MaHHBIX
MTPOU3BOAUTCS HE BKCIIepTOM Ipu npoBeneHun KT, a cernaancToM Bo Bpe-
Ms clieicTBeHHoro aeiicTBus. Mckimouenune — skcneptusda KITK* (HamagoH-
HOT'0 KOMIIbIOTEpa), KOTOPHIl OOBIYHO XPaHUTCS BO BKJIIOYUEHHOM COCTOSIHUM,
HO B pexuMe rubepHanum™.

CTOUT JIU MBITAThCS CHATH ¢ pabOTAIOIIET0 KOMITbIOTEPA KOPOTKOXKUBY-
mue naHHbie? C oAHO# CTOPOHBI, CPEU HUX MOTYT OKa3aThCs MOJIE3HBbIE U
nIaxe o4eHb LIEHHBIE, HAIIpuMep, 3anuch o Tekymeid TCP-ceccuu ¢ ataky-
eMbIM Y3JIOM MJIM KJIIOY AJIsl TOoCTymna K Kpuntoaucky*. C npyroif CTOpOHHI,
npu cHATUH cogepxkumMoro O3Y HeBO3MOXHO He U3MEHUTh NHOOPMAILINIO
Ha KOMIIbIOTEpPE, B TOM YMCJI€ Ha €ro JMucKe. DTO MOXET OTpUIlATEJbHO
MOBJUATh HA OLIEHKY OCTOBEPHOCTH MOCJeAyIolleid SKCepTu3nl. B kax-
IIOM cjydyae 3TO pelllaeT CHeluaJucT, OlleHUBas, KaKOW acleKT BaXHee
IS JeJa — COXPAHHOCTD JTOJTOXUBYIIEeH MH(POPMAIMU UJIN BO3MOXHOCTh
MOJIYYUTh KOPOTKOXMBYIIYI0O KpUTUYHYIO. PazymeeTcs, Ui 3TOTO CIIEIM-
aJIUCT NOJXEH OBITh MPOMH(GOPMUPOBAH O CYIIECTBEHHBIX OOCTOSITEJb-
CTBax nena.

Hanpumep, mpu MCHOIb30BAaHUU I10J03PEBAEMbIM KPHUIITOAMWCKA TOJY-
YUTh JOCTYI K €ro COAEPKMMOMY MOXHO JIMOO KakK-TO yY3HaB MapoJib, JU0OO
3aCTaB KOMITbIOTEP BO BKJIIOYEHHOM COCTOSIHUU C aKTUBUPOBAHHBIM (MOHTU-
poBaHHBIM) KpunrtoauckoM. [lociie 1eMOHTUpPOBAHUS KPUIITOAMCKA y3HATh
mapoJib HeTpocTo. B npakTuke aBTOpa OBIJIO HECKOJIBKO CydaeB, KOTaa y To-
I03pEeBaeMOro yIaBaJloCh BBISCHUTD MapoJib K €ro KPUNTOAMCKY TTyTeM 30111~
peHHOTO oOMaHa WJIM MPUMUTUBHOTO 3amyruBaHus. OmHaKO TPaMOTHBIN B
o6nactu UT monb3oBaTeib 3HAET YETKO: €CJIM OH HE COOOIIUT MapoJjib, TO pac-
mudpoBaTh JaHHbIE HA KPUIITOAMCKE HEBO3MOXHO. OcTaeTcsi BTOPOii CIo-
c06. Hamo xaknM-To 06pa3oM MpopBaThCs K BKIIOYEHHOMY KOMIBIOTEDPY U,
MMOKa TOCTYI K KPUIITOAUCKY OTKPBIT, CHSITh C HETO BCE JaHHBIC WJIM U3BJIEYb
n3 O3Y ximou mudpoBaHUs.

CTOWT JIN MBITATbCSI CHITh KOPOTKOXUBYIIYIO0 MH(MOpPMALIUIO, PUCKYS TIpU
5TOM CYIIIECTBEHHO U3MEHUTD TaHHBIE HA HEM WJIM CPa3y BBIKJIIOYUTb KOMIIb-
0Tep, — pellaeT CreluainucT, MCXO/Asl U3 MaTepualioB Aeja.

B nob6oM ciaydae, HAaCTOSTEJIbHO PEKOMEHIYETCS CHSITh MMUHUMAaJbHO
BO3MOXHYI0 0€3 pucKa KOPOTKOXMBYIIYI0 MHGpopMauuio — chortorpadu-
poBaTh MJM OMNKCATh TeKyllee M300pakeHHWe Ha 3KpaHe BKJIIUYEHHOTO
KOMITblOTEpA.
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Cuamue

Jlnsa coopa KopoTKoxkuByieit mHpopmanuu u3 O3Y u cBona* ectb pa3any-
HbIe TIpOrpaMMHbBIE MHCTPYMEHTHI o pasiauunbie OC. CrienuanuncTty Tmpem-
MMOYTHTEILHO HE HANEeAThCs, UTO TaKME MHCTPYMEHTHI HAWAYTCS Ha UCCIeaye-
MOM KOMIBIOTEPE, a TMOJb30BATHCSI CBOMMU COOCTBEHHBIMM IMpOTpaMMaMu,
KOTOpBIE 3apaHee MPUTOTOBIEHBI Ha TUCKeTe, KOMIAKT-AMCKe WU (JI3II-Ha-
KoruTese. Yale Bcero UCIOIb3yIOT KOMITAKT-IKUCK.

Kpome Toro, cieayeT MpUTOTOBUThH €llle OOAWH HOCHTENIb — IJIsI 3alMCH
pe3yabTaTOB CHATHUS KOPOTKOXMBYIIel uHbopMauuu. [IpeamodTuteeH
¢usmI-HakonuTenb. g cOpoca pe3yabTaTOB BMECTO (PIISII-HAKOMUTES
WJIN WHOTO YCTPOMCTBAa MOXHO MOAKIIOYUTH B KayeCTBE CETEBOro OHcKa
IUCK ymaJeHHOTO KOMIbioTepa. TaKOBBIM MOXET CIYXHTb IMEepPeHOCHOM
KOMITbIOTEp CTlellMalncTa, MPUHECEHHBIM UM C COOOM M MOIKITIOUEHHBIN K
ToMy e cermeHTy JIBC, uiau cTallMOHapHBIA KOMITBIOTEp CIELUANINCTA,
IOCTYTNHBIN 4epe3 MHTepHeT. COpachiBaTh MOJYYeHHbIE KOPOTKOXMBYIIE
JaHHble Ha XECTKHU AUCK UCCIEIYeMOTO KOMITbIOTEpa KaTeTOpUYECKU He
PEKOMEHAYETCSI. DTUM MOXHO YHUUTOXUTH HEKOTOPYIO CYIIECTBEHHYIO TSI
nena MH(pOpMAIWIO U TTOCTABUTD MO COMHEHUE pe3yabTaThl MOCHeAy o e
9KCTEePTU3HI.

KoppeKTHOCTh paGOThI MMPOTPAMMHBIX HHCTPYMEHTOB IO CHATUIO UH(OP-
MallMu ¢ paboTamollero KOMIMbIOTepa 3aBUCUT HE TOJBKO OT CAMHUX 3THUX
WHCTPpYMEHTOB. Ha pe3yirbTaT MOXET BIUSITh TAKXKE COCTOSTHHE MCCIIEIYEMOTO
KoMmbloTepa. HampuMep, ecim oH 3apaXeH BpeIOHOCHOU MporpaMMoll TUma
PYTKUT*, TO CIEIUATUCT MOXET U He TMOJYYUTh KOPPEKTHYI0 MHOOPMAIIHIO,
Jnaxe Mpu 0e3ynpevyHoid paboTe ero MHCTPYMEHTOB.

BoT HeKOTOpHIe MOJIe3HbIE TPOTPAMMBI JJIT c60pa KOPOTKOXKUBYIINX JaH-
HBIX:

® Y1uiutel «PMDump», «userdump», «dd» mo3BOJSIIOT CHUMATh COAEPXKM-
moe O3Y koMmmbloTepa (maMm nmamsT). 3anmyck Jito00i mporpaMMbl U3Me-

HseT comepxumoe O3Y, mMo3TOMy pe3yabTar pabOThl TaKUX YTUIUT OyHeT

He BIIOJIHE «4UCTHI». Ho 3TO Hen3bexxHast mMorpeIrHoCThb.

® Yrunuthl «ifconfig», «ipconfig», «arp», «route», «netstat», «ipfw», «ipfilter»,
«ipchain», «iptables» CHUMaOT TEKYIYIO CETeBYIO0 KOHDUTYpALIUIO KOMITb-
oTepa.

® YTWINTH «netstat», «nmap» CHUMAOT UHMOPMALIUIO O TEKYIINX CETEBBIX
COEIMHEHUSIX U OTKPBITHIX MOPTaXx.

® YTunuthl «Task manager», «pslist», «ps», «top» 1al0T CIIUCOK TEKYIIUX MPO-
LIECCOB — UCTIOTHSIEMBIX ITPOTPaAMM.

® YTUIuTH «Isof» MaloT CIMCOK OTKPBITHIX B TEKYIIWIT MOMEHT (haiiyioB.

® YTWINTH «W», «last» Jal0T CIIMCOK TOJb30BaTeIell, BOIIEAINX B CUCTEMY.

® YTunuthl «date», «nlsinfo» maloT MHpOpMalUIO O TEKyIIEeM CUCTEMHOM

BpPEMEHH.
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® YTunuthl «ethereal», «tcpdump» n1ar0T BO3MOXHOCTb CHSTh TEKYIIUH ceTe-
BO# TpaMK KOMITbIOTEPA.

® Ytunuthel «Ismod», «kldstat» MOKa3bIBaIOT CIIMCOK 3arpy>KeHHBIX MOIyJIei
sapa.

Kakyto nMeHHO KOPOTKOXMBYIIYI0 MHGOPMAlIMIO COOMpPaATh U B KAKOM IO~
psake? 3aBUCUT OT XapaKTepa M0Ka3aTeJbCTB, KOTOpbIe Mbl IpeariojiaracM
HauTH.

Korna peub umeT o «B3joMe» MCCIEAYEMOr0o KOMITbIOTEPA WJIU 3apakeHUU
ero BPeJOHOCHOI MporpaMmoii, cienyeT cobuparts: coaepxkxumoe O3V, criu-
COK ITPOLIECCOB, CITMCOK OTKPBITHIX MOPTOB, CITMCOK MOJb30BaTeNcii, CETeBYIO
KoHpurypauuio, oopasel Tpaduka.

Korna geno kacaercst 3IeKTPOHHOM MepeNrUCKHU UKW HE3aKOHHOTO KOHTEH-
Ta, BO3MOXHO XpaHSIIETrocsi Ha HCCIelyeMOM KOMIIbIOTEpE, CJIeAyeT cOoOu-
paTh: CIIMCOK MpPOILIeCCOB, MHMOPMAILIMIO O KPUIITOAMCKAX™, TeKylllee Bpems,
BO3MOXHO, CETEBYI0 KOH(MUTYpALIUIO.

Korma peub uaét o HempaBOMEpHOM JOCTYIIE, MPEATNOJOXUTEIbHO OCY-
IIECTBJIEHHOM C MCCJIENYeMOro KOMITblIOTEpa, CleayeT coOMpaTh: CIIUCOK
nmpoieccoB, MHGOPMALUIO O TEKYIIMX CETEBBIX COEAMHEHMsSIX, obOpaszell
Tpaduka.

ITo nenam o HapyllIeHUM aBTOPCKUX MPAB CJIEIYEeT COOMPATh: CIIMCOK TMPOIIeC-
COB, TEKYIIlee BpeMsI, COACPKNMOE BpeMeHHBIX (PaitjioB 1 001aCTH MOAKAYKU™,

Boo01iie-To, ecnu ecTb BO3MOXHOCTb, JIydllle cOOMpPaTh BCIO MOCTYMHYIO
KOPOTKOXMBYIIYI0O MHGOPMALIUIO.

IMopsimok c6opa MHGOPMALIMA PEKOMEHIYETCST TaKO, YTOOBI CHavyaja co6-
paTh caMy10 KOPOTKOXUBYIIYIO0. A UMEHHO — cOOMpaTh e B TaKO mocyienoBa-
TEJILHOCTU:

® TeKYyIIMe CETEBbIe COEUHEHMSI;

® TeKyIlIKe MOJIb30BaTEeIbCKUE CECCUU;
® comepxumoe O3Y;

@® CITMCOK TPOIIECCOB;

® OTKPBITBIE (DaliIbl;

® obOpa3zelr Tpaduka;

@ KJII0OYU U MMapojiu;

® ceTeBast KOHGUTYypauus;

® TeKylee BpeMs.

Korma ceTeBble MOMEHTHI He BaxXKHBI (HaIlpuMep, KOMITbIOTEP He MOAKIIO-
YeH K CeTH B TeKYLIMI MOMEHT), comepxumoe O3Y (mamm mamMsiTu) ciemayer
CHMMAaTh B TIepBYIO o4Yepelb — JJIsl Er0 HAUMEHbIIIET0 UCKaKeHMsI, TOCKOJIbKY,
KaK yXe yKa3blBaJoCh, 3aIyCK 0001 TporpaMMbl U3MEHSET COCTOSIHUE OTle-
paTuBHOM maMsiTu DBM.

IIpexne yeM CHMMAaTh KOPOTKOXMBYIIYI0O MHOOPMAIIMIO C BKJIIOYEHHOTO
KOMIIbIOTEPA, ObIBA€T HEOOXOAMMO MPEOOJETh MPETSTCTBUS B BUE:
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® aKTMBHOTO CKpUHceiliBepa* (3acTaBKM) C MapoJbHON (MapoibHO-OMOMET-
pUYECKOI) 3alIUTOM;

@ HEJIOCTAaTOYHBIX MPUBUIIETUI TEKYILETO MOJb30BaTENS;

@ 3a0JJOKMPOBAHHBIX, OTKJIIOYEHHBIX WJM OTCYTCTBYIOIIMX BO3MOXHOCTEM

IUTSE TOAKJII0OYeHUS BHEIHUX ycTpoiicTB (mopt USB, CD-nipuBon).

HMmMeet 11 npaBo crieliMaluCT 3aAeiCTBOBATh AJISI TPEOAOJECHUST TAKON 3a-
IIUTHI CITeIUATbHBIE CPEACTBA — MPOrPaMMbI, OTHOCSIIIUECS K CPEACTBaM He-
CAaHKIIMOHUPOBAHHOTO MOCTYyMa, BPEAOHOCHBIM MpOoTpaMMaM WM CpeacTBam
00xo/1a 3alIUThl aBTOPCKUX MpaB?

Boo6iie-To nmeer. KpoMe BpemoOHOCHBIX MpOrpaMM, MCITOJb30BaHUE KO-
TOPBIX MPOTUBO3aKOHHO B JIOOOM ciyyae.

Kaxk evikarouams?

Kakum cmocob6oM ciemyeT BBIKJIIOYATh KOMIBIOTEP, KOTOPBINA MOIATEXKUT
U3BSITUIO U KOTOPBIH 3acTajyd BO BKJIIOYEHHOM COCTOSIHUM?

ITo Gonpbiiomy cueTy, BHIOOP CBOAMUTCS K JBYM BapuaHTaM: BOCHOJIb30-
BaThCsl INTATHOW KOMAaHION BBIKIIOUYEHMS WM BBIKJIIOUUTH NpepbIBAaHUEM
9JIEKTpONMUTaHUsA. PaccCMOTpUM IMpeumMyllnecTBa M HEIOCTAaTKU KaXJI0ro u3
METO/OB.

Komanpga 3aBepieHuss paOOThl UM BBIKJIOUEHUS KOMITbIOTEpa UMEETCs B
coctaBe moutu Bcex OC. YacTo Ta xe KOMaHJa He TOJbKO 3aBepliaeT padoTy
OC, Ho ¥ BBIKJIIOYAET 3JeKTponuTaHue. MHoOTIa TOIBKO 3aBepiaeT pabory, a
OJIOK MUTAHUS HalO OYAET BHIKIIOUUTH BPYYHYIO.

Bo Bpems npoluienyphl 3aBepiiieHUsI pabOThl 3aKPBIBAIOTCS BCE OTKPBHIThIE
daiinbl, cTUpalOTCs BpeMeHHBbIe (aiiiibl, MHOTAA OYMIIaeTcs 00J1acTh MOMI-
kauku* (com). Kpome Toro, BceM TEKYIIMM IPOIIeCCaM MOCHIIAETCs CUTHAT
3aBeplieHUs1 paboTel. YTO MMEeHHO OyneT nenarh mMporpaMMa, MOJyYuB Ta-
KO#l curHaj, B oOlleM ciydyae cKa3aThb HeJib3sl. DOJBIIMHCTBO MpoTrpaMm
MMPOCTO 3aBepinamT paboty. HekoTopbie COXpaHSIIOT MPOMEXKYyTOUYHBIE Bapu-
aHTHl JaHHBIX. [Ipyrue, HaNpOTUB, CTUPAIOT CBOM BpeMeHHBbIe (aitnbl. Psn
BPEIOHOCHBIX MPOrpaMM, TaKUX KaK TPOSH* WJINW PYTKUT*, MOTYT TIPU CUT-
HaJie 3aBepllieHUs paboTHl lieJieHANpaBJIeHHO YHUUYTOXWUTh CJIeIbl CBOETO
MPUCYTCTBHUS.

Ecnu nepen BBIKIIIOUYEHWEM CITELIMAIMCT CHSIJT KOPOTKOXUBYILIME JaHHBIE,
KakK 9TO OMKCAHO BBIIIE, TO TOYTU BCE HEAOCTATKU STOTO METO/A BBIKIIOUEHUS
MOXHO CUYMTATh KOMIIEHCUPOBAHHBIMU.

KpoMe Toro, nmpu 3aBepilieHUM pabOThl MOXET cpaboTaTh ClielMaJbHO yC-
TaHOBJIEHHAs Joruueckasi boomo0a*, KoTopasi yHMYTOXUT CaMble BaXKHbIE TaH-
Hble. Takue 60MOBI (K TOMY e CBSI3aHHbIE C KOMaH/I0# 3aBeplleHUs] pabOThI)
BCTPEYAIOTCs PEAKO, HO BCE XE...

[IpepbiBaHME B3JIEKTPONMUTAHUS OCYILECTBISETCS BBITACKUBAHUEM 3JIEKT-
pUYecKoro mIHypa u3 KoMmIblotepa. [IpryeM Jjydiiie BHITACKMBATh TOT KOHEII,
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KOTOPBIN MOAKIIOYEH K KOMITBIOTEPY, a HE TOT, KOTOPBI K CTEHHOI pPO3eTKe.
Jeno B TOM, 4TO MEXIY PO3ETKON M KOMITBIOTEPOM MOXET OKa3aThCs MCTOY-
HUK Gecrniepe6oifHOTO MUTaHus*. OH He TOJBKO CTaHeT MOAIePKUBATh HATIPSI-
KeHUME, HO U MOXET 1aTh KOMITbIOTEpY KOMaHAy 3aBeplieHus1 paboTsl. st HO-
YTOYKOB, KPOME TOTO, CIAEAYET U3BIeYb aKKyMYJISTOP.

B ciayyae mpepbIiBaHUS 3JEKTPOMUTAHMST BCe BpEMEHHbBIE (DaiiJibl OCTAIOTCS
HeTpoHyTHIMU. Ho 3aTO MOXeT OBITh HapyllleHa 1IeJIOCTHOCTh (paiiloBO# cucTe-
MBI, €CJIV TIpePbIBAaHKE DJIEKTPOTTUTAHUS 3aCTAHET KOMITBIOTEP B MOMEHT ITPOBE-
nIeHus daitmoBoil onepanun. McriopueHHas (aitioBast cucteMa B GOJIBIIMHCTBE
clydaeB MOXET OBITh ITOTOM BOCCTaHOBJICHA, HO HE BCE SKCIEPTHBIE CHCTEMBI
MMOIEPKUBAIOT TAKYIO OTEepaInio, a SKCIePTHOE U3yYeHWe UCTTOPYeHHOM (daii-
JIOBOW CHCTeMBI 3aTpyIHeHO. KpoMe Toro, MOTYT MOSIBUTLCS JTOKaIbHBIE TedeK-
THI B HEKOTOPBIX OTKPHITBIX Ha 3aMUCh (aitinax, HampuMep Jor-daiinax.

BapuaHT BBIKJTIOUEHUSI BHIOMpPAET CIEMUATKNCT, UCXOIs U3 0OCTOSITEIbCTB
JleJla: HaCKOJIbKO BaXKHBI BpeMEeHHBIE (DaiiIbl, MOXHO JIU TIpeATIojaraTh Hajlu-
yue BPEAOHOCHBIX MTporpaMM. [Ipu OTCYTCTBUM CIleLIMAIUCTa WIU TIPU Hesic-
HOCTHU yKa3aHHBIX 0OCTOSITENIbCTB ClieAyeT U30paTh METOM BBIKIIOUEHUS TIpe-
pBIBaHUEM 3JIEKTPOMUTAHMUS.

CTOUT W YIIOMUHATh, YTO MPUMEHEHHBI METO/I BHIKJIOUEHHST KOMITBIOTE-
pa DoJKeH OBITh yKa3aH B MPOTOKOJIe?

HekoTopble KpUMUHOIOTH IaXe COBETYIOT MOCTYMNATh CIEIYIOIUM 00pa-
30M [52]. Eciii omo3peBaeMHIii, B JOMe MJIM Ha pabodeM MecTe KOTOPOTO IPo-
U3BOIUTCS OOBICK, HACTAWBAET Ha «IIPaBWJILHOM» BBIKJIIOUEHHU KOMITBIOTEPA,
TO COTJIACUTHCS JJIST BUAY, HO HE TIO3BOJISITH €My TPOJEIbIBATh TAKYyIO olepa-
nuo. BMecTo 3TOTO MOMPOCHUTH HamucaTh WM HapHCOBaTh HEOOXOIMMYIO
MOCJIETOBATEIbHOCTD NeMCTBUI. DTOT JOKYMEHT MPUOGIIUTH K ATy, 2 KOMITh-
I0Tep BBEIKJIIOYHUTH METOIOM obecTounmBaHus. [Ipy mocaeayolieil 3KCmepTuse,
€ClT 3KCMEePT YCTAHOBMT, YTO OMUCAHHAsS TMOAO03peBaeMbIM IOCIEeI0BATETb-
HOCTb AeWCTBUI JOJIKHA OblTa TPUBECTH K YHUUTOXEHUIO CYIIECTBEHHOM ISt
nella “HGopMaluu, 3To OyAeT JUITHUM J0KA3aTeIbCTBOM BUHBI M, BO3MOXHO,
OTATYAIOLIUM OOCTOSITETLCTBOM.

ABTOp OTHOCHTCSI CKETITUYECKN K TAKOMY COBETY W TOJIaraet, 4YTo MpuMe-
HUTH €ro BpsI Ju yaactcsi. TeM He MeHee CeAyeT MTOMHUTb O BO3MOXHOCTH
MOJO0GHOTO OOMaHa CO CTOPOHBI MOJI03PEBAEMOTO.

Hanpumep, MHOTHE MOJENU KPUMTOAMCKOB* MMEIOT INTATHYIO BO3MOX-
HOCTb MOJ Ha3BaHUEM «MapoJb IJIsT pabOThI IMOJ KOHTPOJIEM». DTO ajJbTepHa-
TUBHBIMA MapoJib, MPU BBOAE KOTOPOTO BMECTO MOIKJIIOUEHMS KPUITOAMCKA
6€3BO3BPATHO YHUYTOXAETCI KJII0U IKUOPOBaHUSA!, TaK YTO BCE 3alUIIEHHBIE

1 Koy mudpoBaHus He coBnanaet ¢ napoyem. OObIYHO NMAapOJb WIN MPOU3BOAHbBIN OT
HEro KJIY MCHOJb3yeTcs s 3alnudpOBKM OCHOBHOIO Kiwua InudpoBaHusa. Takum
00pa3oM, MPpU YHUUYTOKEHUN OCHOBHOTO KJII0OYa Mapojib OCTAeTCs OECIONe3HbIM, a JAaHHbIE -
HEJIOCTYTHBIMHU.
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MaHHBbIE CTAHOBATCS HEAOCTYIMHBI HaBeK. [1pn 9TOM TMO0 UMUTUPYETCS BHEIII-
HU c60i, TGO BMECTO MCTUHHOTO KPUMTOAMCKA MOAKIIOYAETCS MMUTAIIM-
OHHBII, ¢ 6e300MAHBIMU JaHHbIMU. Ellle pa3 HamoOMHUM, 4TO «paboTa Mo
KOHTpOJIeM» — 3TO He KycTapHas TofeiKa, a IITaTHash BO3MOXHOCTb BCSIKOM
MOGPOTHO CIETaHHOW CUCTEMBI 3alIUTHI.

PaGoTa ¢ noTepneBlwIMMM

KommnbloTepHass nHdopMamusi UMeeT CBOMCTBO JIETKO U OBICTPO yTpauM-
BaTbhCs. 3aepKKa Mpu cOope 10Ka3aTebCTB MOXKET MPUBECTU K UX HEIOIyYe-
Huto. [ToaToMy moTepneBIINX U CBUIETEIE HalO OMIPOCUTD Ha TIPEIMET TaKUX
JI0Ka3aTeJbCTB KaK MOXHO ObICTpee, He JoXMaasch opUIIMaaIbHOro A0Mpoca.

Y notepreBIIMX U OYEBUALIEB CIEAYeT Y3HATh CIeayolee.

IMpecTynneHus, cBSI3aHHBIE C 3JIEKTPOHHOI MOYTOM:

@ ajgpeca 2JIEKTPOHHOM MOUYTHl — KOPPECTIOHAEHTA U €r0 COOCTBEHHBIN;

@ COXPaHUJIOCH I COOOIIEHNUE 3JEKTPOHHOM MOYTHI (MMCHbMO), Tie UMEHHO
OHO COXpPaHEHO;

@ €CJIM COODIIIeHWE COXpaHEeHO, MOMPOCUTE TepeaaTh ero Tak, YTOObl ObLIN
noctynmabl BCE ciyxkeOHBIe 3aroJIOBKM, KaK 3TO CIeaTh, 3aBUCUT OT HC-
MOJIb3yeMOM MPOrpaMMbI-KJIUEHTA;

@ Kakas IporpaMma-KJIMEeHT UCIOJIb30Balach MO0 Kakoil BeO-uHTepdeiic!.

IIpectynnenus, cBI3aHHBIE C BeO-caliTaMu:

@ kakoB aapec (URL) Be6-caiirta;

® ycJIyraMy Kakoro MHTepHeET-IpoBaiiiepa Mmojib3yeTcsl MOTEepIeBIINIA;

® B Kakoe BpeMsl (>kesiaTeJIbHO TOUHEee) OH Iocellan Bed-caiT;

@ COXpaHWJIACh JIM Y HErO KOIMS MW CKPUHIIOT* 3TOro Beb-caiira.
IMpecTynneHus, cBsI3aHHBIE ¢ TeJeKOHGEPEHIUSIMU (newsgroups):

® ycJIyraMy Kakoro MHTEpHeT-IpoBaiiiepa Mmojib3yeTcsl MOTEepIHeBIINIA;

@ KaKOBO UMs TeJIeKOH(MEpeHIIUH;

® yepe3 KaKoil HbIoC-CcepBep OCYIIECTBISJICS TOCTYN K TeJIeKOH(EepeHIIUSIM;

® Kakoe ucnojb3zoBaynioch [10 115 nocrymna K TeieKOH(pepeHIUsIM, He oCcyIIle-

CTBJISUICS JIX 3TOT JOCTYIT Yepe3 BeO-TeiT;

@ KaKoB subject 1 Ipyrue JaHHBIE COOOIICHNUS;

® COXPaHUJIOCH JIU COOOIIeHNe TeJeKOH(MEePEeHIIMN, TIe UMEHHO OHO coXpa-
HEHO;

@ €CJIM COODIIeHUEe COXpaHEeHO, MOMPOCUTE TepeaaTh ero Tak, YToObl ObLIN
noctynibl BCE ciyeOHbIe 3aroJloBKM, Kak 3TO CAeaTh, 3aBUCUT OT HC-
MOJIb3yeMOM MPOrpaMMbI-KJIMEHTA.

I HexoTopsle MoOAb30BaTeIM HUKOTA HE pabOTaIU ¢ KJIMEHTAMU 3JIEKTPOHHOM MOYTHI,
a MCTOJIb30BaIu TOJBKO JUlIb BeO-uHTepdeiic. OHM MOTYT HE MOHUMATH Pa3HULIBI MEXAY
HUMU WIK OBITh YBEPEHBI, UTO HE CYIIECTBYET MHOTO Crocoba paboTaTh C 3JIEKTPOHHOIM
MOYTOM, YeM Mpu nmomoiu 6paysepa.
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3akniouyeHue K pasaeny 3

XOTSI MHOTHE yCTPOCTBA, HECYIIe KOMITBIOTEPHYIO MH(MOPMAaIHIO, a TaK-
JXe MHOTHE TIpOrpaMMBbI MpeTHa3HaYeHbI AJIST OOBIYHBIX MOJIb30BaTeNIeil, Mpo-
BOJIWTH C HUMM CJIeACTBEHHBIC NeHCTBUS HYXXHO BCEraa ¢ y4acTHeM CIelira-
nucta. [Torb30BaThCsT — 3TO JaJIEKO HE TO XK€ caMoe, YTO U3bIMATh WJIM TTPOBO-
IUTh OCMOTp, (PMKCHUpPOBATh HOKa3aTelbcTBa. [IpM MPOCTOM TOJIb30BaHWU
3JIEKTPOHHBIM MPUOOPOM WMJIM TIPOrpaMMOI TTPOUCXOAUT HEKOHTPOJIUPYEMOE
M3MeHeHMe TaHHBIX. Takoe CKphITOe N3MEeHEeHUEe HUCKOJIbKO HE BPEIUT (ByHK-
LIMOHAJILHOCTHU YCTPOICTBa, OHO 3apaHee MPeAyCMOTPEHO MPOU3BOIUTEIIEM.
Ho o5 ciencTBeHHBIX AeCTBUH TI000€ HEKOHTPOIMPYEMOe WU HESIBHOE M3~
MeHEeHHe KOMITbIOTepHOM MH(GOpMaLIMKU HeaomycTuMo. He momycTuTh ero Mo-
XeT TOJBKO CTIEIIUAJIHACT.

UToObI 06ecTIeYnTh YITOMUHABIIYIOCS IEMOYKY J0Ka3aTeIbHOCTU (KOoppe-
KTHOCTb M LIEJIOCTHOCTh OT MOMEHTa HavaJjia CJIeACTBEHHOTO IeCTBUS IO MO-
MEHTa 3aBepIICHUS 9KCITePTU3BI), TPeOYyeTCS yIacTHe CIelnaJnucTa, 3HaKOMO-
ro ¢ 0COOEHHOCTSIMM XpaHEHUS M 00pabGOTKU JaHHBIX COOTBETCTBYIOIIMMU
3JIEKTPOHHBIMU YCTPOMCTBAMU WJIU MIPOTpaMMaMU.
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