Komnovromepuvie npecmynaenus

1. KomnbloTepHbie NpecTynneHus

Ymo maxkoe «xomnviomepHoe npecmynienue»?

YronoBHBI Kogeke PD comepXuT Tpu cocTaBa MpeCcTYIJIEHU, Ha3bIBae-
MBIX TIPECTYIUIEHUSIMU B chepe KOMITbIOTepHOI nHbopmauu, — cT. 272, 273
u 274 (rnaBa 28). TepMUH Xe «KOMITBIOTEPHbBIC TMPECTYIJIEHUS» HECKOJIbKO
IHUpe, YeM «IIPEeCTyIUIeHUs B chepe KoMMNbOTepHO MHpopMauumn». OH Tak-
K€ OXBaTbIBAET T€ MPECTYIUICHUS, TIe KOMITbIOTEpHAas TEXHUKa, MTPOTPaMMBI,
KOMITbIOTEpHast UHpopMalus U HUPOBbIE KaHAIbBI CBSI3U SABISIOTCS OPYAUS-
MU COBEpIIEHUSI MpPEeCcTYIUieHUus!! uiau oObeKTOM mocsraresibcTBa. K Takum
MPECTYIUICHUSIM OTHOCSITCS: MOLIEHHMYECTBO C MPUMEHEHUEeM OaHKOBCKMX
KapT (KapAuHT*), MOIIEHHUYECTBO ¢ BRIMAHMBAHUEM TEPCOHATBHBIX JaHHBIX
(umuHr*), He3aKOHHOE T0JIb30BaHUE YCAYyraMu CBSI3U M MHOK oOMaH B 00-
JlacTH ycayr cBsa3u (bpon, Kpaxa Tpaduka), TpOMBIIIJIEHHBIH 1 MHOM IITTHO-
Hax, KOorja 00beKTOM SBISIIOTCS MH(GOPMAIlMOHHbBIE CUCTEMBbI, U T.II.

B pa3HBIX UCTOYHUKAX UMEETCS HECKOJIBKO OTIpeNeIeHUl «<KOMITbIOTEPHO-
ro TIPeCTYMJIEHUSI» — OT CaMOT0 Y3KOTr0 (TOJBbKO TPU BBHIIIEYITOMSHYTBIX COCTa-
Ba) 10 CaMOro IIUPOKOro (Bce nesa, Kacalolnuecs KoMIbloTepoB). s neneit
(bopeH3nKU Y4eTKOTO onpeeeHUss KOMIbIOTEPHOTO NMPECTYIJIEHUSI U He Tpe-
oyercs. DopeH3MKa Kak ObI caMma ecTh omnpeaenaeHue. KoMIbIOTepHBIM MOXHO
Ha3bIBaTh JI000€E MPECTYIJIEHUE, JIs PACKPBITUSI KOTOPOTO UCTIOJb3YIOTCS Me-
TOAbl KOMIBIOTEPHO KPUMUHATMCTUKU.

B 3apy0exxHoii muTeparype U BO MHOTUX OUIIMATbHBIX JOKYMEHTaX Kpo-
Me/BMECTO «computer crime» TakXke 4acTo ymoTpeOJisieTcs TepMUH «cyber
crime» — KuOepmpecTynmHOCTh, KubGeprpectyruieHue. OrmpeneneHuss 3TOro
TepMUHA pa3Hble, Oosiee MUPOKUE U Bojiee y3KUe.

st neneit HacTosIIer KHUTA MBI OyeM MCMOJIb30BaTh Clieayloliee orpe-
nejieHue.

KomnbioTepHoe npectymiienue (KHOepIpeCcTyILIEHHE) — YTOJI0BHOE NPABOHA-
pylieHue, IS paccjefoBaHUs KOTOPOrO CYIIECTBEHHBIM YCJOBUEM SIBJISIETCS
NpUMEHEHHe CIeNUAIbHBIX 3HAHUIA B 001aCTH HH()OPMALIMOHHBIX TEXHOJIOTHIA.

KoMmboTep M KOMIIbIOTEpHass WHGOpPMAaIKWs MOTYT UTpaTh TPU DOJH B
MPECTYIUICHUSIX, KOTOPBIE aBTOP OTHOCUT K KOMITBIOTEPHBIM:

@ O00BEKT ITOCIATATEIbCTBA;
® Opynue COBEpIIEHUS;
@ J10Ka3aTeJIbCTBO WM MCTOYHUK JOKa3aTebCTB.

Bo Bcex Tpex ciyuasix TpeOyloTcsl crieliMajibHble 3HaHUS U CHelralbHbIe
METO/IbI 1151 OOHApYyXeHUsI, cOopa, GUKcalluu U UCCIeI0BaHUS JOKA3aTeIbCTB.

1 nOHﬂTHO, YTO M3 pa3psgaa KOMIBIOTCPHBIX CICAYET UCKITIOUYNUTDh TaKMC NPECTYNIICHU,
1€ KOMIIBIOTCpHasd TEXHHMKa MCIIOJIB3YETCA HE B KaAaYC€CTBC TAaKOBOI, a BCEro JIMIIb Kak
MarepuajabHasd HECHHOCTD, TSKEJIbIA 061>CKT, HOTDC6VITCJTI> DJICKTPOOHEPIrUM M T.II.
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H306tmounasn kpumunaauzauus

He Bcsikoe o01iecTBEHHO OMACHOE IesIHUE 00BSIBISIETCSI YTOJOBHO HaKa3y-
eMbIM. HekoTopble M3 HUX rocyaapcTBO NMpenrnoYuTaeT He KPpMMUHAIU3UPO-
BaTh, MOCKOJIbKY TOTJa HEe OyJeT BO3MOXHOCTU COOTBETCTBYIOLLME MTPECTYTIIE-
HUS pacKpbIBaTh, pacciieNoBaTh U OCYILIECTBISITh IPABOCYIME — HACTOJIBKO MX
oynet MHoro. Hanpumep, ynotrpebjeHue aikorosiss — O4eBUIHO, YTO OOILIECT-
BEHHO OMacHo. MHoTHe CTpaHbl B CBOE BpeMsl TpoOOBaid BBOAUTH CyXOi 3a-
KOH, HO HUKTO B 9TOM He mpeycnes. To ecTb 6ecCMbICIEHHO OOPOTHCS YTOJI0B-
HO-TIPAaBOBBIMU METOJaMU C MAaCCOBBIMM SIBJICHUSIMU, JIJISI KOTOPBIX HUKAK He
XBAaTUT TPOU3BOAUTEIBHOCTH Y CYLIECTBYIOIIUX MPaBOOXPAHUTEIbHBIX U CYy-
neOHBbIX opraHoB. OQHAKO B OTHOIIEHUM HEKOTOPBIX OOIECTBEHHO OMAaCHBIX
NesTHUI Takas JIOTUKa He TPUHUMAaETCs BO BHUMaHUE 3aKOHoHaTeasiMu. B pe-
3yJibTaTe B YTOJTOBHOM Kojmekce PD HemMaio cocTaBoOB, paccieloBaHUM MO KO-
TOPBIM HE TIPOBOAUTCS, Jaxe €CJIM eCThb 3asBJIieHUEe OT ToTteprieBuiero. Mnu
ele XyxXe — pacciedoBaHUs TPOBOISTCS JIUIIb MO U30paHHBIM CJIydyasiM U3
MacChl aHAJIOTUYHBIX. B KauecTBe MpuMepa MOXHO MPUBECTU pacIlpoCTpaHe-
Hue nopHorpaduu (ct. 242 YK) unu HapyumieHue taitHbl cBs3u (cT. 138 YK).

Cy11iecTBYIOT pa3Hble TOYKHU 3pEHUST Ha BOTIPOC, CJIEAYET JU KPUMHUHATU-
3UpOBaTh OOIIECTBEHHO OMAcHOE JesIHUE, €CIM 3apaHee M3BECTHO, YTO He
XBATUT MPOU3BOAUTEIBHOCTU MPAaBOOXPAHUTEBHBIX OPTAHOB Ha YTrOJOBHOE
npecienoBanue. C omHOW CTOpPOHBI, caM (aKT KpUMUHAINU3ALUU U pEeAKUE
cJlydyau MpUBJIEYEHUS K OTBETCTBEHHOCTU HECKOJbKO YMEHbBIIAT KOJUYECTBO
nposiBieHuii. C apyroii CTOpOHBI, OUeBUIHAS IS BCeX HEO0S3aTeIbHOCTD U
HEUCIOJHIEMOCTh OJTHOTO 3aKOHa OyIeT COCOOCTBOBATH HEUCTIOIHSIEMOC-
TU IPYTHUX.
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K Gonpmiomy coxaleHU0, 3HAUYUTENbHAsT 4YaCTh KOMIIBIOTEPHBIX IMpec-
TYIJIEHUH OTHOCHUTCS UMEHHO K TaKUM NESHUSIM — KPUMUHAJIU3UPOBaH-
HBIM, HO He 00ecCrneuyeHHBIM pecypcaMM IJisl PaCKpPBITUS W pacclieIOBaHUSI.
ITpuyem pecypcoB He TIPOCTO HE XBaTaeT, HE MPOCTO MEHbIIE, YeM TpedyeT-
cs1. Ux MHOTO MeHbllIe, YeM HY>XHO IJ151 TOJHOLIEHHOTO YyTOJOBHOTO Npecie-
IIOBAHUSI COOTBETCTBYIONIUX MpecTyIieHu. To ecTh MX HEe XBAaTUJIO OBl Jaxe
Ha MaJylo 4acTb, laxe NMpU UAeabHO (GYHKUMOHUPYIOIIUX MPABOOXPAHU-
TeJIbHBIX OpTaHaXx.

B aT0it cutyauum ajasi pabOTHUKOB ITPAaBOOXPaHUTEIbHBIX OPTaHOB HE OC-
TaeTcsl MTHOTO BBIXOJIa, KpOME KaK CaMOCTOSITEJIbHO PAcCTaBJISITh IPUOPUTETHI,
coo0pasysich CO CTENMEHbIO OOIIECTBEHHONW OMAaCHOCTU MPECTYIVICHUS] U UHBI-
MU obcTosTenbcTBaMu (cM. raparpad «[IpuopureTHOCTh paccienoBaHus").

Kpumunanuc‘mqecnan XapaKkTepMcTukKka

Jnst Tex, KTO, YCIEIIHO CAaB 3K3aMeH 10 KPUMUHAJIUCTUKE, YXe BCe 3a-
ObLJI, HATTOMHUM: KpMMHWHaJUCTUYECKasl XapaKTepuCcTUKa — 3TO CUCTeMa TH-
MUYHBIX TPU3HAKOB TMPECTYIJIEHUS TOTO WJIM MHOTO BUJA.

CTankuBasiCh B OUepEHON pa3 ¢ MPeCTyIJIeHUEM, CJeA0BaTeb UK ONepy-
IMOJTHOMOYEHHBI BCTTIOMUHAET MMOXOXUE Jejla U3 CBOei MPaKTUKHM, Tpeanoa-
raet, 4To JaHHOE MPECTYIUIEHUE — TUITMYHOE U TIBITACTCS TPUMEHSTh TE Xe ca-
MBbI€ TIOJXOJbI, METOJBI, CITOCOOBI MOKMCKA A0KA3aTeIbCTB, KOTOPHIE YK€ Mpu-
HOCWJIY yCIIeX B aHAJIOTUYHBIX fesnax. Yem OoJsiee TUITMYHO JaHHOE TPECTyTLIe-
HUe, TeM CKOpee TaKoil MoaAXol MpuHeceT ycrnexX. Ecau xe TUUHbIN OTIBIT HEeBe-
JIMK, CcleayeT oOpaTUThCS K KOJUIEKTUBHOMY OTBITY KoJyuier. UMeHHO Takoit
¢dopManu30BaHHBIN OMBIT, CUCTEMa 3HAHUN O TUITMYHOM TIPECTYIJIEHUU OTI-
peneJIeHHOTO KJlacca U Ha3bIBaETCSl KPpUMUHAJIMCTUYECKOM XapaKTepUCTUKOM.

OHa BKJIIOYAET clenyloliee:

® CI10co0 coBeplleHUsI MPECTYIIEHUs, MPEAMET MOCSATaTeNbCTBA;
® JTUYHOCTb BEPOSITHOTO MPECTYITHUKA U BEPOSITHBIE €TO MOTHUBHI;
@ JTUYHOCTb BEPOSITHOTO IMOTEPIEBIIETO;

® MeXaHU3M 00pa30BaHMUSsI CIENOB;

® 00CTaHOBKA U Ipyrue TUMMMUYHbIE OOCTOSITEICTBA.

B nuteparype nMeeTcs HECKOJILKO BApUAHTOB COCTaBa KPUMUHAIUCTUYEC-
KO# XapaKTepUCTUKHU, Y Pa3HbIX KPUMUHAJIUCTOB pa3Hble NMpEICTAaBJICHUS O
HeoOXoAMMOIi cTeneHu ee nmoapodHocTu. Ho Bce BapuaHThI Oojiee-MeHee Mo-
X0XH1. ABTOp OyAeT MPUAEePKUBATHCS BBIIIIEYKa3aHHOT'O COCTaBa.

BoapmuHcTBO MccnenoBateneii [§8, 12, 41] nuiieT o KpUMUHATUCTUYECKOMN
XapaKTepUCTUKE TpeX BUIOB TPECTYIUICHUWi, Jelisi BCe paccMaTpuBaeMble
MPEeCTYIUIeHUS 110 cocTaBaM Tpex crateilt YK — 272, 273 u 274. Bpsn n1u ctout
HacToJIbKO 00001aTh. OQHON «KOMITbIOTEpPHOI» cTaTheit YK oxBaTbiBaeTcs
cpa3y HEeCKOJIbKO MPECTYITHBIX AESHUMN, CUIIBHO OTJIMYAIOIIMXCS 110 JIUYHOCTHU
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MPeCTYIMHKUKA, IO CITOCO0Y, IO OCTaBlsseMbIM cliegaM. Hampumep, mcuxudec-
KM HeypaBHOBEIIEHHBINM MPOrpaMMUCT cO3Iall U pacnycTua mo CeTu BHUpYC,
YTOOBI HAaBPEIUTh BCEMY MUPY, KOTOPBI OH HEHaBUAUT. Jpyroit mpuMep: coT-
PYAHUK PEKJIaMHOTO areHTCTBAa MCMOJb3yeT 30MOU-ceTh* (OOTHET) ISl pac-
CBIJIKM cTllaMa* B COOTBETCTBHUU C MOJYYeHHBIM 3aKka3oM. O6a OHU COBEpIIAIOT
MpecTyIUieHue, mpenycMoTpeHHoe ctatbeit 273 YK — co3paHue uiaM MCrnosb-
30BaHUE BPEIOHOCHBIX TporpaMM. Ho 4To MOXeT OBITh OOIIEro B XapaKTepHC-
THKaX 3TUX IBYX MPECTYIUICHUI?

HekoTopbie 10pHCTBI JOTOBAPUBAIOTCS JaXe IO TOTO, YTO pacCMaTpUBAIOT
0000IIEHHYI0 KPpUMUHATUCTUYECKYIO XapaKTePUCTUKY IJIs BCEX TPEX YIOMSI-
HYTBIX cocTaBoB [40].

B poccuiickom YK ToNIbKO TpM CTaTbU, OMUCHIBAIOIINX MPECTYIICHUS B
chepe KkoMmmbloTepHOit UHPopManuu. B ykpannckom YK — toxe tpu, B 6eJio-
PYCCKOM — ceMb, B Ka3aXCKOM — OJHAa, B KUPTM3CKOM — JIBE, B 3CTOHCKOM —
cemb. IIpu 3TOM cocTaBbl, IO OOJBIIOMY cUeTy, omHU U Te Xe. [loyemy Xe
KPUMUHAJTUCTUUECKUX XapaKTePUCTHUK JTOJKHO OBITh HETIPEMEHHO TpU?

PaszyMmeetcst, Tpn aHanIn3e OTTAIKUBaThCA Hago He oT ctaTeil YK, a Hao60-
pPOT — TPYIIUPOBATh MPECTYIJICHUS MO MPU3HAKY OOIIHOCTH MX KPUMUWHAJIKC-
TUYECKOM XapaKTePUCTUKMU.

OG6cynuM OTAENbHBIE 3JIEMEHTH KPUMUHATUCTUUECKOM XapaKTepUCTUKU,
a 3aTeM OoJiee MMOAPOOHO — KPUMUHATUCTUUYECKYIO XapaKTepUCTUKY KaXIOTo
13 BUIOB KOMITBIOTEPHBIX MPECTYTUICHUIA.

Cmamucmura

ITockoNBKY KpUMUHATUCTHUYECKAsI XapaKTepUCTHUKA BBIBOIUTCS M3 OITHITA,
TpebyeTcs 00JBII0e KOJIUIECTBO COBEPIIEHHBIX U pacCieJOBAaHHBIX ITPECTYII-
JeHNH Kaxmoro Tuia. C KOMITBIOTePHBIMY NPECTYIUICHUSIMU JIeJI0 OOCTOUT HE
TaK, KaK ¢ KBapTUPHLIMU KpaXkaMU WJIM YTOHAMU aBTOTpaHcmopTta. X coBep-
IIaeTCSd OTHOCUTEJIbHO HEMHOTO, a BBISBASETCS M pacciaenyeTrcs — M TOro
MeHbIIe. [1o3TOMy ITpUBEAEHHYIO B NICTOYHUKAX CTATUCTUIECKYI0 MHpOpPMa-
LU0 CIEAyeT BOCIIPUHUMATh HEe KaK CBHIIIE JaHHYIO UCTUHY, a JIUIIb KaK Iep-
BOe IPUOMITKEeHNE K OyAYIIUM XapaKTepUCTUKaM, KOTOpPBIC MOSIBITCS MOCIHE
HaKOIIeHHSI 3HAYUTEJIbHOTO OMNbITA.

KcTtatu, 06 onbiTe. HeKoTOphie aBTOPBI NPUBOAST B KPpUMUHAJIUCTUUECKOM
XapaKTepPUCTUKE CTATUCTUYECKUE JaHHbIE O JUIHOCTU NPECTYIMTHUKA WU 00C-
TaHOBKe. Hampumep, CTOJIBKO-TO MPOIEHTOB IIPECTYTHUKOB MOJIOXe 25 JIeT,
CTOJIBKO-TO IPOLICHTOB 3 HUX MY3KCKOTO I10JIa, TaKasi-TO 4aCcTh paboTaeT B OT-
pacau T v cBsA3U U T.1. ABTOp CUUTAET MOJOOHYIO CTATUCTUKY HECOCTOSITE/Ib-
Hoii. Kak mosararmT Bce 3KCIepThl (M KpUTUKYeMble ICTOUHUKHW B TOM YHCJIE),
00JbIIas YaCTh KOMIIBIOTEPHBIX MPECTYIUIEHU I OCTAaeTCs JIATEHTHOM. PacKphl-
BaeTCs MeHbIIAas YacTh U3 HUX, IPUUYEM pPACKPBIBAIOTCS JUIIDb NPOCTEHIINE UX
BUIBI. A KpUMUHAJIMCTUYECKAsST XapaKTepUCTUKA OTHOCHUTCS KO BCEM ITPECTYII-
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JICHUSIM — W TIPOCTBIM, M CIIOXHBIM. CTaTUCTUKA X€ TTOACYUTHIBAETCS TOJIBKO
IO PACKPBITHIM.

BosbMem 115 ipuMepa Takoi CIOXHBIM BUI MPECTYIUIEHUsI, KaK TTOCTpoe-
Hue 3o0Mbu-ceteit*. OH moKeH KBaaudunuponathes no crathe 273 YK. On-
HaKO pacKpbITUI TAKOTO poja rpectyruieHuit B Poccun BooO1ie He ObLI0, a 1o
BceMy MUpy ObuTO 3 miu 4 ciaydas. A Tenepb IoayMaeM, KakKoe 3HauyeHue JJIs
MONCKa «30MOUBOIOB» OYIET MMETh yTBepXIeHUe, 4YTO «40% TMpecTyMHUKOB
UMeJIU CpeJHee CIielinalbHOoe oOpa3oBaHue»? YUUTHIBasl, YTO CTATUCTUKA 3Ta
MOJCYMTAaHA TOJILKO IO PacKphITHIM 3nu3onam cT. 273 YK, a u3 Hux oxkoso 3/4 —
9TO HaBelMnBaHue 273-i CTaTbU «B Harpy3Ky» K HapylIeHHWIO aBTOPCKUX NpaB
(cTporo roBopsi, HETIpaBOMEpPHOE).

B nanHoi1 paboTe aBTOp HE TOJBKO OTKAa3ajcs OT KJlacCUDUKALMKU KOMIThb-
IOTePHBIX TIPECTYIJICHUI TTO cTaThsdM YK, HO ¥ He MCTIOIb3yeT IJIsT KpUMUHA-
JIMCTUYECKOM XapaKTepPUCTUKU CyneOHO-CIIeJICTBEHHYIO CTaTUCTUKY. ABTOp,
caM CJIy>KMBIIUI B OpraHax BHYTPEHHUX eI, CIMIITKOM XOPOIIO 3HAET, KaK 3Ta
CTaTUCTHUKA MUIIETCH. ..

Jluunocmo 6epoamnozo0 npecmynnuxa

O1ieHnBas BEpPOSITHOTO MpPECTYINHUKA, BaXXHee BCETO ISl HAC YCTaHOBUTH
ypoBeHb ero kommnereHMu B obnactu UT. Dror mapamerp sIBasieTCS] KpUTH-
YyecKUM. B TexHM4YecKnX MeToaax 60pbhObl, B COPEeBHOBAHUSIX «CIIpSITaTh-Hal-
TU» UJIUA «CT€PETh-BOCCTAHOBUTH» YPOBEHb CMELMATbHBIX 3HAHWUI SIBJISETCS
pelamuIuM.

Korna xBanudukamnus mogo3peBaeMoro HeM3BeCTHaA, €€ CJIEeAYyeT Ipearno-
JlaraTh BBICOKOM.

C Toi1 Xe LeJblo CHeUaTUCTy WU CeI0BaTeII0 UMEET CMBICI J0 MOPHI
CKpBIBaThb CBOW COOCTBEHHBIN ypoBeHb no3HaHuii B UT mepen momo3peBae-
MBIM.

ITpuBenem npuMep. M3piMasi KoMmbioTep BO BpeMsl 00bICKa (€ClIv 3acTalu
ero BKJIIOUEHHBIM), CHEHUATUCT AOJXKEH PEeIIUTh, CJICAYeT JIM NMPUMEHUTH
IITATHYIO TIPOLEAYPY BHIKJIIOUEHUS UM BBIKJIIOUUTH KOMITBIOTEP TPYOBIM Mpe-
pbIBaHMEM 3ieKTponuTaHus. C OlHOW CTOPOHBI, ITpU rpyObOM 00eCTOUMBAHUU
MOXET MPOIACTh HEKOTOPOE KOJMYECTBO JaHHBIX, KaK MPaBUJIO, HE OYEHb CY-
mecTBeHHbIX. Ho jyuine 6b1 ux coxpaHuTb. C Apyroil CTOpOHbI, Y HEKOTOPBIX
XakepoB* (B IypHOM 3HaUYEHUM 3TOTO CJI0BA) €CTh MPOTUBHAS MPUBBIYKA OCHA-
IaTh CBOM KOMITLIOTEP JIOTMYECKOM 60MO0Ii*, cpabaThiBaHE KOTOPOIl CBsI3a-
HO ¢ KOMaHAOWi BBIKJIIOYeHUs KomImbloTepa (shutdown). [Moatomy mpu uc-
MOJIb30BAaHWM IITATHOTO BBIKJIIOUYEHUS €CTh PUCK YHMYTOXUTH BCE YJIUKU
cobcTBeHHBIMU pykamu. Kakoii BapuaHT BbIOpaTh, 3aBUCUT OT TOTO, KaK MbI
OlieHMBaeM ypoBeHb KBaJllM(pUKaAIUU Bilageiblia KoMIbloTepa. [Ipyu HeBO3-
MOXHOCTHM OLIEHUTb 3TOT YPOBEHb KOMITLIOTEP BBIKJIIOUAETCS TpepbiBaHUEM
3JICKTPONMUTAHUSI, TO €CTh B pacueTe Ha HaJMu4ue JOTUYeCKOl OOMOBI.
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ﬂanee IIPpUBEAEM OIMMCAHHUEC HCCKOJBbKHUX TUITMYHBIX O6pa30B KOMIIBIOTEP-
HBIX ITPECTYITHNKOB.

«Xakep» (HauMeHOBaHUe ycloBHOe). OCHOBHOW MOTHBAILlMEl 3TOTO THTIA
HapylmuTenaeil SIBIASIOTCS: HUCCIeI0BaTeIbCKUN WMHTEpeC, JIOOIBITCTBO,
CTpeMJIEHME J0Ka3aTh CBOM BO3MOXHOCTH, decToytobue. CpencTBa 3allUThI
KOMITBbIOTEpPHOU WHGOpMAIMK, €€ HEeJOCTYTHOCTh OHU BOCIIPMHHUMAIOT Kak
BEI3OB CBOUM crnocobHocTIM. Hekortoprie ucciaemosatenu [12. C. 31-39] no-
JlaraloT HeoOXOAMMOM YepTOi 3TOro THUMa xopoluue 3HaHus B obnactu UT un
nmporpaMmMupoBaHus. OQHAKO TpaKTUKa OMpPOBEprja 3TO MpPEAINoJOXeHHUeE.
Cpenn 0oOBUHSIEMBIX TTO COOTBETCTBYIOIIMM COCTaBaM CPEIHUIl YpOBEHb 3Ha-
HUI oKa3aJjicst HeBBICOK. JIpyrue uccienoBarenu [4, 11, 57] Hapsagy ¢ MHOT03-
HaIIUMU «XaKepaMW» BBOJST OTIAEJIbHYIO KaTeropuio «script kiddies*». Drto
Te, KTO IBUXKUM TEMM Xe MOTHBAaMH, HO He B COCTOSIHUU MPUAYyMaTh CBOE U
IMO3TOMY TIPOCTO 0€3MyMHO MCMOJb3YIOT TOTOBbIE MHCTPYMEHTHI, CleJIaHHbIE
NPYruMu. ABTOP ToJiaraeT BO3MOXHBIM O0BbEANHUTD UX B €ANHYIO KaTEeropuio,
MMOCKOJIbKY MOTUBBI OJMHAKOBHI, a 3HAHUS — Belllb HaXKUBHAsI.

IlepBoii 4epToli TUYHOCTHIO «XaKepa» SIBISIETCS 9CKANU3M — OErcTBO OT
e CTBUTENILHOCTH, CTPEMJICHWE YWTU OT pealbHOCTH, OT OOIIETPUHSTHIX
HOPM OOIIECTBEHHOW XW3HW B MUp WJJIIO3UM, WJIU TICEBIOMAESATEIbHOCTD.
KommbloTepHbIit MUp, 0COOeHHO BMecTe ¢ MHTepHETOM, SIBJISIETCS MpeKpac-
HBIM aJIbTEPHATUBHBIM MUPOM, B KOTOPOM BO3MOXXHO HAaWTU MHTEPECHOE 3a-
HSTHUE, 3alIUTY OT HeXeJaTeJbHBIX COLMATbHBIX KOHTAKTOB, Pealn30BaTh Kpe-
aTUBHBIN MOTEeHIIMAN U Aaxe 3apaboraTh aeHer. C Apyroi CTOpOHBI, YeJIOBEK,
KOTOPBII YeM-TO CUJIBHO YBJI€YEH B peaJibHOM MUpPE, BPSI JIM CMOXET HAWTHU
IOCTAaTOYHOE KOJIMYECTBO BPEMEHU M CHJI, YTOOBI CTATh XOPOIIUM CIIeIIhaINC-
TOM B crienuduyeckux obmactax UT.

DcKanui3M gBASeTCs MmpeapacioaraloiuM ¢GakTopoM Uit BOBHUKHOBE-
HUS KOMITBIOTEPHOM MM ceTeBoii 3aBucumMoctu [13]. Takas 3aBucuMoctsb (B
cnaboit UM cCuibHOM (popme) SIBASETCS BTOPOW YEpTOW JIMUHOCTU BEPOST-
Horo mnpectynHuka. KomnpioTepHas 3aBUCUMOCTD (aaAMKIIMsI) MOXET Ha-
YaThCs C OOBIYHOTO YBJICUEHUS, KOTOpOE aaauKIIMeil He sABasieTcsI. 3aBUCHU-
MOCTb B OoJiee TskeJioi (hopMe OJIMKe K ICUXUYECKOM NeBUalluu, a B TSKe-
ol ¢opMe HEKOTOphie IToJaraloT TaKylo aJAuKInio 00jie3HbIO (IIpUYeM
SMUIEMUUYECKOro XapakTepa), KOTOpYlO cienyeT JeuyuTb. KMccienoBaHuio
¢deHOMeHa KOMITbIOTEPHO/CETEBOI 3aBUCUMOCTHU MOCBSIIEHBI 1ECATKHA Ha-
YYHBIX paboT, KaK M3 00JlacTM MeOMIMHBI, TaK MW comnuojioruu [14-17].
KoMmnbloTepHasi, MJau ceTeBasi alJUKIUsI XapaKTepU3yeTcsl HEeCrocoO0-
HOCTBIO YeJIoBeKa OTBJeUbCs OT paboThl B CeTH, pa3apaxuTebHOCTbIO TIPU
BBIHYXJE€HHBIX OTBJIEUEHUSX, TOTOBHOCTBIO MpeHeOpedb LIeHHOCTAMU (Ma-
TepUaJbHBIMU U COLIMAJIbHBIMU) PeaJibHOTO MUpa paau MUpa BUPTYaIbHOTO,
npeHeOpexXeHUeM CBOMM 3J0poBbeM. McciaemnoBaHUSI TOKa3bIBAalOT, 4YTO
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cTpanamplne ceTeBOil 3aBUCUMOCTBIO JIIOAU B TO XK€ BpeMsl OTJIUYAIOTCS BbI-
COKMM YpOBHEM aOCTpaKTHOTO MBIIIJICHUSI, UHAWBUIYaJIU3MOM, UHTPOBE-
PTHOCTbHIO, SMOILIMOHAJIILHON UYYBCTBUTEJIBHOCTbIO U HEKOTOPOU CTEIEHbIO
HOHKOHGOpMHU3Ma.

DTU 4yepThl MPUBOAAT K TOMY, UTO «XaKep» UMeEeT Y3KUil KPyr OOIIeHUST 1
MPEeATIOUYnTaeT BCEM IPYTMM KOHTaKTaM ceTeBble. MIcKaTh ero COOOIIHUKOB U
WCTOYHUKU UHGOPMAIIMU O HEM CJIENYeT TMpeXkae BCEro Cpear ero BUpTyasb-
HBIX 3HaKOMBbIX. KOHTaKThl U COLIMAJIbHBIE CBSI3W B PEaJIbHOM MHpPE «XaKep»
CYOBEKTUBHO OLICHMBAeT KakK MeHee KOM(OpPTHbIE U HE CKJIOHEH IOBEPATH
CBOUM O(pIaifHOBHIM* 3HAKOMBIM.

Jpyroe cienctBue 3cKanu3ama — HeyneJeHUue BHUMAaHUS MHOTOMY, YTO CYy-
LIECTBYET JIMIIIb B pealbHOM MUpe U HUKaK He oTpaxeHo B Cetu. Hanmpumep,
TaKOM CITELIMAJMCT MOXET TOBOJbHO YUCTO YHUUYTOXHUTD CJIENIbI, OCTaBJIsIEeMblIe
Ha KOMMBIOTEPHBIX HOCUTENSIX (BCEBO3MOXHBIE KOMITBIOTEPHBIC JIOTU, Bpe-
MeHHBbIe (haitnbl, MHGOPMAIIMIO B CBOIIE U T.1.), HO €My Jaxe He MpPUIeT B To-
JIOBY MBICJIb TIPO JIOTU TeJe(OHHBIX COEANHEHUI, ¢ MOMOIIbI0 KOTOPHIX OH
Beixoausa B CeTb. OMH 3HAKOMBII aBTOPY MOJ03pEeBaeMblii BITOJIHE CEPbE3HO
yTBepXaaa, 4TO ero MpecTyIuieHue «abCONMIOTHO HeIoKa3dyeMo», MOCKOJbKY
BCE€ MBICIIMMBbIE CIe[Ibl YHUYTOXEeHbl. Ho mpecTynieHne oka3zanoch «abCcooT-
HO J0Ka3yeMbIM», TTOCKOJbKY IMOI03PEBAEMbIif OTYET0-TO COBEPIIEHHO 3a0bLT
PO CYIIECTBOBAHUE TSITU CBUAETENIEH, KOTOPBIM caM Xe BCE MOApOOHO OIMu-
ChIBaJI M MTOKAa3bIBaJI.

Bropoii yepToii TMYHOCTHU SBISIETCS HEKPUMUHAIbHAsI B O0IleM Hampas-
JICHHOCTb MBICJIell «XakKepa». MccinemoBaTelbCKUii MHTEpEC W 4YeCTOoJIooue
pPeIKO COUeTalTCs C aHTUOOIIECTBEHHBIMU YCTAHOBKAMM, TIpPEIeIbHON omac-
JIMBOCTBIO, OOSI3HBIO TIPABOOXPAHUTEIBHBIX OPTaHOB. DTO, KaK MPaBUIO, BbI-
JIMBaeTCs B yAeJeHWEe MaJIOTO BHUMAaHUS 3aMETaHMIO CIIEIOB, HETIPUHSTUE MEP
KoHcTupauuu. YacTto y HEro gaxe OTCYTCTBYET CaMO OCO3HaHUE TOro ¢akTa,
YTO COBEpPIIAECTCS YTOJOBHOE MPECTYIIEHNUE.

CrnenyeT ynmoMsiHyTb, YTO 3CKalMW3MOM W CHUXEHHOW COllMaIn3upOBaH-
HOCTblO cTpagaetr O6oabiiMHCTBO MT-cneumnanucroB. CoOCTBEHHO, HEKOTO-
pblil OTPBIB OT peabHOM XNU3HU — 3TO TOOOUYHBI 3 HEKT OOJIBIIOTO ONbITA B
KoMIIbloTepHOU cdepe. [ToaToMy MOUCK MO yKa3aHHBIM KPUTEPHUSIM JacT He
TOJILKO BO3MOXKHOTO MPECTYMHUKA, HO ¥ BIOJIHE 3aKoHOoMmocayiHeiXx UT-cre-
LIMAJIMCTOB.

«HWHcaiinep» (HanMeHoBaHMe yciaoBHOe). Heckonbko 6Gojiee pacmpocTpa-
HEHHBIM TUTIOM KOMITbIOTEPHOTO 3JIOYMBILIJIEHHUKA SIBJISIETCSI YeJIOBEK, He
CJIMIIIKOM XOPOIIO BJameloluii 3HaHusIMU B objgactu WT, 3aTo Baaaewomunit
noctynoMm B MHpopMaumoHHywo cucreMy (MC) B cuity cityxkeOHOTO TOJIOXe-
HUsI. YXe cTaJlo O0IIUM MECTOM yTBEPXKAEHME, 4TO OOJbIIAsT 4aCTh «B3JIOMOB»
KOMIBIOTEPHBIX CUCTEM COBEPIIAETCS UBHYTPU. DTO ACUCTBUTEILHO TaK. [1o-
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3TOMY TIpU paccjeqoBaHUU HEMPaBOMEPHOTO NOCTyMa «MHcaiiaep» — mepnas
BepcUsl, KOTOPYIO CleAyeT paccMaTpuBaTh. Jaxke eciim HempaBOMEpHbBIN aA0C-
TYI OBbLT IBHO CHApYXM, CKOpee BCEro, OH CTaJl BO3MOXHBIM M3-3a CTOBOpa C
MECTHBIM COTPYIHHUKOM.

Ecnu n1g «BHEIIHEro» xakepa OOHApPYXMUTh YI3BUMOCTh B MH(MOPMALIMOH-
HOW CUCTeMe TIpeACTaBIseT co0oil 3agady, TO JISI COTPYAHUKA TIPEATIPUSITUS
IMOYTH BCE YSI3BUMOCTU BMAHBI C caMoro Haudana. M ecium mHdopmalmoHHas
cucteMma (M C) uMmeeT oTHOIIEHNE K JeHbIaM, LIEHHOCTSIM VJIU TTATHBIM yCITy-
raMm, TO COTPYAHUK TMOCTOSTHHO TMpeObiBaeT moja uckymeHueMm. OmQHaKo pykKo-
BOJUTEJNIM U 1aXKe COTPYAHUKHU CITYyKObI O€30TTaCHOCTU, UYbHUM TMOTIEUSHUSIM J10-
BepeHa Takast MC, yacto cTpamaioT CTpaHHBIM edeKToOM 3peHUs : OHU orlaca-
IOTCST M YACSTIOT BHUMaHKE 3alIMTe OT BHEITHUX 3JIOYMBIIIJIEHHUKOB U B TO Xe
BpeMsI CJIEMO JAOBEPSIIOT COOCTBEHHBIM COTPYIHMKAM, 3a0biBasi, UTO pa3HUIlA
MEXIy MePBBIMU U BTOPBIMU — TOJBKO B MX BO3MOXHOCTSIX. Y COTPYIHUKOB
BO3MOXHOCTE HAIMaKOCTUTh HECPABHEHHO OOJIbIIIE.

HWrtak, TMANUYHBINA «<MHCAWIEp» COBEPIIaeT KOMIBIOTEPHOE MPECTYTICHUE
(Mn4HO MM B popMe TMOACTPEKaTENhCTBA, COBMECTHO C «BHEITHUM» COyda-
CTHUKOM) C UCITOJIb30BAHUEM CBEJCHUI, MOJYUYEHHBIX B CUJIY CIyXeOHOTro
noJjioxeHusi. Takue cBeAeHUST — ITapoyin, 3HaHUS o KoHpurypauuu UC, 3Ha-
HUS 0 €€ YSI3BUMOCTSX, O IPUHATHIX Mpolleaypax. B psiae ciaydyaeB aTUMU CBe-
IEHUSIMU OH BllaziceT «0(ULIMATBHO», TO €CTh OHU €My HEOOXOIMMBI IJIsI BhI-
MoJHeHus paboTel. Ho yaine ObIBaeT, 4TO peajbHbINA JOCTYI COTPYAHUKOB K
KOH(pHUICHINATBHON WH(GOPMALIUU 3HAYUTEIbHO IIUpe, 4YeM (GopMabHBII
nin 4yeM Heoboxoaumblii. To ecTh «nHcaiaep» 3Haet 06 MC Gosblie, yeM eMy
MMOJIOXEHO.

Hanpumep, B 01HOI KOMIIaHUM-0OMEPATOPE CBSI3U UMEJT MECTO MHIIMICHT C
HETpaBOMEPHBIM JOCTYIOM B 6a3y JaHHBIX. BbUTN M3MeHeHbI JTaHHbBIE 00 00b-
eMe OKa3aHHBIX KJIMEHTY yCJIyr, OT 4ero KOMIAaHMSs TOHecsa CYyIeCTBEHHbIE
yobiTkKM. Kak okaszanoch, TPECTYIMHUKOM SIBJSIICS OIWH W3 COTPYIHHUKOB,
BCTYNUBIIUI B CTOBOP C KJIMEHTOM, C KOTOPOTO U «CIHCAJ» 4aCTh 3a10JKEH-
HocTH 3a ycsiyru. OH MMeJ CBOil COOCTBEHHBIN JIOTMH™ B yKa3aHHYIO 60a3y laH-
HBIX, HO TIpeAIioYell BOCIOJIb30BaThCS JJOTUHOM CBOEro HayajlbHMKa. DTO He
COCTaBMJIO 0COOOTO0 TpyAa, MOCKOJbKY TOT AepKaJl MapoJjib Ha IMCTOUKE, TTPUK-
JIeEHHOM K MOHUTOpPY. CBaquTh BUHY Ha KOJUIET — XapaKTepHOE IMOBeAcHUE
ISl «MHCcanaepa».

YKka3aTb UHbIE TTPU3HAKK JIUYHOCTU BEPOSITHOTO MPECTYITHUKA TUTMA «WH-
caiimep» aBTOp He Oepetcsi. HekoTopwie uccnenoBarenu moaramoot [39, 40, 48],
YTO «MHCcalIep» HEMPEMEHHO JIOJIKeH CUMTaTh ceOsl OOMXKEHHBIM, 000MIeH-
HBIM T10 CJIyk0e, HeIOCTOIHO Bo3HarpaxmnaeMbiM. Kak HU cTpaHHO, HO cpeau
COBPEMEHHOTO «O(PUCHOTrO TUIAHKTOHA» TAKOBBIMM CUMTAIOT CEOS IMOYTH BCE.
A cpenu TaK Ha3blBaeMBbIX «TOTI-MEHEIXKEPOB» (2 pABHO «CTYK-MEHEIXEPOB» U
«rapK-MeHeIXepoB») — uepe3 ogHoro. Eciu ecth ucKylieHue yKpacTh, U 4e-
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JIOBEK 9TOMY MCKYHICHUWIO IMOAOaJICA, OH CaM cebe 0CO3HAHHO UM HEOCO3HAH-
HO HaMaeT <<06I/IZ[I)I», BCIIOMHUT O «HEAOILJIATE», O COLIMAIBHOM PO3HU U COYH-
HUT OJpyrue ornpaBgaHUsId. HO3TOMy ABTOP I10JIara€Tt, 4YTO TaKasd 4€pTa JUYHOC-
T BEPOATHOTI'O NMPECTYITHUKA, KaK HAJITUYHNEC 06I/II[, B KpHMI/IHElJ'[HCTI/I‘-ICCKOﬁ Xa-
PAKTCPUCTUKE SABJIACTCA U3JIUIIHEHA.

«beJiblii BOPOTHMYOK» (HAaMMEHOBaHME YCIOBHOE). DTOT TUI MPECTYITHUKA
MpencTaBiseT co00i AAaBHO M XOPOIIO M3BECTHOrO Ka3HOKpada, HO TOJbKO
CMEHMBIIIETO MHCTPYMEHTHI CBOEW MESITeIbHOCTH Ha KOMIIbIOTEP. YKpacTh y
rocyaapcTBa WM y YACTHOW KOMITAHUM MOXHO COTHe#l crioco6oB. Kpome Oa-
HaJIbHOTO XMUIIEHUS 3[eCh BO3MOXHBI B3SITKM, KOMMEpPUYECKUIA TTOAKYI, He3a-
KOHHO€ UCMOJIb30BaHUE MH(POPMAIUU, COCTABISIONIE KOMMEPUYECKYIO Tail-
HY, pa3JM4YHble BUIbl MOLIEHHUYECTBA U Tak najee. B oTinuyue oT «uHcaie-
pa», 3TOT TWUIT 3JIOYMBIIICHHUKAa MMEeT MUHUMAaJbHYIO KBaluduKalnio B
chepe UT u koMIblOTEp KaK OpyaMeE COBEPIIEHUS TIPECTYIIJIEHUS HE UCTONb-
3yeT. KoMmmbloTep 37ech BBICTYMAeT TOJbKO KaK HOCUTEJb CJIENOB, J0Ka3a-
TEJIbCTB COBEPIICHUS TIPECTYTICHUSI.

ITo cBouM MOTUBaM «Oejibie BOPOTHUYKKW» MOTYT OBITh pa3liesieHbl Ha TPU
TPYTIBL:

1. 3moynoTpebasolIne CBOUM CIIY:KeOHBIM ITOJIOXKEHUEM U3 YyBCTBa 00U~
JIbl Ha KOMITAaHUIO WU HadalnbeTBO. VX caemyeT uckaThb cpeiu A0Jaro npopado-
TaBIIVX COTPYAHUKOB. [Ipuuem 1jisi BOSHUKHOBEHUSI MOTUBA MECTH COBCEM HeE
00513aTeJIbHO HaJIMUUe JAeHCTBUTENbHOM OOUIIBI CO CTOPOHBI paboronaress. B
3HAUUTEJIBbHON YacTU Cly4yaeB, KaK OTMEYajoCh BbIlIe, OOUABI 3TU OKa3blBa-
IOTCSI BBIMBIIIJIEHHBIMU. TaKoi 0OUKEeHHBIN, 000AeHHBIN U HETOCTOMHO OTI-
JIauMBaeMblil 3JIOYyMBIIUIEHHUK Yalle BCEro BOPYET, YTOObl «KOMIEHCHPO-
BaTh» SAKOOBI HenoMoJdydyeHHOe OoT pabotomatesns. Ho ObiBaloT U GECKOPHICT-
Hble MCTUTEIN, KOTOpbIe HEe TMPUOOpeTaloT BHITOABI OT CBOMX HE3aKOHHBIX
NEeWCTBUI MO0 O 3TUYECKUM COOOpakeHUsIM (pexe), U0 ST CHUXEHUS
BEPOSITHOCTU PACKPBITUS MTPECTYIUICHUS (Jale).

2. becnpuHIMITHBIE PACXUTUTEIN, HE UMEIOIINE MOpPaIbHBIX 0apbepOB U
BOpYIOILIIME TOJBKO TOTOMY, YTO MPEJCTaBUIaCh TaKasi BO3MOXHOCTb. s mo-
JNIOOHBIX «OeIbIX BOPOTHUYKOB» XapaKTePEeH HEJOITUI CPOK CIYKObl Ha OJIXK-
HOCTH 110 HayaJia 3J0ynotrpedjeHuil. JloBOJIbHO YaCTO 32 TAKUM UMEETCsl KpU-
MUHaJbHOE MPOIILIOE.

3. KBa3uBBbIHYXJ€HHbIE PACXWTUTEJU, MOIMAaBIIWE B TSIXEJIOe MaTepuaib-
HOE MOJIOXXEHUE, B MaTepUabHYIO UM UHYIO 3aBUCUMOCTD OT JIMLIA, TPpebyto-
1IETO COBEPIIUTh XUIEHUE WJIM MollleHHu4YecTBo. Kak npaBuiio, mogo0HbIe
Mpo06JEMbl TPYAHO CKPBITh OT OKPYXXAIOIIUX — KPYITHBII TPOUTPHILI, HAPKO-
MaHUs, CEMEMHBII KpU3HKC, HEyaauu B OM3Hece. Dra rpyrnra pacxXuTuTesei me-
Hee OCTOPOXHA, OHU HE MOTYT J0JITO MOATOTaBJIUBATHL CBOU MPECTYIJIEHUS,
KaK 3TO JIeJIalOT TIepBbie U BTOPHIE.
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«E-Ou3HecMeH» (HanMeHOBAHME YCJIOBHOE). DTOT THUIT BEPOSITHOTO IIpec-
TYNHUKA He ABISETCS KBamupuuupoBaHHbIM U T-crielinaincToM u He UMeeT
CITy’keOHOTO MOJIOXEHUSI, KOTOPBIM MOXHO 3710ymoTpebuTs. C caMoro Havaia
OH IUTAHWPYET UMEHHO KPUMHWHAJIbHOE MPEANPUITHAE, OTINIHO OCO3HAET ero
MMPOTUBO3aKOHHOCTh. PellleHWe COBEePIIUTh IMpaBOHapylIeHWe MMEHHO B
KOMITBIOTEPHOI (CeTeBOit) cpene, a He B odJiaiiHe® OH MPUHST HEe U3-3a CBOUX
0COOBIX 3HAHUI B 9TO 00JJACTU M He U3-3a BHYTPEHHEM TATH K KOMIbIOTEpaM,
a UCKJTIOYUTENIbHO Ha OCHOBE pallMOHAJbHOTO aHaan3a. OH MOCYMTAN, YTO TaK
OyIeT BBITOIHEE.

«BpIroga» KOMIBIOTEPHOTO MPECTYIUIEHUS OOBIYHO CBSI3aHA C €T0 TEXHU-
YeCKOM MJIM OpTaHU3allMOHHOM CIIOXHOCTBIO. Ha MpocThie y10BKM TomagaeT-
¢Sl MaJIo XepPTB, OT MPOCTHIX CPEACTB HallaaeHUsT OOJBITUHCTBO WH(MOpPMAII-
OHHBIX CHUCTEM IAaBHO 3alllMIIEeHBI. YCMEUIHbIie KOMMIBIOTEPHBIE MPECTYILIe-
HUS OTJINYAIOTCS TEXHUYECKON CIIOXHOCTBIO, yIaCTHEM HECKOJIBKUX COOOII-
HUKOB C «pasiejieHueM Tpyda», MHOTOXOIOBOCThIO. [ToaTOMy 4yepToil Jmy-
HOCTH «e-O0M3HECMeHa» SIBJISIETCST HATU4YKe OPraHn3aTOPCKHUX CITOCOOHOCTEM 1
MpeInpUHUMATEIbCKOW NHULIUATUBBI.

YTto Xe KacaeTcs ero He3aKOHOIOCTYITHOCTH, aCOLUMaTbHOCTH, HOHKOH-
(dopmu3Ma, TO aBTOp TOJaraeT 3TU XapaKTepUCTUKKU He o0s3aTeabHBIMU. Ha
9Tarne HavyaJbHOTO HAKOIUIEHUS KaIlluTala, B YCIOBUSIX TaK Ha3bIBaeMOU «Iepe-
XOJIHO 3KOHOMUKW» MHOTHE BUIBI OM3Heca MpeaycMaTpUBalOT T¢ U WHBIE
HapylIeHUs 3aKOHOAATeIhCTBA M aCOLMATbHYIO HalpaBleHHOCTb. C 3TOi TOY-
KU 3peHUs Biajaeliel] 3aja UTPOBBIX aBTOMATOB He 6oJiee acolrajieH, YeM OTMBI-
BalOIIMI TeHbIM Yepe3 OHIaliH-Ka3nuHO. A ONITUMM3aTOP HAJOTOBBIX TTaTeXeM
He MeHee 3aKOHOITOCIYIIEH, YeM OTMBIBATENb 3JIEKTPOHHBIX KOIIETHKOB.

YKa3zaHHOMY THITY TIPECTYITHUKOB OTBeYaeT OOJNBITMHCTBO KapAepoB™®, cra-
MepoB* U puiepoB*.

«AHTHCOIMAIbHBINA THI» (HaMMEHOBAaHME YCJIOBHOE). Takxke OTMEYalNCh
WHTEPHET-MOIIEHHUKH, KOTOPbIe pyKOBOACTBOBAINCH HE TOJTbKO M3BICYCHM-
eM npubsutn. Bojee TOro, UX MPECTYMHBINA JOXOX YacTO ObIBaJl MEHbBIIE, 4eM
CpeIHsIs 3apruiaTa CIel[MalucTa TOM Xe KBanudukauuu. MOTUBOM ST CO-
BepIIEHUs MOIIIEHHUYECTBA SABJSIACh aHTUCOLMATbHAS TTCUXOoNnaThs (COLMO-
MmaTus) TaKUX JIMI U WX TaTOJIoOTU4YecKasl Tsra K BeIeHMIO MOAOOHBIX «UTp».
Coumornatust MpU3HaHa OTAECIbHBIM BUIOM MCUXMYECKOr0 paccTpoliicTa [61,
W27] u 3apeructpupoBaHa IoJ Ha3BaHuUeM «antisocial personality disorder»
nnm «dissocial personality disorder» B kitaccudukarope 6one3neit BO3 (ICD,
NeF60.2). OGBIYHO TaKue TUTbI AEHCTBYIOT MUMITYJIbCUBHO M HE CKJOHHBI K
IJIAHUPOBAHUIO, OCOOCHHO MOJITOCPOTHOMY.

[Tomo6GHOE paccTpoiCTBO BOOOIE YaCTO MPUBOIUT K COBEPIICHUIO TIpec-
TYIJIEHUsI, HEe TOJbKO KOMMBIOTEPHOTO, MPUYEM MOIIEHHUYECTBA Yalle, 4YeM
Hacuinsg. MHTepHET-MOIIEHHUYECTBO He TpeOyeT 0COOBIX TEXHUUECKUX 3Ha-
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HHﬁ, BITOJTHE JOCTATOYHO YMCHMUA ITI0JIb30BATHCA I'OTOBBIMU NMPOTpaMMHBIMU
MHCTPYMCHTaAMU.

Onepamuenocmp

HekoTtopbie oTMeuaoT 0co00e 3HAUYeHHE OTEPAaTUBHOCTU AEUCTBUIl TpU
PACKPBITUH U paccleqOBaHUM KOMIBIOTEPHBIX MpecTyIieHni. CchlialoTcst Ha
OTHOCUTEJIBHO OBICTPYIO TTO CPABHEHUIO C IPYTUMU BUIAMU MPECTYIUIEHUHI yT-
paty I0Ka3aTeJbCTB, a TAaKXKe Ha OMepPaTUBHOCTH CBI3U MEXIY COOOIIHUKAMU,
KOTOPbIE MOTYT OBICTPO MPEANPUHATH OEUCTBUS MO YHUUYTOXEHUIO YIUK U
WHOMY BOCIIPETSTCTBOBAHUIO CIEACTBEHHBIM OpTaHaM.

JlaBaiiTe TOCMOTPUM, ACHCTBUTEIHHO JIU 3TO TaK.

KomMmmpioTepHass nHbopMalns ObIBaeT KOPOTKOXUBYIIEeil. BriBaeT oHa u
nonroxwuBymieii. Jlaxe Bcepbe3 roBopdaT [W03] o KoMIbloTepHOI apXeoJIoruu
(M bpoBOIl apXeoJIoTUN), TO €CTh MOUCKE U M3YYECHUU «IPEBHEIl» KOMIIbIO-
TepHOU MHOOPMALIUK PaAy MOJYIEHUS UCTOPUIECKHUX U OOIIECTBOBEIIECKHUX
cBemeHUi. HeomHOKpaTHO OTMeYanCh Clydan, KOTaa 9eJI0BeK, Ka3ajaoch Obl,
6€3BO3BPATHO YTPATHBIIWI WH(POPMAIIUIO CO CBOETO KOMITbIOTEpA, HaXOMUJI
ee B CeTH U TaKUM 00pa3oM BOCCTAaHABIMUBAJ.

Jlorn* xpansarcs He BeuHo. Ho HackobKo noaro? 3npaBbiii CMBICT TTOACKA-
3BIBAET, YTO XPAHUTH UX CTOMT JO TeX MOP, TTOKAa OHU MOTYT MPUTOIUThCS. B 3a-
BUCHMOCTH OT COJIEpPXaHMS JIOTOB, 3TOT MEPUOJ MOJE3HOCTH COOTBETCTBYET
MePUOANYHOCTHU TIOACYETa CTATUCTHKU, CPOKY NEHCTBUSA KIUEHTCKOTO JOTO-
BOpa, MePUOIUIHOCTH OTLIATHI YCIIYT, CPOKY MCKOBOM JaBHOCTU. B HEKOTOPBIX
clydasix IJIATETbHOCTh XpaHEHUs JIOTOB YCTAaHOBJIEHAa HOPMATUBHBIMU aKTa-
mu. Hanpumep, nocranosnenue IpaButeabcta PO No538 [LO1] yctaHaBim-
BaeT TPEXJIETHUI CPOK XpaHeHUs CBeIeHWI 00 abOHEHTaX M UX «pacyeTax 3a
OKa3aHHbIE YCIYTH CBSI3U, B TOM YHCJIE O COENMHEHMSIX, TpadUKe U TIaTekax».
MHorue peanpUsITUS XPaHSIT JIOTH I0 UCTEYSHUS CPOKOB MCKOBOI TaBHOCTU.
HekoTtopbie XpaHAT WHMPOPMAIUIO CTOJHKO BPEMEHM, Ha CKOJIBKO XBaTaeT
MecTa Ha aucke. B o6IeM, cpoKM XpaHEeHUs] BO MHOTHX CIIydasiX MOTYT OBITh
BeChbMa 3HAYUTEJIbHBIMU M JaXKe MPEBBIIIATh CPOKU XpaHEHUST OYMaXHBIX 10-
KYMEHTOB. B oTiimune oT GyMaXHBIX, 3JI€KTPOHHBIE TOKYMEHTHI 0OXOIATCS B
XpaHeHHU K 00paboTKe HeCpaBHEHHO JelIeBIIe.

Urto KacaeTcs onepaTUBHON CBSI3W MEXIY COOOIIHMKAMU IO KOMIbIOTEP-
HBIM TPECTYIUIEHHUSIM, TO BCE MCMOJb3yeMble MU CIIOCOOBI CBSI3W HHMKaK He
orepaTUBHeEe OOLIYHOIO TeledoHa, KOTOPHIM MOJb3YIOTCS BCE MPECTYIMHUKU
Ha MPOTSIKEHUM TOCTAEIHUX NeCATUNETUI. BCMOMHUM Takke 00 OTHIOObL He
MMOBCEMECTHOM JOCTYIe K KOMIbIoTepYy U K CeTH, 06 OTHOCUTETbHO MeIJIeH-
HOM 3JIEKTPOHHOM IMOYTe, O Pa3HUIIE BO BpeMEHU MeXIYy COOOIIHUKAMHU M3
pa3HBIX CTpaH. 3aKJIIOYUM B pe3yJbTaTe, UTO JJISI CPEAHETO «KOMITBIOTEPHOTO»
MPECTYIMHUKA CKOPOCTh CBSA3M C COOOIIHMKAMU BPSII JIM OTIMYAETCS OT CKO-
pPOCTU CBSI3M IIJisI CPEAHETO MOIIEHHWKA MW B3SITOYHUKA.
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B03MOXHOCTB OBICTPOTO YHUUYTOXEHUS UGPOBBIX CIEIOB U IPOYUX JOKA-
3aTeJIbCTB B psijie cliydaeB, 6e3yclIOBHO, MpucyTcTByeT. CTepeTh OAvH (haiti
MOXHO CTOJIb Xe OBICTPO, KaK CMBITh B YHUTa3 OAMH IrpaMM repouHa. Ho BoT
ctupaHue (a TeM Oojiee, 3aTUpaHUe C TapaHTUE! OT BOCCTAHOBJICHMUS) COIEP-
SKMMOTO BCETO MMCKA 3aHUMaeT AeCATKU MUHYT. B ciaydasx, korma nadopma-
LIS HAaXOAUTCA Ha yAaJeHHBIX KOMITbIOTEepax, TOOGABISAETCS elle BpeMs MOy~
YeHUs OOCTyMNa K HUM. YHUUYTOXUTh OCHOBHBIE J0KAa3aTeIbCTBA TAKOTO 3aHSI-
TS, Kak GUIIUHT*, 3aiiMeT He ONMH Yac, eCJIM He M03a00TUThesl 000 BCceM 3a-
paHee. BcrmioMHMM, 4TO MOTYT yCHeETh 3a OAWH Yac MPECTYMHUKU, COBEPIINB-
mue ohJaifHOBBIE TTPECTYIJIEHUS: BBIOPOCUTD B peKY MUCTOJIET, 3AMEHUTH Ka-
MOT W paguaTop TMocJie Hae3aa Ha Tellexoaa, OTAaTh POACTBEHHUKY MOJyYeH-
HbI€ B BUIE B3SITKW J€HbI'U, BRICTHPATh UCITAUKAHHYIO KPOBBIO OJEXIY, CXKEeUb
GdanbIIUBLINA ITACIIOPT, MHOTIA JaXe yoOpaTh COOOIIHMKA.

BunHoO, 4TO OMmepaTUBHOCTD ACUCTBUI MO (DMKCALIUK U M3BITHIO A0Ka3a-
TEJIbCTB IJIST paccliefOBaHNsT KOMITbIOTEPHBIX MPECTYIUICHUI CTOJIb K¢ BaXkKHa,
KakK JUII MHOTUX WHBIX TIpecTyIuieHui. [103TOMy OTIMYUTENbHOUW OCOOGEH-
HOCTBIO KOMITBIOTEPHBIX MPECTYTUICHUI He SIBISIETC.

JInsg unmocTpaly TeMBI OITepaTUBHOCTH BOT CIy4aid, pacCKa3aHHBIM COT-
PYIHUKOM yrpaBieHus «K» omHoro M3 cyobekToB dDenepalinu.

BbI1 BRISIBJIEH M TOCTABJIEH B YIIpaBlIeHNE MTOA03pEBAaeMbIil B COBEPIIEHUM
HenpaBoMepHoro goctymna (ct. 272 YK). ITocie ycTaHOBIEHUST MeCTa €T0 XU-
TEJIbCTBA OJHOTO U3 COTPYAHUKOB CPOYHO OTMPABWIM TyHa JJIS TIPOBEACHUS
HeoTIoXHOTO (4. 5 ¢T. 165 YITK) 00bICKa ¥ U3BATUS KOMIIbIOTEPA — TIPEITIO-
JlaraeMoro OPYAUs COBEPUIEHUS MPECTYIUICHUs, Ha KOTOPOM HaIesIuch 00-
HapyXHuTb OCHOBHBIE J0Ka3aTeabCcTBa. [TocKombKy ans 3anepxaHus (ct. 91-
92 VIIK) nmomo3peBaeMOTo OCHOBAHUI HE HANIJIOCH, TTOCJE AOMPOca OH ObLIT
OTIIylIeH AoMoii. Ha cienyloiee yTpo okKa3alaoch, YTO B CHIJIy HEKOTOPBIX
00CTOSITENIBCTB, OMUCHIBATHL KOTOPHBIE 31eCh HEYMECTHO, YIIOMSIHYTHIN BBIIIIE
COTPYIHUK TaK M He IPOMU3BeJ 00BICKA B KBApTHPE TTog03peBaeMoro. Pazyme-
eTcs, Bce MOAyMajiid, YTO A0Ka3aTeJbCTBa C 3TOTO KOMIbIOTEpA yTpadyeHBI.
Yxe 6e3 0co00il CIeKU, MOJYyYUB CyTeOHYI0 CAHKIIMIO Ha OOBICK, OTIIPaBU-
JIUCh K momo3peBaeMoMy. Briia eme ciiabast HagexXaa, 4TO OH MO He3HAHMIO
MPOCTO OTHOPMATUPOBAT CBO AUCK M MH(POPMALIMI0O MOXHO OymeT BoccTa-
HOBUTH. KakoBoO Xe ObIJIO yAWBJIEHWE OMEPAaTUBHUKOB, KOrma MpU OOBICKE
OHU OOHAPYXWJIN HE TOJBKO KOMITBIOTEP TTOA03PEBAEMOTr0 ¢ HETPOHYTOM UH-
dbopManmeir, HO U ellle OAUH KOMIBIOTEP — KOMIBIOTEP COOOIIHWKA, KOTO-
pHIif TOAO3peBaeMblii MPUHEC B CBOIO KBAPTUPY, YTOOKI MepenucaTh Ha HETO
BCIO IIEHHYI0 MH(pOpMaIUio co cBoero. Takum oGpa3oM, 3alepXkKa B Hec-
KOJIBKO 4acoB He TIpHMBeJia K yTpaTe KOMIbIOTEPHOM MH(GOPMALIUK, K TOMY Xe
MMO3BOJIMJIa BEIIBUThH COOOIIHUKA.

KoHeuHO, OMMCaHHBIN clIy4ail He CIWIIKOM TUMWYHBIA. Ho u He exmH-
CTBEHHBIN B CBOEM POJIE.
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ABTOp menaer cienyooiuuii BeiBoa. HeodxomumocTh 0c000il OBICTPOTHI B
JIEHCTBUAX He ABJIAETCS OTJIMYNTEIbHOM YepTOil TAKTHKH PACKPHITHSA KOMIbIO-
TEPHBIX NMPECTYIICHUM.

Ilpuopumemnocmo paccaedosanus

BBuay 60JbIIOr0 KOJIWYECTBA KOMITBIOTEPHBIX MPECTYIUIEHUI HUKTO YXKe
BCepbe3 He pacCUYMTHIBAeT Ha BO3MOXHOCTBH pacciemnoBaTh X Bce. Ha kakmx
UMEHHO (haKTaX CTOUT COCPEIOTOUYUTHCS MPABOOXPAHUTEIBHBIM OpraHaM U
clyxx6aM 6€30MacHOCTH, 3aBUCUT OT CIAEAYIOIINX (HhaKTOPOB:

@ Bun u pasmep ymep6a. OueBUIHO, 4TO 00Jiee OOIIECTBEHHO OMMACHBIMU SIBJISI-
I0TCS T€ U3 KOMITBIOTEPHBIX TIPECTYIICHUI, KOTOPbIE MOApa3yMeBaloT HACH-
sve (10 CpaBHEHMIO C TEMU, KOTOPBIE JIUIIIb HAHOCSIT MaTepUaIbHbIN yiepo).
Takke Gojiee MPUOPUTETHBIMU SIBIISIIOTCS TPECTYIUIEHUs, TTOCATAIOIIME Ha
MpaBa HECOBEPIIEHHOJIETHIUX U MHBIX MeHee 3allUIIEHHBIX CYOhEKTOB.

® PacnipocTpanenHocTh. Kak M3BeCTHO, pacKphITHE MPECTYIJIEHUS U HaKa-
3aHUe MPECTYMHUKA TaKXXe B HEKOTOPOIl Mepe BO3MEiCTBYIOT Ha MOTEHIIU-
aJbHBIX TIpaBoHapymuTeneit. [103ToOMy pacKpbiBaTh 4aCTO BCTpeYalOIINeCs
TUTIBI IPECTYIIJICHUH ITPY TIPOYMX PABHBIX BakHee, YeM PeIKUe TUITBI TTpec-
TYIUIEHU .

o KonuyecTBo 1 KBaauuKalus MepcoHana. B 3aBUCUMOCTH OT TOTO, CKOJTb-
KO MMEEeTCSI COTPYAHMKOB M HAaCKOJIbKO OHHM KBaTU(MUIIUPOBAHBI, CTOUT
OpaThcs 3a T€ UM UHBbIE KOMITbIOTePHBIE MpecTyIuieHusT. CIMIIKOM CIOX-
HbIe HAYMHATh paccyiefoBaTh 6ECIONIE3HO.

o Opucoukuus. [MpeanodYTUTETbHBIMHU SIBISIIOTCS TIPECTYIUICHUST, HE TPeOy-
folllve 3ameiicTBOBaTh MHOCTPAaHHBIE TTPaBOOXPAHUTEbHBIE OpTaHbl. Hau-
Ooyiee OBICTPBIN pe3yabTaT TMOJy4YaeTcs MPU paccielOBaHUM TIPeCTyIlie-
HUIA, TOKaJU30BaHHBIX B TIpeaeaX OJHOTO ropoa.

o [Tonutrka. B 3aBUCHMMOCTH OT TEKYIIUX MOJUTUYECKUX YCTAHOBOK, MOTYT
OBITh TIPU3HAHBI 00Jiee MPUOPUTETHBIMU HEKOTOPBIE BUABI KOMITBIOTEPHBIX
npectyruieHuii. He moTomy, 4To oHM 60Jjiee 0OIIeCTBEHHO OITaCHBI, HO I10-
TOMY, YTO UX PACKPBITUE TOBJeUeT OOoJNbIIui nmuap-3¢pdekT uiu 6osbliee
onobpeHNe HaYa bCTBa.

ABTOp BOBCE He CUMTAET YKa3aHHYIO BBIIIE MPUOPUTE3ALMIO LIETUKOM Mpa-
BWJIBHOM, CIIpaBeIIMBOM M TOIIeXalleid UCTTOTHEHWI0. ABTOD JIUIIb KOHCTA-
THPYET, KaK 0OCTOUT Jejio Ha mpaktuke. [ToTepreBimemMy, aKCIepTy, clienua-
JINCTY UM UHOMY JIMILY CJIeAYyeT YIUThIBATh, UTO TIPABOOXPAHUTEIbHBIE OpTaHbl
GepyTcs He 3a To0ble KOMITBIOTEPHBIE TIPECTYIICHUS WU TIPOSIBISIOT Pa3HyIo
CTerneHb SHTYy3Ma3Ma B 3aBUCUMOCTU OT BBIIIEMEPEUNCICHHBIX 00CTOSATEIbCTB.

Janee pacCMOTPUM caMbie pPacCIIpPOCTPaHEHHBIE BUIBI KOMIBIOTEPHBIX
MPeCTYIUIEHU M JaAuM WX KPUMUHATUCTUYECKYI0 XapaKTepUCTHUKY. bymyT
OIMKMCAHBI JIUIITb Te 3JIEMEHTBI, KOTOPbIE CIEeU(MUIHBI IJIST pacCMaTPUBAEMOTO
BUIA KOMITBIOTEPHBIX MPECTYIUICHUIA.
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Kaxk yxe ykaspiBajgoch BbIlIe, KiacCuUKaIMS MPECTYTUICHUH MO0 CTaThsIM
VK ¢ HayyHO#I TOUKM 3peHUs] HecocTosiTelibHAa. OTHU COCTAaBbl CIUIIKOM TN~
pokxue, Apyrue caiuiikom y3kue. Hanpumep, hopmynupoBka ctaTtbu 272 oxBa-
TBIBaeT M Ciydal, Korma MajiojieTHHi script kiddie* 3aBmageBaeT KoIleeYHBIM
joruHoM™* Ha noctyn B MHTepHeT, U ciaydail, Korna MHOCTPaHHbBIN IIMHUOH MO-
JIy4aeT IOCTYM K KOMITbIOTEPY C rocylapCTBEHHOM TaliHO#. HanpoTus, craThs
187 YK (u3rotoBieHne WM COBIT MOAACAbHBIX KPEAUTHBIX JTUOO pacueTHBIX
KapT ¥ WHBIX TJIaTEXHBIX JOKYMEHTOB), Ka3ajaoch Obl, crielMajabHasl CTaThs
IUTST KapepoB*, oXBaThIBAET JIMIIIb OYEHb HE3HAUUTEJbHYIO YacTh KapJepCKoit
NesITeIbHOCTU, B TO BpeMsl KaK OCHOBHasl NESITEJIbHOCTb KaplepoB — 3TO
cTtatbu 159 (MomeHHUYECTBO) U 165 (MpUYMHEHWE UMYIIECTBEHHOTO yIepoa
myTeM oOMaHa UJIX 3JI0YIOTPeOJeHUS TOBEpUEM).

Ha ocHOBaHMUM U30XEHHOTO aBTOpP OyneT KJacCu(UIMPOBATh KOMITbIO-
TepHbIC TIPECTYIIJIEHUST OTHIOAb He TI0 cTaThsiM YK, a o cxoxecTu ux Kpumu-
HaJIMCTUYECKUX XapaKTePUCTHUK.

OHNnalH-MOLIeHHUYECTBO

Cnoco6

Takas ¢popma TOpProBiu, Kak MHTepHET-Mara3uH, Hallla IIMPOKOe IIpuMe-
HeHUe cpeny OM3HECMEHOB 110 LiejioMy psaay npudnH. OH, B YaCTHOCTH, OTJIM-
YyaeTcs HI3KMMM 3aTPpaTaMM Ha opraHu3aiuio Toprosiau. CTouMocTb BeO-caiiTa
C COOTBETCTBYIOIIUM 03K-0(prCcOM™ He MAET HU B KaKOe CpaBHEHHUE CO CTOU-
MOCTBIO COIep>KaHMs peallbHOM ToproBoii momanau. K ToMy Xe 3aBUCUMOCTh
TEKYIIUX 3aTpaT MHTEpHET-Mara3nuHa oT ero o0opoTa eclii U He OYeHb OJIM3Ka
K IMPONOPIMOHAIILHOM, TO 3HAUYMTEIbHO OJIMKe K Heil IT0 CpaBHEHMIO C Mara-
3UHOM peaJibHbIM. DTO 3HAUYUT, YTO MIPU OTCYTCTBUM (HeXBaTKe) MoKyrnaTeei
yOBITKM OyAyT HeBeIuKKu. Harmpumep, 1eHa roToBOro, CTabMILHO paboTalole-
ro MHTEepHeT-Mara3uHa HaunHaeTcs ¢ 15-20 Teicsta gonmapoB. I1o cpaBHeHUIO
¢ peaibHbIM (odIaliHOBBIM®) Mara3suHoM, TeM 0oJiee B KPYITHOM ropoje, 3TO
MPOCTO CMEIITHBIC T€HBIH.

MMeHHO 3Ta 0COGEHHOCTh MHTEPHET-TOPTOBIM TPUBJIEKJIA ClOAa MOIIEH-
HHUKOB. 3aTpaTUB OTHOCUTEIHLHO HEOOJBIIYIO CYMMY, 3JIOYMBIIIUIEHHUK MOXKET
CcOo31aTh BUAMMOCTbL HOPMAJILHOTO TOPTOBOTO TPEAIIPUSATUS W 3aHITHCSI MO-
IIEHHUYECTBOM MJIM 0OMaHOM moTpebuteneii. lecITOK-Apyroii XXepTB BIIOJIHE
OKYyTMaloT cAeflaHHble 3aTpaThl. 19 MarasuHa Ha yJulle Takoe ObLJIO Obl He-
MBICTINMO.

Kpome GUKTHUBHBIX WHTEpHET-Mara3auHOB MOIIECHHUKMU MCIIOJB3YIOT U
Ipyrye TMpeaioTy IS MOoJdydeHUs TuIaTeXeit:

@ JKe-CalThl OJIarOTBOPUTEIBHBIX OpraHM3alliii, peIUTUO3HBIX OpraHmu3a-

LU, TTOJUTUYECKUX MTAapTUU U IBUKEHUI, KOTOpbIE IKOOBI COOMPAIOT 110~

XKEpPTBOBAHUS;

50

Komnvromepnvie npecmynaenus

® CIaM-pacChIKU M CAThl C MPOChOO O MaTepUaabHONW MOMOIIHU MO TPO-
raTeJibHyl0 UCTOPHIO O OeTHOI CUPOTKE, XKePTBE BOWHBI, 3AJI0XKHUKE U T.11.;

@ CaliTHl PUKTUBHBIX OpauYHbBIX aTeHTCTB M OTACJIbHbIC BUPTYaJIbHEIE HEBECTHI,

@ MOIIICHHUYECKNEe OHJIAMHOBBIE* «0aHKU» M «MHBECTUIIMOHHBIE (DOHIBI»,
obemiapine TMKUE MPOLIEHTHI 1O BKJIaJaM;

@ PACCHIJIKM M CATHI O SKOOBI 0OHAaPYXKEHHBIX YI3BUMOCTIX U YEPHBIX X0IaX
B IIJIATEXHBIX CHUCTEMaxX, MO3BOJIIOIINE YMHOXATh CBOM IEeHBIHM, HAIIpPU-
Mep, MepecyiaB uxX Ha 0coObIit cueT (B TOM uuciie MolieHHu4YecTBa 11 mopsia-
Ka, MOCTPOCHHBIE Ha TOM, YTO XXepTBa IyMaeT, OyATO OHAa 0OOMaHbIBAaeT 00-
MaHIIUKa);

® MOIIIEHHUYECKHME CAalThl U pacChUIKU, Mpeajaraiiine yaajJeHHY padboTty
(Ha Takyr yallle BCEro KJIIOIOT CEeTeBbIE 3CKANMMCTBI) U TPeOymolIue Mo
9TUM IPEATOTOM KaKOW-JIMOO «BCTYIMUTEJIbHBIN B3HOCY.

Bce Takue nmpecTyluieHUs UMEIOT OOHY U Ty XK€ KPUMUHAJTNCTUUECKYIO Xa-
PaKTEepUCTUKY U CBOISTCS K pa3MelieHn0o nHopManuu B CeTr, aHOHUMHO-
MY B3aMMOJIEICTBUIO C XEPTBOM U TOJYYEHUIO OT Hee IEHET ¢ MOCAeAYIOIIUM
ncue3HoBeHneM u3 Certn.

OI[HO N3 MOIICHHUYECCKUX ITMCEM, ITOJTYYCHHOC aBTOPOM.

Message-ID: <005401c60d0a$bd889c4bsbal3feba@csuftmeslrimef>
Reply-To: «=?windows-1251?B?z0j140jr?=» <ryletsale@37.com>
From: «=?windows-1251?B?z0j140jr?=» <ryletsssale@mail.ru>
To: <fnn@optics.npi.msu.su>
Subject: =?windows-1251?B?yuDqQIO7h++Pw4PL8IPDZz6+Xy6vM=?=
Date: Thu, 29 Dec 2005 21:33:59 +0300
MIME-Version: 1.0
Content-Type: multipart/alternative;
boundary="----=_NextPart_000_00D6_01C2A75B.03B7B128"
X-Priority: 3
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express 5.50.4522.1200
X-MimeOLE: Produced By Microsoft MimeOLE V5.50.4522.1200
X-RBL-Warning: mail from 194.67.23.194 refused (RelayWatcher)
X-Lookup-Warning: MAIL lookup on ryletsssale@mail.ru does not match
194.67.23.194
X-MDRcpt-To: fnn@optics.npi.msu.su
X-Rcpt-To: fnn@optics.npi.msu.su
X-MDRemoteIP: 194.67.23.194
X-Return-Path: ryletsssale@mail.ru
X-Spam-Checker-Version: SpamAssassin 2.63 (2004-01-11)
X-Spam-Report:
* 3.0 MDAEMON_SPAM BLOCKER MDaemon: message marked by Spam Blocker
* 0.0 HTML_MESSAGE BODY: HTML included in message
* 1.2 DATE_IN PAST 96_XX Date: is 96 hours or more before Received: date
X-Spam-Status: No, hits=4.2 required=5.0 tests=DATE_IN PAST 96_XX,
HTML_MESSAGE,MDAEMON_SPAM BLOCKER autolearn=no version=2.63
X-Spam-Level: ***%*
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X-Spam-Processed: optics.npi.msu.su, Fri, 29 Dec 2006 21:35:05 +0300
X-MDRedirect: 1
X-MDaemon-Deliver-To: optics@fnn.ru

sl mpepmaran BaM NporpaMMy, KOTopas IOBBOIMT WUrpaTh B KasMHO ¥
BEII'PHBATHL, ab6CONMWTHO 6€3 puUCKa CO6CTBEHHEMM (uHaHCaMmu. ECiIuM KasuMHO
HaXMBAKWTCS Ha HaAUMX CTPACTSX, TO MOYEMy 6H M HAM He HAXKUTBLCS Ha UX
cnabocTu?! IpuyeM CHenaThk BTO abCONWTHO BaKOHHEIM CIIOCO60M, 6e3 pucka
6EITH YJIIUYEHHEIM B MOUWIEHHUYECTEBE.. ECnu Br XejlaeTe NpUO6pecTU IporpaMMy
AJIS TOro 4YTOGH MCIONB30BATh €€ Ha NpaKTUMKEe WMIM NPOCTO LNuA Bceobmero
pasBuTus ( IporpaMMa OYEHb MHTEPECHasi, KpPOMe TeOopuM U KOMOGMHAIML, eCThb
TPEHUPOBOYHAS BEPCUS UTrPH B DPYJIETKY, YTO6GH BH MO NONPO6OBATH WUIU
BepHee CKa3aTh B3akKPEIUTh MaTepuasn Ha IPakKTUKE C BUPTYANbHEMUA OEeHBI'aMHU,
KOrga BH YBUAUTE 4YTO CUCTeMa paboTaeT, TO MOKETe IIEPEXOAUTH Ha
HAaCTOAWYH0 Urpy. BsmmwuTe 500 py6mnedt ¢ IOMOWEB IPOrPaMMEl SHIOEKC-OEHBI'U
Ha Mo¥ cuer 4100189014963, zaTeM HamMUMTE MHE Ha eMailn
ryletsale@37.com

YTO HOEHBI'UM BH IIEPEeYUCNIMIM CO CBOEro cuera( HOMEp Ballero CcYeTa U BpPEMA
mepeBofa) Ha Mo. IIocrne »Toro A B TedeHme 24 YacoOB BHCHUIA0 BaM IIO
emaiin nporpamMy. Ecnu Brl 60MTeCh BHCANaTh LOEHBIU IO NPUYMHE
YyYacTUBUMXCS O6MaHOB, TO Hpemnaraw Apyrol BapMaHT B mmumTe Ha
YKazaHHHE MHOKW afpec, C BOBMOXKHOCTEB OBHAKOMIIEHUA IIPOrDaMMON Iepern
IIOKYTIKOW. SI BBEICEUIal0 BAM MaJIeHBKYHW HYacTh [OJIs OBHaAKOMIIEHUs, €Clu Bac OHa
3aMHTEpecyeT, TO NEepPEeBOAUTE [MAEHBI'M Ha CYEeT M IIOJIydaeTe IONHOCTBI0.

Ecan orBieubcst OT JIETeHABI, TO XepTBaM Ipeniaraetcs mnepeectu 500
pyOJieii mpyu MOMOIIY CeTEBOM MIATEXXHOM CUCTEMBI Ha ONpeae/IeHHBIN cueT. Y
MOIIIEHHUKAa €CTb MMHUMYM CYTKM Ha TO, 4TOOBI coOpaTh AeHbIM 0e3 pucka
MOJIyYUTh OOBMHEeHUE B 0OMaHe. DakTUYeCKU Jaxe GOJbIIe: IMPU MMOMOIIHN 3a-
paHee MPUTOTOBJIEGHHBIX MPaBIOMOAOOHBIX OMpaBIaHUIl pealbHO PACTIHYTh
CPOK /10 TpeX CYyTOK. TOJIbKO MOCje 3TOro afMUHUCTPAIIMS TIaTEXKHOM CHUCTe-
MBI HQUHET IMOJIy4aTh MepBbIe KajJloObl Ha 0OMaH.

IMpennoxeHue pa3ociaHO MPU MOMOIIM COBPEMEHHBIX CITaMOBBIX TEXHO-
JIOTUIA, MAaCCOBO M OJTHOMOMEHTHO. M3 mopsiika MUIMoHa pa3oCIaHHBIX KO-
Uit 6yayT mosydeHsl oT 2 10 4%. Ecav xoTst 661 1% MONyYMBIIMX MTUCHMO T10-
BeoyTcs Ha oOMaH, MOIIEHHUK 3apaboTaeT nopsaka 100 Teicsgy pyOJieii, 94To ¢
JIMXBOW MOKPBIBAET BCE U3EPXKKU.

O6cmanoexa

Takue 0COOEHHOCTH, KaK COXpaHEeHHe AaHOHMMHOCTH BiIaJeiblia BeO-caiTa
WJIY PACCHUIKM U 0OJIBIION MPOMEKYTOK BPEMEHH MeX Iy TPUEMOM 3aKa3a U ero
UCIMOJIHECHUEM, ITO3BOJIAIOT MOIICHHMWKAM HaJACATHCA Ha YCIIEX CBOCTO KPUMMU-
HaJIBHOTO IPCATIPpUATHUSA.

Takum 06pa3omM, B COOTBETCTBUU C OCOOEHHOCTSIMU KPUMHUHAJIbHOTO «OU3-
HEC-IIJlTaHa», Mbl UME€ECM TPpU TPYIIIbI MIPU3HAKOB (baJ'IBH_II/IBOl"O MHTCPHET-Ma-
rasyHa:
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® BUIMMas CHJIbHAs 9KOHOMUS Ha Beb-caliTe, pekiaMe, TTepcoHale, yeiayrax
CBSI3U M IPYTOM; MOIIEHHUK BMECTO MOJTHOILIEHHOTO Mara3nuHa OrpaHnuYu-
BaeTCs OMHUM JIMII «(acagom», TU3aifH caiiTa M TOBapHBIN 3HAK 9aCTO 3a-
MMCTBOBaHBI, 3aKa3bl 00pabaThIBAIOTCSI SBHO BPYYHYIO, HE UCIIOIb3YyeTCS
0aHKOBCKUI CUET;

@ CTpeMJIeHUE CKPBITh JIMYHOCTh BJafejblia TaM, TIe OHa JOJIKHa YKa3bl-
BaTbCs, — MPU PETUCTPAIIUN JOMEHHOTO UMEHU, MPUOOPETEHUU YCITYT CBSI-
3U, TOIKITIOUCHUM TeJie(pOHHOTO HOMepa, Jaye peKJIaMbl U T.II.;

@ TIPUMEHSTIOTCS TOJIbKO TaKWe CIOCOObI OMJATHI, IIe BO3MOXHO CKDPBITh
JIMYHOCTH TIOJTydaTess TiaTexka, HeBO3MOXHA OIUIaTa Kypbepy MpHU MOJy-
YeHUMU;

® TIEPUOI MEXIY 3aKa30M TOBapa M ero JOCTaBKOW MaKCUMaJbHO PACTSHYT;

® OTCYTCTBYIOT JCIICBBIC TOBAPHI.

Ilpecmynnux
BeposiITHBI THIIBI TIPECTYITHUKOB: «XaKep» U «e-OM3HeCMeH» (CM. IIaBy
«JINYHOCTH BEPOSITHOTO MPECTYITHUKA» ).

ITlomepneswuii

O‘-ICBI/II[HO, 4yTo HOTCpl’[GBHJI/Iﬁ paHEC yXK€ IOJb30BaJICA yCJIyraMm HMHTEP-
HET-Mara3smHoB, MOCKOJIbKY CaMO KCII0JIb30BaHWE DTOrO BUIA TOPTOBIU ISt
OOBIYHOTIO YeJIoBeKa HETIPUBBIYHO; TPeOyeTCsI BpeMsl, YTOOBI pEIIUThCS U TpU-
BBIKHYTbH ITOKYIIaTh TOBApbl TAKUM CITOCOOOM.

CroJb Xe OYEBUIHO, UTO HOTGD]’[CBH.II/IfI ABJISAETCA ITOJIB30BATECIIEM 0I[H0171
N3 TJIaTCXKHBIX CUCTEM, KOTOPBIC UCITOJIB30BaJIN MOIICHHUWKH.

Taxxe IIOTEPNECBIIEMY CBOMCTBEHHO JO TTOCJICAHETO MOMEHTA HAACATHCA,
YTO €ro BCe-TakKu He 0OMaHyJIW WK 3TO ObLIO ClEJaHO HEyMbIILIeHHO. [laxe
Yepe3 rog HEKOTOPLIEC U3 O6MaHyTBIX l'lOKyl'laTCI[CfI BC€ €1I€ MOTIYT ITOBEPUTD,
4YTO A€HbIW UM BepHYT. Hampumep, yxe BBISIBJICH U 3ajepXaH Biaaeel paab-
IIBOTrO OHJIaWiH-Mara3snHa. 3BecTeH OOWH N3 €ro KJIMEHTOB — TOT, KOTOpBIfI
nu 06paTI/IJ'[CH B MPaBOOXPAaHUTEJIbHBIC OpraHbI. YT100BI HANTU OCTAJIBHBIX ITO-
TEPIEBIINX, UMeeT CMBICI BO30OHOBUTH paboTy Beb-caiiTa, HA KOTOPOM pa3-
Memajacsd MOIIIeHHUYECKUIA Mara3H U BEIBECUTH TaM OOBbIBIEHUE C l'lpOCI)60171
K XepTBaM MOIIEHHMKa OOPAaTUTHCS K CIEA0BATENIO0, BEAYIIEMY AeJ0. ABTOP
YBEPCH, YTO 3HAYUTC/IIbHAsA 4aCTb O6MaHyTI)IX KINEHTOB BCC-TAaKHU IMMOCCTUT YXKE€
JaBHO 3aKpBIBH_II/II710H BeO-calT B HaaCXKaec, YTO IJId HUX €11€ HE BCC ITOTCPAHO.

Caedot

CxeMa Bcex OHJIalfH-MOIIIEHHUYECTB TaKoBa:
® pasMelleHue (pacchljika) MHQOpMaLuu;
® B3aMMOJIEMCTBUE C XKEPTBOI;
@ ToJIyYeHUE AEHEXHOTOo MepeBoa.
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Bce Tpu sTama mpemycMaTpuBalOT OCTaBJIEHHWE OOMJIBHBIX CIIEAOB TEXHU-
YECKOro xapakxkrepa. XOTH MOIICHHUKN, OYEBUAHO, IMOCTAparOTCA IIPpECAIIPpU-
HATb MEPbI IJId cBoel AHOHMUMU3ALNN. OTHOCI/ITCJ’[I)HO ITOJIYUYCHUA OCHET MO-
IMEHHUKOB KpOME aHOHUMMH3ALIlUMN CI1acacT 6])ICTp0TaZ IIEpEBOJ IMOJTYUYECHHbBIX
Cp€ACTB MECXAY PAa3JIMYHBIMU TIJIATC2KHBIMU CUCTEMaMM OCYIIECTBJIACTCA JOC-
TAaTOYHO 6I)ICTp0, HO Tpe6yeT MHOTO BPpEMCHMU OJId OTCICKMBAHUA.

HpI/I pasMCIICHUU MOILICHHMWKAMHU IMMOAJIOKHOTO MHTCPpHET-MarasuHa MOX-
HO paCCYUTBhIBATb Ha 06HapY)KeHI/Ie CJIeAyIIunuX BUOOB CICIOB:

©® PECTUCTPAIMOHHBIC TAaHHBIC HA TOMEHHOE M4, JIOTU OT B3aHMO)IeﬁCTBHH C

PETUCTPATOPOM AJOMEHHBIX MMEH, CJIC€Abl OT NMPOBEACHUA IIJIaTECXKa 3TOMY

perucrtparopy;

@ cienpl Ipu HacTpoiike DNS-cepBepa, mogaepXuBaoiero 10MeH MOIIeH-

HUWKOB,;

@ CJieibl OT B3aUMOJEWMCTBUSA C XOCTUHI-IIPOBAAEPOM, Y KOTOPOrO pazme-

IIeH BeO-caiiT: 3aKa3, oIiaTa, HACTpOIiKa, 3aJIMB KOHTCHTA;

@ cjielbl OT peKJlaMUMpOBaHUsS BebO-caiiTa: B3aMMOJEUCTBUE C pEKJIAaMHBIMU
romaakaMu, CUCTEMaMHU 6aHHepoo6MeHa, pacchliIKa cIiaMa,

@ CJIEAbI OT OTCJIICKUBAHUA aKTUBHOCTU MoJIb30BaTeJei Ha calTe.
HpI/I B3aI/IMOI[eI7ICTBI/II/I C XE€pTBAaMH O6MaHa MOIIEHHUKHN OCTABJIAOT TaKUEC
CJICObI:

® cJielibl P MpreMe 3aKa3oB — I10 3JeKTpOoHHOM nouTe, 1o ICQ, yepes Be6-
bopmy;

@ CJICOBI OT MEPENMUCKHU C MOTCHINAJIbHBIMU XKEPTBAMU.

HpI/I ITOJIYYEHUU JCHET MOIIECHHUKHU OCTABJIAIOT TaKUE CICObI:

@ CJIeObI ITPU OCYHICCTBJICHUN BBOJA NCHET B IIJIATC2XKHYIO CUCTEMY (peKBI/I3I/I—

ThI, KOTOPBIE YKA3bIBAIOTCS XEPTBE);

@ CJIeIbl TIPU TEPEBOAE AEHET MEXIAY CUeTaMM, KOTOPbIE KOHTPOJUPYIOTCH

MOLICHHUKAMU,

@ CJICOBI IIPU BBIBOAEC OCHET,
@ CJEeObl OT IMCTAHLIMOHHOTIO YIIPpaBJICHUA MOILIECHHUKAaMM CBOMMU CYECTAMU,

UX OTKPBITUS U 3aKPBITUI,

@ CJICAbI OT B3aHMO)IeﬁCTBHH MOILICHHUKOB C MOCPEAHUKAMM 11O OTMbIBAHUIO

n 06HaIII/I‘-II/IBaHI/I}O JEHET.

KneBeTta, 0CKOPGNEHMA U IKCTPEMUCTCKME AeicTBuA B CeTn

Cnocoo

IMpecTynieHue 3aKia0YaeTcs B pa3MellleHUU Ha O0IeI0CTYITHOM, Kak Tpa-
BUJIO, MOTYJISIPHOM pecypce B MHTepHeTe 0CKOPOUTENTbHBIX, KJI€BETHUYECKHUX
WU OKCTPEMUCTCKUX MaTepPUAJIOB.

Pecypchl MoTyT OBITH ClieAyIOIIMMU: BeO-DOPYMbI U TOCKU OOBSIBICHUIA,
BeO-CTpaHUIIBI*, COOOIIEHUST B TeJeKOH(bepeHIUIX™ (newsgroups), MaccoBast
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- 3awuTa Npu NoMowwM aKkTMeauuu no e-mail. Mogpo6uee...
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cce Ha p LWeHHBIE 06E M MOXHO NPOBEPHTE HA HANWHME KaXAYH0
CCbiNKY.
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ABTOPH3AUMA NPOLLING YCNeLHo,

CxpuHwom evlueyKa3anHol npoepammol

B HEKOTOpPHIX clydasix 3JIOYMBIIIIEHHUK OTPaHWYMBACTCS OTHUM-IBYMS
pecypcamu. CKopee BCero, 3To HempodhecCHoHall, KOTOPBI He MOXET WU He
XOUeT OLEHUTh OXBAaYE€HHYIO ayaUTOpHIO. MaJlo KaKoil pecypc OXBaThIBaeT
cpa3y MHOTO Tojb3oBatesieil. B apyrux ciaydasx mHboOpMalus pa3MelnaeTcs
Ha MHOTHX pecypcax OMHOBPEMEHHO, U e¢ pa3MellleHIEe TepUOINIECKH MMOBTO-
psieTcsl, KaK TOTO BEJIUT TEOPHUS PEKIaMBbI.

OmHOKpaTHOe pa3MellleHrne WHMOOPMAIUM 3JIOYMBIIIJIEHHUK MOXET OCY-
IECTBUTh COOCTBEHHBIMM CHJIaMU. [{JisT MacCOBOTO pa3MelleHHsT eMy MPUIET-
¢S TGO MpUBIEYb TpodeccuoHaToB-clmaMepoB®, TM60 HATH, TOATOTOBUTH U
3a7IeiCTBOBATh COOTBETCTBYIOIIEE TPOTPaMMHOE CPEICTBO I MacCOBOI pac-
CBIJIKMA WJIU CTTaM-TIOCTUHTA.

ITpeaMeToM MoCsITaTebCTBA SBSIOTCS Y€CTh, JOCTOMHCTBO JIMYHOCTH, Je-
JIoBasi pemyTalys, HallMOHAJbHBbIE W DPEJIMTUO3HBIE YYBCTBa. B HEKOTOpPBIX
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ciy4dasx Uejblo TAKOW KaMITaHUU MOXKET OBITh IIPOBOLMPOBAHUEC JIOKHOTO 00-
BUHCHUA OAPYroro Juia B KJIEBETEC, OCKOp6J'[GHI/I$IX, SKCTPEMU3ME, HO TAaKOC
BCTpEYACTCA PEAKO.

Ilpecmynnux

Bce atu nipectynieHust HecrpocTa 00beAMHEHBI B OJHY TJIaBy. Y HUX 00-
LUK HE TOJIbKO CIOCO0, HO U MOTHUBBI. YHUXEHUE YeCTU U JOCTOMHCTBA (U-
3UYECKOTO JIMila, HaHeceHUe yliepba 1eJJoOBON penyTaluy I0pUINYeCcKOro JIu-
11a, 0CKOpOJIeHMEe HALlMOHAJIbHBIX M PEJIMTMO3HBIX YYBCTB TPYIIN Joaeil — Bce
9TO, KaK MpaBuUJIO0, AeJaeTCs He N3 KOPBICTHBIX, a U3 IMYHBIX MOOYyXaeHuid. Jle-
JIO B TOM, UTO caMa Takasl ujaesi — oCKOpOuTh, OKJIeBeTaTb, OIMIOPOYUTH, MOTIIY-
MUTBCS HaJl HAIMOHAJIbHOCTHIO B CeTH — MOXET MPUITHU B TOJIOBY JIMIIb CTO-
psiua, 4eJloBeKY, KOTOPBIN He TIPUBBIK CTPOUTH TPE3BBII pacyer.

PasymeeTtcs, BO3MOXHBI ciiydau, Koraa KieBeta B MHTepHeTe — 3TO 4yacTh
0oJjiee KpYIMHON TMuap-KaMIIaHUM, MPOBOJAMMON C OMpeaeIeHHBIMU KOPBICT-
HbIMU HenasMu. Ho Takue ciyyam penku. B Poccun oHu enie pexe.

Korna ectb BbIOOp, KaKylo BEpPCHUIO MPEATIOUECTh, «IUUHYIO», «IETOBYIO»
WIN «TTOJIUTUYECKYIO», JIydllle HAUMHATh ¢ TMYHOM. OTBIT aBTOpa TOBOPUT, YTO
OOJIBIIMHCTBO MpaBoHapylieHuit B UHTepHEeTe (He TOJIbKO OCKOPOJIeHUs, HO U
DoS-araku) ceifuac TUKTYIOTCS JUUYHBIMU MOTUBaMK. KopbIcTHBIE cooOpaxke-
HUS BcTpeyvatoTcs pexe. JlenoBwix moneit B CeTu moka Majio U 1eJIOBbIX MHTe-
pecoB — ToxXe. 3aTO JIMUYHBIC OOMIBI 1 aMOUIIMHY JIBIOTCS Yyepe3 Kpaii.

IToHsATHO U3 3TOrO, YTO 3JOYMBIILJIEHHUKA HaJl0 HAUMHATh UCKATh CPeau
JIMYHBIX HEJOOpOXKeaaTeJeil MOTeprHeBIIETO.

KBanudukamnuss TMIMYHOTO NMpeCcTyMHUKA JJIsT 00CYKI1aeMOro Buiaa nmpapo-
HapylIeHUH HaXOAUTCS B UETKO OYEPUCHHBIX paMKax.

C omHOI CTOPOHBI, OH IOCTATOYHO TJIOTHO oO1aeTcs B UHTepHeTe, 4TOOBI
MpUaaBaTh 3HaUYEHKWE eTO BO3AEHCTBUIO HA MHBIX Jioaeil. YenoBeK, 3HaKOMbIi
¢ I100abHOM KOMIIBIOTEPHOU CEThIO JUIIb MTOBEPXHOCTHO, BPSA JU MPUIACT
0oJIpllIoe 3HAYEHHWE TOMY, YTO HAIMCAaHO Ha KakKoM-TO TaMm BeO-caiite. Ero
Kpyr obieHus u ero pedepertHas rpynmnal HaxonsaTcst BHe Cetun. Ero cyOnbek-
TUBHAs OLIEHKA 3HAYUMMOCTU M JOCTOBepHOCTU MHopmauu u3 Cetu — HU3-
kas. K ToMy ke OH MOHUMAET, YTO eMy OyIeT CJI0XKHO COBEPIINUThH YKa3aHHbIE
e CTBUSI B MAJIOZHAKOMOT cpeje.

C npyroit cTOpoHbI, ypOBEHb 3HAHUI O CETEBBIX TEXHOJOTHSIX TAKOTO 3JI0Y-
MBIIIJIEHHUKA HE MOXET ObITh BBICOKMM, TTOCKOJIbKY TOT/Ia OH OCO3HaBaJj Obl,
KaK MHOTO CJIEIOB OCTABJISIET KaX10€ NeiCTBUE U CKOJIbKO €CTh CITOCOOOB €Tro
o0HapyxuTh. HoBuuku, nmomnas B MUHTepHeT, KaK MpaBuo0, OMacarTcs «00b-
moro 6para» U MoGamBalTCS 3a CBOIO MPUBATHOCTh. [losb3oBarensb cpenHei

I PedepenTHas rpynmna — peajbHasi WM YCIOBHAs COIMATbHAsl OOIIHOCTb, C KOTOPOU
WHAWBUI COOTHOCUT cebsi KaK € ITAJIOHOM M Ha HOPMbI, MHEHWS, LIEHHOCTU M OLEHKU
KOTOPOI OH OPUEHTUPYETCSI B CBOEM MOBEIEHUU U B CAMOOIIEHKE.
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KBaTu(pUKALIWU YBEPEeH, 4TO B UHTEepHETE MOXHO JIETKO TOCTUYb aHOHMMHOC-
TH, €CJIM TOJBKO MPUHATHh COOTBETCTBYIOIINE MEPHI. A ceTeBOoI mpodeccruoHal
3HAeT, YTO HUKaKNe MePbl aHOHUMHOCTHU He 00eCIeYnBaloT.

To ecTh BepOSITHBIN MPECTYMHUK MTOBOJHHO MHOTO BPpEMEHHM MPOBOIUT B
HMHTepHeTe, HO 3HAET O HEM HE CIUIIKOM MHOTO.

Takoe IBUXYyIlIee YyBCTBO, KaK 00MIa, OOBIYHO pa3BUBAETCS MocTeneHHo. 1
€CJIY YK NTOI03peBaeMOMY MPULLIO B TOJIOBY Pa3MECTUTh KJIEBETY WU OCKOPOJIe-
HUST UMeHHO B MIHTepHeTe, TOTMYHO MPEAIONIOXKNTh, UTO TaM Xe, B MIHTepHeTe,
€ro CBETJIOE YYBCTBO OOUABI POCJIO U pa3BUBajioch. MiMeeT cMbica pa3bickaTh Ha
BeO-caiiTaXx M B MepernucKe MpealleCTBYIOIINE CIIOPHI, TPETEH3UH, HETATUBHYIO
WHGOPMAIINIO, B OTBET Ha KOTOPYIO IMTOI03PEBaEMbIi 3aTesT CBOIO KaMITaHUIO.

O6cmanogeka

Heckonbko cnoB 06 skcrpemusme. [IpusHaTh TOT WM MHOW MaTepuan
9KCTPEMUCTCKUM (PaBHO KaK BO30OYXIAIONIUM MEXHAIIMOHATBHYIO PO3Hb WU,
CKaxeM, MMOopHOTpadUIeCKUM) MOXHO, JIUIIb MPOBeIs 3KCIEePTU3y. A 10 TOM
MTOPHI pacpocTpaHeHe MaTepuralia 3alluIIeHO MpaBOM Ha CBOOOIY CIOBa.

ABTODY JIUIIb Mapy pa3 MIPUILIOCh BUACTh B UHTepHETEe NCTUHHO 3KCTPEMHM-
CTCKHMI MaTepHall, TO €CTh IO KOTOPOMY OBLIO MO3Ke BBIHECEHO 3aKITI0YCHHE
skcrnepTa. HecpaBHEeHHO Yalile TPUXOIUIOCH CTATKUBATBCS C «9KCTPEMHU3MOM»
CO CTOPOHBI ONEPATOPOB CBSA3M, COTPYIHUKHN KOTOPBIX OTKJIIOYATU KIUEHTOB U
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3aKPBIBAJIM CAMTHI, ONTUPASICh UCKIIOUUTEIBHO Ha COOCTBEHHBIE MPEACTABICHUS
0 moyuTUKe U penurun. [MognmuHHast nuTaTta u3 [IpaBuil oKa3aHUs YCIyT OMHOTO
KPYITHOTO POCCHUICKOTO XOCTUHT-TIpOBaiiiepa: «3amnpelraeTcs: pa3MelieHue nH-
dopmanu, mponaraHaAUpyoIei Gpamn3M 1 KOMMyHU3M». Touka.

Bein maxe ciyvail B TIpakKTHMKe aBTOpa, KOrAa 3a OTKIIOYEeHHE SKOOBI
9KCTPEMUCTCKOTO caiiTa (OlleHKa €ro CoAaepXaHus Mpou3BeleHa WCKIIOYM-
TEJIbHO TEXHUUYECKMMM COTPYIHMKAMM MpoBaiizepa) ObIIO BO30OYXKIEHO yro-
JIOBHOE JIeJI0 MPOTUB OTKJIIOYUBIIEro caiT no cratbe 144 YK (BocmpensTcTBo-
BaHWE 3aKOHHOM MpPodeCcCUOHATbLHON NeATeIbHOCTU XYPHaJIUCTOB), IOC-
KOJIBKY «3KCTPEMUCTCKUIi» BeO-caiiT ObLI 3apeructpupoBaH kak CMU.

Caedot

Ecnu pasMemneHue MHGOPMAIMU TPECTYITHUK TPOBOIUI JIMIHO W BPYY-
HYIO, CJIeJIbl 3aBUCST OT crmocoba pa3MelneHust. OHU omvcaHbl B pasaeiax 2 u 4.

ITpu pasMenreHnn WHGOPMAIIUK JTUYHO, HO C MCITOJb30BaHUEM aBTOMATH-
3alMU OYOYT TaKXKe CIeIbl OT MTOUCKA, HACTPOMKHU U MPOOHBIX 3aITyCKOB COOTBE-
TCTBYIOIIEH MporpaMMbl. CyIIeCTBYIOT OOIIEeIOCTYIMHBIE OecTIaTHbIe W IUIaT-
HbI€ POTPAMMBI JJIsI PACCHUIKM CTlaMa 110 3JIEKTPOHHOM MOYTe, MO TeJeKOHMe-
PEHIIUSAM, IJIT MAaCCOBOTO MOCTUHTA B BeO-(POPYMBI 1 TOCKH OOBSIBICHUIA.

Ipu 3akaze pasmelneHus: (PacchblIKM) y CIeMaTU3UPYIOIIMXCSI HAa 3TOM
Mpo¢heCCUOHAIOB, TO €CTh ClTaMepOB*, MCKATh CAeAbl pa3MelleHUs] Ha KOMITb-
I0Tepe Moa03peBaecMoTo GeccMBICIeHHO. JIydie NcKaTh CIeabl er0 KOHTAaKTOB
€O crlaMepaMu: OOBSIBIIEHUS CITaMEPOB, MePeNrckKa ¢ HUMU, TeJe(OHHEBIE me-
pEeroBOpHI, cliebl MOATOTOBKY pa3MellaeMoTo TeKCTa, nmepeBoaa meHer. Haii-
JMIeHHBIE CITaMEPhI, €CIM UX CKIOHUTH K COTPYAHMYECTBY, HAAyT M300IMYAf0-
IKe TTOKa3aHMsI, © HUKAKUX TEXHUUECKUX CIeA0B pasMellleHUs WHPopMauu
HUCKATh yXe He TTOHaI0OOHuTCS.

KpoMe ToTo, 3M10yMBIIIUIEHHUK HaBepHSAKa OyIeT caM IpoCcMaTpUBaTh pas-
MeIlIeHHbIE UM TEKCTHI KaK ¢ IeJIbI0 KOHTPOJISI, TaK M paau OTCIEKUBAHUS pe-
aKIUK IpYTux. B ciydae TMYHBIX HEKOPBICTHBIX MOTUBOB OH MOJIKEH UCITBITHI-
BaTh YIOBJIETBOPEHHWE MPU MPOCMOTPE CBOUX coobimeHwuit. IIpu mpocMmoTpe
00pa3yr0TCsT COOTBETCTBYIOIINE CIICIIHI.

DoS-aTtakm

Cnocoo

DoS-araka* unu ataka TUma «0TKa3 B 00CTY>KMBAaHUW» SBJISIETCS OMHUM U3
BUIOB HEMPaBOMEPHOIrO MOCTYIa, a UMEHHO TaKOro, KOTOPHI MPUBOIUT K
O0J10KMpOBaHUIO MHGOPMAIIUY U HapylleHUto pabotsl DBM u ux cetu. MHbIie
BUIbI HEMTPAaBOMEPHOTO AOCTyMNa (KOTMMPOBaHUEe WH(MOPMallMU, YHUITOXEHHUE
nHpOpMaIMK), a TaKKe UCITOJb30BaHNE BPEIOHOCHBIX TPOrpaMM MOTYT OBITh
sTanaMmu ocyiiectBiaeHus DoS-ataku.
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Takue aTaky IIPUHATO pa3meisaTh Ha ABa Tuna [19]: aTaku, UCIIOIb3yIOIINE
Kakue-JIn0o ysI3BUMOCTU B aTaKyeMoOM CHCTeMe M aTaKM, He UCIIOJb3YIoILIKe
ysI3BUMOCTe. Bo BTOpoM ciiydae cBO€OOPa3HBIM «ITOpakamonuM (HakTopoM»
aTaku sIBJIIETCS Teperpy3ka pecypcoB aTaKyeMoil CUCTeMbl — Ipolieccopa,
03V, nucka, IIPOIyCKHO# CITOCOOHOCTH KaHaa.

Ilpecmynnux

B HacrosIee BpeMst BcTpevatoTcst DoS-aTtaku Kak ¢ JUYHBIMU, TaK U € KO-
pBICTHBIMM MoTUBaMHu. Elre 2-3 roma Ha3aa JUYHBIE MOTUBBI TTpEeBaIUPOBATU
[19]. Ho ceiiuac HaOmomaeTcs dyeTKasl TEHACHIMS Bo3pacTaHus duciaa DoS-
aTak ¢ KOPBICTHBIMU MOTHBAMM — B 1IEJISIX BEIMOTATebCTBA MU HETOOPOCOBE-
CTHOW KOHKYDPEHIIUH.

OpraHuzoBath DoS-ataky Ha TUIMTMYHBIM BeO-CalT He TIPEACTaBIsACT U3 Ce-
0s1 cioxHOU 3amauu, oHa moj cuiy UT-cnenumanucty cpeaHeil kBaauduka-
LIMY, UMEIOIEMY B CBOEM PACITOPSIKEHUU CpefHee Ke 000pyIoBaHUE U CPe-
Hel IMUPUHBI KaHal cBsA3u. COOTBETCTBEHHO, Ha YepHOM pbIHKe DoS-araka
Ha OOBIYHBIN BEO-CANT CTOUT AECSATKU M0JIapoB 3a cyTku. Ha Goee KpymHbIi
niu 6oJiee 3alUIEHHBIN 00beKT — MepBble COTHU OOJUIapOB 3a CYTKHU. Bo3-
MOXHBI ONTOBBIE CKUAKHU. 3aKa3aTh aTaKy MOXET cebe MO3BOJIUTh JaXe OTUH
OOVIXKeHHBI WHAUBUIAYYM. MHCTPYMEHT IJIST OCYIIECTBICHUS pacIpeaesieH-
HbiXx DoS-arak — 30MOu-cetTu® (GOTHETHI) — TaKke MMEIOTCS B MpoJaxe Ha
YepHOM PBIHKE MO CPaBHUTEIbHO HU3KOM IIeHe, TTopsaKa AeCITKOB I0JIapoB
3a ThICAYY 30MOU-X0ocTOB. M 1IeHa 3Ta B mocjeaHee BpeMsl CHUXAaeTCsI.

C npyroit ctopoHBl, B CeTH MOSBISIETCS BCe O0bIIE U OOJIbIIE YMCTO MH-
dbopmamoHHOTO O6U3HEca, 6JAromojydyre KOTOPOTro IEJTUKOM U TOJHOCTHIO
3aBUCHT OT JOCTYITHOCTH €ro caiiTa WJIM APYroro CeTeBOTo pecypca. DTO OH-
JlallH-Mara3wHbl, OHJAWH-ayKIMOHBI, OHJAalH-Ka3uHO, OYKMEKEePCKUE KOH-
TOPHI U HEKOTOPHBIE IPyTrue BUABI peanpusiThii. OcTaHoBKa paboTHl BebO-caii-
Ta B TAaKWX YCJOBMSIX O3HAJaeT IMOJIHYI0O OCTaHOBKY Ou3Heca. Heckolbko He-
JIeJib TIPOCTOST MOTYT TTOJTHOCTBIO Pa3opuUTh MpeATpusiTue. EcTecTBeHHO, Mpu
TaKUX YCJIOBUSX HAXOMSITCS XeJlalollre MOIIaHTaXXpoBaTh BIaae/Ibla U TOJy-
YUTh C HETO BBIKYIT 3a mpekpamieHne DoS-araku. HeckombKo JieT Ha3aj Imo-
MOOGHBIX MPeanpusThii (e-6U3Heca) ¢ CYIIECTBEHHBIMU JOXOJaMU ellle He Obl-
0. CoOTBEeTCTBEHHO, He ObIJIO 1 DOS-BhIMOTaTEILCTBA.

WTak, MOXHO BBIACIUTDH ABA TUIA MPECTYIUIEHUI, CBI3aHHbBIX ¢ DoS-ara-
KaMUu, — C LEeJbl0 JOCTAaBUTh HEMPUSITHOCTU BJAAENIbIy WM TMOJb30BATEISIM
aTaKyeMOTo pecypca M ¢ Leblo MOJTYYUTh BBIKYII.

B mepBoM ciyyae, Kak U MpU KJIeBeTe U OCKOPOJEHUSX, ClIenyeT UCKATh
«00MKeHHOTO». [Ipy 3TOM HEMOCPEeICTBEHHBIM UCIOJIHUTEIEM MOXKET OBITh
KaK OH caM, TaK M HaHATHIN podeccroHal.

Bo BTOpOM ciiydae MBI MMeeM JAe0 C XJaJHOKPOBHBIM KPUMWHAJIbHBIM
pacdeToM, M MPECTYIUIEHUE MaJio YeM OTIIMYaeTcs OT o(JaifHOBOTO BBIMOTA-
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TEJIbCTBA WJIM HETOOPOCOBECTHON KOHKYpeHIUMHU. THUI BO3MOXHOTO MPECTYII-
HUKa «e-O0M3HECMEeH» OMMUCaH BhILIE, B IJIaBe «JIMYHOCTh BEPOSITHOTO MPECTYTI-
HUKa».

O6cmanogska

OnuH Tunm DoS-ataku oCHOBaH Ha MCITOJb30BaHUU YI3BUMOCTEN B MPOT-
paMMHOM 00ecIeYeHNU aTaKyeMoTo pecypca. Jpyroii TUIT — TaK Ha3bIBaeMbIi
bnyn* — He MCTONMB3yeT HUKAKUX YSI3BUMOCTEN U pacCYUTaH Ha MPOCTOE MC-
yepraHue pecypcoB XepTBHI (Moloca KaHalla, orepaTUBHAsT aMsITh, OBICTPO-
neficTBME TIpolieccopa, MECTO Ha JUCKe U T.M.). Kak Jierko MoHsTh, KO Gaymy
HET HEeYSA3BUMBIX, TTOCKOJIBKY JIIOObIe KOMITBIOTEPHBIE PECYPChl KOHEUHBI. Tem
He MeHee pa3Hble CAlThl MMOABEPXKEHBI (Iyny B pasHoil cTtermeHu. Hampumep,
CGlIl-ckpunr, pabotaiomuii Ha BeO-caliTe, MOXET OBITh HAITMCAaH HEOITH-
MaJIbHO M TpeOOBaTh IJIsT CBOEH pabOThI CIMIITKOM MHOTO OTIEpATUBHOM MmaMsi-
™. [Toka Ttakoit CGI-ckpunT BbI3bIBAaETCS pa3 B MUHYTY, 3Ta HEONTUMAaJb-
HOCTb COBEPIIIEHHO He3aMeTHa. HO CTOMT 37T0yMBIIIIEHHUKY TTPOU3BECTH BbI-
30B CGI-ckpunTa XoTs ObI CTO pa3 B CeKyHAY (HUKaKNUX OCOOBIX 3aTpaT CO CTO-
POHBI 3JIOYMBIIIJIEHHUKA JIJIS1 3TOTO He TpebyeTcs, Bcero 300 makeToB B CEKYH-
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Ipaghuk 3aepysku kanana npu DoS-amake.

Pacnpedenennas amaka na caiim «bubauomexa Mowkosa» 15.07.07. Amaka npedc-
maseasiaa coooii maccy HTTP-3anpocos, ceenepupo8antbix 30MOU-KOMNbIOMEPAMU.
Mo 3:00 mot 6udum xapakmepHwlii 6e6-mpaguk: UcX00AWULl NPpesblilaem 6xXo0auuil
Ha nopsadok. C Havarom amaku xo0auuii mpaghuk nocmenenHo (He ce 30mou 660-
damcs 6 amaky o0HospemenHo) 603poc ¢ 1 Moum/c 0o 100 u 6onee. Ucxooawuii sce
mpaguk, Hanpomue, ynan, NOCKOAbKY cepeep He cnpagasemcsi ¢ Haepy3kou. OKoao
18:00 mpagux amaku cman chuxcamucs ecaedcmeue npeonpuHsImMbiX mep — huaiom-

payuu u3gecmHuix adpecos 30MOU-cemu
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ny, mopsiaka 5 Mout/c) — u HeontuManbHOCTh CGI-ckpunTa mpuBOAUT K
MOJIHOMY Napajinuy Be6-caiTa.

To ecTb 3amac 1Mo Mpou3BOAUTEILHOCTH U €CTh MEpBUYHAs 3amuTa oT DoS-
aTaku.

OObIYHbIE XOCTUHT-TIPOBAEpbI* JepKaT Ha ONHOM CEpBepe MO HECKOJb-
Ky IeCSTKOB KJIMEHTCKUX BeO-caiiToB. [1o aKoHOMUYECKUM TTpUYMHaAM OOJb-
1IOro 3arnaca MpOU3BOJAUTELHOCTU OHU clesiaTh He MoTyT. OTciofa cieayer,
YTO TUMMYHBIN BeO-CaiiT, pa3MellleHHBI Yy XOCTUHT-TIpoBaiiaepa, ysI3BUM 1a-
Ke K caMoMy npocTteitiemy Gayay.

ITlomepneeswuii

IMoTepreBIIMM B MOIABJISIONEM OONBIIMHCTBE CIyYaeB BBICTYITAeT IOpU-
IUYecKoe JIUTIO.

KoMmMepueckue opraHu3allMd pelKo OBIBAIOT 3aMHTEPECOBAHBI B OGUIIN-
aJTbHOM pacclief0BaHUM, TOCKOJBKY JUIST HUX TJIABHOE — YCTPAHUTh OMMaCHOCTh
¥ MUHUMU3UPOBATh YOBITKU. B HaKazaHWM 3JIOYMBIIIJIEHHUKA OHU HE BUIST
I ceOsT HUKAaKOU BBITOIBI. A ydyacTue B cymeOHOM Tpolecce B pOJU MOTep-
MEBIIEero YaCTO HETaTUBHO OTpakaeTcsT Ha AeJOBOM peryTalllu.

BeIcTynUTh TOTEpPTEBIIMM OpTaHU3alUsI-BIamesiel] aTaKyeMOro pecypca
MOXKET B CIEAYIONIUX CITydasX:

@ KOTJa eCTh YBEpEeHHOCTD, YTO He HaKa3aHHBIN 3JTOYMBIIIIEHHUK OYAET MOB-

TOPSITh aTakKu;

@ KOTJa MPeanpUITAIO HATO OTUMTHIBATHCS 3a TIOHECEHHBIE YOBITKY WU Te-
pPepHIBBI B OKa3aHWUM YCIYT Mepea MapTHepaMu, KIMEHTaMM, aKIIMOHEPaMU;
@ KOTJa PYKOBOIUTEb MPEANPUITUAS yCMAaTPUBAET B aTaKe TMYHbIE MOTHUBHI,

JIMYHYIO 00Uy, KOTIa YSI3BJICHO eT0 CaMOoJio0ue.

B mpouux ciydasix He IPUXOAUTCS PACCUMTHIBATh Ha 3aMHTEPECOBAHHOCTD
MMOTEPIEBIIETO B PACKPBITUY MPECTYTIICHUS.

CrenyeT TOMHUTB, 4TO MHOTHE DoS-aTaku BO3MEMCTBYIOT cpa3y Ha LBl
cermeHT CeTH, Ha KaHaJI, HA MapIIpyTU3aToOp, 3a KOTOPHIM MOTYT pacIoja-
raThbCsl MHOTO TOTPEOUTEIeH YCIyr CBSI3U, Haxe €CIU HETOCPEICTBEHHOM
LIeJTbI0 aTaK! SIBJISIETCS JIMIIb OMWH U3 HUX. IS meseil pacciaenoBaHusi HEOO-
XOJIMMO YCTAaHOBUTH, Ha KOTO MMEHHO OBIJT HAMpaBJeH YMBICET MPECTYITHUKA.
®opMaTbHBIM Xe MOTEPIEeBIIUM MOXET BBICTYIHUTD JI000M U3 MOCTpagaBIIUX
OT aTakM.

BmecTo dopManbHOro moreprieBIIEro Mbl 37€Ch OIMUIIEM OCOOEHHOCTH
JIMYHOCTHU CTELMAINCTa, KOTOPBIA OOCTYyXMBaeT aTaKOBaHHYI0 MH(pOpMaIli-
OHHYIO CHCTEMY M OTBEYaeT 3a e¢ 3amuTy. [loHuMaHue ero JUIHOCTU TTOMO-
XeT MOHATh MPUYMHBI M MEXaHU3M COBEPIICHUS MPECTYIUICHMUS.

TunmuaHBI TpodecCMOHaTbHBIN CUCTEMHBIM aIMUHUCTPATOP — YeIOBEK,
B peaJlbHOM MHMPE HUYEro 13 ce0s He TMPeACTaBISIONIN (Iaxe JaleKo He BCer-
Ila BBICOKOOILJIAaYMBAaeMBblil), HO B MUpe BUPTyaJlbHOM — 11apb 1 6or. [Togmo6HOe
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JIBOSTKO€ TTOJIOXKEHME CUIBHO CITOCOOCTBYET pa3BUTHUIO KOMITJIEKCOB HETTOJHO-
LIEHHOCTH M CTPEMJICHUI0O KOMITIEHCUPOBATh B BUPTYaIbHOCTH CBOIO HUUTOXK-
HOCTb B peabHOM MUpe. [I0CKOJBKY pedb UIET O MOJOAOM YeJOBeKe, 3HAUM-
TEJIbHYIO YaCTh BPEMEHH BBIHYXIEHHOM MPOBOAUTH 3a KOMIbIOTEpOM (MHaUe
nmpodeccuoHan3M He TIpUoOpecTr), JaHHBIM KOMIIJIEKC 4acTO yCyryosieTcst
MMOJIOBOM HEYHOBJIETBOPEHHOCThIO. Temephb MpeacTaBbTe, YTO MOXET HAaTBO-
PHUTb TaKO¥ CUCTEMHBIN aIMUHUCTPATOpP C OOJIE3HEHHBIM XeJaHUEeM Ipoje-
MOHCTPHMPOBATh CBOIO BIACTh. [IpM yCIIOBUM, YTO PYKOBOAUTEH KOMIIAHUY B
TeXHUYECKUX BOMPOCAX BOBCE He pa3bupaeTcs UM He MHTEPECYETCS UMU.
ABTOp BCIIOMUHAET cllyyail U3 cBoel mpakTuku, Korna DoS-ataka Ha BeO-
caiiT OblJIa 3aKa3aHa OMHUM U3 TTOCEeTUTeNel BeO-hopyMa Ha HeM. HeocTopok-
HOE CJIOBO, OTBETHAs Ipy0OCTh, Mepemnaika — B pe3yabTaTe aiMUHUCTPATOP (Ho-
pyMa 3aKpbLIT TOCTYIT MMOJB30BATENI0, KOTOPOTO OH CUUTA BUHOBHBIM, U B TaJlb-
HeWIeM ymajsl Bce ero akKKayHThl. OGMXKEHHBIN pellnyl OTOMCTUTh. [Iprdem
PYKOBOJCTBOBAJICS, TTO-BUANMOMY, KEHCKOI JIOTUKOI, TTOTOMY YTO MCTUTh pe-
I He OOMIEBIIIEMY €ro 4eJoBeKy, a BeO-caiiTy. Kak BBISICHUIIOCH B X0OJe pac-
clieqoBaHMsI, OH 3aKa3an DoS-ataky Ha 3TOT caiiT. ATaka Oblia MOII[HOM, a CailT,
cepBep U CeTh B 1IeJIOM He ObLIM pacCUMTAaHbBI Ha GOJIbIINE TTeperpy3kKu, padboTa-
JIV BOJTM3Y TIpefiesia CBOei MPOM3BOAUTEILHOCTH. B pe3ybTraTe aTaku «ymaji» He
TOJIBKO 11eJIeBOI BeO-CailT, HO U HECKOJIbKO JECSITKOB BeO-CaliTOB, XXMBIIUX Ha
TOM Xe cepBepe. A TaKKe IMOTepsUTh paboTOCITIOCOOGHOCTh COCeTHIE cepBepa, 1C-
MMOJIb30BABIIIME TOT X€ KaHal cBA3M. [locTpagaBIIMMU OBUTH: MarucTpaabHBIN
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Ilpumep ucxodsaweii DoS-amaxku muna ¢ayo Ha ghoHe munuuro2o 6eb-mpaguxa ¢

OHesHoll nepuoduunocmuro. B nepuod amaku (cepwlii nuk 6 uucia) eudeH nposai 6

npoghune exodsaueco mpagura (vepHas AUHUSA) — OH 00pa3yemcs 3a cuem nepeepy-
JHCEeHHOCMU KAHAAA
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MpoBaiiiep, y KOTOPOTO OKa3ajics LeJIUKOM 3a6UT (ayagoM* KaHal CBSI3H, OIle-
paTop HaTa-IeHTpa, HECKOJIbKO XOCTHHT-IPOBAaliIepOB, YbM CepBepa COCEN-
CTBOBAJIM C IIeJIEBBIM, a TaKXKe BCE WX KJIMEHTBI — BCEro 6ojiee COTHU JIMII.

Onucannyio DoS-aTaky OblIO ObI 3HAUUTENBHO JIETUe MPEIOTBPATUTh, YEM
OTpa3uTh UJIU MPEOAOJIETh €€ BpeaHbIe MmocaeacTBusi. CTOMI0 aAMUHKUCTPATO-
py Be6-hopyma OBITH HEMHOTO CepKaHHEe WIN XOTS OBl 3a1yMaThCsT O TTocie-
JICTBUSIX, U aTaK¥ yaajJoch OBl N36eXaTh.

MoxHo cKa3aTh, YTO M1 MoTeprneBiiero or DoS-ataku (TouHee, cOTpya-
HUKOB IOpJIWIIa-TIOTePIEBIINEr0) XapakTepHo MPOBOLMpPYIOIIee MOBEACHUE B
OHJIATHOBBIX* B3aMMOOTHOIIEHUSIX.

Caeovt

I1pu moaroroBKe u MpoBeAeHUN DoS-aTtaku oOpa3yioTcs CIeayIolIne ciae-
bl TEXHUYECKOTO XapaKTepa:

@ HaJIMYMe MHCTPYMEHTApUS aTaKu — MPOTPAMMHBIX CPEICTB (areHTOB), yC-
TAHOBJIEHHBIX Ha KOMIIbIOTEpPE 3JIOYMBIIUIEHHUKA WJIM, 4dalle, Ha 4YyKHUX
KCITOJIb3YEMBIX JIJISI 9TOM 1LIeJIM KOMITBIOTEPAX, a TAKXKe CPENCTB IJis yIpaB-
JIEHUS areHTaMu;

® cJieJibl TOMCKA, TECTUPOBAHUS, IPUOOPETEHUST UHCTPYMEHTAPUS

@ JiorH (MIpeuMYIIeCTBEHHO CTaTUCTUKA TpaduKa) OrepaTopoB CBS3U, Yepe3
CETU KOTOPBIX POXOIMJIA aTaKa;

@ JIOI'M TEXHUYECKUX CPEACTB 3alUThl — AETEKTOPOB aTak U aHOMaJuil Tpa-
¢uKa, cucTeM OOHapY:KEeHUsI BTOPKEHUIA, MEXCETEBBIX 3KPaHOB, CIlelMa-
JIM3UPOBAHHBIX aHTUMIIYIOBBIX PUIBTPOB;

® joru, 00pasibl TpaduKa U Ipyrue 1aHHbIe, CTielMadbHO MOJTyYeHHbIE TeX-
HUYECKUMM CIIELIMaJIMCTaMM OIIEPATOPOB CBSI3U B XOJ€ pacciaeqoBaHUs UH-
LIUACHTa, BHIDAOOTKM KOHTpMeEp, oTpaxeHusl aTaku. (CilemyeT 3HaThb, UYTO
DoS-aTtaka TpebyeT HeMeaJIeHHO# peaKIMu, €ClIM Biameliel] kejaeT cIac-
TH CBOM pecypc WJIM XOTsI ObI COCEIHME pecypchl OT aTaku. B xoae Takoit
GOpbOBLI 00€ CTOPOHBI MOTYT IMIPUMEHSThH pa3JIMUHble MaHEBPBI U KOHTpMa-
HEBPBHI, U3-3a YeTO KapTUHA aTaK! YCIOXHSETCS.);

@ CJIeIbl OT U3YYEHUS MOI03peBacMbIM (OH XK€ 3aKa34MK aTaKK) peKJIaMbl KC-
nosHuTeNnei DoS-arak, ero nepenucku, MeperoBopoB U AEHEKHBIX pacye-
TOB C UCITOJIHUTEISIMMU;

@ CcJiebl OT KOHTPOJBHBIX 00pallleHNi MOa03peBaeMOro K aTakyeMoMy pe-
Cypcy B IIEpMOJ aTaKu, YTOOLI YOeIUTHCS B €€ NEMCTBEHHOCTH.

ITpu mpodeccMoHaTbHOM OCYIIECTBJICHUM aTaKM MCIOJb3YIOTCS 30MOU-
ceTU™ MJIM MHOM CIeLMaJu3MpOBaHHBII MHCTpYyMeHTapuii. EcTecTBEHHO, OH
He OIHOpa30BbIii. MCIOIHUTENN HE 3aMHTEPECOBAHbI B IIPOCTAUBAHUU CBOMX
MOIIHOCTEN M MOTYT OCYIIECTBISATh HECKOJILKO aTaK OJIHOBPEMEHHO, JIMOO
OCYIIECTBJISITh TEMHU K€ NMPOTPAaMMHBIMM areHTaMHU MapaljieIbHO C aTaKoi
npyrue GYHKLMU, HATIpUMEDP, PACChIIKY crtaMa*.
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Aedreiic

Cnoco6

JlaHHO€e mpaBOHapylIeHWe COCTOUT B TOM, YTO 3JIOYMBILIJIEHHUK TEM WU
WHBIM CIIOCOOOM M3MEHSIET BHEIIHMI BUA MyOJUYHOTO Beb-caiiTa moTepries-
LIIETO, Yallle BCEro ero TUTYJAbHYIO CTpaHULy. TeXHUUYEeCKHU 3TO MOXKHO OCylIle-
CTBUTbD, TTOJYYUB JOCTYII Ha 3alIMCh K JUPEKTOPUH, IlIe XpaHATCS TaHHbIE BeO-
cepBepa. Takxe yacTo nedeiic Iponu3BOIST, BOCTIOIb30BaBIIKUCH YAI3BUMOCTHIO
B caMOM Beb-cepBepe miu ogHoM u3 ero CGIl-ckpunroB. BeiBaer, 4To 3/10Y-
MBILIJIEHHUK U3MEHSIET BeO-CTpaHMIY, BOCIOJb30BaBIIMCh IITATHON (DYHK-
LIMEeN, MOJ aKKaYHTOM OJHOTO U3 3aKOHHBIX IMOJIb30BaTeei.

CrenyeT otandath aedeiic oT moaMeHbl BeO-caiiTa Ipy MOMOIIM aTakKyd Ha
DNS miu n3meHenus DNS-3anucu o1 caiita XXepTBhl. DTO MHOU CITOCO0, X0-
TS LeJb aTaKU MOXET OBITh TAKOM Xe, KaK Mpu gederice.

SABneHne 3TO JOCTATOYHO pacnpocTpaHeHHOoe. DUKCUPYIOTCS THICSYU T10-
MOOHBIX MHUMIAECHTOB €XEeMECIYHO. MOXHO MpeaNnoloXNUTh, YTO HE BCE Je-
(eiichl MoMagamT B CTATUCTHUKY, MTOCKOJIBLKY IJIs BIaaeiblla B3JIOMaHHOTO Be6-
caiiTa BBITOJHO CKPBITh TAKOW MHIIUIEHT.

T} The SC0 Group, Inc. | The Power of UNIX - Microsoft Internet Explorer 5 ‘j_n]_g(_ju
Fie ER Vew Favoes Tods Help | & |l
O - Q- ) @G| Do St Gt BT v - /AP 3 |
Address [ ] betp: e 5c0.comfg e = Edso |unks >

g SCO THE POWER OF UNIX® Homa How To Buy Shop Worldwide

INFORNATION FOR R COMFANY.  PARTHERS

EJsco UnixWare'

WE OWN ALL YOUR CODE

pay us all your money

A Member of SCO's Developer Network ? SCO Quick Links.
Learn more aboul hivw you can become a part of SCO's Marketpiace intistrve
and generale new drect revenues by parbcipaling in development progects

s Want to gel somewhere fast? Use
with SC0's Engneers Learn More > ’ %

one of these Quick Links

TAAM Pack 1 for E Security Tres
maintenance pack includes Pluggable Autherticaion Module (PAM) support,
file system encryplion, and much more. E i spphcable 10 both Basic
Mairtenance and SC0 Update customers and is haghly recommended that
UnixiWare 7.1 4 cusiomers install this of the next mairtenance interval. The
maindenance pack can be downlosded here

W PETEE  SCOoffice Server 4.1 for E.mail and Collabor ation l]

[ [ inkemet i
Bistart| & O] (F * 53 vehoo! Messen... | )4 Mcrosalt offic... +|[(@ 9 internet Expl.. - i) Unttied -Notepad | [« /) eiss

Uegpeiic ee6-caiima «SCO» 29.11.2004. Coeaan, ckopee 6ceeo, ho udeosocueckum
momueam. HUzmeneHHas mumyavHas CMpanuya nPpox3cula okoao mpex yacog. O Ho-
séocmu coobwunu ece CMU, unmepecyrouuecs KOMNbIOMeEPHO-Cemesoli memMamuxoi
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2 The SCO Group, Inc. | Highly reliable platforms for "always on” business systems - Mozilla Firefox
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|Gl deface site screensh... | tag The Smoking Gun: Ar... | () Image: Screen shot o... mhdwknfoefacme...;g‘gafhesfoﬁmunlﬂ-- (%]

E3 sco

PLATFORMS PRODUCTS 1CES SUCCESSES PARTHNERS SUPPORT

Highly reliable platforms for
"always on" business systems

UNIX SOLUTIONS MOBILE SOLUTIONS PARTNERS SUPPORT

Mability Platform Pariner Lounge Knowledge Center

¢ Server Partner Program Support Downloads

eck Mobile Partner Locator Product Documentation
Se Me Inc. Shout Developer Network Online Service Manag
HA Clustering Hardware Developer kit Customer Self Help

Op .E'

Online Data Manager

SC

hitp:/fwww.sco.comfdevelopersfhdkf

s cpasnenus — 00biunbLil 6U0 6e6-caitma «SCO». Kak euoro, 6 danHom cayuae 310y-
MbUUACHHUK AU YACMUYHO U3MEHUA 6HEUHUI] U0 MUMYAbHOU cmpaHuybl caima. B
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Ilpecmynnux
MoTuBsl s nedeiica ObIBalOT cieaywome (MepeuyrcaeHbl B MopsaKe yobl-
BaHUS YaCTOThI):
® CTpeMJIeHUEe TTPOJeMOHCTPUPOBATH IMYOJUYHO CBOIO KBATU(UKALIMIO;
® TMOJIMTUYECKUE, PEIUTUO3HBIE, UHBIE UIE0JJOTUYECKE MOTUBHI;
® JIMYHasl HEMPUSA3Hb, JUUYHBI KOH(MIUKT ¢ MOTEPIEBIINM WX KeM-T100 13
ero pabOTHUKOB;
® CTpeMJIeHMe TUCKPEeIUTUPOBATh Biane/blia BeO-caiiTa, UCTIOPTUTh EMY Je-
JIOBYIO pemnyTaluio B LIEJsIX KOHKYPEHTHO OOpbObI, TOBIUSATH HAa €ro Ka-
MUTATU3aLUIO B LEJSIX OUPXKEBOI CIIEKYISILUN;
® CTpeMJIeHUE TIPOJEMOHCTPUPOBaTh Hanuuue ysa3BuMoctu B [10, nmpusieun
K HEll BHUMaHUE.
BeposiTHBII MPECTYITHUK COOTBETCTBYET MOJIEN «XaKep» WUJIN pexe — «1MH-
canaep».

Caedot

Ha B310OMaHHOM KOMIBIOTEPE CIAEIOB OCTAeTCS HEe MHOTO, 3JOYMBIIILIEH-
HUK CTapaeTcst 0 BOBMOXHOCTH YHUYTOXHTD UX. He cienyet yauBIsaThCS, ec-
JIV CJIENOB TaM BOOOIIe HaliTH He ymacTcs. boablne ciaegoB MOXHO HaWTH Ha
KOMIIbIOTEpaX, KOTOPHIE XaKep MCITOJb3yeT B Ka4eCTBE MPOMEXYTOUHBIX Y3JIOB
DT MCCIIeMOBaHUsI aTaKyeMoTo BeO-caiiTa M JOCTymna K HeMy. Takxke MpuUro-
ISATCS CTAaTUCTUYECKHME JAaHHBIE TPAaH3UTHBIX MpoBaliaepoB (cM. riaBy «Cra-
TUCTUKA TpaduKa» B pasaeiie 2). A Ha COOCTBEHHOM KOMIIbIOTEpPE 3JI0YMBIIII-
JIEHHUKA CJIeA0B JOJXKHO OBITh ellle Goblle — TaM JOJKHBI HAUTUCH TTepepa-
0OoTaHHas WJIM 3aHOBO M3TOTOBJIEHHas BeO-CTpaHWIlA, a TAKXE €€ MPOMEXY-
TOYHBIE BapWaHTBI, CPEACTBA IJIsI OCYIICCTBIECHHMSI HECAHKIIMOHWMPOBAHHOTO
JIOCTyIa, CpeiCcTBa IS MOWCKAa W 3KCIIyaTalluv ySI3BUMOCTE Ha I1IeJIeBOM
BebO-caiiTe M MPOMEXYTOYHBIX y3JIax.

IToM¥UMO 3TOTO, 3TOYMBINIJIEHHUKY €llle HeOOXOAMMO TPHUBJIeYb OOIIe-
CTBEHHOEC BHMMaHUe K Aedelicy. B mpoTUBHOM ciydae aKIMs MOXET OC-
TaThCS He3aMEYeHHON — M3MEHEHHBIE CalThl HEAOJT0 OCTAlOTCSI B TaKOM
COCTOSTHUH, Bliajesiel] 0ObIYHO OBICTPO BOCCTAHABIMBAET MTEPBOHAYATbHBIMN
BUI.

CiiemoBaTesbHO, 3JTOYMBINIDICHHUK Cpa3y IMOCHE «B3JIOMa» WA HE3aI0JI-
ro 0 HETO KaKMM-JIN0O CITOCOOOM OMOBECTUT MUP O CBOEM MPECTYIJICHHUH.
DTO MOTYT OBITH COOOIIEHUS 0 3JeKTPOHHON MOYTe, CTaThd B TeIeKOH (e~
peHIMY WiIu Ha BeOG-opyme. Bece aTh meiicTBUS OCTaBAT JOMOJTHUTEIbHBIE
CIIeITHI.

370yMBIIJIEHHUK TaKXe OyaeT MepUOANYECKH MMPOBEPATh Pe3yIbTAT e~
(eiica u oTCIIEXUBATH peaKIWIO OOIIECTBEHHOCTH Ha HEro. DTU HeicTBUS
OH MOXET COBEpINaTh CO CBOETO KOMITbIoTepa, 6¢3 0COOBIX Mep IJIsT aHOHU-
MU3aluH.
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ITlomepneswuii

Yaime moTepneBIINM SIBIISIETCS IopuandeckKoe JUio. OOGBIYHO TPeaTpusi-
THE-TIOTEPNEBINNIA He 3aMHTEPECOBAHO B pasTiallleHUW MWHGOpMALMU 00 WH-
uuaeHte. Ho eciv mmmpoxkast orjacka yxe mpou3oliia, MO3WIIKS MOTepIieBIIe-
r0 MOXET WM3MEHUThCS, MOCKOJIbKY HEOOXOOIMMO YeM-TO KOMIIEHCHUPOBATh
yiiep6 AeToBOM permyTauuy W KaK-TO OINpaBAaTbcd Tepel aKIUoHepaMu U
KJIMeHTaMU. BhICTpo HaliTU M MPUBJIEYbh K OTBETCTBEHHOCTH 3JIOYMBIIIJIEHHU-
Ka — BTO BCe-TaKU HEKOTOpasi KOMIIEHCAIUs B TUTaHe peNmyTallud U OOIIecT-
BECHHBIX CBS3CH.

K maHHOMY TIpecTYIJIEHUIO OTHOCUTCS BCe, CKa3aHHOE O MOTEPIEBIINX B
npeabiaymeit rnase ("DoS-ataku").

BpeaoHOCHbDbIe NPorpamMmmbi

Cnocoo

AHTUBUPYCHBIE aHAJIMTUKK OTMEYAIOT SIBHYIO TEHACHIMIO K KOMMepliua-
nm3anuu BpegoHocHoro I10. Emie 5-7 net Hazan 1MouTu BCe BUPYCHI U YepBU
co3aaBaJiuCh 0€3 IBHOUM KOPBICTHOM 11eJIM, KaK MoJaramT, U3 XyJIUTaHCKUX T10-
OyXIEeHUN WJIN U3 YECTOJIOOMUSI.

A cpeau COBpeMEHHBIX BPEJJOHOCHBIX MPOrpaMM OOJBIIMHCTBO COCTaBIISI-
0T MPOTpaMMBbl, 3aTOUYEHHBIE IOl U3BJIeUeHUE BHITObl. OCHOBHBIE UX pa3HO-
BUIHOCTH (C TOYKM 3pEHUS MpeaHa3HAauYeHMs) CYTh CIEAYIOIINE:

® TPOSTHCKME TIPOrpaMMbl IS CO3JaHUsI 30MOU-ceTeil®, KOTopble 3aTeM HC-
MOJIB3YIOTCS I pacchbUlKM crama, DoS-artak, opraHuzanuu Quinepckux
CalTOB U T.11.; HEPEIKO OHU CHAOXEHbI MEXaHM3MOM CaMOPAaCIIPOCTPAHEHMS;

® TaK HazplBaeMoe spyware®, To eCTbh YepBU U TPOSTHIIBI TSI TOXUIIIEHUST TIep-

COHAJILHBIX TAaHHBIX — MTAPOJIEN U KJIF0UE K TJIaTe>KHBIM CUCTeMaM, PEeKBU-

3UTOB OAHKOBCKMX KapTOUeK W APYTUX AAHHBIX, KOTOPbIE MOXHO MCMOJb-

30BaTh JISI MOLIEHHUYECTBA WU XUILIEHUS;

® TaKk HasdbiBaeMoe adware*, TO eCTb BpPEIOHOCHbBIC MPOrpaMMBbl, CKPBITHO
BHEAPSIIONIMECs Ha TIepCOHAbHBII KOMITBIOTEP U IMOKAa3bIBAIOIINE MOJIb30-
BaTeJII0 HECAHKIIMOHUPOBAHHYIO peKyiaMy (MHOTHa K Kiaccy adware rpu-
YUCISIOT HE TOJIbKO BPEIOHOCHBIE, HO U «3aKOHOIIOCTYIIIHBIE» ITPOTrpaM-
MBI, KOTOpbIE MOKAa3bIBAIOT peKJIaMy C BeoMa MOJIb30BaTeIs);

® PYTKUTHI*, cayxXaliue s MOBBIIIEHUS TPUBUJIETUI MOJIb30BaTENsI U COK-
PBITUS €TO IEUCTBUM HA «B3JIOMAHHOM» KOMITBIOTEPE;

@ jjoruuyeckue OOMOBI*, KOTOpble MpeaHa3HauyeHBbl IJsI aBTOMAaTHMYECKOI'O
YHUUYTOXEHUs BCEil YYBCTBUTEIbHOM MHGpOpMAIUM Ha KOMIIbIOTEpE B 3a-
NAaHHOE BPEMS WJIM MpPU BBITTOJHEHUU (TIPU HEBBITIOJHEHWM) OTpeaeIeH-
HBIX YCJIOBUL;

@ TaK Ha3bIBaEMOE «ransomware» — MOJABU TPOSTHCKUX MPOrpaMM, KOTOpPbIe
MocJjie CKPBITHOTO BHEAPEHUSI Ha KOMITBIOTED XKEPTBBHI MUDPYIOT hailiibl,
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cofepxXaliue moJib30BaTeNbcKy0 NHGOPMAIINIO, TIOCHIE YETo MPEIbIBISIOT

TpeboBaHMe 00 yIutaTe BHIKYIa 32 BOBMOXHOCTh BOCCTAHOBJICHHUS (hailioB

TTOJTb30BATEIS.

CrenyeT OTMETHTD, UTO TaK Ha3blBaeMble KPAKU* — MPOrpaMMbl, IIpeIHa3-
HavYeHHBIE IS 00X0a TEXHUYECKUX CPEICTB 3allUThl aBTOPCKOTO TIpaBa, — He
OTHOCATCST KO BPeIOHOCHBIM. Kak 1mo GykBe 3aKOHa, TaK W MO TEXHUYECKUM
O0COOGEHHOCTSIM CO3IaHUs U NMPUMEHEHUs, OHU CTOAT ocoOHsAKoM. Co3maHue
KPSKOB UMEET CMBICJT pacCMaTPUBaTh OTAEAbHO (cM. Ti1aBy «HapyireHue aBTo-
PCKUX IpaB B odiaiiHe»).

Ilpecmynnux

Kak coBpeMeHHasi BpeAOHOCHasI TIporpamMMa SIBJISIETCSI JUIb CPEICTBOM,
TEXHOJIOTUYECKUM 3JEMEHTOM IS KpUMMWHAJIbLHOTO Ou3Heca, TaK U COBpe-
MEHHBII BUpYyCOIucaTelb paboTaeT He caM Mo cebe, a UCTIOTHSIET 3aKa3bl ApY-
TuX. DTO MOXET OBITh IPSIMOI 3aKa3, KOTIa MporpaMMHUCT-BUpMeiKep™ Tmoiry-
YaeT TeXHUYeCcKoe 3aaHue, UCTIOHSIET €ro U OTAaeT TOTOBBIM MPOAYKT 3aKa3-
YUKY. DTO MOXET OBITh HEMpPSIMOM 3aKa3, Korga BUpMeliKep®, 3Has moTped-
HOCTH YEPHOTO pbIHKA, CTApaeTCsI UX YIOBJIECTBOPUTH CBOMM IIPOAYKTOM, KO-
TOpBIN 3aTeM U peanus3yeT (JIMLEH3UPYET MOJIb30BaTEIsIM) CAMOCTOSITEIbHO.

JlaBHO He OTMeyYaoch CiydyaeB, KOraa OAWH YeJOBEK MCITOHSJ BECh Ipec-
TYITHBI 3aMBbICEJT LIETUKOM — IMHCaJl BpeJOHOCHYIO ITpOTpamMMy, TIPUMEHSLI ee,
WCITOJIb30BaJl pe3yJbTaT MIPUMEHEHUS 11 U3BJICYCHUS 10X0aa.

Takum o6pa3om, cozmaTesib BpeJOHOCHOM MTpOoTpaMMbl — 3TO MOYTH BCeTaa
YJIeH NpeCcTYIMHOU rpymIrbl. Ero gesTe1bHOCTh He MMEET CMEIC/IA B OTPHIBE OT
3aKa34YMKOB U MOJb30BaTeeii BpEIOHOCHOM MpOrpaMMBhl.

Kpowme co3znaHus BpemoHOCHBIX TPOTpaMM YTOJIOBHO HaKa3yeMo U UX TIpU-
MeHeHue. JInio, ucrosib3yolnee Takylo MporpaMmy, ToxXe B OOJBIIMHCTBE
cllyyaeB He peajiu3yeT pe3yabTaThl CBOEro TPyJda HEMOCPEICTBEHHO, a MPOoIaeT
VIV TIepeNaeT UX Jajbllle, IPYTUM YIeHaM MPECTYITHON IPYIIIILL.

HaxoHe1, TpeTHii THUIT — 3TO peai3aToOPhI pe3yIbTaTOB IPUMEHEHMS BpeIO-
HOCHBIX IIPOTpaMM, TO €CTh CITaMephl*, BEIMOTaTeNIN, KapAephbl™, MOIIEHHUKMU.

[IpuBeaeM MpuUMepbl TUITUYHBIX KPUMUHAJBHBIX «KOJUIEKTUBOB».

Cnamepsbl. [1epBbIii COOOIIHUK CO3IAET U COBEPIIEHCTBYET MIPOrpaMMHOE
obecrieueHre IS CKPBITHOTO BHEAPEHMsI Ha KOMIIbIOTEPHI IOJib30oBaTeeit
(TposiHLIBI*). BTOpOiil, KynuB y MepBOTO MpaBO Ha UCIOJb30BaHWE YKa3aHHOM
MpOrpaMMBbI, PacChIJIAET €€ B MACCOBOM ITOPSIIKE, IPUHUMAET CUTHAIBI U Y4U-
THIBA€T YCIIEIIHO BHEAPUBIIMECS 3K3EeMIUISAPHI TPOSHIIEB, O0ObEeIMHSIET UX B
CTPYKTYPUPOBaHHYIO 30MOU-ceTh*. ['0TOBYIO ceThb (LIEJIMKOM WM YaCTUYHO,
HacoBCEM MJIM Ha BPEMSI) OH TPOJIAET TPEThbeMy COOOIIHUKY, KOTOPHIii C ee T0-
MOIIIbIO OCYILECTBJSIET PACChUIKY cllamMa. 3aka3bl Ha PacChUIKM NMPUHUMAET
YeTBEPTHIN COOOIIHUK, KOTOPBII UIET 3aKa34MKOB IPU ITOMOIIM TOI'O Xe CIa-
Ma, 4acCTh MOJYYEHHBIX OT 3aKa34YUKOB JIEHET TepevyucisieT TPETheMy B OILIaTy
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ero ycuyr. [1areiit 3aHUMaeTcss cOopoM U BepudUKalueid aipecoB 3J1eKTPOH-
HOM TTOYTH i paccbliok. CoOopaHHBIe 0a3bl aapecoB (MM MMOAIIMCKY Ha Ta-
K#e 6a3bl) OH MpoaaeT JU0O0 YeTBEPTOMY, JIMOO TPEThEMY COOOITHUKY.
Kapnepsl. [TepBblit 13 COOGIUIHUKOB (TOYHEE, ITepBas TPyIIa, OAHOTO YeJio-
BeKa TYT HE XBaTUT) 3aHUMaeTcsi cOopoM aTpubyToB OGaHKOBCKMX KapT*. OH
MOXET CJIYXXUTh IMPOAABIIOM MJIM O(UIIMAHTOM U HE3aMETHO CHUMATh JaHHbIE
¢ KapTtouyekK KiaueHToB. OH MOXeT ObITh MEHEeIXepoM B dupme uiau 6aHKe U
MoJIy4aTh HOCTYI K 0a3e MJaHHBIX KapTOyeK B CUJIY CIYXXEOHOTO TOJIOXEHMUS.
OH MOXeT ToJiyuaTh HOMEpa KapTo4yekK, BHEJPSISl BPEIOHOCHBIE TTPOTPAMMBI-
LITHOHBI (spyware) uiau yepe3 pumuHr*. JIoObIB HEKOTOPOE KOJIUUYECTBO HO-
MepoB (MM aXke 1aMMoB*) OAHKOBCKMX KapT, MePBbIil COOOIIHUK COBIBAET UX
BTOpOMY. BTOpOil ucTmonHsAET posib OpraHu3aTopa KpMMHHaAJIbHOTO OM3HecaA.
OH aKKyMyJIuUpyeT y ce0sl JaHHBIE U paclpeaesseT uX UCIoJHUTeNsIM. TpeTuit
COOOIIIHUK MCITOJHSIET 0 3aKa3aM BTOPOTo BepudUKallM0 peKBU3UTOB KaprT,
TO €CTh MPOBEPSIET UX AEUCTBUTEILHOCTh U IPUTOIHOCTD IS TaTexeit. Yer-
BEPTHIi COOOIIHUK CO3MaeT M MOAAEPKMBAET TIaTHBIN BeO-CaiiT Mn Jikema-
ra3uH WJIM WHTEPHET-Ka3MHO™ ¢ BO3MOXHOCTBIO OIJIAThl YCAYT KapTOYKaMU.
OH MMeeT HECKOJIbKO JTOTOBOPOB C OUJJIMHTOBBIMU KOMMAHUSMU, BPEMS OT
BpPEMEHU MEHSIET UX, a TAKXKE CBOIO BBIBECKY. DTO MEXaHU3M IJI1 OTMbIBAaHUS
neHer. [IsTas rpynmna cooOIIHUKOB — TakK Ha3biBaeMble HAOUBIMKU. OHU MO-
JIy4aloT OT BTOPOTO MapTUM HOMEPOB OAHKOBCKMX KapT MO HECKOJbKY MeCsT-
KOB ¥ BBOIST MX 4Yepe3 OTMBIBOUHOE TIPEANPUSATHE YETBEPTOro COOOIIHMKA
MO/ BUJIOM Pa3HbIX KJIMEHTOB. [Ipy 3TOM OHUM JOJKHBI TIPU TTOMOIIM TEXHU-
YeCKUX CPENCTB SMYJIUPOBATH TOCTYM M3 Pa3HBIX CTPAH U C Pa3HBIX KOMITbIOTE-
poB. 3a cBOIO pabOTy OHU MOJYYaIOT CAEAbHYIO OTIATy, PeXe — MPOLIEHT C 10-
xo10B. lllecToii COOOIIHUK TIpeACcTaBIsgeT coO0 MHOM KaHal peaju3aluu, OH
3aHMMAETCSl TaK Ha3blBaeMbIM BellleBbIM KapAuHroMm. [loiydast oT BTOporo
«OTOOpHBIE», HauboJIee TTePCHIEKTUBHBIE HOMEPA KPEAUTOK, OH UCTIOJb3YET UX
IUTST TIOKYTOK B HACTOSIIIMX WHTepHeT-MaraduHax. [lokymaeTrcss B OCHOBHOM
JIoporasi, HeTsikeJlasi U IMKBUIHAS TeXHUKa — MOOMJIbHBIE TeJIe(DOHBI, BUIEO-
KaMepbl, KOMITbIOTEPHbIE KOMIUIEKTYIOIIME, HEKOTOPbIE aBTO3aMm4acTu U T.II.
EcTecTBeHHO, 3aKa3bIBAIOTCSI OHU BOBCE He Ha ero ajapec. st mojsyyeHus 3a-
Ka30B CYIIECTBYET celbMasl TpyIina COOOIIHUKOB — APOTbl. DTO rpaxaaHe U3
0J1aroMnoJydHbIX CTpaH, MOCKOJIbKY OOJIBIIMHCTBO MHTEPHET-Mara3uHoB He
noctabistioT 3aka3bl BHe CIIA, Kananer 1 EC, a ecin 1 1oCTaBIsIIOT, TO IIPO-
BEPSIOT TAKUX MOKYTaTejieil oueHb TiIaTeJbHO. PaboTa 1ponoB COCTOUT B TOM,
YTOOBI MOATBEPAUTH MO TeJe(OHY COTPYAHUKY Mara3uHa, 4TO 3aKa3 caesial
OH, TIOJIYYUTh MOCBUIKY M TYT XK€ TepeciaTh ee IeCTOMY COOOIIHUKY (MHOTIA
— IpyroMmy apomy, JJis MyIIero 3alyThiBaHUs ciaenoB). [ponbl BepOyoTcs ne-
cSITKaMM U3 MaJloo0ecreYeHHBIX CJI0eB 00I1IeCTBa TUTIA CTYIEHTOB UJIM HETPOB.
OOBIYHO APOIT BHITIOJHSET BCETO AECATOK-IPYroil ornepamuii ¢ MHTEPBaJIOM B
HECKOJIbKO Henedb. OH MoJjiyyaeT oIjiaTy CIEeJIbHO WM B BUIE TMPOIEHTA OT
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CTOMMOCTH ToBapa. HakoHell, BOCbMOI COOOIIHUK 3aHUMAETCs TOJTydYeHUEeM
U peanu3alueil MoChlJIOK OT APOTIOB.

@Oumepsl. [lepBblii COOOUIHMK 3aHMMAETCSI Pa3MEIIEHMEM ITOIJIOXKHBIX
BeO-caliTOB 6GaHKOB W MHBIX yYpeXIeHUii. B cocTaB mporpamMm Takoro caira
BXOJUT CUCTEeMa I MOMEHTATbHON OTCBLIKY BBEAEHHBIX KIMEHTOM KOH(MU-
MEeHIMAaNbHBIX TaHHBIX 3JIOYMBIIIICHHUKY, €CTECTBEHHO, He HAMpPSMYIO, 4TO-
ObI TPYAHO OBLIO €r0 BHIYMCIUTDL. BTOPOil M3rOTaBIMBaEeT 3TU CAWTHI, COCTAB-
JISIeT TIOMJIOKHBIE TTMChMa U PacChlJIaeT UX, HO He CAMOCTOSITENIbHO, a MOJIb3y-
SICh JUTISI 3TOTO yCayraMu criamepoB*®. TpeTuii COOGIIHUK 3aHMMAaeTCs peaamn3a-
LIMeH MOJyIeHHBIX JaHHBIX (HOMepa KapT ¢ TMH-KOJAaMM VUJIM Tapojiv K Tijia-
TEXHBIM CHUCTeMaM) KapaepaM WJIM WHBIM KPUMHWHAJIbHBIM CTPYKTypaM. BbI-
BAeT, YTO peaju3anueil MMH-KOAOB MPeCTyITHasl TPYyIIia 3aHUMAETCS CaMOCTO-
aTenbHO. Torma mpeayCMOTpeH 4eTBEPThI COOOIIHUK, KOTOPBIA M3TOTABIM-
BaeT «IJIACTUK», TO €CTh KOMUKM GaHKOBCKUX KapT ST O(IaifHOBBIX Marasu-
HOB M 6aHKOMAaTOB, a TaKxXe MsITas TPyIIa, KOTopas COOCTBEHHO CHUMAET U3
6aHKOMATOB IEHbIY, MTOJyYasi AJIsl 3TOTO KapThl ¥ MAH-KOIBI Y YeTBEPTOTO.

BunHo, uto BpenmoHocHoe 1O Bo Bcex clydasix UTpaeT poJib MHCTPYMEHTa
IIJIsT OMHOTO U3 3TAroB GOJIBIIOTO MPECTYITHOTO 3aMbicia. M co3maTenb, U TIpH-
MEHMTETb BPeTOHOCHBIX MMPOTPAMM TaKXe MCITOJHSIOT 00U 3aMBbICE.

OTMeYanuch W WHBIE CIOCOOBI MCMOJb30BAHUS MOOBITBHIX MPU TMOMOIIMN
BPEIOHOCHBIX MTPOrpaMM KOHGMUACHIIMATbHBIX JaHHBIX. HampuMep, B KoHIIe
2006 Toga GbLT 3aperuCTPUPOBAH CIyYail MACCOBOM KpaXu aTpUOyTOB TOCTYyITa
nporpaMMbl 1CQ, KoTopast ocyIiecTBIeHa MPU ITOMOIIY BPEIOHOCHOM MpOT-
paMMBI, MacCOBO pa30CcllaHHOM ToJb3oBaTeNsIM. «KpacuBsie» Homepa ICQ ve-
pe3 MOCPETHUKOB MOCTYIMUIN B MIPOJAAXY. A U3 OCTATbHBIX 3I0YMBIIIICHHUKI
MOTMBITAJIACh BBIXATh JACHBIM OPUTHHAJBHBIM cIocoboM. OHU TOA BHIOM
npexHux BraanenblieB [CQ-akKayHTOB 00palairuch K UX 3HaKOMBIM (MCITOJb-
3ysl KOHTAKT-JIUCT, YKPaJIeHHBI BMECTE C TTapojieM UK CKadaHHBIN ¢ caiTa) 1
MIPOCUJIN IeHeT «B3aiiMbl». ECTh CBeIeHMST, YTO HEKOTOPBIN MPOIEHT MOJb30-
Bateseit ICQ OTKIMKHYJICS Ha TaKylo IPOCHOY.

WTak, BepOSATHBINM MPECTYMHUK MO AejaM O CO3AaHUU U MCIOJIb30BaHUU
BPEIOHOCHBIX MPOrpaMM — 3TO YJeH MPECTYIMHOM TPYyMIbl, paboTaloImunii B
9TOM TpyIIie Ha OCHOBE HaliMa WJIM 3a MPOLIEHT OT A0XO0/a MU KaK CaMOCTOSI-
TEJbHBIN cO37aTeIb OPYAU MpecTymieHusa. To eCTh ¢ TOYKU 3PEHUST IKOHO-
MUKU BUPYCOMKCATENb MIPOJAET B OMHUX CIIydasix CBOIO pabouylo cuiy, B Apy-
TUX — CBOU TPy, a B TPETbUX — PE3yJIbTaT CBOEr0 MHAMBUAYAJIbHOTO TPYAA.

Kak mpaBujio, 3To podeccuoHaIbHbIA TPOrpaMMUCT, BCTABIINI Ha TIpec-
TYIHBIA MyTh yKe Mocyie Bbioopa npodeccun. Ero ABMKYIIMM MOTUBOM SIBJISI-
I0TCST ACHbI'M. MOTHBBI, XapaKTepHbIe TSI TUTIA «XaKep», TO €CTh CAMOYTBEPK-
IIeHWe W MCCeA0BaTeIbCKUI MHTEepeC, MOTYT MUMETh 3HAUeHHUE JIMIIb Ha Mep-
BOM 3Tarie, MPY BOBJICYEHUU €r0 B MPECTYMHYIO AeSITeIbHOCTb. KOPBICTHBIMI
K€ MOTUB — BCeraa OCHOBHOM.
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3eonuaru (dialers)

OnHUM U3 BUIOB MOUIEHHUYECTBA SIBISETCS HEMOOPOCOBECTHOE MCIIOJb-
30BaHNE TUIATHBIX TeJIeOHHBIX TUHUI. AOOHMPOBAB COOTBETCTBYIOIIUN HO-
Mep C BBICOKOI OIIaTOM 3a «pa3roBOP» CO CTOPOHBI BHI3BIBAIOIIEr0 aOOHEHTa,
MOIIEHHUKHU BCIYECKUMU CIOCOOAMU TMBITAIOTCS CIIPOBOLIMPOBATH BHI3OBHI Ha
HEro co CTOpoHbl aboHeHTOB. [loMelmaT 3TOT HOMEp B 3aBEIOMO JIOXKHOM
pexkiamMe, oTIpaBisiioT SMS U coBepIIalOT UCXOASIINE BBI3OBBI C 3TOI'O HOME-
pa, 4TOOBl aOOHEHT TEePEe3BOHMI, CAMU COBEpIIAlOT 3BOHKM Ha CBOW HOMeED,
MOJIb3YSICh HECOBEPIIEHCTBOM OWJIJIMHTA ollepaTopa, HaBS3BIBAIOT JIOXHYIO
nHOPMaIMIO O BBI30BaX TeJe(OHHOM CeTH, a TaKKe BCTABISIOT (3arpyXaioT)
9TOT HOMEP BO BPENOHOCHBIC MporpaMMbl-3BoHUIKM (dialer), KoTopbie 3ac-
TaBJSIOT MOJIEM TOJIb30BAaTEJIs COBEPIIATh BHI30B.

ITo ycnoBusiMm moroBopa orepaTop BbI3bIBalOIIEro aOOHEHTa IJIaTUT 3a Ta-
KOl 3BOHOK OTlepaTopy BHI3bIBAEMOT0 a0OHEHTA, a TOTOM TBITAETCS MOJTYYUTh
JIEHbI'M CO CBOEro abOHEHTA.

Onumem 6oJiee TOAPOOHO OAWH M3 CaMbIX paclpOCTPAaHEHHBIX TUTIOB Ta-
KOTO MOIIIEHHUYECTBA — C MCMOJb30BaHUEM BPEIOHOCHOMW MPOTpaMMbI-3BO-
Hunku (dialer, nuanep, mporpaMmma 103BOHA).

BoabMHCTBO 3BOHMJIOK OTHOCATCS K KJIaCCy TPOSTHCKUX mporpaMm. OnHu
U3 HUX UMEIOT OOBIYHBIN JJISI TPOSIHIIEB MEXaHU3M CKPBITHOTO BHEIPEHUS Ha
KOMITBIOTEP MJIM MAaCKUPYIOTCS MO/ MOJIe3HbIEe TTporpaMMBbl. Jpyrue Takux me-
XaHU3MOB HE UMEIOT U paCCUMTaHbl HA OMHOKPATHBIN 3aMyCK CAaMUM IT0JIb30Ba-
TeJieM, KOTOPBIi BBEIEH B 3a0JIyXIAeHUE METOJaMU COLMAIbHONW MHXEHEPUU.
Hanpumep, Ha BeO-caliTe, cofepkalieM MHOTOYMCIEHHBIE CChUIKU Ha MTOPHOT-
pacduo, HEKOTOpPBIE CCHUIKM BEAYT HA TaKyl MPOTpaMMy C TOSICHEHUEM «3a-
IMyCTUTE IJIs1 TIpocMOTpa Bumeo». OOMaHYTHIH MOJIb30BaTeNIb KIWKAET Ha THTIe-
PCCBIIKY, T€M CaMbIM CKauyMBasi IpOrpaMMy-3BOHUJIKY, U 3amycKaeT ee. bymy-
YU 3aMyIIEHHOM, OHA CKPBITHO BHEAPSETCS Ha KOMITBIOTEP IMOJIb30BaTes (BO3-
MOXHO, TIPM 3TOM JIaKe MOKa3bIBaeT MY BUICO) U BITOCJIECACTBUU aKTUBU3UPY-
eTcsl, Habupas IIpu ITOMOIIX MoAeMa IIaTHBII HoMep!. 37TOYyMBIIIJIEHHUKH T10-
JIy4aloT yepe3 olepaTtopa JIeHbI'M 3a COBEPIICHHBIN 3BOHOK, a MOTEPIEeBIIEMY
IMOTOM TPEAOCTaBISIETCS] Pa30MpPaThCS CO CBOMM ONEPATOPOM CBSI3M, JOKAa3bl-
Bas, YTO OH He 3BOHMJ B JIUXTEHIITEIH 1 HE TTOJydas YCIYTY «IJIsT B3POCIbIX».

CrnenyeT 3aMeTUTbh, UTO Cpear MOJOOHBIX MPOrpaMM-A1aiepoOB €CTh U HEB-
pPEIOHOCHBIE, KOTOPbIE HE CKPBIBAIOT CBOETO MPUCYTCTBUSI U CBOETO TpeaHa3-
HayeHMsI U MOKa3bIBAIOT MOJb30BATENI0, KAKO 3BOHOK M MO KaKoMy Tapudy
oynet nmpousBeneH. OHM Takke MHOTIA MCITOJb3YIOTCS IJIsi oOMaHa MOTpeou-
TeJieli, HO He BBI3BIBAIOT CTOJILKO MPO0OJIeM Y aOOHEHTOB U HE BJIEKYT OOBUHE-
HUS B MOIIIEHHUYECTBE U B MCITOJIb30BAHUM BPEIOHOCHBIX ITPOTrpaMM.

1 l'[pw COCIMHEHUU C TAKUM HOMEPOM ITOJIb30BATECJIb YAaCTO AaXE IMOJIydacT MHTCPHET-
COEMHEHME U, IyMasl, UYTO COECAMHUJICS CO CBOMM IpPOBaiiicpoM, HE 3aMevaeT MOAMEHBI U
OCTAC€TCA Ha CBA3U NOJTOC BpEMHA.
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HWrak, OGONBIIMHCTBO TMPOrpaMM-3BOHUJIOK SIBJISIIOTCS BPEIOHOCHBIMM,
IMOCKOJIBKY BHEJIPSIIOTCSI HA KOMITbIOTEP Y IMTPOU3BOAST CBOM NeiCTBUS Oe3 yBe-
MOMJIEHUS TIOJIb30BaTENsI U pa3pellieHus OT Hero. MHoTrue nmoreprieBIIMe Hac-
TauBalOT Ha BO30YXAEHUU YrOJIOBHOTO JieJia Mo (pakTy 3apaxeHusl TaKoil mpor-
paMMOi, TOCKOJIbKY CYUTAKOT, YTO 3TO IMO3BOJUT UM HE OIUIAYMBATh CTOMU-
MOCTb 3BOHKA OIepaTopy CBA3U.

Ho Ha cerogHsiHUT neHb Cynbl HE TIPU3HAIOT BPEIOHOCHBIE TTPOTPAMMBI
CTUXUIHON CUJION, a UX NedcTBUS — (HOpPC-MaXKOPHBIMU OOCTOSITEIbCTBAMU.
[TosTOMy 3apa3uBHIIMMCS TaKUMU TIpOTpaMMaMU TTOJIb30BaTEISIM BCE XK€ TPU-
XOAUTCSI OMJIauyuBaTh 3BOHKM. Brmpouem, MHOTHA orepaTrop CBSI3U CKJIOHEH
«TIpOLIATh» TaKylO 3al0JKEHHOCTh aDOHEHTa — He IO 3aKOHY, a M0 CIpaBei-
JIUBOCTH.

OnHU U3 TIpOrpaMM-3BOHUJIOK UMEIOT COOCTBEHHBIM MEXaHU3M PaclpoCT-
paHeHMs1, Jalle BCero pacchlIaloT ce0sl Mo JIEKTPOHHON MoYUTe MO CIUCKY aape-
COB, HalJICHHBIX Ha 3apaXXEeHHOM KoMITbloTepe. Jpyrue caMocTosITeJIbHO pactl-
pPOCTPaHSITHCS HE YMEIOT, U 3JIOYMBIIIJICHHUK BBIHYXJIEH pa3MellaTh X Ha BeO-
caifTax, MaCKMpoBaTh MOJ YTO-TO OE300MHOE U PEKIAMUPOBATh CBOI CaMAT.

KonunyecTBo 3apaxkeHuii TOJOOHBIMU ITPpOrpaMMaMM MEIJIEHHO CHUXKaeT-
Csl, TOCKOJIbKY BCE€ MEHbBIIIE KOMIBIOTEPOB UCIOJb3YIOT MOJIEM, BCE OOJIbIIE —
BBIJICJICHHBIC JINHUU CBA3U.

Caedot
ITpu u3roToBJIEeHUM BPEIOHOCHBIX MPOTrPaMM MOXHO OOHAPYXUTh CIEAYIO-
mue HUudpoBbIE CIEIBI:

® VCXOJHBIN TEKCT BPEIOHOCHOU MPOTpaMMBbl, €TI0 MPOMEXYTOUHbIE BapyaH-
Thl, UICXOJHBbIE TEKCTHI APYTMX BPEIOHOCHBIX WM NBOWHOTO Ha3HAYEHUS
mporpaMm, U3 KOTOPbIX BUPMEHKep 3aMMCTBOBaJI (DparMeHThI KOJa;

@ anTuBupycHoe [1O pasnauuHbIX TPOU3BOAUTENEe, HA KOTOPOM CO3daTesb
BPEIOHOCHOM MpOrpaMMBbl 00s13aTEJIbHO TECTUPYET CBOIO, a TAKXKE CPEJCTBA
IUTSL TU3acceMOJIMpOBaHUS M OTJIAIKU;

@ NpOoTpaMMHBIE CPEACTBa JJISI YIIpaBJICeHUS BPEIOHOCHBIMU IMpPOrpaMMaMM
(MHOTHE M3 HMX paboTaloT MO CXeMe <«KJMEHT-CepBep», OAHA W3 yacTei
BHEAPSETCS Ha KOMITBIOTEDP XXEePTBBI, a Apyrasi 4acTb paboTaeT Moja Hemnoc-
peNCTBEHHBIM YIIpaBJICHUEM 3JIOYMbBIIIIEHHUKA);

@ CpeICTBa M CJedbl TECTUPOBAaHUS pabOThl BPEIOHOCHBIX IMPOTPaMM MO
paznuyHbiMu BapuaHtamu OC;

® cJie/lbl KOHTAaKTUPOBAHUS C 3aKa3uMKaMU WJIM TT0JIb30BaTeIsIMU BPEIOHOC-
HOW TIpOoTpaMMBbl, Tiepeayr UM 3K3eMIUISIPOB U TOKYMEHTAILIMU, OTLJIAThI.

I1pu pacnpocTpaHeHUU U TPUMEHEHUU BPEIOHOCHBIX ITPOrpaMM MOXHO 00-
HapyXuTh clieayolne HudpoBbIe CIeIbl:

@ CpEeICTBAa U Cjiedbl TECTUPOBAHUS Pa0OTHl BPEIOHOCHOM TMpPOTpaMMBbl MO
paznuyHbiMu BapuaHtamu OC;
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® KOHTAaKTHl C CO3JaTeieM WU PaclpOCTPaHUTENEeM-IIOCPETHUKOM BpeIo-
HOCHOW NpOrpaMMmbi;
® TIpOoTpaMMHBIE CPEACTBA IS yIpaBJeHUS BPEIOHOCHOUN IPOTpaMMOi,

JMaHHBbIE 0 BHEAPEHMSIX 3TOM MPOrpaMMBbI K XXepTBaM, Pe3yJIbTaThl AeITeIb-

HOCTH (TTapOJik, OTYETH O TOTOBHOCTH, MOXUIIIEHHBIE MEPCOHATbHbBIC TaH-

HbIE);

® CPENCTBAa PAacIPOCTPpaHEHUST BPENOHOCHOUW IMPOrpaMMbl MJIU KOHTAKTHI C

TEMHU, KTO TIOAPSIAIICS €€ PacCIpOCTPAHSTh.

KpoMme ToTro, Ha KOMIIBIOTEPE XEePTBHI JOJKHA HANTHCh caMa BPeIOHOC-
Has TIporpaMma (ee cepBepHast WJIM KJIMeHTcKas 4acTh). O4eHb 4acTo OOHa-
pyXXMUBaeT ee caM MOTEPIEeBIINKA MpU MoMolnu aHTuBUpycHoro I10. Ilpu
9TOM BpENOHOCHAas TMpoTrpaMMa MOXeT OBITh YHWUUYTOXEHa 0 KOMaHIe
MMOb30BaTesl UM aBTOMAaTUYECKU, B COOTBETCTBUU C HACTPOMKAMU aHTH-
BUpyca. XOTS MCIMOJTHSIEMBI KO BPEIOHOCHOU TPOrpaMMBbI, OOHapyKeH-
HBIW B XOJIe 9KCTIEPTU3HI, SIBISIETCS MOKAa3aTeJIbCTBOM 10 JeJy, B cliydae ero
YHUYTOXEHUS TOTEePIEBITUM 6e3 3TOTO MoKa3aTeJbCTBA MOXHO OOOUTHCH.
Jlor aHTHBHpPYcCa, a TaKXe CIEIbl IeATeIbHOCTU BPEIOHOCHO! MPOTPaMMHBI,
OyIoydYu MCCIEeTOBaHBI B XOlle 3KCIIEPTU3BI, MO3BOJISIT IKCIEPTY KaTeTOpUY-
HO yTBEPXIaTh, YTO Ha UCCIEAYEeMOM KOMIbIOTEepe OblIa YCTaHOBJIEHA OTI-
penesieHHass BPeIOHOCHAas MpPOoTpaMMa, XOTS HCITOJHSIEMOTO KoIa 3TOo#
IporpaMMbl M He oOHapyxXeHo. Jlydlne MOpPyYUTh TaKyl 3KCIEPTU3Y
MIPEeANPUSATUIO, KOTOPOE MTPOU3BOAUT MJIM OOCTYXMBAET COOTBETCTBYIOIICE
anTuBupycHoe I10.

KapaepcrBo

Cnocoowt

O0BbeM MOIIIEHHMYECKOTI0 PEIHKA B 00JIacTH 0aHKOBCKMX KapT* O4eHb Be-
UK. Ero MOXXHO OoLIeHUTh TakK. B KaxkaoM 6aHKe YCTaHOBJIEH JUMUT NIpUEMIIC-
MBIX TIOTepb MpPU KapTOuHBIX omepamusix. OH kojebynercss B mpenenax 0,1-
0,5%. D10 3HauyuT, 9To He MeHee 0,1% Bcero MUPOBOro 060POTA MO KAPTOU-
HBIM OTlepalvsIM AOCTaeTcs Kapaepam®.

C 0aHKOBCKMMM (TJIaTeXHBIMM) KapTaMU BO3MOXHO HECKOJbKO BUIOB
MolIeHHUYecTBa. X BceX MOXHO YJIOXHUTh B €AUHYIO CXeMY:

Komnvromepnvie npecmynaenus

YkazaHHas liernoyka HUKOT/Aa HE MCIOJHSETCS OAHUM dejoBekKoMm. Kax-
IIbII U3 BTATIOB CBSI3aH CO CBOUMM OCOOEHHBIMU HaBBIKAMU, OMBITOM B COOTBE-
TCTBYIOIIIEH 001aCTH, CIYXXKEOHBIM IMOJOXEHNUEM, JOCTYNOM K TexHuke. [1oa-
TOMY KpUMUHaJbHas LeNI0YKa BCeraa BKIOYaeT HE MeHee TpeX COOOUIHUKOB.

Ioayuenue

Ha6opsl naHHBIX 0AHKOBCKUX KapT, KOTOPbIE MPEACTaBISIOT LIEHHOCTD:

(1) HOMep, CPOK AEUCTBUS, UMs Bllamesablia, KOa! cvv Uiu cvv2

(2) mamm™* KapThl

(3) mamm + MUH-KOM

TpeTuit BapyaHT — caMblii IpUBJEeKATEAbHbBIN ST KapAepoB. DTOT HaAbOp
MAHHBIX MOXHO KOHBEPTUPOBATh B HAJIMYHBIE CAMBIM OBICTPBIM CIIOCOOOM M
MOJIYYUTh TIPU 3TOM MaKCUMAJIbHYIO CYMMY.

NoJIy4eHHe — pacnpenesieHie — peaan3anus

Ha nepBoM 3Tane naHHbIe 0 6AHKOBCKMX KapTax MOJy4yaloTcs pa3HOooOpas-
HBIMU crtocobamu. Ha BTOpoM 3Tame OHU COPTHPYIOTCS, TPOBEPSTIOTCS, KJTac-
cUDUIUPYIOTCS, BO3MOXHO, TIPOXOMAST Yepe3 ONTOBBIX MOCPETHUKOB (CKYITKa
B PO3HMUILY, TIpOJaxa OINTOM, Tpojaxa B po3HuIly). Ha TpeTbeM 3Tamne naHHbIe
0AHKOBCKUX KapT peain3yloTcs, TO €CTh KOHBEPTUPYIOTCS B I€HBTH.
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Hopmamuenbte cuumoleamenu, UCnoAb3yemoble MOUeHHUKamMu ons CKPbIMHO20 CHA -
mus damna Kapmbsl 6 Mmecmax oniamaol

Croco0Obl moJTydeHUs JaHHBIX 0aHKOBCKUX KapT:

@ VICTAaHIIMOHHBIN HEMpPaBOMEPHBIN TOCTYI K CEpBEpPY, Ha KOTOPOM TaKue
NaHHBIE XpaHATCS WJIM 00pabaThIBalOTCSI, HAIIPUMEpP, K CepBepy Mara3mHa
uiu 6aHka — croco6, HauboJjee yacTo MpeArnojaraeMblii HeECBeLyUIMMU
JIIOJbMU, HO OYE€Hb PEIKO BCTpeUalOUIUCs Ha TTPaKTUKE;

@ IOCTYI K TAKUM IaHHBIM C UCMOJIb30BAHUEM CBOETO CIYXKEOHOTO0 MOJoXKe-
HUSI M HENOCTAaTKOB B CHCTeME 3alllMThl MH(POpMALMU TIPEANIpUATUS —
OYeHb YaCTO BJIafebllbl KOHGUAEHIMATbHONW MHGMOPMAIIUU TIPpEeITTPUHM-
MaloT U3JIMIITHUE MEephl 3alIUTHl OT BHEIIHUX yIPO3, HO TIpeHeOperaloT 3a-
LIIUTOM OT yIpo3 BHYTPEHHUX;

® (penKo) mepexBaT MHTepHeT-TpacuKa, KOTaa JaHHbIe KapThl IEpeaaoTcs B
oTKpbITOM BUae (1o npotokony HTTP uau mo anekTpoHHOM mouTe);

® ToJIydeHUe JaHHBIX OAHKOBCKMX KapT, WIW CHSATUE AaMIla® mpu oOCTyXu-
BaHUM KJIMEHTOB B MPEANIPUATUSIX TOPTOBJIM U MUTAHUS — MOXOX Ha TMpe-

I Card Verification Value
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IBIAYIIUR cnoco0, HO 0COOEHHOCTh B TOM, YTO MH(pOpMAILIMS KOMMUPYETCS
HETOCPENCTBEHHO ¢ KapThl MpU (GU3UUECKOM KOHTAKTE C HEll;

® BbIMaHMBaHUE NaHHBIX KAPT U UHOTIA MUH-KOAOB Y BllaJesblieB METONAMU
dumuHra*;

® ToJlyyeHre JaMIOB U MUH-KOJAOB MpU MoMouu ¢albliuBbIX OAHKOMATOB
WY MIPUCTABOK K OaHKOMaTaM (CKMMUHT*);

® NoJlyyYeHue caMoil KapTOYKM MOILIEHHUYECKUM CIOCcOO0M («IMBaHCKas
MeTJIsI» U 1Ip.);

® 00bIYHAsI Kpaxa KapThl y ee aepxaTes (ObIBaeT, YTO MUH-KOJ 3alKUCaH Ha
Hell WKW Ha JIMCTKE, JieXalleM B TOM Xe OyMaxKHUKE).

Pearuzayus
Peanusanus naHHBIX ¢ 6AHKOBCKHMX KapT, TO €CTh OOpallleHue UX B IEHbIH,
MOXKET TIPOU3BOAUTHCS CIETYIOIIUMH CITOCOOaMHU:

@ BellleBOW KapIWHT — MpHOOpeTeHre B MHTEpHET-Mara3uHax Win B peaib-
HBIX Mara3uHax (Ipy HaAJIMYWUM JaMIla KapThl) JUKBUIHBIX TOBApOB, Yallle
Ha TIpoJaxy, pexe Ha 3aKa3, IMOCeayIoiast NX pearn3alus;

® coBepllieHUe (DUKTUBHBIX TTOKYIMOK B MHTEPHET-Mara3uHax Uinu mpuoodpe-
TeHUE YCYT MJIATHBIX CAUTOB MO CTOBOPY C WX BliaAebllaMK; IIPU MTOMOIIU
JMaHHBIX YyXOi KapThl TPOU3BOAUTCS OTIaTa, OMJIIMHIOBOE MpeanpusTue™®
(OHO He yJacTBYeT B CTOBOPE) YIYUTHIBAET IIATEX W MEPEBOIUT MarasuHy 3a
BBIYETOM CBOEH KOMHWCCHUW, Mara3uH TEpPEeBOAUT OOYCIOBICHHYIO IOJIO
Kapaepy;

@ Urpa B MHTEPHET-Ka3WHO*; HAHATbIE KapAepOM WUTPOKU PETUCTPUPYIOT B
WHTEPHET-Ka3MHO MHOTO aKKayHTOB* Ha MMs BJaAesIblieB KapT, BHOCAT C
KapT JeTMO3UT, UTPAIOT, a 3aTeM IJIsI TeX aKKayHTOB, TIe 00pa30BaiCsl BHIUT-
PHILI, TIPOBOJST MPOLIEAYPY BBIBOAA CPEICTB;

@ ICTI0Tb30BaHWE WHBIX MHTEPHET-CEPBUCOB, IIe BO3MOXHO MOJIydeHHE Je-
HET, HallpuMep, OPTaHU3YIOIIKX ITOKAa3 JIIOOUTEIbCKOTO BUIEO;

@ (penKo) BEIMOTaTeNbCTBO Y Mara3uHa, 6aHKa, MHOTO MPEANpUSATHS, HeCYIIe-
TO OTBETCTBEHHOCTD 3a COXPAHHOCTh TaHHBIX; 32 YTPaATy U pas3rjalleHue qaH-
HBIX O KapTaxX KJIWEHTOB MPEINPUSTHE MOXKET IMOABEPTHYTHCS CAHKIIUSM CO
CTOPOHBI TUTATEXXHOM CUCTEMBI, TTOJYIUTh OOJIBIION YyIepO NeJT0BOI peryTa-
LIMU, MOXKET CTAaTh OTBETYMKOM IO MCKaM KJIMEHTOB — 3a U30aBJIeHHE OT 9THX
HETIPUSITHOCTE MHOTHE TOTOBBI 3aIJIATUTh KapAepaM-BbIMOTaTelsIM;

® oO0HaTMYMBaHMWe B OaHKOMATax; KOraa eCTh JaMIT KapThl M TMH-KOJ, TO 13-
rOTaBIUBAETCS TBepIast KON KapThl (TaK Ha3bIBa€MbIil «OeJblii MTACTUK,
IMTOTOMY UTO BHellIHee oopmMiieHUE sl OaHKOMaTa He TpebyeTcs ), C KOTO-
poii B 6GaHKOMaTax CHUMAeTCsl MaKCHMMaJbHO BO3MOXHAs CyMMa 3a MUHH-
MaJIbHO BO3MOXKHOE BpeMsI.

Huxe mpuBoasTcs HeMHOTo 60Jiee MOAPOOHBIE TTOSCHEHMS K ITepeYnclieH-
HBIM CIIoco0aM MpUOOPETeHU M pealu3aluy TaHHBIX 6AHKOBCKUX KapT.
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Crumune
Haubonee nakomblii KycoK AJIsI KApAEPOB — 3TO MOJHAsI KOMUs (JaMIl) Mar-
HUTHOU MOJIOCHI KapThl BMECTE C €€ MUH-KOoAOM. Takue AaHHble MO3BOJSIOT

al

Ilpucmaska k 6ankomamy, 3aMacKuUpo8arHHas No0 KOHCMPYKMUGHYIO YACHb U 0CY-
WeCmeAsawas CKPbimHoe KONUPO8anue MazHUMHOU HOAOCb! KaApMbl
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CHSITh CO CUeTa BECh OCTATOK CPEJACTB TLIIOC BECh KPEAUTHBIN JUMUT. OOBIYHO
9TO JECSITKM ThICSAY nojiapoB. Pamum momoOGHOTro Kyllla Kapjaepbl TOTOBBI Ha
MHoroe. Jlaxke 6aHKOBCKHE paOOTHUKU, OOHApYyXUB, UYTO UMEIOT (MU MOTYT

Komnvromepnvie npecmynaenus

MOJIYYUTh) AOCTYII K MMH-KOJIAM KJIMEHTOB, He BCEraa BhIAEPXKUBAIOT UCKYIIIe-
HUE CBA3aThCs € KapAepaMu U COBMECTHO OYHMCTUTh KJIIMEHTCKUE cUeTa.

B 1980-x 1 1990-x Obi1a monyisipHa yCTaHOBKA (haJibIIMBBIX 0AHKOMATOB U
TOPrOBBIX TepMUHaAJIOB. MHOTHE M3 HUX JaXe BbIIaBald KJIMEHTaAM IE€HbIU
nv ToBaphl. HeIHe Takve 6aHKOMATHl BCTPEYaAlOTCST pexe.

Bosiee pacrpocTpaHeHBl «IIPUCTAaBKW» K JIETaJbHBIM OaHKOMAaTaMm, KOTO-
pble He3aMeTHO IJIs KJIMEHTa CUMTHIBAIOT AAaHHBIE ¢ MAarHUTHOMW TMOJIOCHI U
«ITOJACMAaTPUBAIOT» BBOAUMBIN MUH-KoI [95, 96, 97].

O pacmpocTpaHEeHHOCTH MMOJOOHOTO CIT0cO6a TOBOPUT TO, YTO TTPOU3BOIU-
Teln GaHKOMATOB ceilyac MpeaycMaTpUBAIOT B KapTOIMPUEMHUKE MEXaHU3M
IIJIsT HEpaBHOMEPHOTO MPOTITUBaHUs KapThl. KapTa BTATMBaeTcs B 6aHKOMAT U
9KCTparupyercss u3 OGaHKOMaTa pPBIBKAMH, YTOOBI 3aTPYIHUTH CUUTHIBAHHE
MarHUTHOM MOJIOCH BO3MOXHBIM IITTMOHCKUM YCTPOMCTBOM. Bripouem, oT-
BETHBIE TEXHUYECKUE MePBI YXKe TTPUIYMaHBI.

Buoeokamepa, ocywecmeasowas cHamue 6600UM020 KAUEHMAMU NUH-K0OA,
3amMacKuposanHas nod 10moxk c pekaamoii [95]
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Ronywenwe HOAUH
Cash

CASH

Haknaodka na kaasuamypy 6ankomama, cHumarowas 6600umblii nuH-K00 [97]
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Hcnoav3zoeanue unmepnem-xasuno

Ecnu 661 Takne Ka3uHO JIETKO W OBICTPO BHITLIAYMBAJIM UTPOKAM BBIMTPHI-
11, OHU ObLIM OBl UAcaJbHBIM KaHAJOM OTMBIBKU JeHET Jisl KapaepoB. Ho B
OHJIATHOBBIX Ka3WHO JIETOK U TIPOCT TOJILKO BBOJ IeHeT. A JJis X BbIBoJa (T10-
JIy4eHU S BBIMTPBIIIA) HAZO0 3aTPAaTUTh HEMAJIO YCUJUI U BpeMEHHU; B pe3yJibTa-
Te najeko He (akT, YTO UTPOK BOOOIIE MOJYUYUT CBOU NEHBIU. DTO HE Clel-
CTBME XaTHOCTU OHJAMH-Ka3WHO. DTO ClencTBUe AeicTBUil KapaepoB. Eciu
Kakoe-1100 Ka3MHO HayHEeT 0e3 (opMalbHOCTEH BBHITIJIAYMBATh BBIUTPBHIIIH,
OHO BCKOpe OOHApyXWUT, YTO KapJepbl COCTABISIOT MOAaBJsIolee OOMbIINH-
CTBO ero urpokoB. OT 4yero Takoe Ka3uHO HeMeIJeHHO OyneT oObsIBJIEHO T0-
COOHUKOM CO BCEMU BBITEKAIOIIUMU HEMPUSTHBIMU TTOCTEACTBUIMMU.

IMTosTOoMy 1151 BBITIIATHI AEHET Ka3WHO TPeOyeT MOATBEPXACHUS TUMYHOCTHU
WUTPOKa, a TaKXe TMOJIb3YEeTCs TOJbKO HEAHOHUMHBIMU CHUCTEMaMMU TIJIaTeXe.
OT urpoka, MoxejaBIlero IOJYYWUTh BBITUIATY, CKOpee BCEro, IMOTpeOyIoT
MpuciIaTh CKAaH-KOIUIO MacropTa U KaKoro-anubo JOKyMeHTa, MOATBepXKaalo-
IIETO MECTO XMTEeJbCTBA, HAIIPUMED, KBUTAHLIIMU 00 OrjiaTe KOMMYHaJIbHBIX
ycayr. Bo3aMoXXHO, OT UTpoKa 3aXOTST IMOJYYUTh HOMep TeaedoHa paau A0TOJI-
HUTEJbHOTO TOATBEPXKIAEHUS €ro JUYHOCTH. Bhimiata mpousBoauTCs Ha
WMEHHOM 0aHKOBCKUI cueT (MpU 3TOM He BCSIKMiIT OaHK OyaeT Mpu3HaH 06J1aro-
HaJeXHbIM) WJIU TIPU TOMOIIM MMEHHOI0 YyeKa, KOTOPBI OTIpaBisieTcs 1o
mouTte. B o611emM, oOHIaiiH-Ka3WHO BHIPabOTaIu PSIIL MPOLENyp, 3aTPYAHSIIOIINX
Kapaepam XU3Hb.

Te B oTBeT nmpuayMaau KOHTpMepbl. HeMano yMenblieB npeaiaramoT yCJIyru
IO U3TOTOBJIEHUIO CKaH-KOTIUI MacIoOpTOB U MHBIX TOKYMEHTOB 32 Pa3yMHYIO
ueny ($20-40), TeneoHHBIE HOMEDPA B «OJIarOHAJIEXHBIX» CTPAHAX C IIEPEBO-
JIOM BXOJISIIINX 3BOHKOB Ha 10001 HOMep B JII0OOI cTpaHe, 0aHKOBCKHE CUe-
Ta, TPUHUMAWIINE TJIATeXU, aJpecOBaAaHHBIE IMPOU3BOJbHBIM (PU3NUECKUM
JIMIIaM, U ApYyTHUE TMOJA00HBIE YCIIYTH.

Takxe HaGOmaeTcs pasaesieHue Tpyaa B 00JacTu paboThl C CAMUMU WH-
TepHET-Ka3nuHo. Perucrpannio akkayHTOB* UTPOKOB OOBIYHO MOPYYarOT OT-
NeJIbHBIM JoasiM. Ha yuepHOM pbIHKe KaplepCKUX TOBApOB U YCJIYT MPOIAIOTCS
U MOKYMAKTCS TaKMe aKKayHThI, KaK IMYCThle, TaK U YX€ «OTbITPaHHbBIE», TO
€CTb FOTOBBIE JJISI BBIBO/IA JICHET.

Duxkmuenvte NOKynKu

TunuaHBIA UHTEpHET-Mara3yH WIN TUIATHBINA BeO-caliT AJIsT MOydeHUsI Tj1a-
TeXel OT CBOMX KJIIMEHTOB MCITOJbL3YeT YCIYyTY TaK Ha3bIBaeMOIro OMJIMHTOBOTO
NPEeaNnpUATUS — PUHAHCOBOTO YUpeXIeHHUs, KOTOpoe IPUHUMAET JaHHbIE OaH-
KOBCKHX KapT, COBEpIIaeT TpaH3aKIMU U MEePEeBOAUT TMOJyYeHHbIe AeHbIM (3a
BBIYETOM CBOEM KOMMCCHM) Ha OAaHKOBCKMI CUET MHTEepHeT-Mara3uHa. Y Ou-
JIMHTOBOI (MPMBI MMeEeTCsI COOCTBEHHAs CTy>XK0a 0€30MacHOCTH, IIPEIISITCTBYIO-
Iast MpoBeIeHNIO MOIIEHHNYeCKMX olepanuii. MMeHHO moaToMy GaHKM OTKa-

80

Komnvromepnvie npecmynaenus

) 2000Charge - Mozilla Firefox
File Edt View Go Bookmarks Tools Help

\,—' - B - @ €I = B https:{{secure.2000charge.comfsecurefeu; () “’ O e |[GL
{1 Secure Order Form - 128bit Encrypt... | [ ] PrimeCups - Exclusive Videos of Girl... | & 2000Charge [ |
Prime Cups.Com - €39,95 Per 1 Month

>

Sie erwerben hiermit einen Zugang fiir die Daver von 30 Tage zum Preis von € 39,95
Diese Mitglieschaft wird nach Ablauf zum 30 Tage
Zugang zum Preis von €39,95 und erneuvert sich automatisch alle 30 Tage.
Sie koennen die Mitgliedschaft jederzeit kiindigen.

2000Charge ist ein autorisiertes Abrechnungsinstitut fiir "PrimeCups.Com"

1 . Adresse:

Ihre Daten werden streng vertraulich behandelt und sind SSL verschlisselt,

Wahlen Sie ihr Land: _beuscumd v |

VYorname:

Nachname:

Strasse:

PLZ und Stadt: |

Land und Bundesland: Deutschland | (Bitte hier auswahlen) v

Telefonnummer:

(Bee wird evtl. 2 Kt erifiats 1]
E-Mail:

Wir werden Thre Zahlung per E-Mail bestitigen.

2. Bankangaben:

Banktyp: [Bitte auswaehlen) ~|
Bankleitzahl:

Kontonummer:

Geben Sie bitte hier das gewiinschte Passwort ein:
3 - (Buchstaben/Zahlenkombination, min. 4/ max, 10 Zeichen)
Bitre achten Sie auf Gross- und Kleinschreibung! v
< >

TrénsFerring data from www.classic.ben.ru... . - secwe.zmha_roe.com :j

Beb-cmpanuya buauneoeoil pupmol, Ha KOMopyo nNoAL308amenb nepeaopecyemces co
CMPanuLbl NAAMHO20 8e0-caiima 04s 0NAAMbl YCaye npu HOMOWU OAHKOBCKOU Kapmbl.
Ha eepxy cmpanuypl mbi 6uUM HAUMEHOBAHUE NPEONPUAMUSL, 8 Hbl0 NOAb3Y bepemcsi
naamedic, U Cymmy

3bIBAIOTCS pabOTaTh C MEJIKMMU OHJIAiiH-Mara3uHaMu HampsiMyl U Mpearnovu-
TalOT B3aUMOACHCTBOBATh UMEHHO C OMJMHTOBBIMU TIPEANPUSITASIMU-TIOCPEI-
HUKaMU. bunrHrosoe npeanpusTve OTKa3biBaeT B 0OCIYyKMBAaHUM TEM OHJIA-
HOBBIM Mara3dmHam, y KOTOPBIX MPOLIEHT OTO3BaHHBIX TpaH3akK1uii (chargeback)
MpeBBIIIaeT HEKOTOPBI YPOBEHb, 0OOBIYHO 1%. MoXeT 0TKa3aTb B 0OCITyXHUBa-
HUM Y MO0 UHOI MPUYKUHE, €CJIU COYTET MHTEPHET-Mara3uH MoJ03pUTEIbHbBIM.

81




H.H. ®edomos Dopenzurxa — KOMNLIOMEPHAA KPUMUHAAUCIUKA

Be6-cailT TMHMMYHOTO OHJIAfiH-Mara3MHa Aaxe He uMeeT uHTepdeiica nias
BBOJA TJIATEeXHbIX peKBU3UTOB. [loceTutens BeO-caiiTa BBOAUT UX MPSIMO Ha
BeO-CcTpaHUlle OUIMHIOBON (DUPMBI, ECTECTBEHHO, MOJb3YsCh 3alUIIEHHBIM
(HTTPS) coenrHeHuneM.

OnuH U3 crnocoboB peanu3aluu JaHHbIX OAHKOBCKUX KapT COCTOUT B CTO-
BOpE MEeXIy KaplepoM U BiaJesiblieM OHJaliiHOBOTO MmarasuHa. YacTo Takue
Maras3uHbl WK TJIaTHbIE BeO-CalThl yCTpauBaloTCsl ClIEUATbHO paau nmpuema
iatexei mo 4yxum kKaptaM. CoOOIIHUKU BMECTE MbITAIOTCSI 0OMaHYTh OU-
JIMHTOBOE MPEANpUsITUE, CeJaTh TaK, YTOObl BO3BPATOB ObLIO HE 0OJIbIIEe yC-
TAaHOBJIEHHOTO KOJIMYECTBA.

[ BBoJa pEKBU3UTOB KapT B UHTepdeiic OUTUHTOBON CUCTEMBI OOBIYHO
HAHUMAITCS OTHEJbHBIC JIIOAU, HAOUBIIMKU. DTO «depHOpabouune» Kapaepc-
Koro Mmupa. TeM He MeHee OT HUX TpeOyeTCs BlaleTh ONpee e HHBIMU HaBbIKa-
Mu. HaGUBIIUK TOJIKEH MCTTOJb30BaTh JUIST KaX 0 HOBOM KapThl HOBBII MTPOK-
CU-CEpPBEP WJIM COKC-CEPBEP, XEJIATEJIbHO, PACHOJOXEHHBI B TOW CcTpaHe, B
KOTOPO# XUBET AepxkaTeib KapTbl. OH MOJXEH MOOECMOKOUTHCS, YTOObI €ro
KOMIIBIOTEP COOTBETCTBOBAJ TUMTMYHON KOH(PUTYpallu¥ KOMIIbIOTEpa KJIMEHTA.

ITpu B3auMoneicTBUM ¢ BeO-uHTEepdeicoM OMTMHTOBOM CUCTEMBI Opay3ep
MOJIb30BaTEsI COOOUIAET CeNYIolUe JaHHbIE:

©J Get full access with your password! No restricted areas! - Mozilla Firefox |Z|@&|
Fle Edt View Go Bookmarks Tools Help

\r‘__l . LIV . @ (% | &3 @ hittp:]fwmn. pinaccesscode. com/index, pheTpbpP ackagesarids v 0 s [GL

#4 Secure Order Form - 128bit .., | (@ Get full access with you... | || PrimeCups - Exclusive Video,., B 2000Charge %}

% NN+ N0 CREDIT CARD NEEDED!

N T peem
LR .

>

3 (AUTOMATED TEM)

O @ S

(& Call!- Hear Password! - [ ETTLTIME Enter your PASSWORD CODE:

INSTANT ACCESS! |

Call ! - Hear Password ! - Hang up !

Select the country
BEST LIVE SEX-SHOWS ON THE WEB! (I.) " youarcin:

. - Ursted States »

Choose your

3 2 b, © / | language:
7 48 = | A ;1 v, | v
Transferring data from www.classic.ben.nu...

Cucmema onnamol ycaye 6e3 6GaHKOBCKUX Kapm — caedcmeue Maccosoo Kapoepcmea
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® Mapka u Bepcus Opaysepa;

@ SI3BIK Opay3epa;

@ Bepcus OC;

® paspelleHne 9KpaHa;

® BOCTIpUHMMAaeMBble THITBl JaHHBIX;

® BOCTIpUHMMAaeMBble SI3bIKU;

@ BOCTIpUHMMaeMble KOTUPOBKH TaHHBIX;

e referrer, To ecTh angpec BeO-CTpaHUILBI, C KOTOPOI MOJIb30BaTE/b Mepelies

Ha JaHHYIO BeO-CTpaHUILY;

® HEKOTOpbIC IPYTrUe HACTPOUKMU.

[MToHsATHO, YTO €cIu BO BpeMsl TAKOT'0 B3aUMOJIeICTBUSI MEpeIatoTCsl peKBU-
3UThl 6aHKOBCcKOM KapThl Jxkona Cmurta uz CIIA, a s3b1k Opay3epa BbICTaB-
JICH YKpPauHCKUIii, TO cCHUCTeMa 3aIlolo3pUT HelaaHoe. Takke BOZHUKHET IO-
IO3peHue, eclu ¢ OgHOTO U Toro e IP-agpeca OymyT BBemeHBI KapTOUHbBIC
PEKBU3HUTHI IBYX Pa3HBIX JIIOAEH U3 pa3HbIX CTPAH.

[TosTOMYy HAaOMBIIMKM TMOJYYaIOT HEOOXOMUMbIE UWHCTPYKIIMU U, €CJIM Ha-
1o, ITO nnsg cBoeli pabOTHI.

MMeHHO u3-3a HALIECTBUS KapAepOB CTalU TOSIBISTHCS albTEpHATUBHbBIC
cucteMbl orutaThl yeayr B UHTepHeTe. HekoTophle miaTHbIe BeO-CailThl yke He
MPpUHUMAIOT 0aHKOBCKMX KapT. OrmjiatTa NMpoOu3BOIMUTCS 4epe3 TesieOHHbIN
3BOHOK IO TMJIATHOM JUHWW WX UHBIM MTOTOOHBIM CIOCOOOM. Y TaKuX CIIOCO-
0O0B Ooubllle HaKJIaaHbIE PacXOJbl, HO 3TO JEIlIeBJie, YeM MOCTOSIHHO pellaTh
MpoOJIEMBI, CO3/1aBaeMble M3-3a KapJAWHTA.

Peanvnvuii naacmux

Ha xapaepckoM kaproHe «peajbHbIM IUIACTUKOM» UMEHYIOTCS MOJHOLIEH-
HbIe TBEpble KONMUY OAaHKOBCKMX KapT. Ha HUX D0JKeH IPUCYTCTBOBATH 1IBET-
HOW PUCYHOK, rojorpaMma, UMeThcsl 3MOOCCHPOBaHHOE (BBIIABIEHHOE) UMS
JIepxKaTresiss U MarHMTHas 1M0J10ca ¢ HYXKHBIMUA TaHHBIMUA.

Jlns aToro cmocoba peanu3anuy Tpedyercsa gamm* kaptel. [ImMH-Kox He Hy-
xkeH. [lo mammy m3roraBiauBaeTcs TBepAas Komusg KapTel. OHa JoJKHA He
TOJILKO HECTU BEPHBIE JaHHbBIE HA MATHUTHOM MOJ0CE, HO U BBHITJISAETh COOT-
BEeTCTBeHHO. PHCYHOK KapThl, KOHEUHO, He 00s3aH COBNAIaTh ¢ OPUTHUHAIL-
HBIM, HO OH JOJIKEH MPUCYTCTBOBATEL M OBITH XOPOIIETo KauyecTBa: He CMa3bl-
BaThbCs, HEe OTClIanBaThes. ZKelraTeIbHO, YTOOBI Ha3BaHMe OaHKa U KapThl COOT-
BETCTBOBAJIO Koay (MepBbie 6 MUdp HOMepa KapThl); BIpoOYeM, TPOJABIIbI pel-
KO oOpalamT Ha 3TO BHUMaHUE.

K Takoii mogaebHOM KapTe peaan3aTopy XKeJlaTeIbHO UMETh IMOIIeTbHBII
nokyMeHT. [IpomaBen iy Kaccup He 00s13aH CIIpallliBaTh y MOKYIIATeNs YI0C-
TOBepeHME TNYHOCTHA, HO MOXET 3TO CIIeIaTh, €CJIM BOSHUKHYT MOAO3pEHU. A
OHH, CKOpee BCETO, BOSHUKHYT, MOCKOJILKY Kapep ¢ «peaibHbIM IIaCTUKOM»
MOMAET MOKYNaTh He KOP3UHKY MPOJYKTOB B CyllepMapKeTe, a YTO-HUOYIb 110-
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IOPOXKE, YTO MOXKHO OymeT mepernpoaarh xoTsa 6bl 3a 40-50% croumoctu. Co-
BEPIIUTH MHOTO ITOKYITOK T10 TTOAAEIbHOIM KapTe He yaacTcs, OIHa, IBe, MOXET
OBbITb, TPM — U JePXaTesIb KapThl CITOXBATUTCST U 3a0JIOKMPYET €e.

BreiBaeT, 4yTO aJbIIUBBLIA JOKYMEHT M3rOTABJIMBAIOT Ha MMS AepxKaTess
KapThl. DTO HamexXHee, HO TopoxXe. Beab mommeabHass KapTa MOXET OBITh MC-
nmojb3oBaHa He Ooyiee 2-3 pas. [lociie 3TOro oHa B JydllleM ciydae OymeT 3a0-
JIOKMPOBaHa, a B XyAllleM — TonaaeT B ¢cTon-JIucT. COOTBETCTBEHHO, U TOMA-
JIeJbHBIA TOKYMEHT HYXXHO OYIeT BHIOPOCHTDL BMeCTe ¢ KapToil. Ipyroit Bapu-
aHT — <«IIOCTOSTHHBIN» JOKYMEHT, BMECTE€ C KOTOPBIM MOXHO HCITOJb30BaTh
HECKOJbKO pa3HBIX KapT. B cOOTBETCTBUM ¢ UMeHEM B JOKYMEHTE HaHOCUTCS
(amboccupyeTcs) MMs Ha Kapte. To ecTh MMsI Ha KapTe OYIEeT COOTBETCTBOBATh
MOKYMEHTY, HO He OyJeT COOTBETCTBOBATh MMEHM Ha MarHMTHOM Tojioce. B
9TOM cJiydyae 3aTpaThbl HUXE, HO BBIIIE PUCK, MOCKOJBKY TMPOJABEIl MOXET
CPaBHUTH UM Ha yeKe U MMs Ha KaprTe.

OGpa3sell e MOANMUCY Ha MOAAeIbHOU KapTe MOXHO HapucOBaTb TaKoM,
Kakoil ynooHo.

ITnacTUKOBBIE 3aTOTOBKHU IJI1 6AHKOBCKHMX KapT, 000pynoBaHUe ST HaHe-
CEeHUST M300pakeHUi, SMOOCCUPOBAHMS U 3aTTMCA MATHUTHOM MTOJOCH UMEET-
cg B cBOOOIHOM Mpoaaxke. Ho mprobpeTrats ero 1eaecoo6pasHo, TOIbKO eClTU
coOMpaenibCcs U3roTaBJIMBaTh KapThl COTHIMU. EQMHUUYHBIE 3K3eMILISIPHI BbI-
roJHee 3aKa3bIBaTh Ha CTOpoHe. [ToTHOe N3roToBeHe GAHKOBCKOM KapThl Ha
yepHOM pbiHKe oboiinercs B 100-200 moyimapos.

beavtii naacmux

Kapra, nmeromniast ToapKO 3aIlMCaHHYI0O MATHUTHYIO ITOJIOCY, MMEHYETCS Y
KapaepoB «OeJIbIM IJIaCTUKOM». Ee m3roToBieHne 06X0OUTCS COBCEM HEIOPO-
ro. OmHako o0JlacTh UCIOJb30BaHUSI OTpaHUYEHA JUITL OaHKOoMaTamMu. Pa3zy-
MeeTcsI, He0OOXOIMMO 3HaTh ITMH-KOI.

Ha6op gami kapThl + MUH-KOJ CTOUT Ha YEPHOM PBIHKE JOPOr0, 3aTO C ET0
TMIOMOIILIO MOXXHO BBIXKATh KAPTOUYHBIN CUET JOCyXa, CHSIB B OaHKOMaTe BeCh
OCTaTOK W BeCh KPEAUTHBII IMMUT.

3aeomosku
011 OAHKOBCKUX Kapm
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MHorue 6aHKH CTaBsIT OTPaHWYEHUS IJ11 OAHKOMATHBIX TPaH3aKLIW — 110
reorpacduu, Mo MaKCUMaJbHOW CyMMe 3a pa3 M MO MaKCMMaJlbHOW CyMMe 3a
JIeHb. DTO HECKOJILKO YCIOXHSET KapaepaM Xu3Hb. KapTy MOryT ycrmeTh 3a0-
JIOKMPOBATh W 3aHECTU B CTOM-JIMCT, TTOKA €eIlle He BCe AEHBTU C Hee CHSTHI.

KpoMme peanusauny B 6aHKOMAaTaX BO3MOXKHBI BApUAHTHI TOKYITKU TOBAPOB
Mo «6eJIoMy TIaCTUKY» B MarasuHax. ECTeCTBEHHO, JIUIIb IO CTOBOPY C TPO-
JaBLIOM.

Ilocpeonuueckue onaatin-cepeucot

I/IHCprMeHTOM Kapacpa MOXET CTaTb ITOYTU 000 MHTCPHET-CEPBUC, T'IC
IIpEaAyCMOTpPCHA BhITIJIaTa JCHET KIIMCHTAM.

HekoTopoe pacnpocTpaHeHUe UMEIOT MOCPEIHNYECKHUE CEPBUCHI O 0OMe-
HY BUJICO. CyTb NX COCTOUT B TOM, UTO OJHMU ITOJIB30BATCJ/IH KEJIAIOT TPAHCIIN-
poBaTh BUAeoM300paxeHue yepe3 VIHTepHeT, a Apyrue XKejlaloT ero mnorped-
nath. (Pasymeercst, Kak paBuiIo, pedb UAET 00 IPOTUYECKOM BHUIECO, HO MOC-
PEAHUK MPECAITIOYUTACT 00 3TOM «HE 3HaTB>>.) HOCDGI[HI/IK OpraHM3y€cT 3TOT
MpoIecC, CBOAUT MOKYIAaTedsl ¢ MPOJAABIOM M OCYIIECTBISET pacyeT MeXIy
Humu. CebGe GepeT MPOLIEHT 3a MOCPETHUYECTBO.
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ITockoabKy OT TTOKyTaTesieil IPUHUMAIOTCS TIJIATeXH M0 6aHKOBCKHUM Kap-
TaM, a BBITUIATHI MPOJABIIaM TIPOU3BOASITCS YeKOM UM GAHKOBCKUM IEPEBO-
IIOM, €CTb BO3MOXHOCTb «OTMBIBaHUS». Kapaep perucrpupyercsd Ha TaKOM
MOCPETHUYECKOM caiiTe KaK MOKyMaTedb, KaK MpoJaBell ¥ HauMHaeT Mpoja-
BaTh YCIYTU caMOMY cebe.

DTo Takxke He nmpocToi myTh. CiayXObl 6€30ITaCHOCTU 3HAIOT, KaK MpHu-
TATaTeJbHBI IJIST KapAepOB TMOJOOHBIE CEPBUCHI, U BCAYECKU CTapaloTcs
BOCTIPETISITCTBOBATh. BBITIATHI OOCTaBISIIOTCS Pa3TUUHBIMHA YCIOBUSIMU
Hamomob6ue MHTepHeT-Ka3uHo. Kapaepsl, pazyMmeeTcsl, HaXOOSIT OTBETHBIE
MEpHI.

Ilouemy mowennuuecmeo?

B 3aknoueHUMe HECKOJIBKO CJOB O KBalupUKAIUKM KapaepCKUX
NEeWCTBUN.

B YK P® umeercsa cnenuanbHasg ctatbd 187, Ha MepBbIi B3MISAA, CHEH-
aJIbHO OPMEHTUPOBaHHAs Ha KaplIepoOB: «M3rOTOBJICHUE WU COBIT MOIIE/Tb-
HBIX KPEAUTHBIX JTUOO pacYEeTHBIX KapT W MHBIX MJIATEXHBIX TOKYMEHTOB».
Ho aucno3unus cratbu chopmMynrpoBaHa 6e3 yyeTa CeTOIHSIIIHUX TEXHOIO-
ruit kapauHra. lOpuctel pacxoasaTcssi BO MHEHUM, UTO CYUTATh «COBITOM»
0aHKOBCKO¥ (pacuyeTHoit) KapThl. OgHu 1opucThl [20] yTBepKIaIOT, YTO COBI-
TOM MOXHO CUMTATh JUIIb NEUCTBUS, MIpeaIioaramle nepexon KapTol (Kak
BelllM) K MHOMY BJaneiblly. [Ipyn TakoM moaxoae NMpuBjieYb K YTOJTOBHOMN OT-
BETCTBEHHOCTHU IO 3TOW CTaThe MOXHO TOJIbKO OJHOTO 4jeHa MpecTyIHOM
TPYIMBI — TOTO, KOTOPBIN HEMOCPEJACTBEHHO MevyaTaeT TBepAble KOIMUU KapT,
la ¥ TO JIMIIb B TOM cCJiydyae, €CJlM pacljauyvMBaeTcsl UMW He cam. [ pyrue
opuctel [W04] mosaraioT, 4TO «COBIT» COCTOUT TaKXe B HCIOJIb30BAHUU
MOAIeIbHOM KapThl B KaueCcTBE cpeJcTBa Iuiatexxa. Ho u B ToM, U B Apyrom
cJlyyae M3 3TOT0 COCTaBa BbITalaeT UCMOJIb30BaHME Wb JaHHBIX 0AHKOBC-
KUX KapT, 0€3 U3TOTOBJIEHUSI TBEPABIX KOTIUIA, a Bellb 3TU CJIydau COCTaBIISIOT
OOJILIIMHCTRBO.

3aKOHOIATEIbCTBO 3/I€Ch CUJILHO OTCTAJIO OT pa3BUTUSI TEXHOJIOTUIA. Bripo-
yeM, BpSI JIU CTOUT eT0 «IOATATUBATh». [lmaTexkHbie cucTeMbl aKTUBHO Tepe-
XOJSIT OT KapT ¢ MAarHUTHOM IOJIOCOM K YMITOBBIM KapTaMm. [lJisi HOBOI TeXHO-
JIOTUU Y METOJIbl MOLLIEHHUYEeCTBa OYAyT HOBBIMU.

Jnst Bcex KapiepcKux AeiCTBUIA, KOTOPbIE CBOASATCS K MOJYUYEHUIO JeHET
WIN MaTepuaJibHbIX LIEHHOCTe!, roauTcs craThs 159 YK «MolleHHUYeCTBO>.
Te cayyau, Korma ¢ MOMOIIBIO YY>KOM KapThl MTPpUOOpPETaeTCs HE UMYIIIECTBO, a
ycJyra, MOXXHO TakXe KBaJIM(PUIMPOBATh KAK MOIIIEHHUYECTBO B OTHOIIIEHUH
nepxaTesisi KapThl, €CJIM TeHbI'M ObUIM CIIUCAHBI. A €ClM He CIUCaHBbI, TO MOo-
nmoitaer craths 165 YK «npruynMHeHre UMYILIECTBEHHOTO yilepOa nyTeM ooMa-
Ha WU 3JIOYNOTPeOIeHUST TOBEPUEM».
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NoweHHN4YecTBO € Tpadhmkom

ABTOMaTU3MPOBAHHbBIE CUCTEMbI pacuyeToB (OMJIMHTOBBIE CUCTEMBbI), a TAKXKE
cpeacTBa cbopa JaHHBIX IS TaKUX cucTeM (mpenOunuHr, mediation) oreparo-
POB CBSI3M BCErna sSIBJISUINCh 00bEKTOM MHTEpeca MOIIEHHUKOB, KA3HOKPAI0B U
MPOYNX KPUMUHAJIBHBIX 3J1IeMeHTOB. U3MeHUB faHHbIE B OMJJIMHTOBOM CUCTEME,
MOXHO OCYIIECTBUTh MOIIEHHMYECTBO, XMUIIEHUE, PACTpaTy Ha 3HAYUTEIbHYIO
cymMy. CIIOXXHOCTh TaAKMX CUCTEM BeJIMKa, JOCTYIT K HUM MMEIOT Cpa3y MHOTUE
JIVLIa U3 TIepcoHaia M JaXe KJIMEHTOB TPEATPUSTUSI, TIO3TOMY BCeTaa MMEETCs
IOCTaTOYHO TEXHUYECKHNX BO3ZMOXHOCTEH MOJYYUTh JOCTYIT 1 UBMEHUTD TaHHbIE.

Mo1eHHUYEeCTBO ¢ JaHHBIMU OMJIMHTA JOCTATOYHO pacripocTpaHeHo. OHO
pacrmpoCcTpaHEHO HACTOJBKO, UTO CYIIECTBYIOT HOPMATUBBI CITMCAHUS CPENICTB
Ha Takue 3J0ynotpebyseHus. Ha ppiHKe ecTh 0COObIE MPOTrpaMMHBIE TTPOIYKThI
IUTST BBISIBJICHUSI M TIpeceYyeHMsl MoJao0HOTO pojaa AeCTBUN, OHUM MMEHYIOTCS
«fraud management systems». CaMo Ha3BaHME CBMJAECTEJIbCTBYET O TOM, YTO
pedYb UaeT He O TIpeIoTBpallleHUM MOIIIEHHUYeCTBa BOBCE, a JIUIIb O pa3yMHOM
CHUXXEHUU YOBITKOB OT TAKOT'O MOIIIEHHUYECTBA.

PaccnenoBaHue mogoOHBIX TPECTYIICHU I TPpeOyeT CIielualbHbIX 3HAHUI B
NByXx obJyiacTsix. Bo-nepBbix, B 001acTu Ou3Heca oTpaciu cBs3u. [Topsimok mpo-
mycka Tpaduka, ero TeXHUYecKasi opraHu3aiusi, B3auMopacueTbl MeX/1y ore-
patopamMu, 0COOEHHOCTU TapudOB — Bce 3TO 00JACTb CELMATbHbIX 3HAHUIA.
Bo-BTophix, TpedytoTcs 3HaHusl B obnactu MT, mockonbKy Bce OMIMHTOBBIE
CUCTEMBI — 3TO KOMITbIOTEPHBIE UH(POPMAIIMOHHBIE CUCTEMbI, U OpraHU3alUs
HECAaHKIIMOHUPOBAHHOTO IOCTYIa K HUM SIBJISIETCSI TIPEIMETOM COOTBETCTBYIO-
IIUX CIIEUaJTbHbBIX 3HAHU.

ABTOpY HEM3BECTHBI CJIydyau, KOrja MOIIEHHWYECTBO C TpaukKoM ObLIO
COBEPUIEHO «CHAPYXW», TO €CTh 0€3 CONEeCTBUS COTPYAHUKA MOCTpanaBIleit
KOMITAaHUU JTUOO COTPYAHUKA WHOTO oflepaTopa CBSA3M. TeopeTuyecKu Takue
cJlydad BO3MOXKHBI, HO Ha TIPaKTUKE OHU, BUAUMO, OYEHb PEIKU.

EcTb n1Be TUIIMYHBIE CXeMBI TOJOOHOTO MOIIIEHHWYECTBa. B mepBoM ciyuyae
COTPYAHUK OTepaTopa CBSI3M BCTYIAET B CTOBOP C €€ KJIMEHTOM (MU HECKOJIb-
KMMU KJIMEHTaMM) U TeM WU WHBIM CITOCOOOM M3MEHSIET JaHHble 00 OKa3aH-
HBIX ycayrax (oobeme, BpeMeHU, Tapudax). Bo BTopoM ciiyyae «BBITOAOIPU-
oOperaTejieM» OT MOLIEHHUYECTBA BBICTYMAET APYroil onepaTop CBSI3U, KOTO-
pblil TOJTydyaeT He3aKOHHBIM 10XO0/ UM SKOHOMMIO 3a CYET MAHUITYJISILIUIA C Ta-
pudamu, Tunom Tpaduka u T.11. B 3TOM ciiyyae croBop ¢ COTpYIHUKOM TOCT-
pajaBuIero oneparopa He 00si3aTesieH, XOTsI U XKeJlaTeseH.

CrenyeT 3aMeTUTb, UTO JAesiHME, Ha3bIBAEMOE «MOILIEHHUYECTBOM C Tpahu-
KOM», HE BCeraa SIBJIseTCs mpaBoHapylieHueM. MHoTIa 3To BCEro JIMIb Hapy-
1IeHWEe YCIOBUI MEXOTMEepaTopcKoro 10roBopa. A MHOM pa3 — U BOBCeE MpaBo-
MepHasi ONTUMM3ALIMS 3aTpaT MPU MMOMOIIM, HAIpUMeEp, aJiIbTEPHATUBHBIX ITy-
Tel mponycka Tpaduka.
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HapyuweHue aBTOPCKMX npaB B odnaiine

Cnoco6

O6cyxxaaemMoe NpecTyIUIeHHe COOTBETCTBYET yactaM 2 u 3 cT. 146 YK. B
MaHHOM TJIaBe peuyb UIET JIMIIb O TeX CIydasix, KOTAa pacrpocTpaHeHUe MPOu3-
BeIeHUS MTPOUCXOIUT He Yepe3 CeTh, a B odaiitHe® — myTeM nepeaadu (Tpoza-
KHM) HOCUTEJIS UIW MYyTeM WHCTAJUISIIIUY ¢ TAKOTO HOCUTEJIS.

PacnipocTpaHEHHOCTBIO 3TOr0 COCTaBa B POCCUICKOM KpUMUHAJBbHON cTa-
TUCTHUKE MBI 00sI3aHBI JIETKOCTU €r0 pacKpbITUs. TOPTroBIs Ha yInIaXx KOHTpa-
(haKTHBIMU AUCKAMH U OOMJIME PEKIJIaAMBI YCIIYT «4€PHBIX MHCTAISITOPOB» TT03-
BOJISIET OOHAPYXHUTh U PACKPBITh TAKOE MPECTYIUIEHHE OYEHb OBICTPO, B TI000I

JC€Hb, KOI'la BOBHUKHET KCJIaHHC.
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Ilpecmynnux

IMomo3peBaeMblii B OOTBIIMHCTBE CIy4yaeB U3BECTEH, MOCKOJBKY 3a1ePXKH-
BaeTCs Ha MECTE IOCIe TIPOBEAEHUS IIPOBEPOYHOM 3aKYITKH.

B HECKOTOPBIX Cjhay4dyasaX NPECTYIMMHUKOM ABJACTCA HE HCHOCpeHCTBeHHHﬁ
IIpoaaBCl, a IUPEKTOP MJIIM TOBAPOBECA MarasmHa, BBICTAaBUBILIUI B npoaaxy
KOHTpadaKTHbIE 9K3EeMIUISIpbl. XOTS Yallle XUTPbIil AUPEKTOp GUPMBbI, ITPEK-
pacHO 3HasT 0 KOHTpaaKTHOCTU pealu3yeMBIX IMpoTrpaMM, AejaeT KpalHUM
MpoJaBIa WK MHCTALISTOPA.

ITlomepneswuii

IMorepneBmuM siBaAsieTcsl TTpaBoobanaTeab. boabIIMHCTBO TIpaBoOOIana-
TeJieli Ha TTOTyJIsIpHbIe IPOAYKTH — 3apy0exxHbie. He Bce oHM MMeIOT mpeacTa-
BuTeabcTBa B Poccun. He Bce M3 HUX OXOTHO coOrjlalialoTcs BhICTYIIATh MOTEP-
MEeBIIUMU.

Poccuiickue npaBooOyiagaTenn Takxke He BCerjaa corjialiarTcs mucaTh 3a-
sIBJICHUE O BO30YXIEHUM YrOJOBHOTO JieJia.

ITo yactm 2 cT. 146 BO3OYAUTD A€JI0 MOXHO TOJBKO MO 3asBICHUIO MTPaBO-
obnanarensi. bes Takoro 3asBieHUs BO3OYAUTH A€J10 MOXHO JIMIIb O 4acTu 3
3TOM CTaThbU — IMPU 0CO000 KpYIMHOM pa3mepe, 6oiee 250 000 py6aeit.

Jnst ycTaHOBJIEHUSI MPUHAMJIEXKHOCTH aBTOPCKUX IMpaB Ha TO WJIM WHOE
MMpOM3BEeJeHUE YacTO Ha3HayaeTcs aBTOpoBemueckasl skcrmeprusa. Ha paspe-
IIeHWE DKCIEepPTy CTABUTCS CIEAYIOIIMI BOMPOC: KTO SIBJISIETCSI BEPOSITHBIM
rnmpaBooOiagaTesieM IJsl TpeacTaBIeHHOTO TpousBencHus: (PoHOrpaMmsl,
dunbma, porpammsel 1yt D9BM)? Unu B Takoit ¢popMyInpoBKe: KaKue UMe-
IOTCSI TIPU3HAKM Ha 2K3eMIUISIpe MPOW3BENeHMS, yKa3biBalolllMe Ha MpUHAI-
JIEXXHOCTbh aBTOPCKMX TIpaB Ha 3TO Mpou3BeaeHue? ABTOp IoJiaraet, 4YTo Mo-
MOOHYI0 3KCIIePTU3Y MpaBUIbHEE HA3bIBaTh HE aBTOPOBEIYECKOM, a KOMITbIO-
TEePHO-TEXHUYECKON MM MPOTPAMMHO-TEXHUYECKOM.

BriBon akcmepTta 00 aBTOpEe M IpaBooOJamaTesie MOXET HOCHTH JIMIIb
MPEAMONOXUTENbHBIN XapakTep. To, UTO JaHHOE JIMIIO SIBJISIETCS TTpaBoobia-
naTejieM Ha JaHHOE MpOM3BeleHUE, — 3TO (PaKT IOPUANYECKUA, a HE TEXHU-
yeckuii. MckiounTebHbIe TIpaBa Ha MPOU3BEIEHNUE MOTYT OBITH TepeaaHbl
110 OTOBOPY APYTOMY JIMILY, HO MIPOU3BEIEHUE OT 3TOTO HE U3MEHUTCS HU Ha
OMUT. DKCIEPT JUIIb UILET HAa IK3EMIUISIpE MMPOU3BEIeHUS KaKue-I11u0o yKasa-
HUSI Ha TMpaBooOJamaTesisi, yBeAOMJIEeHUsI 00 aBTOPCKMX IpaBaX, KOTOpbIe
MPUHSTO TaM CTaBUTb. A CTPOro YCTAaHOBUTh MpaBooObamaTeass — 3TO 3ajaadya
ciaemoBateisi. [IpuHamIeXXHOCTh MCKIIOUUTEIbHBIX MpaB Ha TNpPOU3BEIEeHUE
yCTaHaBJIMBAeTCS TOKYMEHTAMU — aBTOPCKUM JIOTOBOPOM, IOTOBOPOM 00 yc-
TYIKe UCKJIOYUTEIbHBIX MTPaB, CBUAECTEIHLCTBOM O PETMCTpallUy ITpaB Ha MPo-
IYKT U T.1.

B HekoTopbIX ciydyasix INpaBooOJyiafaTesin AeJerupyloT HEKOTOpble CBOU
IMOJTHOMOYUS acColMallMsIM, 3aHUMAIIMMCS 3alllUTON MHTEJIEeKTyalbHOM
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COOCTBEHHOCTHM Ha KOJUIEKTMBHOU OocHoOBe. Takasi accoumanusi MOXeT CUM-
TaTbCA 3aKOHHBIM IIPEACTAaBUTECJIEM ITOTCPIICBIICTO. ,HJ'[S[ 9TOro OHa OOJI’KHa
MPEeACTAaBUTh COOTBETCTBYIOLIUIA JOTOBODP.

Caedot

W3 ciemoB TeXHMYECKOTO XapaKTepa 3[eCh MPUCYTCTBYET pa3Be 4TO yCTa-
HOBJIEHHO€ «Y€PHBIM MHCTAJUISITOPOM» MpoTrpaMMHoe obecrieueHne. CooTBe-
TCTBYIOIIWI HOCUTETb CIAEAYET OTIMPABUTh HA DKCIEPTU3Y IJisl YCTAHOBIECHUS
coctaBa yctaHoBiaeHHoro I[1O u ero BeposiTHOro rpaBooOagaTess.

ABTOp ellle pa3 XoTeJ Obl 31eCh MOTUYEPKHYTh, UTO YCTAHOBJIEHWE KOHTpa-
¢daxkTHOCTM TIporpamMMHOTro obecrieueHus (Oynb OHO B BUIE pa3BEpTKU Ha
KeCTKOM JIHCKE VJIM B BUIE OTUCTpUOyTHBa Ha mupatrckoM CD) He MOXeT sB-
JISTHCS TIPEIMETOM MPOrpaMMHO-TeXHUYECKOM dKCITepTU3hl. PaBHO KaK M JIf0-
601t apyroit akcrepTu3bl. KoHTpadakKTHOCTH — 3TO BOMPOC MPABOOTHOIIEHUI
MEXay TpaBooOJiasaTesieM U MOoJIb30BaTe/ieM: 3aKJIF0YeH JIM aBTOPCKU TOTO-
BOp, YIJIaueHBI JIU JeHbIU, COOJNIOAEHBI JIU YCIOBUS OOroBopa (JUIICH3UN).
HccnemoBaHneM 3K3eMILIsIpa caMO TPOrpaMMBbl 3THX 0OCTOSITETbCTB YCTAaHO-
BUTH HEBO3MOXHO. [IporpaMMHO-TeXHUUYECKasa 3KCIIEPTH3a MOXET JIMIIb BbI-
SIBUTh MPU3HAKW KOHTPa(aKTHOCTHU, KOTOPHIE caMU 10 cebe HUYEero He JoKa-
3BIBAIOT U MOTYT CJYXWTb JIMIIb KOCBEHHBIM MOKa3aTeJIbCTBOM. DTO 06CTOS-
TEJILCTBO MOJATBEPXKAEeHO MocTaHoBieHeM BepxoBHoro cyaa [L02]: «[ToHsitue
KOHTpadaKTHOCTU 3K3eMIUISIPOB MPOU3BeACHUI U (MJI1) (POHOTPAMM SIBIISIET-
cs opuagndeckuM. [1oaToMy BOMPOC 0 KOHTPahaKTHOCTU IK3EMILISIPOB TIPO-
U3BEACHUI MU (POHOTPAMM HE MOXET CTAaBUTBLCS Mepe SKCIEPTOM».

Takxe He MoxeT ObITh IpenmMeToM KTD ycTaHOBIEHUE CTOMMOCTHU 3K3e-
MILIsIpoB [1O. CTOMMOCTh YCTaHABIMBAETCS TOBAPOBEAYECKOM VI DKOHOMMU-
YeCcKO# 3KCMepTU30ii, TMOO MpUHUMAaeTCsI paBHOI 1ieHe 3Ttoro 10, eciu oHo
MpojaeTcs 3a OAMHAKOBYIO IIEHY BCeM MoTpeduTelisim (rmoapobHee 06 3ToM — B
riaaBe «Croumocts [10» pa3pena 5).

YacTo 11 yCTaHOBJIEHUSI CTOMMOCTH 3K3eMIUIsIipoB 1O mim mpaB Ha ero
HCITOJIb30BaHME TMOJb3YIOTCS JAHHBIMU, KOTOpBIE MPEACTABICHBI MOTEPIEB-
IMKUM, HampuMmep, ero OOUIMATbHBIM Tpaic-TUCTOM. DTO HENpPaBUILHO.
ITporpamMHOe oGecredyeHre, B OTAUYKME OT MHOTO pOJa TOBAapOB, MOXET MPO-
laBaThCS 3a CYIIECTBEHHO pa3Hyio 1ieHy. PasHuna B 1ieHe B 3-5 pa3 Ha OfHY U
Ty Xe TIpoTpaMMYy JUISI pa3HbIX KJIacCOB MoTpeduTesieit sipiusieTcs Ha peiHKe [10O
OOBIYHBIM JEJIOM.

K Tomy xe 6o1ee panaue Bepcuu [10 1mocie BeIxoga 00jee CBEXMX BepCcuit
OOBIYHO CHUMAIOTCS C TIpofaxku coBceM. CTOMMOCTh BepCUM, KOTOpas Ha MO-
MEHT COBepIIEeHMS MTPECTYIIEHUS He TIpoJaBaiach, He MOXET OBITh TpUpPaBHE-
Ha K CTOMMOCTU Oojee cBexeidl Bepcuu. IIlpu OOHOBIEHMHU pacUIMpPSIETCS
dyukumnonanpHocTh [10, ucCHpaBAsSIOTCS OWIMOKM, yiaydyliaeTcs AW3aliH U
WHBIE TTOTPEOUTETHCKHE CBOMCTBA MPOAYKTa. [103TOMY CTOMMOCTH HOBOW U
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CcTapoii BEpCUU HE MOTYT OBITh paBHbI. HeKOTOpHIE MPON3BOAUTENH JaXKe I'OTO-
BBI TIepenaBaTh IMOJIb30BaTEISIM IIPaBO Ha UCITOJb30BaHME YCTapEBIINX BepCUit
OecIUIaTHO WJIW 3a CUMBOJIMYECKYIO IeHY. 71 onpeneaeHUs] CTOMMOCTHU Bep-
cuu I10O, u3bsATON U3 NMPOJAXKHU, HEOOXOIMMO Ha3HAYaTh 9KOHOMHUYECKYIO MU
TOBapOBEIUECKYIO DKCIIEPTU3Y. B Hell XemaTebHO ydacTue He TOJbKO 9KOHO-
MUcCTa, HO U cnenuanucTta no UT uiam mporpaMMUpOBaHUIO — JUIST yyeTa crie-
nuduky Takoro ToBapa, Kak I10.

Iloaumusuposannocmeo

OO11ecTBeHHAs! OMACHOCTb HapYLIEHU aBTOPCKUX U CMEXHBIX MIpaB HbIHE
OlLIEHMBAETCs KaK JIOCTaTOUHO BbIicOoKasi. Bo Bcex cTpaHax 3aMeTHA TeHIEHIIUS
K Y>XeCTOUEHMIO HaKa3aHUU 32 TaKWe HAPYIIEHUs, U CJIEI0BATEIbHO, K MOBBI-
IIEHWIO OLEHKU UX OOIlIecTBEHHOU omacHocTu. He cekpeT, uTo ykazaHHOe
yXecToueHue B OOJBIIMHCTBE CTpaH TpoBoauTcs noa nasieHueMm CIIA, Ha
TEPPUTOPUU KOTOPBIX COCPEIOTOUECHO OOJBIIMHCTBO KPYITHBIX MpaBooOIaga-
TeJel U PKOHOMUKA KOTOPBIX CUJIBHO 3aBUCUT OT COOTBETCTBYIOIINX TOXOIOB.
C MakpO3KOHOMHUYECKO TOYKM 3pEeHMsS MacCOBOE HapyllleHHe aBTOPCKUX
MpaB CBOJAUTCSI K MepepaclpeieIeHUI0 T0X0I0B MeXy 0ojiee pa3BUTBIMU U
MeHee pa3BUTBHIMU cTpaHamu. M pasMep 3TUX AOXOJOB AOCTATOYHO BEJIMK,
YTOOBI CYIIECTBEHHO BJIMSTH Ha 0J1arornojydyne 3KOHOMUKU B 1iejoM. [ToaTtomy
Bompoc 00 aBTOPCKMX MpaBax, a TakXe WHBIX IpaBaX WHTEJUIEKTYaJIbHOU
COOCTBEHHOCTH — 3TO BOIPOC MOJUTHUYECKUIA. [ToMUTU3MPOBAHHOCTD HEU3-
0EeXXHO BJIMSIET HAa OPTraHU3alMI0 PACKPBITUS U pacciaeOBaHUS TaKUX AeJ.

C 0oHOI CTOPOHBI, 3TO O3HAYAET, YTO OOpbhOa C HAPYHIECHUSIMU aBTOPCKUX
npaB, €€ pa3Mep, UHTEHCUBHOCTb W HAIMPaBIA€HHOCTb PETYJIUPYIOTCS BHICIIIUM
roCyIapCTBEHHBIM PYKOBOACTBOM. OTCYTCTBHME TaKoil 60pbOBI OTpUIIATEIBHO
TMOBJUSIET HAa OTHOIIEHWE CO CTOPOHBI Pa3BUTHIX CTPaH, TA€ PACHOJOXEHO
OOJIBIIMHCTBO TIpaBooOJiamaTeneit. dpyrasg KpaliHOCTb — W3JIUIIHE pbsHas
Ooppba ¢ HapylIEeHUSIMU aBTOPCKUX W CMEXHBIX TpaB — MOXET HaHECTHU
yiep0 HalMOHAJIbHOU SKOHOMWKE M3-3a CWJIBHOTO YBEIWYEHWS TLIaTeXeu
WHOCTPAaHHBIM MpaBo00IagaTeNIsIM UJIM HEBO3MOXHOCTH MTOJIb30BaThCSI BHICO-
KOTEXHOJIOTUYHOM MPONYKIIUEH.

C npyroii CTOpOHBI, MOJUTUYECKUE TTapTUM U OOIIECTBEHHbBIC NEesSTean He
MOTYT HE yIeJsITh BHUMAaHUSI BOMMPOCAM aBTOPCKUX MPaB U COOTBETCTBYIOIINM
HapylmeHussM. B 3aBUCHMMOCTH OT CBOMX MO3ULIMIA OHU CKJIOHHBI MO-pPa3HOMY
OCBEIIATh COOBITUS, TOOOMPOBATH PELIEHUS, UCTIOIb30BaTh YTOJOBHbBIEC M TPaX-
MIAHCKMWE Jiesia, CBSI3aHHbIE C aBTOPCKUMMU MpaBaMu, B TPONaraHAUCTCKUX LESIX.

[ToHSITHO, UTO OOJILIIMHCTBY COTPYIHUKOB ITPaBOOXPAHUTEIbHBIX OPTAHOB
HE HPaBUTCS POJb WHCTPYMEHTA B 3TOW MOJUTUYECKOW W UIEOJTOTMYECKOU
6opbOe. [ToaTOMY OHUM MPEATIOUYUTAIOT B JiejiaX, CBSI3aHHBIX C aBTOPCKUMU Mpa-
BaMM, BO3JAEPXUBATHCS OT MPOSIBICHUS UHUIIMATUBBI, a JIUIIb UCIOJHSITh «OT
CUX J0 CUX» MTOJIyYeHHBbIE CBEPXY YKa3aHUSI.
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Hapywenue aBTopckux npas B Cetm

Cnoco6

HemnpaBoMepHOe BocIpou3BeIeHE OXpaHsSIeMbIX TPOU3BEACHUI B OHJA-
He* OCYLIECTBJISIETCS MYyTEeM pasMelleHUs UX Ha OOIIeJOCTYIMHBIX BEO-cepBe-
pax, FTP-cepBepax unu B aiiiooOMEeHHBIX CeTsIx™*.

XOTsT 3ar0JIOBOK TOBOPUT JIMIIb 00 aBTOPCKUX TpaBax, Ha CaMOM Jejie Bce
HUXeCKa3aHHOE OTHOCHUTCS U K WHBIM MpaBaM WHTEJJIEKTyalbHON COOCTBEH-
HOCTU — CMEXXHBIM TIpaBaM, MaTEHTHBIM TIpaBaM, IpaBaM Ha TOBapHbIe 3HAKU
U T.10.

«Pa3mMmelneHure Ha 00IIETOCTYITHBIX CepBepax» — 3TO HECTPOToe BhIpaxKe-
Hue. KoHkpeTHOe mpaBoMouune, KOTOpPOE IMOA03peBaeMblii OCYIECTBISIET,
He MMesl Ha TO pa3pelieHus, chopmynrupoBaHo Tak: «Coo011aTh Npou3Bee-
HUE TaKUM 006pa3oM, IIpU KOTOPOM JTI060€e JTUI[0 MOXKET UMETh JOCTYIT K He-
MY B UHTEPaKTUBHOM peXMUMe U3 JI000T0 MecTa M B JII060e BpeMsl IO CBOE-
My BbIOOpPY (IIpaBO Ha JOBeAeHUE A0 BCeOOIero cBeieHus )» — ab3al OnquH-
HaauaThlii myHkTa 2 crathu 16 3akoHa P®D «O6 aBTOpCKOM IIpaBe...». DTO
paBoOMOYMe OBIJIO CIIEIIMaJIbHO BHeCeHO B 3aKoH B 2004 roay A ydeTa Tex
cilydyaeB, KOTjJa TpOM3BEIeHUE paclpoCTpaHsIeTcs uyepe3 BeO-callT uiu
FTP-caiir.

HMHoraa npou3sBeaeHUE pa3MelIaeTcs He B TJI06aJbHOIM KOMITBIOTEPHOI Ce-
TH, a B JJOKaJbHOU. [Ipu 3TOM BapMaHTe KayeCTBEHHBIX OTIMYMUI HET, eCIU
TOJBKO KpPYT TMOJb30BaTeJel JOKATbHOW CETH HE OrpaHU4YMBAETCS OIHOU
cembeii. Bece, 4To MpeBHIIIAET 3TOT KPYT, YKe HE MOXKET CUMTATHCS «IJIsT JTUY-
HOTO TTOJIb30BaHUsI». BOIbITYI0 MOMYISIPHOCTb UMEIOT TaK Ha3bIBaeMble JOMO-
BbI€ CETU, OXBATBHIBAIOIINE MOIBE3, XXIJION TOM WM Mapy A1oMoB. TaM Jacto
BCTpeualoTcs cepBepa, coaepxkalire 600ablIoe KOJUYECTBO MY3bIKU, (PUIBMOB
U TIPOrpaMMHOTO 00ecTeYeHUsI.

Ilpecmynnux

PasmemenumeM KonTpadakTa B CeTu OOBIYHO 3aHUMAIOTCS HE M3 KOPBICT-
HBIX TOOYyXaeHU#. B GonbIIMHCTBE cilyyaeB TMpaBOHApyIIUTEIb JCHUCTBYeT,
60 BOOOIIE HE 3aayMbIBasiCh O MPOTUBOMPABHOCTH, JIMOO PYKOBOJACTBYSICh
HOHKOH(}OPMU3IMOM.

Ciyyan KOpBICTHOW MOTHUBAILMU, TOXAIYyil, MCUEPIIBIBAIOTCS MMOJTYyYeHUEM
Joxoja OT peKJaMbl, KOTopas pa3MellleHa Ha BeO-caiiTe, comepkKaileM IMoIly-
JIIPHBIM, HO KOHTpa(aKTHBI KOHTEHT (TaKk Ha3blBaeMblil Bape3*). BeOG-mac-
Tep OOBIYHO MOJIyyaeT A0XOJ CO CBOero BebO-caliTa yepe3 pa3MellleHre Ha HeEM
pexinamsl. [loxoa TeM Oosiblile, YeM BhILIE MOCelaeMoCTh pecypca. PasamMecTuth
Ha caliTe MOMyJspHBIA Bape3 — BEPHBIN MyTh OBICTPO MOJHSTH MOCEIIAeMOCTb.
MHorue Tak M MOCTYNawT, JIMOO He 3aayMbIBasiCh O HapyIIEHUU TpaB, J1ubO
HazJesich Ha «aBOCh ITPOHECET».
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ITlomepneswuii

KonTtpadaxktHbix npouseaeHuit B CeTu Takoe KOJIUYECTBO, YTO MPABOOX-
paHUTEJbHbIE OpPTaHbl HE 3aHUMAIOTCS 3TUMM MPaBOHAPYIIEHUSIMU B MHULIU-
aTuBHOM mopsiake. MHUIIMaTOpoM Bcerna BBICTYIAET MOTEePIEeBIIMUIA.

IMTorepneBIMM MOXET OBITh KaK caM IpaBooOJyiafaTesib, TaK U OpraHu3a-
IS TI0 KOJIJIEKTUBHOMY YIIPaBJICHUIO aBTOPCKMMHU W CMEXHBIMU TIpaBaMu
WIn OOIleCTBEHHAsT opraHu3alusi-o0benMHeHUe TpaBoobaanaTeaeit. B moc-
JIeTHEM cJiydae TOJIKEeH ObITh MpeCcTaBJIeH JOroBOp, B KOTOPOM IpaBoobiana-
TeJIb YIIOJHOMOUYMBAET TaKyl0 OpraHM3allMio MPEACTaBISITh CBOU MHTEPECHl B
cllyyae HapylIeHUsl aBTOPCKUX TpaB.

ITonoGHbIe opraHM3aluK OBIBAIOT YPE3BbIYAHO aKTUBHBI U HACTOMYMBHI.
Ho nHorna onu 3amHTEpecoBaHbl BOBCE HE B YTOJIOBHOM Ipec/ieOBaHUN BU-
HOBHOTO, a BCETo JIMIIIb B IpeKpallleHU! pacrpocTpaHeHus o UHTepHeTy 3a-
muiaeMoro mpousBeneHus. Ilocine Toro, Kak KoHTpadakTHas Mporpamma
WIN WHOE MPOoU3BeAeHUe YOpaHo C caiiTa, 3asiBUTEIb MOXET MOTEPSITh K ATy
BCSIKMI MHTEPEC U MPEKPATUTh COTPYAHUYECTBO C TPABOOXPAHUTEIbHBIMU OP-
raHaMH.

BeiBaeT u apyrast KpaifHOCTh, KOTIa OpraHMU3alus, 3alluinalinas aBTopc-
KHe TIpaBa CBOMX YJIEHOB, MPEJIOCTaBSIET MPAaBOOXPaHUTEIbHBIM OpraHaM He
TOJIbKO MH(OopMaInio 06 0OHapyXeHHOM HapyllleHWU, HO U TIPOTOKOJ OCMOT-
pa ¥ 3aKJI0UYeHUEe CBOEro 3Kcrnepra o KoHTpadakTHOCTU. [TOHSITHO, YTO K J10-
Ka3zaTeJabCTBaM, KOTOpPbIe COOpaHbl 3aMHTEPECOBAHHOW CTOPOHOI, Halo OTHO-
CUTHCS KPUTUUYECKH, a 3aKJIIOUYEHUE IKCIIEpPTa, KOTOPBIi HAXOIUTCS B CIIyKe0-
HOM MJIM MHOM 3aBUCUMOCTH OT MOTEPIIEBIIEro (MMPeaCcTaBUTENS MOTEPIIeBIIe-
ro), BooOIIe HEe MOXET ObITh MpU3HAHO AoKa3aTteabcTBOM B cuiy YIIK. Ho
WHOTHA cjieAoBaTeib, YTOOBl YMEHBIIUTh cebe paboTy, MIEeT Ha IMOBOIY Y
MpeACTaBUTENSI TTOTEPIIEBIIEr0 U (AaKTUIECKU CTPOUT JEJI0 TOJILKO Ha MOy-
YEeHHBIX OT HETO JOKYMEHTaX. ABTOpP HEOIHOKPATHO CTaJKMUBAJCA C TaKOW
MPaKTUKOM U, KOHEUHO K€, CUMTACT €€ HeTOMyCTUMOM.

B kxayecTBe mpumepa MOXHO TipuBecTM HekomMepueckoe MapTHEPCTBO
MOCTaBIIMKOB NporpamMmMmHbiX nipoaykTos (HIT TIITIT) — opranusauuio, cos-
JNIAHHYIO0 POCCUHCKUMM TTpaBoo0IafaTeNIIMIA U BeAYLIY0 paboTy IM0o 3alUTe UX
aBTOPCKUX U CMEXHBIX NpaB. Takas pabora, 6e3yciioBHO, moje3Ha. Ho cieny-
eT MTOMHUTD, YTO yKa3aHHOE MapTHEPCTBO (PaKTUUECKHU SIBJISIETCSI 3aMHTEPECO-
BaHHBIM JIMIIOM, XOTSI (DOPMaJIbHO HE BBICTYIAaeT B KayeCTBE MOTEPHEBIIETO
WIW MpeJCTaBUTEJISl MOTEPMEBIIEro B KOHKPETHOM YroJloBHOM aene. [Toatomy
9KCMEPTHI, MPeJTOCTaBIEHHbIE 3TO OpraHu3aleil, He MOTYT CUMTAThCs He3a-
BUCUMBIMU, €CJIM TOJBKO MOTEpNeBIINKA BXOAUT B uuciao wieHoB HIIT TTITII.
To xe oTHOCHUTCS K pa3pabOTaHHOW MMM METOJIMKE MPOBEIEHUS 3KCIEepTU3
[94] u K peryaspHO MyO0aMKYyeMbIM KaTajoraM 1LieH Ha MporpaMMHbIe TTPOIyK-
Thl — BCE 3TU MaTepuasbl CJelyeT paccMaTpuBaTh HapaBHE C MaTepualaMH,
MPeAOCTaBIIEHHBIMU MOTEPIIEBIIMM, TO €CTh 3aMHTEPECOBAHHON CTOPOHOIA.
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Caedot
ITpu moBegeHUM 10 BCeOOIEeTo CBeAeHMST 00Pa3yIoTCs TaKue Ceabl TEXHU-
YeCKOT0 XapakKrTepa:
® 3anucu B jorax BeO- mnu FTP-cepBepa mpu 3anmucu ¢aitioB Ha cepBep

(upload);
® 3anucu B jjorax Be0- uiu FTP-cepBepa npu nonydyeHuu daiiioB morpeodu-
TEISIMU — CBUJETEIbCTBYET 00 MHTEPAKTUBHOUN MOCTYIMHOCTH haiiioB

WHBIM JIMLIAM;

@ Cjie/ibl Ha KOMIBIOTEPE, C KOTOPOTO MOJ03peBaeMblii 3anuchiBal dhaiabl HA
00I1IeIOCTYTHBIN cepBep, JTOKaJIbHbIE KOTIUY 3TUX (haiIoB;

@ APXUBHI U JIOTU COOOIIEHUH 3JIeKTpOHHOH 1ouThl U ICQ, B KOTOPHIX MTOI03-
peBaeMblil cooOLIan APYrMM MOJIb30BaTeNsIM O AOCTYMHOCTHU (aiiyioB Mo
oMnpenesIeHHOMY CETEBOMY alipecy.

Kpowme Toro, nmomo3peBaeMblit MOXET UMETh JOTOBOP C OTIepaTOPOM CBSI3H,
Ha pecypce KOTOPOTO MPOU3BOAMIOCH pa3MellleHUe MPOU3BEACHUS.

dumnHr

Cnocoo

®umuHr (phishing) — 3To BBIMaHUBaHUE y MOTEPIEBIINX UX KOHPUIECH-
LIMAJIbHBIX TaHHBIX METOJaMU CollMalibHOW MHXeHepuu. Kak mpaBuiio, pedb
UIEeT 0 HoMepax 0aHKOBCKUX KapT, UX MUH-KOJaX, MapoJisix K CUCTeMe yIpaB-
JIeHUs 6aHKOBCKUM cueToM (OHJIaliH-0aHKMHT) U ApYyroil MHGpopMaluu, Ko-
TOPYI0O MOXHO MOTOM OOpaTuTh B JeHbI'M. Haubosblieit momyaspHOCTbIO Y
¢uiepoB MoJB3YIOTCS caMble pacTpoCTpaHEHHbIe 0AHKMW U TIJIaTeXXHBIE CHC-
tembl: «Citi bank» «eBay» u «PayPal».

BriMaHuBaHUe OaHHBIX MPOMCXOAUT IMPU IMOMOIIY TMOMIOXHBIX COOOIIe-
HU# 3JIEKTPOHHOUW TOYTH M/MIW TIOMJOXHBIX BeO-caiiToB. Kak mpapuo,
MMOJIb30BaTE/sl CTApaloTCs Hamyrath, HalpuMmep, 3aKpbITUEM €ro cyera WJIu
MMPUOCTAHOBKOW OKa3aHUS YCIYT, €CJIM OH HE BBHITTOJHUT MPEI0XKEeHHYIO MO-
HIEHHUKOM Ipouenypy. YacTo, eciu He Bceraa, CChIJIalTCs Ha IKOOBI TPOU30-
LIEeNIIYI0 aBapuio, yTpaTy ayTeHTU(DUKALIMOHHBIX JaHHBIX, MHBIE Ype3Bbluaii-
Hble 00CTOSATENBCTBA, HaXe Ha e CTBUS MOIIIEHHUKOB-(UIIEePOB.

XoTs BepOsITHOCTh OOMaHYTh KaXIOTO ajpecara HeBeJIuKa, HO 3a CUET Macco-
BOI PacChIJIKM M OXBaTa OTPOMHOI ayiuTOpuM uliepaM ynaetrcsi coopaTb HEKOTO-
pOe KOJTMIEeCTBO IIEHHBIX CBEICHUI ¢ KaXIoi pacchiku. DUIITUHT cTal 3KOHOMM-
YeCKU BBITOCH JIMIIb MOCJIE TTOSIBIICHUST ACIIeBBIX TEXHOJOTUI ClIaM-pacChUIKH.

@UIIUHT TOC]ie CBOEr0 BO3HUKHOBEHMSI CTajl HEOOBIYAWHO MOMYyJIsIpeH
cpenn MomreHHUKOB. MccienoBatenu otMmevalor [73, WO05] ero BeICOKYIO H0-
XOJHOCTb, M30IIPEHHOCTh, TJ100aJIbHOCTh, BO3MOXHOCTbh M BBITOJHOCTb €TO
WUCITOJIb30BaHUS TTPOTUB KIMEHTOB CaMbIX pa3HOOOpa3HbIX OAHKOBCKUX, Tja-
TEXHBIX U J1ake HEKOMMEPUYECKUX CUCTEM.
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Tlucomo puwepa. Budumvtii mexcm Ha camom dene 1645emcs epapuuecKum

s cpasHenus — nodauHHAas cmpanuya asmopuszayuu 6anka. Obpamume eHuManue enooicenuem. C amoii Kapmurku hocmaeiena eunepecbiika
Ha NOOAONCHYLIL calim

Ha 3awuuernblil pexcum coedurenus (HTTPS), puwiepckuii xce caiim ucnoavsyem
npomoxon HTTP, 6e3 wugposanus u aymenmugurxayuu
EcTecTBeHHO, BUOMMAas THIIEPCCHIJIKA BedeT He Ha yKa3aHHBIM caiiT, a

JloroTuirel 6aHKOB U IJIATeXKHBIX CUCTEM, MX BeO-CalTHl MOIIEILIBAIOTCS C Ha apyroii, moanoxHbiii, URL KoToporo BumeH n3 MCXOIHOTO TeKCTa CO00-

MaKCUMaJIbHO BO3MOXHOM TOYHOCThIO. UTOOBI BBECTH XEPTBY B 3a0J1yXKIeHUE, HIEeHUS.
MOIIEHHUKHU pa3anudyHbIMU criocobamu mackupyioT URL cBoero caiita, nenas HcxonHblit Ko cooOILIeHUS:

€ro MaKCMMaJIbHO MOXOXWM Ha MOIJIMHHbBIA URL. Yacto JJI 3TOTO pETUCTPU-
pyeTcAa HOBBIM JOMEH IJIS1 KaXXI0W HOBOU pacChblJIKH. HOL[IIO)KHBIC CCBIJIKN

MAaCKUPYIOTCA 1 UHBIMU criocobaMu.
From: «Fifth Third Bank» <customerservice-num74936499573ver@securi-
ty.53.com>
To: «Abuse» <abuse@wimax.ru>
X-Virus-Scanned: Norton
User-Agent: MIME-tools 5.503 (Entity 5.501)
X-Mailer: MIME-tools 5.503 (Entity 5.501)
X-Priority: 3 (Normal)
MIME-Version: 1.0
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Content-Type: multipart/related;
boundary="WO1l_WNI98HTQGVW7PI"
Date: Thu, 11 Jan 2007 11:57:32 +0300
X-Original-Message-ID: <auto-000001001154@maill.wimax.ru>
Subject: [ABUSE]Fifth Third Bank - we need to update your informa-
tion!
-Thu, 11 Jan 2007 03:57:25 -0500
Status: R
X-Status: NT
X-KMail-EncryptionState:
X-KMail-SignatureState:
X-KMail-MDN-Sent:

--WO1l_WNIO98HTQGVW7PI
Content-Type: text/html; charset=us-ascii
Content-Transfer-Encoding: 7bit

<HTML><HEAD>

<META http-equiv=Content-Type content="text/html; charset=utf-8">
<META content="MSHTML 6.00.2800.1522» name=GENERATOR></HEAD>

<BODY bgcolor="#FFFFF7» text="#A7DF6E">

<a HreF=http://www.53.com.bankingportal.idl1568110.gdotbotns.net/conf>
<img src="cid:JI4UU2RCCX» border=0></a>

</p><p><font color="#FFFFF1">Send an ambulance. boor autobiography
She had taken the time to interlace its stout steel loops with
barbed wire.</font></p><p><font color="#FFFFF0">He had tried stand-
ing on the right leg and had found he could, for short times, but
doing so produced a low, primal agony that lasted for hours. He and
his first wife had honeymooned on Maui. I said I didn't call looking
at things in my own house snooping. You've been working so hard. The
bag won't be zipped. The letter was an exhaustive (and ultimately
exhausting) manual of where Mrs Roman D. You see, I began by loving
only the part of you that makes such wonderful stories, because
that's the only part I had?? the rest of you I didn't know anything
about, and I thought that part might really be quite unpleasant.
collog</font></p>

</BODY>

</HTML>

--WO1l_WNIO98HTQGVW7PI

Content-Type: image/gif; name="cater.gif"
Content-Transfer-Encoding: base64
Content-ID: <JI4UU2RCCX>

RO1GOD1hWAJ9AfXJAPv4/9ENDEfb2+u/vIdTULlJycnZOTk4 +PkfPz8+Pj49£fX2cPDw3t7£
GNjY+vr69vb3M/P0MzMzLy8vLe3uKysrKOjo4uLjBQanL0zs4KCgnV1dWxsbF1dXVVVVU
XMTENDQzs70zQ0NCsrKyIi

ThwcHBMTEwWAAAAAAAAAAAAAAAAAAA
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I[TocMoTpuM Ha cBelleHUS O TOMEHE, Ha KOTOPOM XUBET (DUIIEpCKUT CaliT:

$>whois gdotbotns.net

Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://www.inter-

nic.net
for detailed information.

Domain Name: GDOTBOTNS.NET
Registrar: REGISTER.COM, INC.
Whois Server: whois.register.com
Referral URL: http://www.register.com
Name Server: NS1.DOTORB.NET

Name Server: NS1.IGARNS.NET

Name Server: Ql.OXIDIZER-NS.NET
Status: clientDeleteProhibited
Status: clientTransferProhibited
Updated Date: 10-jan-2007
Creation Date: 08-jan-2007
Expiration Date: 08-jan-2008

>>> Last update of whois database: Thu, 11 Jan 2007 07:48:22 EST <<<

Registration Service Provided By: GotNameDomains.com

Contact: gmgr@gotnamedomains.com
Domain name: gdotbotns.net

Administrative Contact:
5920 St
Marie Domzalski (ra50sso50n@yahoo.com)
+1.2152881490
Fax: -
3546 Belgrade St.
Philadelphia, PW 19134
Us

Technical Contact:
5920 St
Marie Domzalski (ra50sso50n@yahoo.com)
+1.2152881490
Fax: -
3546 Belgrade St.
Philadelphia, PW 19134
Us

Registrant Contact:
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5920 St

Marie Domzalski (ra50sso50n@yahoo.com)
+1.2152881490

Fax: -

3546 Belgrade St.

Philadelphia, PW 19134

Us

Status: Locked

Name Servers:
nsl.dotorb.net
nsl.igarns.net
gl.oxidizer-ns.net

Creation date: 08 Jan 2007 21:05:18
Expiration date: 08 Jan 2008 21:05:18

Kax BugHO, TOMEHHOE MMsI aKTUBUPOBAHO B TOT Xe JeHb, KOTIAa MPOU3BO-
IUIach pacchliKa, a 3aperucTpUpOBaHO 3a JIBa IHS M0 Toro. Hamo nu roBo-
pHTB, YTO YKa3aHHBIN B peecTpe MOUTOBBIN aapec Biaafeabiia noMmeHa (benrpa-
nckast ynmuua, ropon @unanensdus, CIIIA) He cymiecTByeT?

Bumunr (vishing) ananormdyeH ¢uimmHry. TOJBKO BMECTO HampaBlIeHUS
SKepPTBBI Ha MOIJIOKHBIN CAlT €€ MPOCSAT MO3BOHUTH 10 MOMJIOKHOMY TeaedoH-
HOMY HOMEpY, KOTOPBIN IKOOBI MPUHAMIECXKUT OAHKY WU APYroil JoBepseMOoii
uHCTaHMU. B TenedpoHHOM pasroBope (MM TPU aBTOMATU3UPOBAHHOM 00-
IEeHWY C UCTTOIb30BaHKEM TOHATBLHOTO Habopa) Y KepTBhl BBIMAHUBAIOT KOH-
bumeHIMaTBHYIO MHGOPMALIUIO.

B ycnoBusix MaccoBoro nepexona Ha [P-tenedoHn0 HECTOKHO TOJYUYUTh B
MMOJIb30BaHME aHOHUMHBIN TPYIHO OTCIEKUBaeMbIii HoOMep TenedoHa. Mmeet-
cd TakXe BO3MOXHOCTH MEepeXBaTUTh BBI3OBHI Ha UyXOi HOMep, TO €CTh Ha
MOIJTUHHBIA HOMep O6aHKa.

@apMuHT — pa3sHOBUAHOCTh PpuImMHra. OTINYKME B TOM, YTO TOIJIUHHBIN
pecypc (00bIYHO BeO-caliT 6aHKa) MOAMEHSIETCS Ha MOJIOXHBIN HE METOIAMU
COLIMAIbHOM MHXKEHEPUH, a YUCIO0 TEXHUISCKUMH METOJaMU — MPU TTOMOIIKN
ataku Ha DNS, BHeApeHUS MOIb30BATENI0 BPEIOHOCHOM! MpOrpaMMBbI 1 T.II.

BrIMaHUWBaHWE TEPCOHATbHBIX MaHHBIX MOXHO TIPOM3BOIWUTL M 0Ooliee
U30IIPpEHHBIM crocoboM. Hampumep, 3710yMBIIIJIEHHUK CO37aeT pa3BlieKa-
TeNbHBIN pecypc. [Ipu perucTpaiu Ha 3TOM pecypce OT MOJb30BaTesT Tpeby-
eTCs COOOIINUTH CBO afpec DIIEKTPOHHOM MOYTHI, a TaKXe BRIOpaTh mapoyb. C
HEKOTOPOI BEPOSATHOCTHIO MOJIb30BaTENb UCIOJIB3YeT TOT XK€ Mapojb, YTO U
IIJIsT CBOETO MOYTOBOTO aKKayHTa. DTO JacT BO3MOXHOCTD 3JI0YMBIIIJIEHHUKY
MMPOCMATPHUBATh 3JEKTPOHHYIO TMOYTY JKEPTBBI, B KOTOPOW MOTYT MOMACThCS
KOH(®UIeHIMaTbHbIEe TaHHBIE.
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Ilpecmynnux

OUIIMHT ¥ peaau3aliusi ero pe3yJbTaToB He MO CHJY OJHOMY YeJOBEKY.
DTUM 3aHUMAIOTCH IIPECTYIMHLIC IPYIIIbI, COCTOAIINE KaK MUHUMYM N3 OBYX
YJIE€HOB. nepBbIﬁ COO6H_[HI/IK WJIN T'pyIIia COO6HIHI/IKOB 3aHMUMAECTCAd BbIMAHU-
BaHUEM KOHdJHI[CHHHaHBHBIX JaHHBIX, KOTOPLIC NMEPEAAIOTCA UJIN MMPOAAIOTCA
BTOPOMY COOOILIHMKY MJIA IPYTITe COOOIIHUKOB /ISl peayn3aliuiu.

BeposiTHBII TUT TTpeCTyNHUKA — «e-0M3HEeCMeH» (CM. TJIaBy «JIMUYHOCTD Be-
POSITHOTO MPECTYMHUKA»).

ITlomepneswuii

Camu dulrepckue yJIoBKM pacCUYMTaHbl Ha JI0Jell HEOCBEIOMIEHHBIX, HE
CcBeIyIIUX B UHMOPMAIIMOHHBIX TEXHOJOTUSAX U HEBHUMATEIbHO OTHOCSIIMX-
csl K TIpENyTNpeXaAeHUsIM 0aHKOB, MIATEXHBIX CUCTEM M IPYTUX WHCTAHILIMWA.
TakoBBIX — OOJBLITMHCTBO.

©J RSA, The Security Division of EMC - RSA FraudAction: External Threats Protection - Mozilla Firefox I:_—lrﬁﬂil
Ble Edt View Go Bookmarks Took Heb

Ca- i - B ) 53[0 nplivwenrsa.cominods.sspeide30zo || © 6o [[GLta anti phishing bank
EMC °

whete information lives*
The Security Division of EMC

About RSA Contact | Support | Login | Content Library  Search | 6o,
Solutions

Products o RSA FraudAction: External Threats
Protection

RSA Access Manager

= " " e o RSA FraudAction
RSA BSAFE Proven Protection Against Phishing, Pharming
RSA Card Manager and Trojans Learn maore about the
Tens of thousands of unique online attacks against

RSA Consumer Solutions .
inies and their custor

REA Adaptive
Authantication for Wab

help
thermn against the

wcial institutions do t went huge

RSA Adaptive
Authentication for Phone

15, a decline in brand reputation and erosion

of consumer confidence? latest anline threats,

RS A Fraud Action: * View Flash
External Threats - IETIEEEEE -+ is one of the most proven and trusted Presentation
Protaction online threats solutions, providing real-time protection against

RSA Go ID Authantication external threats that target financial institutions and their

Sarvice customers, FraudAction offers true end-to-end fraud protection against phishing, pharming
RSA Transaction and Trojan attacks - including 24«7 monitoring and detection, real-time alerts and reporting,
Monitoring forensics and countermeasures, and site blocking and shutdown. So why have more than 200
aCommarce leading institutions worldwide selected FraudAction to protect their customers against the
authantication: 3D latest online threats?

Sacure
RSA eFraudNetwork Proven, Trusted, Immediate

About REA Consumer

Proven Results
Solutions

Customnar Success Stories *  More than 40,000 phishing sites shut down to date in over 135 countries

Awards *  Reduces the average lifespan of an attack from 115 hours to an average of 5 hours

RSA Digital Certificate ¥ Up to 99% success rate of detecting fraud
Solutions
. Trust and Experience
RSA Enterprise Data P o
Done

O0Ha u3 oHaaiiHo8bIX aHMu@uuuH208blX cAyxcd — «RSA FraudAction», 6vieuas
«Cyota»
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YcTaHOBUTH MOTEPIEBIINX, KOTOPble CaMW HE O0paTUIKMCh B IpaBOOXpa-
HUTEIbHBIC OPTaHbI, MOXXHO CJIEAYIOUIUMU CTIOCOOaAMU:

® NPOBEePUTH OOpallleHUsI B 0aHK WJIN WHOE MPEeATpusThe, Ha KIUEHTOB KO-
TOPOTO OBLIO PACCYMTAHO MOIIEHHUYECTBO, — OOJBIIMHCTBO OOMaHYThIX
HE CUMTAIOT HYXHBIM 00paliaThbCs B MPaBOOXPaHUTEIbHbIC OpPraHbl WU
IyMaloT, 4TO ITPOM30IIIO HE MOIIEHHUYECTBO, a OIIMOKA B pacyeTax, OHU
BMECTO 3TOro obpalarTcsa B 0aHK;

@ €CJIY €CTh IOCTYII K CTaTUCTUKeE TpaduKa Ui joram Gpuilepckoro Bed-caii-
Ta, MOXXHO YCTAaHOBUTH U TIPOBEPUTH BCEX MOJIb30BaTeNei, 0OpaIlaBIINXCS
K 3TOMY calTy (KOHEYHO, HE BCE U3 HUX CTaJIk XKePTBAMU MOILIEHHUYECTBA,
HO 3HAYMTEJIbHAs YacTh);

@ TIPU MTOMOILU KJIMEHTCKOM Cy>XK0bl 6aHKa WU CAMOCTOSITEJIbHO pa3ociaTh
BCEM KJIMEHTaM 0aHKa yBeJIOMJIeHHs 00 MMEBIIUX MECTO IOMbITKAaX MO-
LIEHHUYECTBA C MPOChOOI MPOBEPUTH CBOU cUeTa U ¢ 0OeIlaHUEM BEepHYTh
YKpaJleHHbIE IEHbIU.

BaHk unu rutaTexxHasi cucTeMa Takxke MOTYT BBICTYNATh B KaueCTBE MOTep-
MEBIIETro Mo aesly o puimHre. MoryT, HO He BCeraa XkeJlaloT, MOCKOJIbKY TaKok
Mpollecc OTPULATEIBHO CKa3blBaeTCsl Ha JAejoBOi penyraiiuu. OQHAKO OHU
BCeriga 3aMHTEpPEeCOBaHbl B MpPENOTBpAIlleHUU NaJbHEHIINX MOIIEHHUYECKUX
e CTBUI MPOTUB CBOMX KJIMEHTOB. MHOrMe 0aHKW U TJIATEXHbIE CHUCTEMBI
caMM 3aHUMAIOTCS OTCJIEXKUBAHUEM NESITEJIbHOCTU (DUILIEPOB WIM MOPY4YaroT
9TO CIlelMaJibHBIM areHTcTBaM. HakorieHHO# nHopMalimeit o nesite1bHOC-
TH (UILIEPOB OHU C YAOBOJBCTBUEM IMOACISATCS C MPABOOXPAHUTEILHBIMU OP-
raHaMmu.

KnGepcKBOTTHUHI

Onpedeaenue

DTUM TepMUHOM UMEHYETCS MpUOOpeTeHre TOMEHHOTO0 MMEHU C IEbIo
€ro HeI0OPOCOBECTHOTO UCTIOIB30BaHUS IMOO C LIEeJIbIO HE TOMYCTUTh €T0 1006~
POCOBECTHOTO MCMOJIb30BAHUS IPYTUM JIMILIOM.

JloMeHHOE UM B MTOJABISIONIEM OOJBIIUHCTBE CTPAH SIBISIETCS OOBEKTOM
KYTUTU-TIPOIAXKU, U CTOUMOCTD €r0 MOXET CYIIeCTBEHHO BO3PAacTaTh B 3aBUCH-
MOCTH OT Pa3HbIX (DAKTOPOB.

Cpasy nocJjie mosiBieHUsI TOMEHHBIX UMeH, B 1980-X, OHU He UMeIu KOM-
Mepueckoll meHHocTh. Ho ¢ pa3BuUTHEM TaK Ha3bIBaeMOIO «e-Ou3Heca», BO
BTOpOIt mojoBrHe 1990-X TOIOB, CTajlo ICHO, YTO XOpolllee JOMEHHOE UM a-
eT CYIIeCTBeHHYI0 MpubaBKy 4ucia KIWeHTOB. ClemoBaTelbHO, JOMEHHOE
UMsI UMEET CTOUMOCTD, SIBJISIETCS aKTUBOM KOMIIAHWUU, MOXET MOKYMHAThCs U
npoxaaBathes. ITo jaHHBIM KoMmaHuu «comScore Networks», B 2006 rogy 00b-
eM po3HuuYHbIX TIponax yepe3d MarepHer B CILA nipessicun 100 mapa. qosna-
poB. B crpanax EBpocoio3a B 3TOM Xe roay o0beM MpoJaaxX COCTaBHJI OKOJIO
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130 mipa. OuleHOYHAsT CTOMMOCTD CAMBIX MOMYJISIPHBIX JOMEHHBIX UMEH T0C-
TUTAeT AeCATKOB MUJUTMOHOB H0JUTapoB. 3apUKCUPOBAaHbBI peaibHbIe CIEKH C
MTOMEHHBIMU UMEHAMM Ha CYMMBI B HECKOJIbKO MUJUTUOHOB.

EcTecTBeHHO, B TaKUX YCIOBUSIX TMOSBISIOTCS XeJalolue 3apaboTaTh Ha
repernpoaake TOMeHHBIX UMEH — KUGEPCKBOTTEPHI.

3 flossa v : Crweon : Mlibitum, Carp. (OAD “ARTmwenrys) - Mire pret-xanamnr: Itlibitum. ro : Lovels.Ru, lgretop.Ru - Mezilla Firefox
Ble Edt Vew Go Gockmarks [ook Ll

(R B-- 4 =3 hitp: wwers. vreshtorchank ruflst_domais Heml | Oe ICL

Itlibitum, Corp.

VIHTE DHET-XOAAMHT

M

Cnu1cok goMeHoB, NpuHagnexawmx Ithibitum, Corp.
(Ha paty, paHee Tekylei)*

Ilpu 3anpoce 6e6-caiima www.vneshtorgbank.ru mvt nonadaem He Ha caiim 6auka, a
Ha cmpanuyy Kubepckeommepa, KOMOpblii npedaazaem K npooaice Smo UMs U euje
MHO20 dpyeux umen — 6cezo é chucke 490 domeros

Ilpasosas ouenka

Jlaneko He Bcerma KMOEpCKBOTTUHT KpuMUHajeH. Cam 1o cebe 3axBaT 10-
MEHHOTO MMEHHM TIpecTyIIeHUeM He siBlisieTcs. Jlaxke Korma OH TPOU3BOIUTCS
B 1I€JI5IX HENOOPOCOBECTHON KOHKYPEHIIMU, 3TO HApPYUIEHUE PAaCCMaTPUBAETCS
B TpaxXJaHCKOM MOPSAKE WJIM 10 BHeCyneOHOU Tpoleaype, yCTaHOBJIEHHOMN
PETrUCTpPaTOpPOM.

YTroj0BHOE MpecTyneHue COBeplllaeTcsl Toraa, Korja Ha OCHOBe Kubep-
CKBOTTUHTA TIPOMCXOAUT BBIMOTATeIbCTBO (CT. 163 YK), MomeHHUYeCTBO (CT.
159 YK) unu npuHyXneHue K coBepiieHuto caeiaku (ct. 179 YK). Uspenka
BO3MOXHBI ¥ HEKOTOPBIE APYTrve BUIBI MPECTYIUIEHUI — 0OMaH MOTpeOuTe-
Jiell, YKIOHEHUE OT yIiaThl HaJOroB U T.[.
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BoapmuHcTBO ciyyaeB KMOEPCKBOTTUHIA HE TOMNAanaloT B cdepy yrojos-
HBIX MIPECTYIUIEHUI. 3aXBaT JOMEHA C LIeJIbI0 TTPOJaXXU UM BOCTIPETISITCTBOBA-
HUSI €ro UCTOJb30BAHUIO MOXET SIBISATHCS HapyllleHHWeM TpaB Ha TOBapHbI
3HAK WJIM WHOE CPEeACTBO WHIAMWBUAYyaJIM3alluU, aKTOM HeIoOpOCOBECTHOM
KOHKYPEHILIMM, WHBIM 3JI0yNoTpebieHreM TpaBoOM, HaHocdIuM yiiep6. Bo
BCEX MOMOOHBIX CiIy4yasiX 3asiBUTEIb OTCHIJIAETCS K TpaXJaHCKOMY MOPSIAKY
pa3pelieHus CropoB.
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29,10.2003

Cneacroenreii  Komurer [edepansHoidl nporyparypsl PO
NPHUCTYNKMA ¥ WEY4eHWI0 OBCTOATERECTE NPOAZKM POMAHOM
AbGpamosrdemn 50% axumi KounaHnk €Pycckmii anoMHHKAR
rnase xonamura <«Gazoswii anenemT?® Onery Aepunacke.
CAHOBPEMERHS NEACBATENH NPOoAOAXENT pafory Hag
oficToATeNtCTEAMM  COCTOABWENCR BecHON Apyrol KpynHo#i
caenKkM - nNo npoamke 26% akuuiA «AzpodnoTar
HauwoMansHoMY pazepeMony BaMiy.

Dpaemenmor arvuugoeo caima Tennpoxypamyput gprf.info
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O BbIMOTaTEJILCTBE MOXHO BECTU peyb JUIIb TOTIA, KOTJa KUOEPCKBOTTED
YIpoXaeT pacIlpoCTpaHsITh MPU TTOMOIIM 3aXBAYEHHOTrO NOMEHa CBEAEeHMS,
MO30pSAIIME TOTEPIEBIIEr0 WJIW TMPUUYMHSIONINE €My CYIIECTBEHHBI Bpel,
Hampumep, pacrpoCTpaHsITh HeTaTUBHBIE CBEACHMS OT €ro Julia.

Xopoluii mpruMep TaKoro MOBeAeHUS BCe XKeJlalolue MOTJIM HabaoaaTh B
2003 roay, Korma HeyCTaHOBJIEHHBIE JIMIIa 3apeTUCTPUPOBAIN TOMEHHOE UMS
gprf.info 1 pazmecTuu Mmox HUM caiT, IKOOBI MpUHamIeXauii ['eHepaTbHOMI
npokypatype P® (y mpokypatypsl ToTaa cBoero caiita He 66110). Cpeau mpo-
yeit nH(popMaluu, CBEIeHU O PyKOBOAUTENISIX U HOBOCTEH Ha JikecaiTe ObI-
JIV pa3MelleHbl OTYEThl 00 MCTIOJHEHU Y MOJIUTUYECKUX 3aKa30B, PaCIleHKHM Ha
«yCJIyTH» TIPOKYPOPOB U Jpyrue noaooHbie matepuansl [W07, W08, W09].

TakXe MOXHO TIPUITOMHHUTD UCTOPHIO C TIPEABLIOOPHBIMK caiTaMU KaHIU-
nata B Mapbl MockBbl — lugkov. ru (CaliT CTOpOHHUKOB) U lujkov.ru (caiT
IMTPOTUBHUKOB).

ITo nMeromumMcs y aBTopa CBEIEHUSIM, TTOAO0OHBIMY MYOJMYHBIMU CKaHIa-
JIaMU 3aKOHUYMJIOCh BCETO HECKOJILKO cllydyaeB. B OONbUIMHCTBE ciydyaeB Mmyo-
JIMYHBINA YeJIOBEK UM OpTaHU3AIUs, IIaHTaXXNPYEMble BO3MOXHOCTBIO TAKOTO
JKecaiTa, IpelnoYuTaid He JTOBOAUTH JIeJIO 10 €ro MOSIBJICHUS U peliaTh BOM-
pOC TeéM UJIU UHBIM CIIOCOOOM.

Apyroe

Ilrameoscu uepes Humepnem

DT0, KOHEUHO Xe, He BUA mpecTyruieHus. OMHAaKO HEKOTOpbIe YUCTO O(h-
JIalHOBBIE MPECTYIUIEHUS MPeBpallaloTcsT B KOMITbIOTEPHBIE, €CJIU IS Tepe-
lauyy JeHEeT MCITOJIb3YIOTCS TIaTeXHbIe cucTeMbl MHTepHeTa, MO0 JOTOBO-
PEHHOCTb O TIjIaTeXe AJocTuraercs yepe3 MHTepHeT. B Tolt yacTu, KoTopas Ka-
caeTcs TaKoOro IulaTexa, paccliefoBaHWEe MOJKHO WMCIIOJb30BAaTh METOIBI
KOMIBIOTEPHON KpUMUHANTUCTUKU. C APYyroit CTOPOHBI, MHOTUE KOMIIbIOTEP-
Hble NIPECTYIJIEHUS BKJIIOYAIOT B CIIOCOO COBEPILEHUSI OCYIIECTBIEHUE TIaTe-
Xa 9epe3 MoJoOHbIe CUCTEMBI.

Hapsany ¢ 6aHKOBCKMMMU TIJIATeXHBIMU CHCTEMaMM UM MeTOJaMU TiiaTexa,
KOTOpbIe TMOAUYMHSAIOTCSA 3aKOHOMATEIbCTBY TOW WJIW WHOW CTPaHBl U MMEIOT
MeXaHU3MBbI IJIS pacciedOoBaHUS TPOBEIEHHBIX OMepaluii, CYIIEeCTBYIOT U
YHUCTO CETeBbIE IJIATEXHBbIE CUCTEMBI, KOTOpble OaHKaMU He SBJISIOTCS U He
CTOJIb MOJABEPKEHBI KOHTPOJIO CO CTOPOHBI TOCYAAaPCTBEHHBIX OpTaHOB. M OX-
HO Ha3BaTh Takue cucTeMbl, Kak «WebMoney», «PayPal», «E-gold», «SIHnekc-
Henbru» u apyrue. Kaxk mpaBuiio, OHU CBSI3aHBI MEXAY COOOI pa3TMIHBIMU
reiiTaMyd M YaCTHBIMU MOCPEAHUKAMU, TTO3TOMY MOXKHO OBICTPO KOHBEPTUPO-
BaTh CPEACTBA U3 OJHOI CUCTEMBI B APYIYIO, 3aTPYAHSS TEM CAaMBIM OTCIIEXU-
BaHUe U OJJOKMpOBaHUE KPUMHWHAIBHBIX TpaH3aKIuii. UMeHHO Takas KBa3ua-
HOHUMHOCTH M CKOPOCTh TIEPEBOMIa CPENCTB MPHUBICKAIOT PA3IUYHOTO poja
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3JIOYMBILIJIEHHUKOB K UCIOJb30BAHUIO CETEBBIX IMJIATEXHBIX CUCTEM.

IIpaBma, y MHOTMX IpaBOOXPaHUTEIbLHBIX OPraHOB €CTh YTO Ha3bIBaeTCs
«OMEepaTUBHBIE MO3ULIMU» B TAKUX TJIATEXHBIX CUCTEMAX U CPpeAUu MOCPEAHU-
koB. MHOrma nx ymaercs 3a1eiiCTBOBaTh, M TOTJAA TPAaH3aKIIMU MOXHO He TOJIb-
KO OTCJIEIUTh, HO U IIPOBECTHU B YIOOHOE BpeMs YIOOHBIM JJIST CJAECICTBUS CITO-
co00M, 3aJJOKYMEHTHUPOBATh UJIN BEPHYTb.

CyliecTBYIOT U BTOPUYHEBIE YCIYTU — yIpaBJIeHUE cUeTaMU TaKUX IIaTexX-
HBIX CUCTE€M, BBOJI U BbIBOJl CPEACTB U3 HUX, B TOM UYMCJI€ AaHOHUMHBIN.

M3-3a MHOXECTBEHHOCTH TaKUX CUCTEM, UX TPAHCTPAHMUYHOCTH, JIETKOCTH
nepeBojia CPeCTB U3 OJHOM B APYIYIO CYIIECTBYET peaibHasd BO3MOXHOCTb OC-
TaThCsl AaHOHMMHBIM KakK JJIS TJaTeNbIMKa, TaK U IJIS MOoJaydaTesis IjiaTexa.
KoHeuHO, 5TO He NpUMHUUIIMAIbLHASI aHOHUMHOCTD, a TPYAHOCTb OTCJIeXKUBa-
HUS MJIATEXEW U TePEeBOIOB.

e 04/30/06:
Tapwihti aAna cuetos F......2 Pacnopagox paboTe:
OTHPEATIAE MyNETUBAMMOTHOND CYETa BacrinatHo FD
OBCNy¥MBaH92 MyNETUBAMOTHON CYETa GecnnatHo i S A i AR
Patuatel MEX Y KnMexTamn Fathard Gecnnamo
MnaresxHoe nopysere (LSO 0.5% (s, USD 35) r_‘_:ﬂ;.:r"" 3
MnatexHoe NopyueHue (EUR) 0.7% (M, ELR 45)
MnatexHoe nopywesme (RUR) 1% (. RUR 500) e 02
EaHKDECKIAA NEPEB0A HA YACTHOS MALD UsD S0
Fakaz po3bIcKs OTNPaSNEHHOND NNaTexa UsD el
3aKa3 pOsLICKa NOCTYNA0LWErD NNaTexa USD 100
OhopMnesiee NNACTUKOB0R K3PTE! uso 30
;’;‘::‘:ng‘f MNSCTUKDEON K3PTEl HA CNEAYIOWLEA paboJs 2:5% (M1, USD 1)
m?mm MACTVRDBOH K3QTLI B TOT e patnusi Ase | oo (a4, USD 1) + USD 15
QhOpHMNEHAS BUPTYaNEHOR KapTe (LUSD) usD 30
MONOMHEHUE BAPTYaneHoR KapTe (LUISD) 2.5% (e, USD 4)
JauMCNesaan C Kowenevoe Webmoney 4o 20008 B cyTid Gecnnam+o
3auMcnEssa © Kowenskoe Webmoney ot 20004 & cymu 1% % Live chat
Nepesos cpeacTe B oacTeMy Webmoney (USD) 2.5% (M4, USD 0.5) i STel. Hotline:
Mepeeos cpeacTe B oacTeMy Webmonay (RUR) 5% (M, RUR 100) | [IOCTYEH0 TOMKD
MPEADCTAENEHME KapTE! HaNpOoKaT 5% (M, USD 5) | AnA ~

Tepeuens ycaye 00Holl u3 nocpednHu4eckux Qoupm no ocyulecmeneHuro unmepHem-nia-
medceil, 6600y U 861600y cpedcme. Pazmep KOMUCCUOHHO20 603HAPAICOCHUS S8HO
npesviuiaem o0bIMHbLIL, HO NPU IMOM 00eCheHU8aemcs OMHOCUMENbHAS: AHOHUMHOCHb
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IMpuBenem mpumep U3 MpakTHKU. ['pymnmna KapaepoB® mjiss BBIBOIA CPEACTB,
MMOJYYEHHBIX MPECTYIMHBIM ITyTeM, MCIIOJb30BaNIu cienyomuii Mmertoa. Cpen-
CTBa COCPEIOTAYMBAINCh Ha HECKOJIbKUX CUETaX CETEBBIX IIATEXHBIX CUCTEM
«PayPal» n «E-gold». Kak Tonbpko Habupajiach 3aMeTHasli cyMMa, OHa HeMe/l-
JIEHHO TePEeYUCIsIach MOCPEAHUKY — CIIEIIMATbHO CO3MaHHON paau aHOHUMHM-
3allMM MHTEPHET-TUIaTexXel hupMe, KoTopas MMesia COOCTBEHHbBIE cueTa B 0be-
X YIOMSIHYTHIX TJIATEXXHBIX cucTeMax. [1o mopy4eHUIo0 KapaepoB MOCPETHUK
pa3 B TpH Mecsilia OTKPhIBaJ HOBBI 6AHKOBCKUI CUET B OMHOM U3 MIpHOaNTHIIC-
KHUX 6aHKOB (TaM He CJIUIIKOM CTPOTO MPOBEPSIOT JOKYMEHTBI Y BKIAAYUKOB,
MoXHO Ha3BaTbcsa MBaHowm IlerpoBbiM unu JxkoHom CMUTOM, 1 GaHKUPHI TTO-
BepsAT Ha clioBo). Ha Takoii cueT cOpachiBaInuch KpUMUHANbHBIE IeHbIM. baH-
KOBCKYIO KapTy OT KaXIOTO cuYeTa BMeCTe ¢ MUH-KOAOM MOCPEIHUK OTChIIAT
IJIaBaplo KapAepoB MO MouTe Ha abOHEHTCKUI AIKK. JIeHbI'M CHUMAJINUCh Yepe3
GaHKoMaThl. Bce ykazaHUs KakK IUIaTeXHBIM CUCTeMaM, TaK U TTOCPETHUKY Ha-
BaJIMCh yepe3 BeO-uHTepdeic NN M0 SJIEeKTPOHHOI MOYTe ¢ UCITOJIb30BaHUEM
AHOHUMM3UPYIOIINX MPOKCHU-CepBepoB. B pesynbraTe H0OBITHIE TTPECTYITHBIM
MyTeM JeHbI'M JOXOIMIM 10 KapAepOB ¢ 3aIePKKOI BCEro B TTapy HeJeb U € TT0-
Tepeii mopsiamka 40%, 3aTo ¢ BEICOKOM CTETIEHbIO aHOHUMHOCTH.

MHorue ceTeBble TJIATEXHBIE CUCTEMbI BBIMYCKAIOT (B COTPYIHUUYECTBE C
GaHKaMM) COOCTBEHHBIE IUIATEXKHbBIE KapThl, Yepe3 KOTOPhle MOXHO OTHOCH-
TeJIbHO TIPOCTO BBIBECTH NEHBIM, CHAB MX B JIoboMm G6aHkomaTe. Ha 2006 ron
M3BECTHO O BBHIMTYCKE TaKUX KapT JJISI CUCTEM:

Gecard (http://moneymakergroup.ru/-Gcard--t82.html)

Rupay (http://news.proext.com/money/12310.html)

Fethard (http://fethard.ru)

Webmoney (http://cards.webmoney.ru)

Roboxchange (http://cashcards.ru/WebClient/?Lang=ru&)

Jng BeIMycKa KapThl (opMajbHO TpeOyeTcsl MPeXbsIBUTH MACTIOPT WU
MpUCIaTh €ro ckaH-komuio. Ho mpoBepka MMeHHO (dopmaibHas, HUKAKHX
CepbEe3HBIX TIPEMSITCTBUI IJI MOJyIeHHST KapThl HA Y4yXK0e UMS HE CYIIECTBY-
eT. He roBops yxe o ToM, YTO aKKayHTHl B TAKUX CHCTeMax CBOOOIHO Tpoja-
IOTCST ¥ TIOKYITaIOTCS, MOXKHO BOCIOJIb30BAThCST UYXKMM aKKAayHTOM JUJIST 3aKa3a
KapThl, KOTOpast BHICHLIAETCS IO MOYTE.

IMomoGHast omius JaeT 3JOYMBIIUIEHHUKY BO3MOXHOCTh MCIOJIb30BaTh
cuet «WebMoney» nnu «E-gold» nist monydyeHus: KpUMUHAIBHBIX TIATEXEH,
HaIrpuMep, TOXOI0B OT KapAepCKOM NesITeTbHOCTH, TIJAThl OT MOTEPIIeBIIEro
IO MOIIEHHWYECTBY WX BBIMOTAaTEILCTBY. 3aUMCIIeHHAsI HA 3JIeKTPOHHBIN KO-
IejieK CyMMa OBICTPO TTePEBOAUTCS Yepe3 IBa-TPU MPOMEXKYTOYHBIX aKKayHTa
Ha KapTOYHBIN CYET, TIPM 3TOM HUCHONb3yeTcsl BeO-MHTepdeiic yrmpaBieHUs
CYETOM, KOTOPBI, B IPUHIIUIIE, TO3BOISIET aHOHUMU3UPOBATh MOJb30BaTE.
3aTeM JeHBIM C KapThl CHUMAIOTCS B GaHKOMaTe, KaKoBasl olepanus Takxke
JIOMycKaeT aHOHUMHOCTb.
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B nopsinke npoTUBOAEHCTBUSI yKa3aHHBIM CIOCO0aM, B 3aBUCMMOCTHU OT
00CTOSITENBCTB, Mepe] MPaBOOXPAHUTEIbHBIMU OpraHaMyd MOTYT CTOSITh CJie-
IyIOIIe 3a1a4n:

@® BOCITPEISITCTBOBATD PETYJISIPHON AESITeIbHOCTH 3JI0YMBIIIJIEHHUKOB, MaK-
CUMaJIbHO 3aTPYJAHUB OOHAJIMYMBAHUE JeHET ¢ UX JIEKTPOHHBIX KOIIIEb-
KOB;

@ BOCITPEISITCTBOBATh OOHAJIMUYMBAHUIO KOHKPETHOTO TLIaTeXka Ha 3JIEKT-
POHHBIN KOIIIEJIEK;

® BCPHYTh KOHKPETHBIH IIaTeX OTIPABUTEIIO;

® YCTAHOBUTH JIMIIO, MOJyYalolllee JeHbI'M ¢ KOHKPETHOTO 3JIEKTPOHHOTO KO-
1IeJibKa UK MOJyYUBIlIee KOHKPETHBII TIaTex.

YroMsiHyTbI€ BBIIIE KapThl IJIsI OOHAJIWYMBAHUS CPEACTB C BJIIEKTPOHHBIX
KOIIIETbKOB SMUTHUPYIOTCS HE CAMUMMU TJIATEXXHBIMU CUCTEMaMU (XOTSI U HECYT
UX JIOTOTUIT), a 6aHKaMKu. BaHKM Xe BITOJIHE MOAKOHTPOJBHBI BJIACTSIM U TIPU
HaJUYUU CyAeOHON CAaHKIIMU HEe TOJbKO COOoOIIaT BCIO MHGOPMAIMIO O Kap-
TOYHOM CYETEe, HO U 3a0JJOKUPYIOT €ro WJIM BEPHYT IIaTeX.

Korma TpebyeTrcst oTclIeIUTh IUIaTeX Yepe3 0aHKOBCKYIO KapTy, CIeayeT 00-
pamiaThes 3a CoeiCTBUEM B COOTBETCTBYIOIIMIA 6aHK. [1pu Hanuuuum cyneGHoO-
ro pelieHus 6aHK 00s3aH IPeIOCTaBUTH JII00yI0 MHGopMauio. YToOw oTciie-
IIUTh, 3a0JJO0KMPOBATh UJIM BEPHYTH IIATEX BHYTPU CETEBOM IIATEXHOM CHC-
TeMBI, CJIeAyeT 00pallaTbcsl K pyKOBOJICTBY 3TO# cucteMbl. B oTinuune ot 6aH-
KOB, OHU He 0OpeMEeHEHbl MHOTOUMCIEHHBIMU O0SI3aHHOCTSIMU TIepes BKJIa-
YMKaMU U OTPAaHUYEHUSIMU, TTO3TOMY BITOJIHE MOTYT ce0e MO3BOJUTh, HAMpU-
Mep, 3aKpBITh CYET MOIIEHHWKA U KOH(GUCKOBATh BCE €ro CpeACcTBa aaxe 06e3
00BsSICHeHMST TIpUYMHBI. Ha coTpyaHUYeCcTBO ¢ BIACTSIMM 3JICKTPOHHBIE Tja-
TEeXHbIE CUCTEMBI TAKXKE UIYT MEHEE OXOTHO, UeM OaHKU. Y OJHUX ITpaBoOXpa-
HUTENbHBIX OPraHOB MOTYT UMEThCS C HUMU «XOPOIIMEe OTHOLIEHUsI», JpyTHUe
K€ Ha CBOM 3arpoc IoJiyyaT OTKas.

Teppopusm u Kubepeoiina

HMHTepHeT Bce B OONBIIEN CTEIEHW MCIOIb3YeTCs IJisl paclpoOCTPaHEHUs
CMMU. 3ameTHa OTYETIMBAs TEHACHIIMS BO3pACcTaHUS TOJU MH(GOPMAaIlUu, M0~
JlydaeMoi cpeTHUM 4dejioBeKoM depe3 CeTh. A 4eM 6ojible MHGOPMAILIMU JTI0-
W TTOJy4aloT Yepe3 KUOepIpoCTpaHCTBO, TeM OoJjiee MPUBJIEKATEIbHBIM OHO
CTAaHOBUTCS IUISI BeAeHUsI MHpopMalmoHHo# BoitHH [35, 37, 38, W13].

NHudopmalinonHasi BoiiHa MOXET OBITh YacThl0 BOWHBI OOBIKHOBEHHOI
WUV BECTHChH OTIOENIBHO OT Hee, 6e3 pa3BsI3bIBaHUST 00eBBIX AelicTBHi. Teppo-
PM3M Xe, B OTIMYME OT BOWHBI, UMEET CBOMM 00s3aTeIbHBIM 3JIEMEHTOM Mac-
coBylo nmHpopmannio. CoBpeMeHHasi TOKTpMHA OMpeaesieT TepPpOPU3M KakK
MpoBeNeHMEe AECTPYKTUBHBIX NEHCTBUI C LIEJbI0 3allyTUBAHUS U MPUHYXIE-
HUsI, TO €CTh OKa3aHUS BJIUSHUS Ha TOBeIeHHE JIOACH MOCPEICTBOM CTpaxa
[36]. [Ipu aTOM 3agyMaHHOE BIMSIHHE OKa3bIBaeT He caM TepakT (YOUICTBO,
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B3pbIB, MOXMUILEHUE), a COMpPOBOXAalollee ero MHOOPMALIMOHHOE BO3IEil-
crBue uepe3 CMMU. To ectb 6e3 pezoHanca B CMU Teppopuctrudeckuii akT me-
pecTtaeT ObITh TAKOBBIM U MPEBpalllaeTCs B 3aypsiiIHOE MPECTYIIeHNUE.

Jnst BeneHust UHGOPMALIMOHHOW BOWHBI MM MHOOPMALIMOHHOT'O obecrie-
YeHUs TepaKTOB MPOTUBHUK MOXET UcTojb3oBaTh ceteBbie CMU u momynsip-
Hble UHTEPHET-PECypPChl MAaCCUBHO — MPOCTO CJIUBasi B HUX MOATOTOBJICHHYIO
uHdopmanuio. Ho BO3MOXHO U aKTUBHOE UcTIOIb30BaHUe MHTepHeTa: co3aa-
HUE M MmojjaepXaHWe COOCTBEHHBIX MHTEPHET-PEeCypcoB, TMoaaBiieHue UHGO-
pPMpecypcoB IMTPOTUBHUKOB, TTPOBOLIMPYIOIINE NeiCTBUS, HABA34MBas peKjamMa
(cmmam) M Tak ganee.

YkazaHHbIe aKTUBHBIE neficTBUs B CeTH MOTYT IMOJAMNAanaTh MoJ COOTBET-
crBytoimue cratbu YK.

Mouwennunecmeo 6 oHaaliHOBBIX USpaX

OHnaitHOBBIE MHOTOTIOJI30BaTEIbCKHUE UTPHI, HA3bIBAEMbIE TAKKE MHOTO-
noJjb3oBaTeabckKuMu Mupamu i MUD, monynsapHb! ¢ Hadana 1990-x. OmgHa-
Ko naumb B Havaie 2000-X ToIOB OHU cTajau KoMMepluuanu3upoBaThes. Heko-
TOpbIE YCTPOUTENIM UTP TOJy4aloT OCHOBHOM OXOA OT aOOHEHTCKOM TJIaThl
UTPOKOB uiM npojaxu nuueH3uit Ha [10. [Ipyrue npoeKThsl AeJaloT CTaBKy Ha
TOPTOBIIIO BUPTYaJbHBIMM MpeAMETaMM, BUPTYaJIbHOW HEIBUKUMOCTHIO U
WHBIMM TIpeIMETaMUW W yCJIyraMu, HaXOASIIMMUCS 1LEJIUKOM BHYTPU BUPTY-
aJlbHOTO MUpa. JlocTaTOYHOE YMCIIO UTPOKOB U Pa3BUThIE TEXHUUECKUE Cpe/l-
CTBa JeNaloT TaKue MPOSKTHl KOMMEPYECKH YCIIEITHBIMU.

Ha ayknumoHax BUPTYaJlbHBIX MPEIMETOB COBEpINAETCS CAENIOK Ha COTHU
THICSY IOJUIAapoB exeaHeBHO. [IpogaroTcst BUpPTyanbHBIE MMPpeaMeThl (OpyXue,
OpOHSs, AparolleHHOCTH, apTedaKThl), IEpCOHAXN, MeCTHasl BUPTyaJibHasl Ba-
JII0Ta, HEABMKMMOCTh BUPTYaAJIbHOTO MUpa (IoMa, Mara3uHbl, y4acTKU 3eMJIU
Mo/ 3acTPOWKY), MpoYMe IEHHOCTH (pa3pelleHus] W JIMIEH3UM OT BiacTeit
BUPTyaJbHOT'O MUpPA, WICHCTBO B KJIaHAX, KapThl U T.1m.) [58].

A TaMm, Tne MOSIBASIOTCS JUKBUIAHBIE IIEHHOCTH CYIIECTBEHHOTO pa3mepa,
TTOSIBJISTIOTCS M MOIIIEHHHWKU, KeTalolne TaKrue EHHOCTH MTOXUTUTD.

B BUpTyanbHBIX MUpaX BO3MOXHBI pa3INIHbIe METOIBI OOMaHa U 3JI0YIOT-
pebnenuii. [ToxuieHne y TepCcOHaXeil pa3IUYHBIX LIEHHBIX BUPTYaJTbHBIX
MpeaMeTOB, a TakXe NepcoHaxkeil 1eankom. I[IponBukeHUe mepcoHaxa IO
YPOBHSIM C MCITOJIb30BAaHMEM HEI03BOJICHHBIX METOIOB, B TOM 4YUCJIE YSI3BU-
mocrteit B [10 urpsl (Tak Ha3piBaeMbliit YUTUHT®). ['eHepauus U nyoaMpoBaHue
LIEHHBIX BUPTYaJIbHBIX IpeAMeTOB. OOMaH APYruX UTPOKOB C LEIbI0O BHIMAHU-
BaHUs Y HUX BUPTYaJbHBIX LIeHHOCTeW. HapylieHre ycTaHOBJIEHHOM MOHOTIO-
JIUV Ha pa3iIMYHbIE BUIBI AESITEIbHOCTH B BUPTYaJTbHOM MHUPE, YTO BEIET K He-
JMOMOJIYYEeHUIO N0X0a BiaaeabliaMu Urphl. [Ipomgaxka UTpoKaMm HepaspelleH-
HBIX TPOTrPAMMHBIX TIPUCIOCOOJIEHUN IJisI TOJYy4eHHUSI UTPOBBIX TPEUMY-
mectB. M MHOTHME npyrue.
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O0HO U3 MHO20UUCAEHHBIX 00B8AEHUTL 0 NPOdadice YeHHOCMell U3 GUPMY ANbHBIX MUPOS
3a peanvHuie OeHbeu. B danHom cayuae npodaemcs nepcoHaic ¢ HeKOMopvimM Koauue-
CMBOM GUPMYANbHO20 UMYUECBA

B HeKOTOPBIX 3apyOeKHBIX CTpaHaX MPOILIU MTepBhie CyaeOHbIe TPOLIECCH,
Kacalolrecs XUIIeHWsT BUPTYaJbHBIX TIPEIMETOB U epcoHaxel. B Poccun xe
MHTEepechl UTPOKOB He ToIexXaT cymebHoM 3amuTte, coriacHo ct. 1062 T'K.
HckmoueHUST peAKU: 11T HEKOTOPBIX U3 BUIOB YITOMSHYTOTO TUITa MOIIIEHHH-
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YyecTBa MOTYT MCIIOJIb30BaTbCs BPEAOHOCHBIE TIPOTpaMMbl MJIM HeIlpaBoOMep-
HBIN TOCTYN K UTPOBOMY cepBepy. Hampumep, a1t Kpaxku 1aposisi OT UTPOBO-
ro nepcoHaxa. Ho aTo ciyyaii peakuii, 1 OTHOCUTCSI OH K MHBIM BUIaM Ipec-
TYTUICHU 1, OTIMCAHHBIM BHILIE.

ABTOp He HMCKJIIOYAeT, YTO 10 Mepe pa3BUTHUSI BUPTYyaJIbHBIX MUPOB, Hapac-
TaHUSI KOJMYECTBA UX YYaCTHUKOB, 110 MEpEe COBEPIIEHCTBOBAHUS BO3MOX-
HOCTEl MepcoHaxel W, ciaeaoBaTesibHO, BO3pacTaHUs NEHEXHbIX UHTEPECOB
WUTPOKOB M YCTPOUTENIEH TaKWe MHTEPEChl CTAHYT 3alllMINATbCs Ha Tocyaap-
CTBEHHOM YPOBHE, BO3MOXHO, OyAYT MPUHSTH U CTIellUaIbHbIC 3aKOHHBI.

Ve ceituac UKCHUPYIOTCS CHEIKM C TIpeaMeTaMu, MpUHaIIeXaluMu
BUPTyaJlbHOMY MUPY, Ha CYMMBbI B A€CSITKH THICSIY MOJIJIapoB. YKe ceifuac ecThb
OTHEeNbHBIC JMIAa, 3apabaThiBalolllMe Ha XU3Hb yYaCTUEM B TaKUX BUPTYyasb-
HbIX Mupax. [TpocnexuBaeTcst yeTkas TEHACHIIMS K BO3pacTaHUIO pa3Mepa NH-
TepecoB UrpokoB. CienoBaTebHO, CKOPO MOTPeOyeTCsl 3aKOHOAaTeIbHas 3a-
IIUTa TAKMX UHTEPECOB.

Hcnoavzoeanue RBL

RBL (real-time black lists) — 2To yepHble CIUCKU ISl 3aLIUTHI OT CIlama,
ocHoBaHHEIe Ha mpoTtokoje DNS. RBL — 3T0 Kak pa3 ToT ciyuaii, Korma mneib
He OMpaBAbIBacT CPENCTBA, KOTA JIEKAPCTBO CTAHOBUTCS BpelHEee OO0JIE3HU.

HUcxomnoe nmpenna3Hadenue RBL — mpotuBomelicTBHEe pacCHIJIKE cllaMa.
YepHblil cIUCOK TMpeAcTaBisgeT coboit 6a3y maHHbIx [P-anpecoB (pexe — mo-
MEHOB), TOCTYITHYIO BCEM TMOJIb30BaTeNsIM (peXe — JUIIb MOAMUCYUKAM) TI0
nmpotokonay DNS. B 3anpoce ykaswiBaetcs [P-ampec. B oTBeTe cooOimaercs,
YUCIUTCS M JaHHBIN aipec B CIUCKe. BONBIMMHCTBO MeI-CepBepOB UMEIOT
BCTPOEHHYIO BO3MOXHOCTb B3auMoneiicTBus ¢ a1i006b6iM RBL. [Tpu oTkpeiTHN
SMTP-ceccun npuHuMatomuii ceppep 3anpamuBaeT RBL, u ecniu [P-anpec
Tepeaarlero Meia-cepBepa YMCIUTCS, TO JIEKTPOHHAs Mo4Ta oTBepraeTcs!.
IMoguepkHeM, UTO BXOAsIIAs MOYTa OTBepraeTcs: 6e3 ee MpUHATUs, 6e3 aHaIu-
3a 3aTOJIOBKOB WJIM CONIepXKaHUS MHUCEM, TOJILKO Ha ocHoBaHuM [P-anpeca ne-
penaroliero cepsepa.

IMpennonaraercs, yro B RBL moJikHBI 3aHOCUTHCS MCTOYHUKM criama. To
ecTb [P-anpeca, ¢ KOTOpPBIX 4aCTO pacchlaaeTcs crnam Ju60 UMeeTCsl MOTEHIIM -
aJibHasi BO3MOXHOCTb 3TOTO (HaIpUMep, OTKPBITHIN TPAHCIATOP 3JEKTPOHHOMN
mouthl). IIpakTuKa MoKa3bIBaeT, YTO KOrjma Meii-cepBep mcmoab3yeT RBL,
cofepXKalluii UICTOYHUKU CIlaMa, 9TO TIPUBOAUT K U30aBJICHHUIO OT 3HAUUTETb-
HOI YacTy moctymnatoniero cnama — ot 30 mo 70%. I1pu 3TOM 4UCIIO JIOKHBIX
cpabaTbiBaHU# (TO €CTh ClIy4aeB, KOTJa OTBEpTraeTcsl HOpMaJlbHOE MUChMO) XO-
TSI M HEHYJIEBOE, HO HAXOIMTCS B IpueMiIeMbIXx pamKax — oT 0,1% nmo 4%, B 3a-
BHCHMOCTH OT Ka4eCTBa MCITOJIb3yEeMOTro YepHoro crmcka [W22].

I Pazymeercsi, aTa OMIUsI He BKIYEHA Mo ymonyaHuwo. Ounbrpanus moutsl mo RBL
BKJTIOYAETCS JIMILIb aAMUHUCTPATOPOM CepBepa, BIOJHE OCO3HAHHO.
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Janee cinenyet pacckadatrh npo RBL, ornmualommecs oT TpaguIIMOHHEIX.
BBuny HaGntomaBierocss pocra Mx MOMYJISIPHOCTA Y HEKOTOPBIX UX BiIaieib-
1IeB MOSIBUJIACh UIEsI MCITOJIb30BaTh UepHbIE CIIMCKM B APYTrUX 1ejsix. B Heko-
topeie RBL 3aHocgTCS He mcTouHukM cnama, a IP-agpeca mpoBaiinepos, 1mo-
JIMTUKA KOTOPBIX HE 0100psIeTCs AepXkKaTeasiMu uepHoro cnucka. K Heonoopsi-
eMBbIM YepTaM IpOoBaiiepOB OTHOCSITCS OOBIUHO cieaytoliue: (a) MpeaocTaB-
JICHUE XOCTUHTa BeO-caiiTaM, KOTOpbIe peKJIaMUPYIOTCS MPU MOMOIIU CllaMa
(Tak HaspIBaeMmble spamvertized-pecypchl); (0) mpemocTaBieHUe KaKUX-IH00
YCAYT JIMIlY, paclpocTpaHswoiemMy nporpammbl uiau bJl, mpenHazHaueHHBIE
IUTST PacChIJIKM cramMa; (B) OTKa3 OTKJIIOYUTh KJIMEeHTa, OOBUHEHHOTO B BhIIIEY-
Ka3aHHBIX JeHUSX; (T) OTKa3 OTKJIIYUTHL CyOIpoBaiifepa, KOTOPBIi oTKa3a-
Cs1 OTKJIIOYMTD KJIMEHTA 0 OTHOMY U3 BBIIIIEyKa3aHHBIX IESTHUNA.

IIpenmonaraercst, YToO KJIMEHTHl TaKWUX MPOBAIepOB, UCITLITHIBAsI HEYT00-
CTBa B CBSI3U C HEJOCTaBKOW CBOEW MOYTHI, CTAHYT OKa3biBaTh JaBJICHUWE Ha
CBOMX MpOBaiiIepoB, CIIOCOOCTBYSI TaKUM 00pPa30M U3MEHEHUIO UX MOJUTUKU
B XejaecMoM HampasiieHnM. Onncannble RBL nmpuHSITO Ha3bIBaTh YepHBIMU
CcIIcKaMu BToporo poaa [W23].

IMTonsaTHO, uTO 3aHeceHue B RBL ceteii mpoBaiinepoB SIBASIETCS METOIOM
peanu3auuu yoexXneHuil (MOIUTUYECKUX, MOPaTbHBIX, HPABCTBEHHBIX) TeX
JINI, KOTOpble TakKue YepHble CNUcKM comepxkaTr. He orpuuas mpaB Ha
coOCTBeHHBIE YOEXKICHUS 1 Ha UX MpoTlaraHay, TeM He MeHee CJIeAyeT yKa3aTh,
YTO 3TO HE UMEET OTHOILIEHUS K KOMMEpPUYECKOM AesITeIbHOCTU 1, KaK MpaBu-
JI0, 95KOHOMUYECKHN He 000CHOBAHO.

Ot cnama ucnoib3oBanre RBL BToporo poja Takke He 3alIUIIAET.

HenocpenctBeHHbIe HeynoOCTBa TOJbB30BATEISIM CO3MAIOTCS HE CaMUM
RBL, a Tem, 4T0 HEKOTOpBIE MeiJI-cepBEepPbl HACTPOEHBI HA €T0 UCITOJIb30BAHUE.
Bnaneneir orBepratoIero nouTy Meii-cepBepa Kak Obl «He OTBe4yaeT» 3a (akT
HaJW4YUs axpeca OTIPaBUTENS B UCTIOIb3yeMOM YepHOM criucke. Kak mpasuiio,
OHU He CBSI3aHBI JOTOBOPHBIMU OTHOIIIEHUSIMHM, a B 3aKOHOJATEJILCTBE O CO3/1a-
HUMU TIPETISITCTBUI B TIepeaade SJIeKTPOHHOM MOUTHl HAMPSMYIO HE TOBOPUTCS.

HUcnonb3oBaHue yyxkux RBL st paboThl Melia-cepBepoB, KaK MpaBUJIO,
He perjaMeHTHUPOBAaHO BHYTPEHHUMU JOKyMEHTaMU KOMITAaHUM-TIpoBaiiaepa.
YacTto Bce MomoOHbIE HACTPOWKU JEIAIOTCS PSINOBBIMU COTPYAHUKAMU TIPO-
Baiifepa 6e3 CAaHKIIUY PYKOBOJCTBA, KOTOPOE TAKUMMU «TeXHUIESCKUMU JAeTals -
MU» HE UHTEPECYeTCS.

B uenoBeueckoM 00IIECTBE MCTOPUYECKHU CJIOXUIOCH TaK, YTO B cllydyae
BBIMOTATEJIbCTBA MO/ YIPO30il IPUYMHEHUS Bpela TpeTbeMy JUIY (3a10XKHU-
KYy) MOpaJibHasi OTBETCTBEHHOCTbD 3a MOCJIEICTBUS JIOXXKUTCS HE Ha BBIMOTAaTeIs,
a Ha TOro, KTO HE MCIIOJHMJI ero TpedoBaHusl. A neicTBus aepxkateacii RBL
BTOPOTO poJia KaK pa3 M €CTh aHaJIOT 3aXBaTa 3aJIOXHUKA: MpoBaiiaepa BHIHYX-

AIOT UCITOJHATH TpeOOoBaHUS (3a4acTyI0 He3aKOHHbBIE) TTOJ] YTPO30i MPUYMHE-
HUS Bpela HeNPUYaCTHBIM JIMLIAM — €TO KJIMEeHTaM U KJIMEeHTaM KJIUEHTOB.
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M3006pa3umM cxeMaTUUYECKHU OTHOIICHUS MeXIy CyObeKTaMu, BOBJICYEHHBI-
MH B MCTOPUIO C ONMCAHHBIM KMOEPBBIMOTATEBCTBOM. YYaCTHUKOB MOXHO
CBECTH K TISITH CYOBEKTaM.

@ OTIPaBUTENb TTOYTHI;

® aIMUHUCTPATOP Mepenarolnero Meiji-cepBepa;

@ T10JIyYaTesIb MOYTHI;

@ AIMUHKCTPATOP MPUHUMAIOIIETO MEMI-cepBepa;
@ JiepKaTesib YepHOTro CIIMCKa.

Ha camoM nene cxema HeCKOJIbKO ciioxkHee. Ham anMuHuCTpaTopamMu cep-
BEPOB, KaK MPaBUJIO, CTOSIT UX BIAAEIbLbl (PYKOBOAUTEIU MpeanpusaTuii). B
OOJIBIIMHCTBE CJy4aeB alMUHUCTPATOPHI eJaloT HACTPOWKHU Ha MCMOJIb30Ba-
Hue aecTpykTuBHbIX RBL 6e3 Bemoma cBoero pykoBOACTBa.

Bnanenen nepenatoiiero (BHECEHHOTIO B YEPHBI CMUCOK) cepBepa SIBJISICT-
csl 00ObEKTOM BbIMOraTesbcTBa. Ero KJIMEHT-OTIIPaBUTENb MUCbMa SIBISIETCS
HEMPUYACTHBIM 3aJIOXKHUKOM, KOTOpOMY HaHOCUTCs Bpea. [TonyyaTento much-
Ma Bpel TaKke HaHOCUTCS (IMTyHKTHpPHas CTpesika), HO OH 00 5TOM He 3HaeT.

Cxema kubGepBbIMOraTesbcTBa 1mpu nmomoiinn RBL HeMHoro cinoxHee, yem
KJlaccuyeckasi cxeMa ¢ 3aJIOXKHMKOM. 31eCh pa3HeCeHbl CyObEeKT, BbIIBUTAIO-
Ui TpeGOBaHMSI, U CYOBEKT, HETTOCPEACTBEHHO MPUYMHSIOIIWIA Bpea HEMTPH-
yacTHOMY. [lepxXaTeab Y4EpPHOTO CMMCKA UCTIOJb3YET aIMUHUCTPATOpa MPUHU-
MaloIero cepBepa BTEMHYIO, CTapasich He pacKpbIBaTh eMY UCTUHHYIO CXeMY,
BBO/JISI B 3a0J1y>XIeHME OTHOCUTEJIbLHO UCTUHHOTO conepxaHus ero RBL.

depEarTels

uc

npoBaiinep Aposalinep
oOTNPaBUTeNA ¢ —& nony4aTens
-
. % 5 JIOr OBOPHEIE
. OTHOLIEHH A
S
-
- - [IIAHTAK
MpHYHHEHHE
B Bpejia
OTOpaBMTENE nonyudareinlk TeXHE o
S
o . eXHITIeCKOe
B3aHMOJISHCTEHE

Cxema 63aumMoomHoOuIeHULl NPU WAHMadice ¢ UCN0Ab308aHUeM YepHoeo chucka (RBL)
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Kak cnenyer kBanuduuupoBats aeiictBus nepxareiss RBL BToporo po-
na? CaMmu nepxareiad He OTPUIAIOT, YTO UX METOJ IMoApa3dyMeBaeT MpUIn-
HeHUe Bpelna HelpUYacTHBIM. DTO 0¢UIIMATbHO ONMyOIUKOBAHHAS TTOJTUTH -
Ka TaKWX YEePHBIX CIIUMCKOB, KakK «Spamhaus», «Sorbs» n «Spews» (HbIHEe He
cymecTtByomero). Jepxatenun RBL BmiaBuramoTt ciaenyoomuii Te3mc. He
3arpelieHo NMyoJuMKOoBaTh JOOble cUCKU. X YepHBIN CIMHMCOK BhIpaxaer
UX COOCTBEHHBIE «JIMUHBIe» yoexaeHus. ClieqoBaTebHO, ero o0Hapoa0Ba-
HUE 3allMIIaeTCcs] MOJIOXKEeHUsIMU 0 cBoboae cimoBa. Kaxkablii moab3oBaTes b
ucnoab3dyeT RBL mox cBolo OTBETCTBEHHOCTh, Ha CBOI COOCTBEHHBI PUCK,
0 YeM MMeeTcs NpeayInpexaeHue, onyoJuMKoBaHHOE TaM Xe, TJe U MOJTUTH-
ka RBL.

JleiicTBUTENIbHO, TTYOJMKOBATh JUYHbBIC YOEXKIEHUSI HE MOXET ObITh 3all-
pemeHo. OmHako aepxatenu RBL BToporo pona nenaioT Bce, 9TOOBI UX AECT-
pyktuBHBIT RBL 6Bl TOX0X Ha o6bpiuHbIie RBL mepBoro poma, mpegHa3zHa-
YeHHBIE [JIS1 3alIUMTHI OT ciama. [IpeaynpexaeHuss OTHOCUTEIbHO TOJIUTUKHU
YEepPHOI'o CIUCKa U Bpela HeNpUYacCTHBIM, MSITKO TOBOPSI, HE apUIIMPYIOTCS.
OHU U3JTOXKEHBI XOTS U Ha IMyOJMYHOM BeO-caiiTe, HO He CJIMIIIKOM Bpa3yMu-
TeIbHO U THe-HUOYAb B KOHIIE CTpPaHMIBI MeJIKUM IpudToM. Jlepxarenu
RBL BTOpOTO pona pekjiaMupyrT CBOI CIIMCOK KaK «aHTHCIaMOBHIi». EcTe-
CTBEHHO, aJMUHMCTPATOp MeMJI-cepBepa, 3aayMaB 3alllUTUTHCSI OT cIlaMma
npu nomoiy RBL, mpocTo BKitouaer umeromuecs B oOpasliax CUCKU, He
u3ydyast oJApoOHOCTEN MOJUTUKYU KaXa0ro 13 HUX. [I[pOKOHTpOIMpPOBaTh Xe,
Kakasl 1mo4yra OTBepraercsi, He TpEeICTaBIsIeTCS BO3MOXHBIM M3-3a OCOOEH-
HOCTEM TEXHOJOTMU — HAIIOMHUM, UTO TMCbMO HE TIPUHUMAETCS, COeIMHEe-
HUE OTBepraeTcs elle 10 Havajia repenayu nucbMa. McciaemoBaHus mokasbl-
BalOT, YTO IMOJAaBJsONIce OOJBIIMHCTBO ITOJb3oBaTelieii Takux RBL Obimm
WCKpPEHHE yOeXXIeHbI, UTO TaM COAepXaTcs JUIIb UCTOYHUKHU crama. [Togas-
JIstiolee OOJIBIIMHCTBO TOJIb30BaTesieil 0TKa3aJluch OT MX MCIOJb30BaHMSI,
KaK TOJIbKO Y3HaJI TIpaBay.

Taxum o6pa3zom, MOXHO yTBEPXKIAaTh, UTO YyMbIce aepxkatesist RBL BTopo-
ro poja HalpaBjJeH MMEHHO Ha BBeJeHHE B 3a0JyXJeHHUE IMOJIb30BaTesei.
HetvictBust nepxareiass RBL moryt ObITh KBaIM(UIIMPOBAHBI KaK CO3HATEJb-
HOe NpUYMHEHHE Bpela HEeMpUYaCTHBIM IyTeM oOMaHa WU 3J10ynoTpediie-
HUS TOBEPUEM C LIEJIbI0 MPUHYXAEHUS KEPTBbI K OMpeaeJIeHHbIM JIeHCTBUSIM
(4acTo HE3aKOHHBIM) B COOTBETCTBUM CO CBOMMMU TMOJUTUYECKUMU LIEJISIMU.
BbIMOTaTeIbCTBOM 3TO CYUTATHCS HE MOXKET, MOCKOJIbKY HET TpeOOBaHUS Te-
penauyu Beikyna. CinenoBaTebHO, 3TO MOXET ObITh KBaJTU(PUUIMPOBAHO 1O CT.
179 YK (npuHyXaeHHUE K COBEPIICHUIO CIEJKHU UJIHM K OTKa3y OT ee coBepllie-
HUS). AHAJIOTMYHBINA COCTaB TMPECTYIUICHUSI UMEeTCs U B 3aKOHOIATEebCTBE
NPYTHUX CTpaH.

Kak cienyet kBanuduuupoBaTh AeCTBUS MOJIb30BATEISI YEPHOTO CIrMcKa?
31ech ABa BapuaHTa.
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Ecnu monw3oBatens He 3Han ocobeHHocTeit RBL BToporo pona, mpuHumMan
ero 3a RBL nmepBoro pona 1 ucnoiab3oBajl MMEHHO B Ka4eCTBE TAKOBOTO, TO OH
caM — TOTePIEeBIINI OT MOIIEHHNYECKUX AeCTBUM, TOCKOJIBKY OTBEPXEHHE
BAJIMIAHOM 3JIEKTPOHHOM MOYTHI HAHOCUT BPea KaK OTIPABUTENIO, TaK U TTOTY-
yaTesio, a cJiefoBaTeIbHO, U UX MpoBaiizepam.

Ecan xe nmonb3oBatrens RBL 3Hanm mpuHLMI ero pabOTHI U cOo3HaBaj, 4TO
ucrnonb3oBanre RBL He 3amuimaeT ot cmama, a BeeT K HeIOCTaBKe BATUIHOMN
IOYTHI, TO €r0 AEMCTBUS cleayeT KBaTuuuupoBaTh Kak coydactue (4. 2 cT. 33
VK — coyuacTtue B popMe ucrnonHeHus ). Pasymeercsi, ckazaHHOE HE OTHOCHUT-
csl K ciyyar, Korjaa Juio ucrnoab3dyeT RBL nnst dunabrpauuu ToapKo cBoeit
JUYHOM MOYTHI.

Haxpymra

OnucaHHble HUXE NEWCTBUS HE BCEraa MOXHO KBAIM(PULIMPOBATH KaK MO-
IMEeHHNWYECTBO WM WHOE YroJIOBHOE TpecTyIuieHue. Bmpodem, maxe Toria,
Korga KBaauduKalius BO3MOXHa, MOCTpajaBIIve IPEANOUYMTaIOT He obpa-
LIATHCS B IPABOOXPAHUTEIbHBIE OpPTaHbl, a 3alIUILIATHCS CBOMMU CPEACTBAMMU,
MMOCKOJIbKY 3TO 3(pdeKTUBHEE.

HakpyTka siBasieTcsi OTHUM U3 BUIOB MOIIEHHMYECTBA C LEJAbI0 XUILIEHUS
CpEeICTB, aCCUTHOBAaHHBIX Ha peKjiaMy B ceTH MHTepHeT, WM MHOTO oOMaHa,
CBSI3aHHOTO C PEKJIaMOM.

ITo Mepe Bce 6OMBIIEH KOMMepLIMaau3auu MHTepHeTa, IO Mepe YBeande-
HUsI pPEeKJIaMHBIX OIOIKETOB MOIIEHHUYECTBO C PEKJIaMOW CTaHOBUTCS BCe
npuBiekateabHee. Kak nmpodeccroHaabHble MOIIEHHUKY MOTYT 3aTeATh IIPO-
eKT C lLieJbI0 oOMaHa pekyiaMonaTeseil uiu peKJaMopacnpoCcTpaHUTeNel, Tak
1 OOBIYHBIE BIAAEblbl MHTEPHET-IIPOEKTOB MOTYT COOJIA3HUTHCS JIETKMMMU,
HO HE BITOJIHE YECTHBIMU JeHbIaMMU.

JIoX0oI MHOTUX MHTEPHET-IMPOEKTOB CKJIaAbIBAETCST U3 TTOCTYIUIEHHUH 3a peK-
Jamy. A 3TH MOCTYIJIEHUs] TTPOTOPIMOHATBHBI KOJTUYECTBY MOCETUTENEH BeO-
caiitTa (MJIM KOJIMYECTBY MOCETUTENIel U3 lieieBOil ayauTtopuun). Takum obpa-
30M, MOJHSTH IOCENIaeMOCTh caiiTa O3HAYaeT MPOIMOPIMOHAIBLHO TOIHSTH
CBOM J0XO1bl. Mexay BeO-caiiTaMu 3a TTIOCETUTENIeH UIeT HelllyTouHast 6ophoa.

Cpean MeTOHOB YBEJIMYEHUs MOCEIIAeMOCTH €CTh M He BIIOJIHE YECTHBIE
METOIBI U JaxKe OTKPOBEHHO MOILIEHHUYECKUE.

OIHMUM U3 UCTOYHUKOB MOCENIaeMOCTH BeO-caiiTa (111 HEKOTOPbIX — IJ1aB-
HBIM MCTOYHMKOM) SIBJISIOTCSI TOMCKOBBIE CUCTEMBI M MHTEpPHET-KaTaJIOTH.
KonnuyecTBo mosb3oBaTesiei, MpUINEIIINX MO CChIJIKAM M3 MOUCKOBOM CUCTe-
MBI WJIM KaTajiora, CUJIbHO 3aBUCUT OT MO3UIIMU pecypca B pe3yabTaTax MoucC-
Ka WM B KaTajiore. A TO3MILIMs 3Ta 3aBUCUT OT PEJICBAHTHOCTU 3ampocy (st
MMOMCKOBBIX CUCTEM), OT MHAEKCA LIMTUPYEMOCTH WJIM OT TOCEIIaeMOCTH (st
KatasioroB). I[TOgHATE CBOI pecypc B PEUTHUHTE MOXHO, CBIMUTHPOBAB BHICO-
KYI0 TIOCEIIaeMOCTh caiiTa — 3TO U Ha3bIBA€TCSI HAKPYTKOW CUETUMKA.
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ITpu pazmenieHun pexkjambl B UHTepHETE UCTIONB3YIOTCS TPU CXEMBI pac-
yeTa — Tj1aTa 3a MoKa3s, TjiaTa 3a KJIWK M MPOLEHT ¢ TTpoaax. B mepBom ciyyae
BJIafIeJIbLly PEKJIaMHON MIOUIAAKU peKIaMoIaTe b WIN peKiiaMopacrnpocTpa-
HUTEb (MOCPETHUYECKOE PeKJIaMHOE areHTCTBO) TIATUT MPOMOPILIMOHATBHO
YUCJTY TOKa30B peKJIaMHOTo OaHHepa Ha BebO-cTpaHule. Bo BTopoMm ciyuae
IiaTa NpoNnopuUMOHaJIbHA YUCIY MOJb30BaTeNeH, NepellellinX Ha peKIaMu-
pYEMBIl pecypc IO TUIIEPCChUIKE, TO €CTh KJIMKHYBIINX Ha peKJIaMHOM OaH-
Hepe*. B TpeTbeil cxeme pekaaMopacnpoCTpaHUTENb WX BiaAesel] pekjam-
HO IJIOIIAKY MOJIyYaeT OT peKaaMoJaTesisl MPOLEHT ¢ MPOoJaxX TOMY KIUEH-
Ty, KOTOPBI# MpUIIIe] 1O cCchliKe. ECTh U BAapMaHT omjaThl pekjaMbl 10 GUK-
cCUpoBaHHOMY Tapu@dy — 0oOyCJOBJIEHHas cymMMa B Mecsil Wiu B JeHb. Ho B
9TOM cilydyae Tapud 3aBUCUT OT MOCENAEMOCTH pecypca, Ha KOTOPOM peKJia-
Ma pazMeniaeTcs.

ITepBrbIii 1 BTOpPOi1 cITOCOOBI 1al0T BO3MOXHOCTD JIJIs oOOMaHa MmyTeM MaHM-
MyJSIIUKA CO CTATUCTUKOUN MPOCMOTPOB MJIM CTATUCTUKON MEePEeX00B MO peK-
JIaMHOMY OaHHepy.

TexHruyeckue METOJbl HAaKPYTKM CTATUCTUKU BecbMa Pa3zHOOOpa3HBI.
Kak pazHooOpa3Hbl U 3alIUTHBIE KOHTPMEpPHI, IpUMEHsIeMble peKIamMoa-
TEASIMU U PEKIaMOPACNpOCTPAaHUTEISIMM, a TaKXKe MOUCKOBBIMU CUCTEMa-
MU M MHTEpHeT-KaTajsoraMu. B xoae HaKpyTKH AJsI TPOTUBONEMCTBUST 3TUM
KOHTpMepaM MOIIEHHUKU MOTYT Mpuderath K MCIOJb30BaHUIO 30MOU-Ce-
Teit*, BpedOHOCHBIX MporpaMm (tuma adware*), MCmojb30BaTh HeINpaBO-
MEPHBIA AOCTYIN K YyXHUM WH(GOPMAIIMOHHBIM cuUcTeMaM (B TOM 4YHCIE K
TeM, KOTOpbIE€ BEAYT CTAaTHUCTUKY) — CJIOBOM, COBEpIIaTh KOMIIbIOTEPHBIE
MPeCTYIICHUS.

BrnipoueM, GOJNBIIMHCTBO ciydyaeB HAKPYTKU CUETYMKOB, danbcuduka-
IIMU CTATUCTUKU WJIM MHOTO HEA03BOJEHHOTO MOBBIIIEHUS] CBOMX TTOKa3aTe-
Jiei (peTUHTa, peJIeBaHTHOCTHU, MHAEKCA IIMTUPYEMOCTH) HEb3s1 KBaIupu-
IIMPOBAaTh KaK yroOJIOBHbIE NIPECTYIIEHUS. DTO BCETO JIUIIb HApyIIeHWE YCIIO0-
BUIl TOTOBOPOB, CBS3bIBAIOIIUX peKIaMoaaTeNeil, pekaaMopacnpocTpaHUuTe-
JIel M BJlajieSiblieB peKJaMHBbIX moianok. C TaKMMU HapyLIEeHUSIMU peKJia-
MOJIaTeNU U MOCPEIHUKU JOJXKHBI pa3dUpaThcsi CAMOCTOSITEIbHO, COOCTBEH-
HBIMU CpPEeJICTBAMHU, a BO3HUKIIKWE W3 ITOrO CHOPbI OTHOCSATCS K pa3psay
rpaxaaHCKUX Jel.
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Teopust yronoBHOTO mpaBa U KpUMUHAJIUCTHUKA OMEPUPYIOT pa3IUYHBIMU
KpUTEepUsIMU MpU Kiaccudukauuu TpectyreHuii. B YronoBHoMm koaekce
MPEeCTYIUIEHUS] 00beAUHEHBI B CTaThbU MO OOIIHOCTU 00BbEKTa MPECTYIUICHUS, B
rJ1aBbl — 10 OOILIHOCTU POJOBOTO 00beKTa MpecTyruieHus. KpuMuHaaucTuka
K€ XapaKTepu3yeT MPecTyIJIEHUSI COBCeM UHBIMU TTapaMeTpaMu — CITOCo0 co-
BEpIICHUS, JUYHOCTD IMPECTYIMHUKA, TMYHOCTh MTOTEPIEBILIETO, METOJBI PACK-
pbITUS U Tak aanee. OTToro u kinaccudukauus apyras. O061LyI0 KpUMUHAIKC-
TUYECKYI0 XapaKTepUCTUKY MOTYT UMETh TMPECTYIUIEHUs U3 pasHbIX TiaB YK
(HampuMep, KjieBeTa W BO30YXJAeHHWE HallMOHAJIbHOU PO3HM). A MpecTyIuie-
HUS, 00beAUHEHHBIE B OMHY cTaThlo YK, ¢ TOUKM 3peHUS] KpUMUHATIUCTUKH,
CYIIECTBEHHO OTJMWYHBI JpYyTr OT Apyra (Hampumep, HapylleHHWe aBTOPCKMX
npaB B CeTn 1 B oaiite).

Orcloia MOHSITHO, YTO SIBJSETCS OIIMOOYHBIM CTPOUTH KPUMUHAIUCTUYEC-
KUe XapaKTEepUCTUKU TPECTYIICHU, KiIacCu(GULIUPYS UX 110 KPUTEPHUSIM yTO-
JIOBHOTO TIpaBa.

B nmanHOM pasgesnie ObUIM pacCMOTPEHBI HanboJee pacnpoCTpaHEHHbIE Ha
CETOMHSIIHUI IeHb BUAbI KOMITBIOTEPHBIX MpecTyruieHuit. CienyeT MOMHUTD,
4yTO BCieAcTBUE pa3BUTUS MHAYCTpuu UT crocoObl coBeplieHUss Kubeprpec-
TYTUICHU OBICTPO MEHSIIOTCSI, BOSHUKAIOT HOBBIE, a CTapble TTOCTEIMEHHO CXO-
ISIT HA HeT.
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