OnepamueHno-po3bICKHbIe MEPONpUAMU

2. OnepaTMBHO-PO3bICKHbLIE MEPONPUATUSR

BzaumopaeMcrBMe

IIpu packpbITUM KOMITBIOTEPHBIX MPECTYIUICHUI Ha BEPOSITHOCTh ycIiexa
CUJIBHO BJIMSIET B3aUMOJECTBHE C ABYMSI BUJaMU CyObEKTOB: CIIeLIMaIMCTaMu
U oriepaTopaMu CBsI3U. HacTONbKO CUIIBHOM KOPPEISIIUU MEXY CONeCTBUEM
C UX CTOPOHBI U YCIIEXOM PAaCKPBITUS HET, MOXaNyil, HU ISl KaKUX APYTUX TU-
OB NPECTYTIJICHU.

CneuunanbHabie 3HaHUSI B obaactu UT, TeleKoMMyHUKalLMiA, TpOrpaMMu-
pPOBaHMS U 3alIUTHl MHGOPMAIIUU TPeOYIOTCS OYKBaJIbHO Ha KaxXJIOM BTare —
OT OOHapyXeHUsI TIPU3HAKOB MPECTYIUIEHUS A0 MOAAepXKaHUs OOBUHEHUS B
cyne. McTOUHUKOM crienMalibHbIX 3HAHUM sBysieTcs cnennanucTt. Co CTOPOHBI
clienoBaTess WK OTePYNOTHOMOUYEHHOTO ObLIO ObI CIMIIKOM CaMOHAaIesTHHO
pacCcUMTHIBaTh Ha COOCTBEHHBIE 3HAHUS B 3TUX 00JIACTSIX.

Hactosmum UT-npodeccuoHanoM cTaHOBSITCS Tocjie 00OyYeHUsI B By3e U
HECKOJIBKMX JIET pabOThl MO COOTBETCTBYIOIIEH crienuaibHOCTU. [TomyuuTsb
5KBUBaJEHTHbIE 3HAHUSI, TPOYUTAB KHUTHU, TOOECeq0BaB CO CIIeIMaJCTaMU 1
pacclienoBaB IeCSATOK-APYTroii KOMITbIOTEPHBIX MPECTYMIEHU, HUKAK He BO3-
MOXHO. XOTsl WUTIO3USI BCE3HAHUSI MOXET BO3ZHMKHYTh. El0 yacTo cTpamaior
HaumHalomue. JIJag TaKMX Jaxe CYIIECTBYET OCOOBI TepMUH <«JaMep*», TO
€CTb IUJETAHT, «9YaHUK*», KOTOPBIN cuuTaeT ceds1 3Hatouum. Bugumo, cre-
nuduKa Halleil oTpaciu TakoBa, YTO B Ipoliecce 00y4eHUs JOBOJIBHO TPYIHO
YBUJIETh CBOW «TOPM3OHT HE3HAHUS», YTOOBI aJeKBATHO OILIEHUTb COOCTBEH-
HbIi YPOBEHb.
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Kaxk 6b1 camMu cebst HM OLICHUBAJM CJIyXKallle TpaBOOXpPaHUTEIbHBIX Opra-
HOB, HO, KaK TOBOPUTCS, CO CTOPOHBI BugHee. CrenuanucTa ¢ 10JKHBIM ypPOB-
HeM kBanudukauuu B obnactu UT u TenekommyHukaiuii B mrate MBJl nnun
®CBH nMeTh HEBO3MOXHO. 3aTO MOJYYHUTh MOMOIIb CTOPOHHETO CITeI[HaTnuCcTa
HE CJIMIIKOM CJIOXHO.

Bb110 GBI OIMOKO#M TPUBJIEKATh CIIELIMANMCTA TOIBKO JIUIIb TOTAA, KOTaa
JIeJIo JOWIET M0 SKCIMEPTU3bl WIIU 10 U3bITHS KOMITbIOTepHOU TexHuKU. Crie-
LIMajbHbIe 3HAHUs HYXHBI Ha caMOil paHHed CTaauM paccliefOBaHUsS — TIPU
MEPBUYHOI MpOBEepKe MaTepuaa, a TakxXe Mpu MpoBeIeHUN OTlepaTUBHO-PO-
3BICKHBIX MEPOTIPUSITHUIA.

CopeiicTBue IIpoBaiiepa* (omepaTopa CBsI3M) TakXKe 00s3aTeJIbHBINA 3J1e-
MEHT paccie0oBaHUs, €CJIU TOJbKO B JieJie YTO-TO CBS3aHO C MYOJMYHON
KOMIIBIOTEPHOM CETHIO.

Ponb mpoBaiinepa B Aesie moay4eHUs MHGOOPMALIMU O CETSIX, KIMEHTaX U X
AKTUBHOCTH TPYIHO MEPEOLeHUTh. TaK CI0XMUIOCh UCTOPUIYECKH, 4TO MHTEep-
HET BO3HUK KaK YMCTO TEXHUYECKOE YCTPOMCTBO. B Te HavambHBIE BpeMeHa ero
MOXHO OBIJIO pacCMaTPUBATh KaK CETh, CBSI3BIBAIOIIYI0 KOMITbIOTEphl. COOTBE-
TCTBEHHO C 3TUM YIpaBjsuicss MHTepHeT TEXHUYECKUMU CTIEIUaTUCTaMU TPU
TTOMOIIY JOCTYITHBIX Y TTOHSATHBIX UM TEXHUYECKUX MeTOm0B. C Te4eHUEeM Bpe-
MeHU, ¢ puxoaoM B CeTb MacCcOBOTrO TOJIb30BaTesl, C Pa3BUTHUEM CETEBBIX
¢dopm ob1IeHNS, C BOBHUKHOBEHHMEM CeTeBOro Ou3Heca MHTepHET peBpaTuI-
csl U3 TEXHUUYECKOTO yCTPOWCTBAa B Cpenly, Ile B3aMMOIEHCTBYIOT HE YCTPOWi-
crBa, a moau. Ha MHTepHeT ceiiuac 3aBsi3aHbl MHOTOYMCJICHHbIE (DMHAHCO-
Bble, MOJUTHYECKUE, JUUHbIE MHTEPEeChl MHOXECTBA JIIOACH M OpraHW3allnii.
Vke naxe roBopsT o 1ieJIOM BUpTyaibHOM Mupe. Ho Metons! ynpasnenus MH-
TEPHETOM ITOKa OCTAIOTCS CTapbIMU. M YIIpaBsSIoT B OCHOBHOM TEXHUYECKHE
crHelMaJuCcThl, He UMEIOIMe T'YMaHUTAapHOTO 00pa30oBaHUsI, 3a4acTylo HE T0-
HUMAIOIIKE, YTO OHU B3aMMOACUCTBYIOT C JIIOAbBMM, a HE C TEXHUKON. ABTOpD
Jlaxe TIpeayiaraeT paccMaTpUBaTh AUATEKTUYECKOE TTPOTUBOPEYMEe — MTPOTUBO-
peurie MeXAy HOBBIMU OOIIECTBEHHBIMU OTHOIICHUAMH B CeTU M CTapbIMU
MeTtonamu ynpapieHusi Cetbio [98].

B03MOXHO, YTO B CKOPOM BPEMEHU «CETeBasl BJIACTh» OT TeXHapei rneperi-
JIeT B PYyKH MpodheCCUOHANbHBIX YIpaBieHIeB. Takue TEHISHLIUU yXe OTIeT-
JINBO 3aMETHHI Ha BCEX YPOBHSIX — OT TOMOBOM CETH 10 MEXIYHAPOAHBIX Opra-
Hu3auuii. Ho moka B Jiuile mpoBaiiiepa Mbl UMeeM BCe YeThIpe BJIACTH B OJHOM
nuie. HolHe MHTepHeT-MpoBaiiiep BHICTYIIAET B POJIM MOJHOBIACTHOTO XO3sI-
MHa CBOEro y4acTka, BCEMOTYILET0o U BCEBEAAIOIIETO.

BHenpeHue BO Bcex CTpaHax KOMILJIEKCOB, aHaJOTHMYHBIX POCCUICKOMY
COPMy, npusBaHO, B YaCTHOCTH, UCKJIIOUUTb B3aUMO/ICIICTBUE C OTIEpPaTOPOM
CBSI3U, KOTJa TpedyeTcsl MoaydnuTh MHGOpMaLMo 0 paboTe MoJb30BaTesl B ce-
TH, ero Tpaduke U TaK gajee. K coxaneHno, HECMOTPS Ha OTYEThI O BHEAPEHUN
TaKMX KOMILUIEKCOB, IMOJHOCThIO PEIIUTDb 3Ty 3a1auy He ynaiocb. Hu B Poccun,
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HHN B OPYTuUux CTpaHax. bes COEUCTBUY CO CTOPOHBI OII€paTopa CBA3U ITOKa HE-

BO3MO2KHO IMTPOBOAWTDH IMOJJHOLICHHBIC OPM wum CJIeICTBEHHbIC NECHCTBUSI.
HMmenHo IIO3TOMY B3aUMOJIECTBUE C paGOTHI/IKaMI/I OII€paTopoOB CBA3U CTOJb

Ba’XHO Ha BCEX oTarax — oT HCpBH‘-IHOﬁ IIPOBEPKU MaTepurajia g0 MOKa3aHUM B cyne.

Mepexsar n uccneposaHue Tpadmuxa

3nauenue

B mepeyHe BUAOB OMEPAaTMBHO-PO3BICKHOW AESTEIHBHOCTU MPUCYTCTBYET
«CHSITME WHGMOPMALMU ¢ TeXHUYECKUX KaHAJIOB CBSI3W». DTa YHHBepcalbHast
(bopMyIrpoBKa BKIIOYAET, B YACTHOCTH, M TIepeXBaT CeTeBOro Tpaduka*.

B poccwuiickoii cyme6HOI TpakTUKe Tpad®uK (pe3yJbTaThl €T0 9KCITePTU3HI)
MOYTH He MCITOJIL30BaJICS B KadyecTBe moka3aTteabcTBa. s Bemenus OPJI tpa-
(UK TaKKe UCMONBb3yeTCs KpaiiHe peaKo. ABTOp MoJlaraeT, 4ToO €Tro CIeAYET MC-
MMOJIb30BaTh MKpe. B KpUMUHATBHOU AeATEILHOCTU TIepexBaT U aHaJIU3 Tpa-
duka (cHuUGUHT*) SABIIETCS OCHOBOM YyTh JIM HE TTOJIOBUHBI BCEX METOJIOB CO-
BeplleHUs npectyriaeHuii. B pabore UT-crnenmanucToB aHalIu3 CETEBOTO Tpa-
(vka — OOMH M3 OCHOBHBIX METOJOB AMATHOCTUKM U MOMCKAa HEUCIIPaBHOC-
Teil. Bo3MOXHOCTH 3TOro MeToaa BeTuKU. [103ToMy M B TpaBOOXpaHUTEIbHOMN
eI TeIbHOCTH OH JOJIKEeH MCITOJIb30BaThCS KaK MOXHO IIUPE.

Ha ocHoBe aHanmm3a comepXXMMOro, a TaKxKe CTATUCTUKU CETeBOTO Tpaduka
MOXHO OIpeNeSIUTh W J0Ka3aTh COBEpIICHUE IOJb30BaTelieM MHOTHUX
NIeICTBUI B CETU, a TaKXKe TMOJYYUTh MHGOPMALINIO 00 YCTPOUCTBE MPOTrpaMM,
WHGOPMALIMOHHBIX CUCTEM U CETE.

CO6op 1 aHalIK3 ceTeBOTro TpaduKa oNpeaeIeHHOro KOMITbIOTEpa MOXET 3a-
MEHWTb M3BITHE U IKCIEPTU3Y CAMOTO 3TOr0 KOMITbIOTepa, MOCKOJIBKY JacT
TaKylo e WH(pOpPMaIUIO, a UMEHHO COAEPKUMOE BJIEKTPOHHOU MOYTHI, CBU-
JeTeJIbCTBA O TIPOCMOTpE BeO-CaliTOB, 0 pa3MelleHUn MHGopmanuu B CeTH, o
HECaHKIIMOHUPOBAHHOM JOCTYIE K YAQJICHHBIM y3jaM, 00 MCMOJb30BAHUU
KOHTpadaKTHBIX MporpaMM. M B To ke BpeMsl MepexXxBaTUTh TpachUuK ObIBacT
MpoIIe, YeM HATU U U3BATH B UCIIPABHOM COCTOSTHUM KOMIIBIOTED.

Ilpumep

B kauecTBe mpuMepa npuBeneM oopasel mepexpadyeHHOro Bed-Tpaduka, To
ecTb Tpaduka Tpu AOCTYIe ToJb3oBateasi K BeO-caiTy. [lepexBar ocyiec-
TBJIEH TIporpamMMoii «tcpdump», KOTOpasi OTHOCUTCS K KJlaccy cHu¢epoB* u
BXOIUT B COCTaB JIto0Oi omepanimoHHo# cuctembl (kpome Windows). Ilapa-
METPbl KOMaHAbl TAKOBBI: «-n» O3HayaeT NpuBoauTh IP-anpeca B udposoit
HOTaIlMM, TO €CTh HE TIEPEBOIUTDH UX B JOMEHHbBIE UMeHa; «-i £xp0» yKa3bl-
BaeT uHTepdeiic, C KOTOPOTO CHUMATh TpaUK; «-v>» BKIIOYAET pexkuM Oosee
MOAPOOHOTO BBIBO/IA CBEIEHUI O MaKeTaxX; «-xX» 0O3HavyaeT MPUBOAUTH TaKXke
CUMBOJIBHOE IIpeACTaBJIeHME BceX 0aliTOB ITakeTa; «-s 1024» yKa3bIBaerT,
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CKOJIbKO 0aiTOB U3 KaX/IOTO TMaKeTa MoKa3biBaTh; MapaMeTp «tcp and port
80> orpenesieT GUILTP, TO €CTh KPUTEPUHU, MO KOTOPHIM MaKeThl BKJIIOYAIOT-
¢S UM He BKJTIOYAIOTCS B BbIAAYy, B JAHHOM CJIy4ae MBI TlepexBaThiBaeM IMaKe-
T IpoToKoyia TCP, orHocsamuecs K mopty 80, To ecTh K BeO-Tpaduky.

3necy 1 ganee comepxkrumoe TpadukKa MPUBOIUTCS B OJHOM M3 BapUAHTOB
obmenpuHsaToro ¢opmara «hex dump» [49, WI18]. bunapHoe comepXumoe
KaXxIoTo TMakKeTa IMoKa3aHo B IIECTHAAATEPUIHOM CUCTEME CUYUCIEHUS 1o 16
OaiiT B cTpoke. CiieBa yKa3aH TOPSIAKOBBIE HOMEp MEpBOro OaiiTa CTPOKH,
cIIpaBa — IIpeAcTaBieHNE TeX Xe 0aliToB B Buge ASCII-cuMmBoIOB.

fon# tcpdump -n -i £xp0 -v -xX -s 1024 'tcp and port 80'
tcpdump: listening on bge0, link-type EN10MB (Ethernet), capture size 1024
bytes

12:07:16.541938 IP (tos 0x0, ttl 64, id 21663, offset 0, flags [DF],
length: 64, bad cksum 0 (->16e3)!) 10.0.4.31.65406 > 81.16.112.7.80: S [bad
tcep cksum cf68 (->c6dl)!] 11159565:11159565(0) win 65535 <mss

1460 ,nop,nop, sackOK,nop,wscale 1,nop,nop,timestamp 39474456 0>

0x0000: 000e a6a4 b3cf 0002 ab5e7 4133 0800 4500 .......... A3..E
0x0010: 0040 549f 4000 4006 0000 0a00 041f 5110 .@T.G.G....... Q
0x0020: 7007 ff7e 0050 0Oaa 4804 0000 0000 b002 p..~.P..H.......
0x0030: ffff cf68 0000 0204 05b4 0101 0402 0103 ...h............
0x0040: 0301 0101 080a 025a 5518 0000 00OO ....... ZU.....
12:07:16.617508 IP (tos 0x0, ttl 58, id 40598, offset 0, flags [DF],
length: 64) 81.16.112.7.80 > 10.0.4.31.65406: S [tcp sum ok]
352447028:352447028(0) ack 11159566 win 65535 <mss 1380,nop,wscale
1,nop,nop,timestamp 913842465 39474456 ,nop,nop, sackOK>
0x0000: 0002 a5e7 4133 000e a6ad4 b3cf 0800 4500 ....A3........ E.
0x0010: 0040 9e96 4000 3a06 d2eb 5110 7007 0a00 .@..@.:...Q.p...
0x0020: 041f 0050 ff7e 1501 ea34 00aa 480e b012 ...P.~...4..H...
0x0030: ££fff 7041 0000 0204 0564 0103 0301 0101 ..pA..... d......
0x0040: 080a 3678 2121 025a 5518 0101 0402 LL6X!LZU.. ...

12:07:16.617558 IP (tos 0x0, ttl 64, id 21664, offset 0, flags [DF],
length: 52, bad cksum 0 (->1l6ee)!) 10.0.4.31.65406 > 81.16.112.7.80: . [bad
tep cksum cf5c (->3075)!]1 ack 1 win 32832 <nop,nop,timestamp 39474464
913842465>

0x0000: 000e a6a4 b3cf 0002 a5e7 4133 0800 4500 .......... A3..E
0x0010: 0034 54a0 4000 4006 0000 0a00 041f 5110 .4T.@.@....... Q
0x0020: 7007 f££7e 0050 0OOaa 480e 1501 ea35 8010 p..~.P..H....5

0x0030: 8040 cf5c 0000 0101 080a 025a 5520 3678 .@.\....... ZU.6x
0x0040: 2121 1!

12:07:16.617940 IP (tos 0x0, ttl 64, id 21665, offset 0, flags [DF],
length: 624, bad cksum 0 (->14bl)!) 10.0.4.31.65406 > 81.16.112.7.80: P
[bad tcp cksum d198 (->3a57)!] 1:573(572) ack 1 win 32832 <nop,nop,time-
stamp 39474464 913842465>
0x0000: 000e a6ad4 b3cf 0002 a5e7 4133 0800 4500
0x0010: 0270 54al 4000 4006 0000 0a00 041f 5110
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0x0020:
0x0030:
0x0040:
0x0050:
0x0060:
0x0070:
0x0080:
0x0090:
0x00a0:
0x00b0:
0x00c0:
0x00d0:
0x00e0:
0x00£0:
0x0100:
0x0110:
0x0120:
0x0130:
0x0140:
0x0150:
0x0160:
0x0170:
0x0180:
0x0190:
0x01a0:
0x01b0:
0x01cO:
0x01d0:
0x01e0:
0x01£f0:
0x0200:
0x0210:
0x0220:
0x0230:
0x0240:
0x0250:
0x0260:
0x0270:

12:07:16.771948 IP (tos 0x0,
length: 1420) 81.16.112.7.80 > 10.0.4.

7007
8040
2121
6cé6e
502f
6970
7275
446f
3b20
363b
2e31
3037
4163
2c61l
2c61
6dé6c
3b71
6e3b
672¢c
6570
2¢c65
7134
636f
6c61
7273
2c75
3d30
3a20
6e3a
6566
6cé6e
6d2e
6970
3d69
7269
6458
0doa
2064

ff7e
d198
4745
6970
312e
2e73
0doa
7a69
553b
2065
2920
2046
6365
7070
7070
2b78
3d30
713d
2a2f
7424
6e2d
302e
6469
7465
6574
7466
2e37
3330
206b
6572
6970
7275
5£f76
7026
7a61
4ebc
4361
6178

0050
0000
5420
5£76
310d
7461
5573
6cée
2046
6e2d
4765
6972
7074
6c69
6c69
6d6c
2e39
302e
2a3b
4c61
7573
330d
6e67
0doa
3a20
2d38
0doa
300d
6565
6572
2e73
2£63
6965
7265
7469
636a
6368
2d61

ttl

00aa
0101
263
6965
0a4s8
7274
6572
612f
7265
5553
636b
6566
3a20
6361
6361
2c74
2c74
382c
7134
6e67
3b71
0a4l
3a20
4163
4953
3b71
4b65
0a43
7024
3a20
7461
6769
772e
7134
6f6e
6£33
652d
6765

58,

480e 1501
080a 025a
6769 2d62
772e 706c
6£73 743a
7465 6c65
2d41 6765
352e 3020
6542 5344
3b20 7276
6f2f 3230
6£78 2£32
7465 7874
7469 6fé6e
7469 6fé6e
6578 742f
6578 742f
696d 6167
302e 3504
7561 6765
3d30 2e37
6363 6570
677a 6970
6365 7074
4f2d4 3838
3d30 2e37
6570 2d41
6f6e 6e65
616c 6976
6874 7470
7274 7465
2d62 696e
706c 3£f73
2a0d 0a41
3a20 4261
4e7a 6468
436f 6e74
3d30 0doa

id 40614,
31.65406:

32832 <nop,nop,timestamp 913842586 39474464>

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:
0x0060:
0x0070:
0x0080:
0x0090:
0x00a0:

0002
058¢c
041f
8040
5520
4b0d
2044
3432
4170
6e69
3239

a5e7
9eab
0050
2142
4854
0ad4
6563
2047
6163
7829
2064

4133
4000
ff7e
0000
5450
6174
2032
4454
6865
2064
6£64

000e
3a06
1501
0101
231
653a
3030
0doa
2£31
6£64
5£73

a6ad4 b3cf
cd8f 5110
ea35 00aa
080a 3678
2e31 2032
2057 6564
3620 3039
5365 7276
2e33 2e33
5£70 6572
736c 2£32

ea35 8018 p..~.P..H....5..
5520 3678 @....ovvtt 7ZU.6x

696e 2f61

2048 5454 1lip_view.pl.HTT
2061 6c6c P/1l.1..Host:.all
636f 6d2e ip.starttelecom.
6e74 3a20 ru..User-Agent:.
2858 3131 Mozilla/5.0.(X11
2069 3338 ;.U;.FreeBSD.i38
3a31 2e38 6;.en-US;.rv:1.8
3036 3131 .1).Gecko/200611
2e30 0d0a 07.Firefox/2.0..
2f78 6d6c Accept:.text/xml
2f78 6d6c ,application/xml
2f78 6874 ,application/xht
6874 6d6c ml+xml,text/html
706c 6169 ;g=0.9,text/plai
652f 706e n;qg=0.8,image/pn
0ad4l 6363 g,*/*;q=0.5..Acc
3a20 7275 ept-Language:.ru
2¢c65 6e3b ,en-us;q=0.7,en;
7424 456e @=0.3..Accept-En
2c64 6566 coding:.gzip,def
2d43 6861 late..Accept-Cha
3539 2d31 rset:.IS0-8859-1
2c2a 3b71 ,utf-8;9=0.7,*;q
6c69 7665 =0.7..Keep-Alive
6374 696f :.300..Connectio
6504 0a52 n:.keep-alive..R
3a2f 2f61 eferer:.http://a
6c65 636f 1llip.startteleco
2f61 6c6c m.ru/cgi-bin/all
7479 7065 ip_view.pl?stype
7574 686f =ip&reqg=*..Autho
7369 6320 rization:.Basic.
4367 3d3d dxNlcjo3NzdhCg==
726f 6c3a ..Cache-Control:
0d0a .max-age=0....

offset 0, flags [DF],
1:1369(1368) ack 573 win

0800 4500 ....A3........ E.
7007 0a00 ....@.:...Q.p...
4a4a 8010 ...P.~...5..dJ..
219a 025a .@!B...... 6x!..Z
3030 204f U.HTTP/1.1.200.0

2c20 3133 K..Date:.Wed,.13
3a30 353a .Dec.2006.09:05:
6572 3a20 42.GMT..Server:.
3420 2855 Apache/1.3.34.(U
6c2f 312e nix).mod_perl/1.
2e38 2e32 29.mod_ssl/2.8.2
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0x00b0:
0x00cO0:
0x00d0:
0x00e0:
0x00£0:
0x0100:
0x0110:
0x0120:
0x0130:
0x0140:
0x0150:
0x0160:
0x0170:
0x0180:
0x0190:
0x01a0:
0x01b0:
0x01cO:
0x01d0:
0x01e0:
0x01£f0:
0x0200:
0x0210:
0x0220:
0x0230:
0x0240:
0x0250:
0x0260:
0x0270:
0x0280:
0x0290:
0x02a0:
0x02b0:
0x02c0:
0x02d0:
0x02e0:
0x02£0:
0x0300:
0x0310:
0x0320:
0x0330:
0x0340:
0x0350:
0x0360:
0x0370:
0x0380:
0x0390:
0x03a0:
0x03b0:
0x03c0:
0x03d0:
0x03e0:
0x03£0:

3520
2072
6368
6361
4672
2031
7261
0a4b
656f
0doa
6570
6572
6e6b
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M3 ananuza sToro tpacduka 3KCIepT MOXET CAeJIaTh CJIeAYIOIINE BIBOIbI:
® Habntogaemblii KoMmIbloTep ucnoiab3oBan [P-angpec 10.0.0.31.

o [Tonb3oBarens ucmnonb3zoBan O6paysep «Firefox» Bepcum 2.0 (cM. cTpoky
«0x00d40» 4YeTBEepTOro MakKeTa) aHTJIUNHCKOW BEPCUM, HO C TOIIEPXKKOM
PYCCKOTO si3bIKa (CM. CTPOKY «0x0150>» 4YETBEPTOro Makera).

® [Tonb3oBarens ucnonbzoBan OC «FreeBSD» mnst mpoueccopa tuna Intel
(cM. cTpOKy «0x00a0>» 4eTBEPTOTO MaKeTa).

o [lonb3oBatenp B 12 yacoB 7 MUHYT oOpamaincsa K BeO-cailty
«allip.starttelecom.ru» U MpoOCMaTpUBaI CONEPXKUMOE BeO-CTpaHU-
bl «/cgi-bin/allip view.pl».

® Ha ykazaHHy10 BeO-CTpaHUILy TTOJIb30BaTe b Tiepelies 1o CChIJIKE CO CTpa-
HULBI «allip.starttelecom.ru/cgi-
bin/allip view.pl?stype=ip&req=*» (CM. mojie «Referer» B CTpPOKE
«0x01£0» 4eTBEPTOTro MakeTa).

o [Ipu noctyne K ykazaHHOMY BeO-CaiiTy MCIIOJb30BAJICS JIOTUH «USer» 1 ma-
posib «777a» (CM. YETBEPTHI IaKeT, CTpoka «0x0250», mapameTp
«Authorization: Basic» U Jajee JJOTMH M Mapojib B KOIMPOBKe base64).
Ha B3rnsim aBTOpa, Takasi 9KCIepTH3a IepeXBadeHHOTOo TpaduKa B psae

cllydaeB MOXKET 3aMEHUTh DKCIEPTU3Y KOMIIbIOTEpa MOJIb30BaTe/sI U CEpBepa,
K KOTOPOMY OH oOpalmnajicsi. A eciv U He 3aMEHUTb COBCEM, TO JTOIOJHUTD,
3HAYUTEIbHO YCUJIMB J0Ka3aTeIbHYI0 0a3y.

Opeanuzayus nepexeama

ScHo, uyTO TpahuK, OTHOCSIIUICS K ONMpeaeJeHHOMY y3Iy, TpOIle BCETo
nepexBaThiBaTh BOJM3U 3TOrO y3ya. [lo Mepe ymaneHUsT OT Hero Bo3pacTaer
TeXHUUYECKasl CJIOXHOCTb IepexBaTa, HO 3aTO CHMXAeTCs OpraHu3alMOHHas
clioxHocTh. [lo Mepe ymajeHus OT y3ja magaeT HaAeXXHOCTb M, BO3MOXHO,
MMOJTHOTA TlepexBara TpadukKa, HO 3aTO TMOBBIIIAETCS CKPBHITHOCTh. MecTo me-
pexBaTa TpauKa B 3HAYMTEJBLHOW Mepe OIpeaessieTcsl HaluurueM BO3MOX-
HocTeil y opraHa, Benymero OP/I. {ist onpeneieHNsT MECT M METOJIOB BO3MOXK-
HOTO TiepexBaTa 00s3aTe/IbHO IPUBJIEUCHUE TEXHUYECKOTO CIIeIualncTa.

ITpu aTOM pacrpocTpaHeHHOM OIIMOKON SIBASIETCS MpUBJeUeHUE Crelra-
JIMCTa 110 arnmnapatype TeaedoHHOM cBsI3U. Takoi Crenunaiuct, KOHeYHO, 10C-
tynHee, yeM UT-cnenuanucT Toro xe ypoBHs. «TenedoHUCT» aydline pa3dou-
paeTcs B 000pyI0BaHWM, TEXHOJOTHUSIX U TIPOTOKOJIaX CBA3U 1-TO U 2-TO ypoOB-
H# (pusuyeckuit 1 KaHanbHBIN). Ho paboTaTh Ha 6GoJjiee BBICOKMX YPOBHSIX Ce-
TEeBBIX MMTPOTOKOJIOB (3-7) OH He crocobeH. A KaK pa3 Ha 9TUX YPOBHSIX JIEXKUT
OOJIBIIMHCTBO BO3MOXHOCTEH nepexBaTa Tpaduka.

PaznuuHBIX MECT 1 METOMIOB ISl TIepexBaTa CETeBOro TpaduKa CIMIITKOM MHO-
ro, YTOOBI MEPEUMCITUTD UX 3/1eCh. BBIIEINM JIUIIIL OpraHU3allMOHHbIE BADUAHTHI:

@ TiepexBaT Mpu noMolinu uMmetoieiics anmnapatrypst COPM;
@ TepexBatr cpeicTBaMU orepaTopa CBS3U;
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® T1epexBaT COOCTBEHHBIMU CPEICTBAMMU.

B nmopaBnsioiemM OONBIIMHCTBE Cly4aeB B IepexBaTbiBaeMOM TpahuKe MO-
KET COIepKaThCsl TaliHa CBSI3W WJIM TailHA YacTHOM Xu3HU. [ToaToMy HE0oOx0-
IUMO MoJy4yaThb cyaebHoe peiieHue. be3 cyne6Ho caHKIIMY BO3MOXEH Mepex-
BaT CBOETO COOCTBEHHOro Tpaduka MOTEPIEeBIINM JTUOO ¢ €ro MUCbMEHHOTO
paspelieHus.

IlepexBaT TpacdukKa MOXET ObITh peaJn30BaH Ha Pa3HBIX YPOBHSIX.

® Ha ¢pusuyeckoM ypoBHe:

O TpU MOMOIUIU BJIEKTPUUECKUX U ONITUUECKUX pa3BETBUTENECH;

O TpU MOMOIIM OECKOHTAKTHBIX JaTYUKOB;

O TIpu ImoMoIlu mepexBaTta paguocurHana (aiasgs Wi-Fi u npyrux 6ecrnpo-

BOJHBIX TPOTOKOJIOB).
® Ha xaHanbHOM ypoBHe:
O TIpUY MOMOIIU TOAKJIIOYEHUST K KOHLIEHTpaTopy* (xa0y);
O mnpu moMomM (GyHKIMU 3epKajJupOBaHUS MOpTa Ha KOMMYyTartope*
(cBuue);

O npu nomoun ARP-arak n nmpokcupoBaHus Tpaduka;

O TIpM TTIOMOILUM YCTAaHOBKM CHU(depa* Ha 11eJIeBOM UM TPAaH3UTHOM Yy3JIe.

® Ha cereBom ypoBHe:

O MpU MOMOIIY U3MEHEHUs MaplIpyTU3alluu U TIPOKCUPOBaHUS Tpadu-

Ka;
O TMpY MOMOIIM BCTPOCHHBIX (PYHKIIMIA MEXCETEBOTO 9KpaHa WUJIM CUCTeE-
MBI 0OHapyxeHus atak (IDS).
o Ha npuknagHom ypoBHe:

O anHanusoM Tpaduka Ha nipokcu-cepsepe (it HTTP-tpaduka);

O aHanmu3oM Tpaduka Ha cepBepe dJIeKTpOHHOM mouThl (st SMTP-Tpa-

duxka).

dopMynupys TeXHUUYECKOe 3aaHue I TepexBata Tpaduka, caeayeT Hell-
pPEMEHHO MPUKUHYTh 00beM UHGopMauuu. [1pu CIUIIKOM HIMPOKUX YCITOBU-
SIX COOTBETCTBYIOIIUN TpapUK MOXET NTOCTUTHYTh aCTPOHOMMYECKUX BEIU-
yuH. bonbiioit 06beM HEe YyMECTUTCSI Ha HOCUTEJIE M IMO3TOMY HE MOANACTCS
MOoCJeAyIoIeMYy aHAIU3Y.

Hampumep, Hac MHTepecylOT NelCTBUs MOJb30BaTeNsl, paboTamIIero 3a
IOMAIllTHUM KOMITBIOTEPOM, KOTOPHBI MOAKIIOUeH K MHTepHETY yepe3 MecT-
HYI0 TOMOBYIO ceThb. B ero Tpaduke MbI xoTeaun 661 HAWTHU 10Ka3aTeJIbCTBA HETI-
pPaBOMEPHOTO OCTYMa K yaaJleHHbIM y31aM. bbiio 061 ommmbKoit cTaBUThH 3a1a-
4y TakK: «IlepexBaT UCXOSAIIEro U BXoasiero tpaduka kommnbeloTepa ¢ [P-anpe-
coM 10.0.0.6». [ToMuMo HerpaBOMepHOTO AOCTYyIa IMOMO3pEeBaEMbIN TaKXke
3aHUMAaETCsd W JPYroil nesiTeIbHOCThIO. Ha ero KommbooTepe CTOUT KIMEHT
(aitmooOMeHHBIX ceTeil* co CpeIHUM CyMMapHBIM TpadukoMm 6 kb6ait/c (500
Mboaiit 3a cytku, 50 Bxomsiiero u 450 ucxonpsmiero). KpoMme Toro, B 1oMOBOI
CeTH pacriojioxeH (aitnoBsiii cepBep ¢ HabopoM My3biKM U uibMoB. [loc-
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KOJIbKY BHYTPEHHU I TpaduK 11 MOJIb30BaTesIeil OecIyiaTeH U He OrpaHuYeH,
Mmojo3peBaeMbIil ckauuBaeT 1-2 ¢uibMa B 1eHb U HeMHOTO My3biku (1 ['GaiiT
3a CyTKM). BHyTpuceTeBoli ciyXXeOHbIN TpauK COCTABISIET 3a CYTKM elle T0-
psnaka 2 M6aiit. [Ipuyem Bce mepedyncieHHOE — B aBTOMaTUYECKOM PeXUME,
HE3aBUCUMO OT NIPUCYTCTBUS Mom03peBaeMoro foMa. Ha atom hoHe cyTouHble
10 Mo6aiit BeG-Tpaduka, 0,5 Mo6ailT snekTpoHHO# mouthl u 0,2 MOait mo
nmpotokony ICQ mpocTo TepstoTcsa. A mokazaTeabCTBa HEIIPABOMEPHOTO J0C-
TyIa coiepkarcs JUIIb B MocjaeaqHeM MyHKTe. [lepexBar Bcero nepeymcieHHO-
ro tpaduka (1,5 I'6afiT B CyTKM) 3a HECKOJIbKO JIHEi MOoTpedyeT AucKa O4eHb
0OJIBIIION €eMKOCTH, KOTOPOTO MOXET M HE 0Ka3aThCsl B PACIIOPSIXKEHUM CIIEIIM -
anucrta. M motoM HaiiTu B 3710 Kyde nosiesHbie 0,013% OyneT Henerko.

Ecnu xe MBI, 4TOOBI MCKIIOUYUTH BHYTPUCETEBOM TpaduK, BEJIMM CIiellMa-
JIMCTY TiepexBaThiBaTh MHGOPMAIIMIO 3a TIpeaesiaMyd JOMOBOI CeTH, Ha BBIXOJE
U3 Hee, TO AOTYCTUM MHYIO olnOKy. [TocKonbKy 1OMOBast ceTh MOAKIIIOYEHA K
HMHTepHETY He HaIIpsSIMY10, a Yepe3 YCTPOMCTBO, OCYIIECTBISIONICEe TPAHCIS IO
IP-aapecoB (NAT*), To B 3TOif TOUKE MBI HE CMOXEM OTJIMYUTH TpauK Momo3-
peBaeMoro oT TpaduKa BceX IpyTruX MoJjib30BaTeNeil TOi Xe TOMOBOM CETH.

B omnwucaHHO# cuTyauuu mnpaBuJibHas (GopMyIupoBKa 3amaHUs JOJKHA
BBITJISIIETh TPUMEPHO TaK: «IepexBaT MCXOMSINETO M BXOISIIETO Tpaduka
kommbloTepa ¢ MAC-aapecom 00:15:£2:20:96:54, OTHOCSAIIErocsl K MpOTO-
konam HTTP, telnet, SMTP, POP, IMAP, ICQ u umerwiero B kauectBe I1P-
anpeca HazHaueHUs (destination) vy TpoucxoXaeHUs (source) Kakue-imbo
BHemrHue [P-agpeca, To ecth, IP-agpeca kxpome 10.0.0.0/8».

AHanM3 M WHTEpIpeTalusl nepexBayeHHOTro TpadukKa JOJIXKHBI TTPOU3BO-
IuThcs aKcrepToM B xone KTDO. BmecTo skcrnepTussl MOXHO 0(OPMUTH 3TO
Kak ouepegHoe OPM, Ho Torma moKa3aTeJIbCTBOM B CyJe IlepeXBauyeHHbBIN Tpa-
¢uk He Oyner.

K mepexBaueHHOMY TpaduKy MJIs €ro aHaiuM3a HeoOXOAUMO TPUIOXHUTH
HEKOTOpYI0 MH(pOopMaIUIo 0 KOHPUTYpaLlUU U COCTOSIHUM KOMMYHUKAIIMOH-
Horo obopynoBaHus, 4ToObl B xone KT3D coaepxkuMoe Tpaduka MOXHO OBLIO
WHTEPIIPETUPOBATh YBEPEHHO, Oe3 mpeanonoxeHuit. Hampumep, B BollIeonu-
CaHHOM cJiy4yae JUISI MHTepIIpeTalluy MOHag00UTCs KOHDUTypaluss KoMMyTa-
Topa nomoBoii cet, MAC-Tabyuiia Ha COOTBETCTBYIOIIEM €0 TTOPTY, a TaKXkKe
KOHGUTypalus ycTpoicTBa, Mpou3Boasiiiero TpaHcasiuio aapecoB (NAT).

IITugpposannviii mpaghux

Hekotopast yactb Tpadrka MoxkeT okazarbcs 3amndpoBaHHO. DTO Kaca-
ercst Takux npotokosnoB, kak HTTPS, SSH, SMTP/TLS, IPSec u npyrux. B
HEKOTOPBIX CIydasiX BeCh TpaduK MeXAy ONpeAeIeHHBIMU y3JIaMU WU CETIMU
noaBepraeTcs mMu@poBaHuio — 3To Ha3biBaeTcsd VPN-TyHHens. Bo Becex mmpoTo-
KoJiax, Jaxe MpOCTEeHINX, ceiiuac MCIMOJb3YIOTCS CTOMKNE alTOpPUTMbI 1ud-
poBaHus, nemrdpoBaTh KOTOpble 0€3 3HAHUS KJI0Ua HEe CTOUT JaXe MbITaThC.
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CTONKHYBIIKUCH ¢ 3alIU(GPOBAHHBIM TpaUKOM, MOXKHO Y3HATh HEMHOTOE:
YCTAHOBUTH caM (PaKT CeTeBOM aKTUBHOCTU, €€ MPUOIU3UTENbHBI 00beM, a
TakXe yCTaHOBUTH I[P-ampeca B3auMMOIEWCTBYIOIIMX Y3JIOB (KpOMe ciydast
VPN-TyHHes).

JIns pelieHusT yKa3aHHOM 3a1a4y CJIeAyeT YCTAHOBUTD, TIe UMEHHO MPOMU3-
BOOMTCS IM(pOBaHKWe, U MepeXBaThiBaTh TpaPUK B TOM MecCTe, TAe OH UOET
OTKPBITHIM.

Hampumep, mpousBonas rmepexBaT TpaduKa Ha BHEIITHEM UHTepdeiice «vr0»
cepBepa JOCTyIa, MBI YBUIEIU CIEAYIONTYI0 KapTUHY:

# tcpdump -n -i vr0 -xX -s 256 -c 4

18:15:04.958167 IP 213.148.4.178.5000 > 80.94.84.25.5000: UDP, length: 212
0x0000: 0040 f435 d7c3 0040 63da 3cda 0800 4500 .@.5...@c.<...E.
0x0010: O00f0 7bef 0000 4011 7£50 4594 04b2 505e ..{...@..P....P%
0x0020: 5419 1388 1388 00dc 659d 423e 6734 2225 T....... e.B>g="%
0x0030: 3d3e £779 4fb3 ba35 806f b861 cae4 abbb =>.y0..5.0.a....
0x0040: 23ca c65c faf7 8950 2fdb 0le4 9eb7 el05 #..\...P/.......
0x0050: 4601 58f4 e981 2507 7585 2ab0 0002 Obbb F.X...%.u.*.....
0x0060: 5246 54e0 0c8e £849 5772 c879 52el 8373 RFT....IWr.yR..s
0x0070: cb25 9815 Oele 240a fd7a 5e62 bc7e 75a9 .%....$..z°b.~u.

0x0080: dl13d d834 ac32 79ff ce43 e744 75a7 1d74 .=.4.2y..C.Du..t
0x0090: d958 4flb 82bf 66e5 25ed 3a7d 20e4 3c80 .XO...f.%.:}..<.
0x00a0: a747 0a87 £919 Oc8e 4d06 610f 4956 £f01d .G...... M.a.IV..
0x00b0: 333f 4921 630d cde8 cd73 4538 le4l 8187 3?I!c....sE8.A..
0x00c0: fae6 658d e7be ebf2 68£0 3bbl 3e0d f5ff ..e..... h.oi.o>...
0x0040: 908e £fb90 6c76 1735 c2d6 5874 96bl laf5 ....1lv.5..Xt....
0x00e0: 45b7 0562 6446 1848 1218 42ad 1e99 39b9 E..bdF.H..B...9.
0x00£0: 28aa d7e2 7699 4482 499b 0990 aSee (...v.D.I.....

18:15:04.958639 IP 213.148.4.178.5000 > 80.94.84.25.5000: UDP, length: 212
0x0000: 0040 f435 d7c3 0040 63da 3cda 0800 4500 .@.5...@c.<...E.
0x0010: 00f0 7bfl 0000 4011 7fd4e 4594 04b2 505e ..{...@..N....P*
0x0020: 5419 1388 1388 00dc d69a 654c 24ab 2841 T......... eL$. (A
0x0030: 8a74 b88b 110b 7d78 ee9d a54b c274 £704 .t....}x...K.t..
0x0040: 685a 6100 c3a5 d689 cab9 2e04 bcca d4ea hZa.............

0x0050: ede9 c6a2 a8c3 14la d052 cc56 0b90 2018 ......... R.V....
0x0060: 1325 442c 20fb 0a08 alcd 7592 5926 573b .%D,...... u.Y&W;
0x0070: adee 17b3 6b37 7all fc03 3847 952a 83da ....k7z...8G.*..
0x0080: a825 eaf9 ad4d4 2e91 4b5f f2ca ef96 cl18d .%...... K .ovunn
0x0090: 1801 39f4 2043 117a b57a a5bl a23c ddf7 ..9....z.z...<..
0x00a0: 9247 4cd7 d573 la06 c42d dab0 e64c 7760 .GL..S...-...Lw"

0x00b0: 7£3f 3a99 8bb2 2c29 £537 a6bce 86dc eb96 .?:...,).7......
0x00c0: 7897 87e8 4158 78b2 4cd2 736f 9a27 262c x...AXx.L.so.'&,
0x00d0: 6541 785e 69ac 46fl 8adb 5bla c409 4923 eAx*i.F..K[...I#
0x00e0: 023b 69a4 b2f0 £2d8 b579 0604 6027 all5 .;i...... y.. '..
0x00f0: a5fe 0f61 860d aa2d 1lc6b ceb6é f3cc cei@e.o-lkes

18:15:05.259010 IP 80.94.84.25.5000 > 213.148.4.178.5000: UDP, length: 100
0x0000: 0040 63da 3cda 0040 £435 d7c3 0800 4500 .@c.<..@.5....E.

128

OnepamueHo-po3bICKHble MePOnpUAMUSL

0x0010: 0080 b734 0000 3611 4e7b 505e 5419 d594 ...4..6.N{P*T..

0x0020: 04b2 1388 1388 006c 21db 38f8 3e20 65eb ....... 1!.8.>.e.
0x0030: dfbc 20ba 5e0a 137e 9ade 447b 0579 0636 ....*..~..D{.y.6
0x0040: 37e5 43d5 3991 7424 44ee b635 b222 d454 7.C.9.t$D..5.».T

0x0050: acee cl0al0 2d3b 078d 5e42 aa83 747e 4cfc ....-;..”B..t~L.
0x0060: c577 76d4 7854 d27b 553a 2f2b d7de 0429 .wv.x].{U:/+...)
0x0070: 985f 1743 3744 cada 4704 4097 ec2a 3d0f ._.C7D.JG.@..*=,
0x0080: 8eb4 cba6 1854 d08a 18f2 8292 b45a  ..... Teverenn Z

18:15:05.263016 IP 80.94.84.25.5000 > 213.148.4.178.5000: UDP, length: 148
0x0000: 0040 63da 3cda 0040 £435 d7c3 0800 4500 .@c.<..@.5....E.

0x0010: 00b0 b735 0000 3611 4ed4a 505e 5419 d594 ...5..6.NJPAT..

0x0020: 04b2 1388 1388 009c de31 9a0d 4907 1le0d ......... 1..I...
0x0030: 0eb6 1425 6892 7903 b778 fObc 70la be8b ...%h.y..x..p...
0x0040: 8416 9337 7019 144a 5270 b623 0037 49c0 ...7p..JRp.#.7I.
0x0050: 768b 53d8 471c 589f 80fd b48c 2le3 0cf5 Vv.S.G.X.....!...
0x0060: 9d27 95ba £fb36 6c89 dlac 9b02 13al al70 .'...6l........ p
0x0070: aaea 9c20 0a30 el92 2773 842b c6f7 £85f ..... 0.."8e#.0u_
0x0080: a765 £720 24fd be29 849d 3b3c 206f 528e .e..$..)..;<.OR.
0x0090: d57f 261c 5d8e fel9 e314 e9fc 3040 1df4 ..&.]....... 0...
0x00a0: 9747 48fa ea99 099b 06af 1f1d b80a ed4d .GH............ M
0x00b0: 4ed6 6e79 aalc bc2l 4845 bbb8 9999 N.ny...!HE....

ITo KOHTEHTY MakKeTOB OYEBUIHO, YTO Mbl UMEEM JIeJI0 ¢ IN(GPOBAHHBIM
TpauKoM. DTO MOATBEpKIAETCS XapakKTepHbIM HoMepoM TtopTa (5000), koTo-
pblit yacTo ucnoab3yercs aist opraHuzanuu VPN-tyHHeneii. [lepexBaTbiBaTh
takoii VPN-Tpaduk 6eccmbicienHo. HyxxHo mepexBaThiBaTh €ro 10 BXOJa B
TYHHEJIb WJIU TI0CJIe BhIXOJa U3 Hero. B maHHOM ciiyyae, MOCKOJbKY TyYHHEb
TEPMUHUPYETCSI HAa 3TOM X€ KOMITbIOTEPE, TOCTATOYHO U3MEHUTh UHTepdeiic
rnepexsaTa — BMecTO (pu3myeckoro mHrepdeiica «vr0» B3SITb BUPTyaJbHbBII
uHTepdeiic «tunld», cooTBeTCTBYWOIIMNN TTporpaMmMHoMy VPN-tyHHemto. To
€CTb 3aIyCTUTh CHU(pEep* «tcpdump>» ¢ MapaMETPOM «-1i tun0>».

# tcpdump -n -i tun0 -xX -s 256 -c 6

18:24:58.503902 IP 80.94.84.26.22 > 83.222.198.130.64106: P
954349589:954349781(192) ack 1245249879 win 33000 <nop,nop,timestamp
1169732958 3836952>

0x0000: 0200 0000 4510 00f4 7e8a 4000 4006 £fc90 ....E...~.@.@...
0x0010: 505e 54la 53de c682 0016 fa6a 38e2 3815 PAT.S...... j8.8.
0x0020: 4a39 0157 8018 80e8 9b06 0000 0101 080a J9.W......eeeon.
0x0030: 45b8 b55e 003a 8cl8 812c b31ld 3e7a 12a3 E..*.:...,..>Z..
0x0040: 90d6 db8b c515 f6fb c344 7b0c 4527 6950 ......... D{.E'iP
0x0050: £7da 74ef 2653 e64e bbd4 35f1 1c7b £23b ..t.&S.N..5..{.;
0x0060: 049f d235 2907 65e5 lcce ea52 5480 e4c6 ...5).e....RT..

0x0070: 6a73 bf84 8444 b90b 0bdl 3182 2417 4014 js...D....1l.-.@.
0x0080: dOef el3b ecf0 8635 8670 d620 d31lc 6249 ...;...5.p....bI

0x0090: 031la 4e9f b267 Oea7 8325 £85b e%e6 8aab ..N..g...%.[....
0x00a0: £843 1722 b7le bf45 7664 cccb 3de9 3bd7 .C.»...Evd..=.;.
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0x00b0: 579a 33f2 24d6 6a0f 763b 4033 db8b 23c3 W.3.$.j.v;@3..#.

0x00c0: dd57 elf2 e903 a93a lcdd 6alc d27e 4390 .W.....:.. j..~C.
0x0040: 4523 c955 c5ec e8ee 0899 1d0b 1e91 b52b E#.U........... +
0x00e0: 4af6 31lad 28c3 34e5 d890 3966 bdb3 17f8 J.1.(.4...9f...
0x00f0: alfl ccdb 2504 bf3c ceee% <

18:24:58.672890 IP 83.222.198.130.64106 > 80.94.84.26.22: . ack 192 win
32904 <nop,nop,timestamp 3836981 1169732957>
0x0000: 0200 0000 4500 0034 6936 4000 3606 1lcb5 ....E..4i6@.6...
0x0010: 53de c682 505e 54la fa6a 0016 4a39 0157 S...PAT..j..J9.W
0x0020: 38e2 3845 8010 8088 £80d 0000 0101 080a 8.8......c000vu
0x0030: 003a 8c35 45b8 b55d .:.5E..]

18:24:58.763472 IP 80.94.110.110.3727 > 80.94.84.26.445: S
3023694823:3023694823(0) win 16384 <mss 1212,nop,nop,sackOK>

0x0000: 0200 0000 4500 0030 bd5f 4000 7406 e623 ....E..0._@.t..#
0x0010: 505e 6e6e 505e 54la 0e8f 01bd b439 ebe7 PAnnPAT...... 9..
0x0020: 0000 0000 7002 4000 3065 0000 0204 04bc ....p.@.0e......

0x0030: 0101 0402

18:24:58.889058 IP 83.222.198.130 > 80.94.84.26: icmp 64: echo request seq

927
0x0000: 0200 0000 4500 0054 6937 0000 3601 5c99 ....E..Ti7..6.\.
0x0010: 53de c682 505e 54la 0800 1c73 4e39 039f S...PAT....sN9..
0x0020: 45b6 298a 000e 2f63 0809 0alOb 0c0d 0e0f E.).../C.vivenn.
0x0030: 1011 1213 1415 1617 1819 lalb 1lcld 1lelf .......ccvvvnnnn
0x0040: 2021 2223 2425 2627 2829 2a2b 2c2d 2e2f . !"#$%&' () *+,-./
0x0050: 3031 3233 3435 3637 01234567

18:24:58.894094 IP 80.94.84.26.25 > 10.5.0.1.59816: P 1:86(85) ack 1 win
33000 <nop,nop,timestamp 1169744268 483531548>

0x0000: 0200 0000 4500 0089 7ee2 4000 4006 040f ....E...~.@.@...
0x0010: 505e 54l1a 0a05 0001 0019 e%a8 6640 bldc PAT......... fe..
0x0020: 791d 6448 8018 80e8 3420 0000 0101 080a y.dH....4.......
0x0030: 45b8 el8c 1lcd2 1lblc 3232 3020 686f 6d65 E....... 220.home

0x0040: 2e66 6e6e 2e72 7520 4553 4d54 5020 5365 .fnn.ru.ESMTP.Se
0x0050: 6e64 6d61 696c 2038 2e31 332e 312f 382e ndmail.8.13.1/8.
0x0060: 3133 2e31 3b20 5475 652c 2032 3320 4a6l1 13.1;.Tue,.23.Ja
0x0070: 6e20 3230 3037 2031 383a 3236 3a35 3120 n.2007.18:26:51.
0x0080: 2b30 3330 3020 284d 534b 2904 0Oa +0300. (MSK) ..

18:24:58.984199 IP 10.5.0.1.59816 > 80.94.84.26.25: P 1:19(18) ack 86 win
33000 <nop,nop,timestamp 483531595 1169744268>

0x0000: 0200 0000 4500 0046 dac3 4000 4006 bl70 ....E..F..@.@..p
0x0010: 0a05 0001 505e 54la e9a8 0019 791d 6448 ....PAT..... y.dH
0x0020: 6640 b231 8018 80e8 2595 0000 0101 080a f@.1....%.......
0x0030: 1cd2 1b4b 45b8 el8c 4548 4c4f 2061 6968 ...KE...EHLO.aih
0x0040: 732e 666e 6e2e 7275 0dla s.fnn.ru..

W Mbl yBUIMM TOT Xe Tpaduk, HO yXe BHe VPN-tyHHens1. U3 mectn BUunm-
MBIX TTakeToB 3-it orHocuTcsl K mpotokony NETBIOS, 4-ii — k mportokoiy
ICMP, 5-i1 u 6-11 makeThl — K IpoToKoJly SMTP. A KOHTEHT MepBBIX ABYX Ia-
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KETOB TO-MpexXHEMY 3alllndpoBaH: 3TU MaKeThl OTHOCITCS K mpoTokoay SSH
CO BCTPOEHHBIM MU poBaHUeM. [ToJydUTh UX B OTKPHITOM BUJE TEpPEXBAaTOM
TparKa B MHOM MeCTe HeJb3sl, TOCKOJbKY IMppoBaHUE 3AeCh MTPOUCXOANUT
Ha 6oJiee BBICOKOM YpOBHe (6).

KcTatu, aToT mpumep eliie pa3 MoATBEpKIaeT BbICKa3aHHBIN paHee Te3uc,
YTO MpHU TepexBaTe ceTeBOro Tpacduka HeoOXOAMMO 3HATh COIYTCTBYIOIIYIO
KoHduUrypanuio obopynoBaHus. B naHHOM npumepe — KOH@UTypaluio WH-
TepdeiicoB cepBepa moctymna. Toabko Osarojgapsi 3HaHUIO dTOil KoHduUrypa-
IIMU MBI OTIPENEJIUIIN, TAe CIenyeT MmepexBaThbiBaTh TpaduUK, YTOOBI MOJTYUYUTh
ero B HelIM(GpPOBAaHHOM COCTOSTHUU.

NccnepoBaHne CTaTUCTUKM Tpaghuka

CratncTtuKa mpolleniiero Tpaduka codbupaercss Ha MHOTUX YCTPOMCTBAX.
Bce 6e3 nckimoYeHNS MapIIPyTU3aTOPhl, a TaKXKe MHOTHME MHbIe KOMMYHHMKa-
LIMOHHBIE YCTPOMCTBA MMEIOT BCTPOCHHbIE (DYHKIIMU 1JIsi cOopa pa3zHOOOpas-
HOW CTaTUCTUKU.

CraTucTuKa — 3TO, KOHEYHO, He IepexBaT TpaduKa, oHa He JaeT JOCTyIa
K ero comepxkuMoMy. Ho m M3 cTaTMCTUKM MOXKXHO HEMAJIO MOYEPITHYTh IJIs
paccjiemIoBaHUS U IJI 10Ka3aTeJabCTBA KOMITbIOTEPHBIX MPECTYIJICHUM.

B mpocTeiimux ciydyasgx Ha KaxIoM MHTepdeiice MOICYNTHIBACTCS JINIIb
0o011Iee KOJMYECTBO MOJYYEHHBIX M OTHpPaBIIEHHBIX 0aiiToB M makeToB. Hact-
pOWKM TTO0 yMOJYaHUIO MpeAroaraloT 6oiee MoapoOHYI0 cTaTUCTUKY. [TosHOoe
apXMBUPOBaHME BCEro TpadrKa BeaeTcs JUIb B pEIKUX ClydasxX U He JJIsl BceX
MPOTOKOJIOB.

Netflow
Yacro cratuctuka Beaetcs mo dopmary «netflow». OH npemycmaTtpuBaet
3aMUCh CBEACHUI 0 KaXIoM «oToKe» (flow), To ecTh cepuu MakeToB, 00beAU-
HEHHBIX COBOKYITHOCTBIO IP-aapecoB, mopToB 1 HOMEPOM MpoOTOKOoJa [45, 46].
ITo Takoii CTaTUCTUKE MOXHO YCTAHOBUTD:
® (bakT oOpaleHuUsl oInpeaeseHHOro y3jaa (KoMIbloTepa, UACHTU(GULIMPO-
BaHHoro IP-agpecoM) K npyromy yamy;
® BpeMsl 00pallleHUsI ¢ TOYHOCTBIO 0 MHTepBaJia IMCKpeTu3auuu (oT 5 Mu-
HYT 10 1 gaca);
@ KOJIMYECTBO MePeIaHHOro U MOJIydeHHOTO TpaduKa;
® TIPOTOKOJ;
® HoMepa MmopToB ¢ obeux ctopoH (w1 TCP u UDP).

Ilpumep
HpI/IBGI[CM npuUMEpP, KakK IMpn MoMoI CTaTUCTUKHU Tpa(bI/IKa MOZKHO I10J1y-
YUTh LEHHYIO OTlIepaTUBHYIO0 NH(MOPMAIIUIO.
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IMoreprneBIIMM OBLIO MOJTYYEHO COOOIIEHNE BJIEKTPOHHOM MOYTHI, OTIIPaB-
JICHHOE 3JIOYMBIIIJICHHUKOM Yepe3 aHOHUMaii3ep «remailer@aarg.net».
AHOHUMal3ep — BTO cepBep BJEKTPOHHOUW TOYTHI, KOTODPHIH CIELUaTbLHO
peaHa3HavyeH IS COKPBITUSI OTIIpaBUTENs (MoApoOHee 00 aHOHUMal3epax —
HUXe, B mmaparpade «AHOHUMHBIE peMmeiinepbl»). CiayxXeOHble 3ar0JIOBKU CO-
0o0IIeHUS He co/epKalu HUKAKOi moie3Hoi nHgpopmanuu. Jlorm aHoHUMaii-
3€pOM HE BEAYTCS U3 MPUHIIMIA.

Jnst BBIUMCIIEHUS] OTIIPABUTENSI MOXHO BOCIIOJIBb30BaThCSl CTaTUCTUKOM
Tpaduka.

Jlnst Havana cneaeM ciaeAayrolue MpeanoloXeHUs: OTIIPaBUTEIb HAXOIUT-
cs1 B Poccum, 1 OH OTIpaBUJI CBOE COOOIIEHWE HA 3TOT aHOHUMAal3ep Hemnoc-
peICTBEHHO, a He Yepe3 ApYyroil aHoHuMam3ep. [Ipn TakKux yCIOBUSIX MOXHO
MOTBITATHCS BHIYMCIUTH OTIIPABUTEIS.

IP-anpec aHoHuMaii3epa «remailer@aarg.net» - 206.132.3.41.
ITucemo K motepreBiieMy npuiiio 20 sHBaps BeuepoM. 3HAUUT, OTIPaBICHO
ObLI0, CKOpee BCEro, B 3TOT XK€ NIeHb, MOCKOJIbKY, XOTSI aHOHUMal3ep TMpenyc-
MaTpUBAET 3a/IEPKKY B JOCTaBKE COOOIIEHUI, HO BBOAUTD CAUIIKOM OOJILIITYIO
3aJepKXKy OeccMbICIeHHO. byneM nckaTh B CTaTUCTUKE POCCUMCKUX MarucT-
paJIbHBIX OTIEpaTOPOB CBSI3U Bce oOpaiieHust Ha [P-agpec 206.132.3.41, co-
BepiieHHBIe B TedeHUre cyToK 20.01.07 mo mpotokony SMTP. JIag npocMmoTpa
CTAaTUCTUKU UCIOJb3yeM Habop yTmiuT «flow tools».

Hraxk, nns Havana, ipoBepuM, Ha kakue [IP-ampeca 0w obOparieHust 3a
HYXHY10 naty 1o npotokonay TCP, Ha mopt 25 (SMTP). HuxenpuseneHHas
KoMmaHaa OepéT XpaHSIIYOCsl Ha cepBepe CTaTUCTUKY (flow-cat), OTHUIBT-
poBbiBaeT 3 Hee MPoTokKod TCP (flow-filter -r6), OTPUIBTPOBEIBAET
Tpaduk, HampaBiaeHHBIN Ha TopT 25 (flow-filter -P 25), u arperupyer
naHHble 1o [P-anpecy HazHaueHus (flow-stat -£8).

fnn@statserver$>flow-cat /data/flows/moscow-bbn/2007/2007-01/2007-01-20/* |
flow-filter -r6 | flow-filter -P 25 | flow-stat -f8 -S3

# --- - - Report Information --- --- ---

#

# Fields: Total

# Symbols: Disabled

# Sorting: Descending Field 3

# Name: Destination IP

#

# Args: flow-stat -f8 -S3

#

#

# IPaddr flows octets packets
#

212.12.0.5 100206 3074015739 3155006
195.98.64.73 172775 473707543 947041
213.177.96.24 66199 553528589 838639
132
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195.98.64.65 85655 270256429 748457
82.208.117.5 7989 837433907 630376
83.221.165.2 615 872160671 606258
85.113.144.109 19 2036 38
12.40.224.88 1 27848 38
204.136.64.90 1 28001 38
213.140.7.76 1 28447 38
169.253.4.31 1 28395 38
170.148.48.177 1 28425 38
193.120.46.86 1 27824 38
203.63.58.213 1 28017 38
66.151.183.153 1 28503 38
12.7.175.31 1 33541 38
208.148.192.202 2 27997 38
209.47.66.10 1 28437 38
85.10.215.4 1 28365 38
204.58.248.20 1 28425 38
12.4.27.60 1 28401 38
12.47.209.186 1 28413 38
66.150.143.146 1 27860 38
148.235.52.9 1 279717 38
128.83.32.61 1 28431 38
211.76.152.8 1 28431 38
206.132.3.41 2 27995 38
203.77.177.12 1 28485 38
192.44.63.50 1 28449 38
204.64.38.10 1 27864 38
202.57.99.9 1 29005 38

B cniucke DST-anpecoB (agpecoB Ha3HaYEHUST) Mbl BUAMM MHTEPECYIOIIN A
Hac agpec 206.132.3.41 (maTasi CTpOKa CHU3Y), TpUYeM Ha Hero 3a(hMKCUpO-
BaHO 2 obOpameHus (flow), Bcero 38 makeToB, 27995 6aiit. Takoe HebOobIIOE
KOJMYECTBO TAKeTOB 3a IlieJible CYTKM HEeyIMBUTEIbHO. AHOHMMAaii3epaMu
MMOJIB3YIOTCSI HEYaCTO, MMOCKOJIBKY 3TO XOTh M OTHOCHTEILHO 6€30IMacHO, HO He
CJAUIIKOM yI0OHO.

Brlire MBI 3ampalvBaid CTaTUCTHKY 3a CYTKHM. ITOCKOJBKY CTaTUCTUKA
cobupaeTcs ¢ MHTepPBAaJIOM B 15 MUHYT, MOMHTEpecyeMcs, B KAKOW UMEHHO
WHTEpBaJ BpeMeHU B TeUeHHEe CYTOK ObLIM 3a(UKCUPOBAHBI 3TU OOpalie-
Hus. [ToumeM UX B KaXXIOM M3 YeTBEPThYAaCOBBIX (aitnoB. To ecTh Ipou3Be-
JIeM TOMCK, aHAaJJOTUYHBIN MpenblaynieMy, HO He IJisd BCedl CYyTOYHOU cTa-
TUCTUKH, a IJIS KaXAOro U3 |5-MUHYTHBIX MHTepBajloB (KomMaHma «for £
in .. do»).

fnn@statserver$>for £ in /data/flows/moscow-bbn/2007/2007-01/2007-01-20/%;
do 1s ${f}; flow-cat ${f} | flow-filter -r6 | flow-filter -P 25 | flow-stat
-f8 -S3 | grep "206.132.3.41"; done
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000000+0300
001500+0300
003000+0300
004500+0300
010000+0300
011500+0300
013000+0300
014500+0300
020000+0300
021500+0300
023000+0300
024500+0300
030000+0300
031500+0300
033000+0300
034500+0300
040000+0300
041500+0300
043000+0300
044500+0300
050000+0300
051500+0300
053000+0300
054500+0300
060000+0300
061500+0300
063000+0300
064500+0300
070000+0300
071500+0300
073000+0300
074500+0300
080000+0300
081500+0300
083000+0300
084500+0300
090000+0300
091500+0300
093000+0300
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094500+0300
100000+0300
101500+0300
103000+0300
104500+0300
110000+0300
111500+0300
113000+0300
11450040300
120000+0300
121500+0300
123000+0300
124500+0300
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/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.130000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.131500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.133000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.134500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.140000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.141500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.143000+0300
206.132.3.41 1 96 2
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.144500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.150000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.151500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.153000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.154500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.160000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.161500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.163000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.164500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.170000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.171500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.173000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.174500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.180000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.181500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.183000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.184500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.190000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.191500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.193000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.194500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.200000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.201500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.203000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.204500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.210000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.211500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.213000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.214500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.220000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.221500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.223000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.224500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.230000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.231500+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.233000+0300
/data/flows/moscow-bbn/2007/2007-01/2007-01-20/£ft-v05.2007-01-20.234500+0300
fnn@statserver$>

YnomuHanue uckomoro IP-aapeca Hauutock B 2 u3 96 ¢aitnos. Oka3anocs,
yTo oOpameHus nmpoucxoauyim B uHTepBaie 9:30-9:45 u 14:30-14:45, npuuyem
BO BTOPOM cJiydae OBIJIO MepelaHo JUIIb 2 MaKeTa, a 3TOT0 HeIOCTaTOYHO IIJIst
nosHoueHHO SMTP-ceccun. Takum o6pa3om, Bce TaHHBIE CleAyeT UCKATh B
daiine, cogepxalleM CTaTUCTUKY 3a 9:30-9:45.
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fnn@statserver$>flow-cat /data/flows/moscow-bbn/2007/2007-01/2007-01-20/ft-
v05.2007-01-20.093000+0300 | flow-filter -r6 | flow-filter -P 25 | flow-stat
-f8 -S3 | grep "206.132.3.41"

206.132.3.41 1 27899 36
fnn@statserver$>

BribepeM 13 MOJHOM CTaTUCTUKY 32 YKa3aHHBIN MHTEpBaJl T€ MaKeThl, KO-
TOpbIE OTHOCSITCSI K MHTEpecylollleMy Hac aHOHMMaii3epy. st 3Toro BMecTo
yIopsiiouMBaHus NaHHBIX Mo [P-anpecy Ha3HauYeHUs, KaK B MPEABIAYIINX CITY-
yasix (flow-stat -£8), 3alIpOCUM TOJHYIO CTaTUCTUKY (£Elow-print) U BbI-
IIeJIUM U3 Hee YTUJIMTOM «grep» Te MOTOKM, KOTOPBhIE OTHOCSITCS K aJpecy aHO-
HuMaiisepa 206.132.3.41.

fnn@statserver$>flow-cat /data/flows/moscow-bbn/2007/2007-01/2007-01-20/ft-
v05.2007-01-20.093000+0300 | flow-filter -r6 | flow-filter -P 25 | flow-
print | egrep "IP|206.132.3.41"

srcIP dstIP prot srcPort dstPort octets packets
81.16.118.238 206.132.3.41 6 4453 25 27899 36
fnn@statserver$>

Mbl BUAMM, UTO y BCEX OTHOCSIIMXCS K NIeJy TakKeTOB OAWH U TOT Xe
source-agpec — 81.16.118.238. DTo, ckopee Bcero, u ectb IP-agpec ornpasu-
tensi. [lepenanHbiit 06beM mHpoOpmanuu, 27899 GaiiT, MpUMEPHO COOTBET-
CTBYET (C YYETOM CIIY>KeOHBIX 3ar0JIOBKOB U IIM(GPOBaHUS ) JJTUHE COOOIIEHUS,
MMOJIy4eHHOT'0 TTOTEePIEeBIIMM, YTO KOCBEHHO MOATBEPKAaeT MPaBUJILHOCTh Ha-
1IeTo BBIBOJA.

Bot Takum oOpa3zom 3aypsimHasi CTaTMCTUKA MpoBaiimepa Mo3BoJnJia HaM
PACKpPBITh MHKOTHUTO 3JIOYMBINIJIEHHUKA, TTOHAIEsIBIIEToCss Ha aHOHUMHBIN
peMeiinep.

Jpyras 3aga4a, BbITIOJHsIEMast TIPU TIOMOIIU CTaTUCTUKU Tpaduka, 3To 00-
HapyXeHue ucTouHuka DoS-atakyu wim MHOM aTaku ¢ TOAAeaHHBIMU aape-
camu uctouHuka (source IP). 1o cratucTuke BUIHO, U3 KakKoro nHTepdeiica
MpUIle] Ha MaplIpyTU3aTop TaKOil MakeT, TO €CTb KaKOB ObLI MpenbIayIInit
y3en B ero nytu. O6paTUBIIMCH K CTATUCTUKE 3TOTO TPEIbIAYIIEro y37a, MbI
MOXEM Yy3HaTbh MpeAnpeablaylnii y3ea u Tak gaiee. K coxanenuio, 3to 3aaa-
Yya HempocTasi, pUAETCS YyCTaHABIMBAaTh KOHTAKT C HECKOJbKUMU MpoBaiiae-
pamu. Ecinu oguH M3 HUX OTKaXeTCs] COTPYAHUYATh UM HE COXPAHUT CTaTUC-
TUKY, TO IIel04YKa o0opBeTcs.

Apyrve faHHbie o Tpaduke
KpOMe ITIOJTHOTO II€peXxBaTa CETEBOTO Tpa(bI/IKa 1 aHaJan3a €ro CTaTUCTUKMN

MMEIOT MpaBO Ha CylIeCTBOBaHUE MpoMexXyTouHble BapuaHTel OPM. IlonHoe
collepKuMoe TparuKa MOXKET 0Ka3aThCs Yepecuyyp 0ObEMHBIM, UTO 3aTPYAHSI -
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eT aHaJIU3 WJIU JejlacT eTO0 HEBO3MOXHBIM B pealbHOM BpeMeHU. CTaTUCTUKA,
HamnpoTUB, CIUIIKOM ckyTia. [I[poMeXXyTouHble BApDUAHTHI — 3TO MEepeXBaT CBe-
NIEHUI O CETEeBBbIX COCNMHEHUSIX (CeccHsX) WM MepexBaT Tpaduka Ha OCHOBE
CUTHATYDp.

Anaau3s 3a20408K06 naxemog

CBeieHUS O CETEBBIX COCMUHEHUSX UM O 3aT0JIOBKAX MaKEeTOB — 3TO TO JIU
ype3aHHbI nepexBaT Tpaduka (6e3 coxpaHeHUs CBEIeHU O COAEPKUMOM Ta-
KeTOB, HO JIUIIb 00 MX 3arojoBKax), TO JU Pa3BePHYTHI BapUaHT CTaTUCTUKU
(Koraa 3aluchiBaeTCsl He arperupoBaHHas Mo BpeMeHM MHopMalus o repe-
IaHHBIX MMaKeTax).

Hampumep, yTo MoXHO cKa3aTh o Komnbiotepe 10.0.4.224, moay4uB ciieny-
o11y10 nHGOpMaIKIo 0 mepeaaHHbIX makeTax? [lepexBaT 3aro10BKOB OCYyIIeC-
TBJISJICS TOW Xe TporpaMMoil «tcpdump», 4TO U B mpumepe s riaBbl «Ile-
pexBaT U uccienoBaHue Tpaduka», HO 6e3 onuuit «-v -xX». Mcnoab3oBaH-
HBIA B 3TOT pa3 puiabTp «tcp and (net 64.12.0.0/16 or net
205.188.0.0/16)>» BbIAESIET M3 OOIIEr0 MOTOKA Te MAaKEThl, KOTOPbIE OTHO-
CATCSI K ceTsiM 64.12.0.0/16 1 205.188.0.0/16 — 3TO CETHU, TAE CTOST CEp-
Bepa, obciyxubatomue [CQ.

-bash-2.05b$ sudo tcpdump -i fxp0 -n 'tcp and (net 64.12.0.0/16 or net
205.188.0.0/16)"'

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on fxp0, link-type EN10MB (Ethernet), capture size 96 bytes

15:53:53.968123 IP 205.188.165.249.80 > 10.0.4.224.1728: . ack 2482877808 win

16384

15:53:54.462314 IP 205.188.165.249.80 > 10.0.4.224.1728: P 0:1122(1122) ack 1 win
16384

15:53:54.514242 IP 10.0.4.224.1728 > 205.188.165.249.80: P 1:617(616) ack 1122
win 64413

15:53:54.521192 IP 10.0.4.224.1729 > 205.188.165.249.80: S
3173139757:3173139757(0) win 65535 <mss 1460,nop,nop, sackOK>

15:53:54.866705 IP 205.188.165.249.80 > 10.0.4.224.1729: S
1561008869:1561008869(0) ack 3173139758 win 16384 <mss 1360>

15:53:54.866882 IP 10.0.4.224.1729 > 205.188.165.249.80: . ack 1 win 65535
15:53:54.867122 IP 10.0.4.224.1729 > 205.188.165.249.80: P 1:261(260) ack 1 win
65535

15:53:55.252895 IP 205.188.165.249.80 > 10.0.4.224.1728: . 1122:2482(1360) ack
617 win 16384

15:53:55.259856 IP 205.188.165.249.80 > 10.0.4.224.1728: . 2482:3842(1360) ack
617 win 16384

15:53:55.260369 IP 10.0.4.224.1728 > 205.188.165.249.80: . ack 3842 win 65535
15:53:55.261250 IP 205.188.165.249.80 > 10.0.4.224.1728: . 3842:5202(1360) ack
617 win 16384

15:53:55.462175 IP 10.0.4.224.1728 > 205.188.165.249.80: . ack 5202 win 65535
15:53:55.656819 IP 205.188.165.249.80 > 10.0.4.224.1729: . 1:1361(1360) ack 261
win 16384
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15:53:55.763942 IP 10.0.4.224.1729 > 205.188.165.249.80: . ack 1361 win 65535
15:53:55.911588 IP 205.188.165.249.80 > 10.0.4.224.1728: . 5202:6562(1360) ack
617 win 16384

15:53:55.918786 IP 205.188.165.249.80 > 10.0.4.224.1728: . 6562:7922(1360) ack
617 win 16384

15:53:55.919324 IP 10.0.4.224.1728 > 205.188.165.249.80: . ack 7922 win 65535
15:53:56.349446 IP 205.188.165.249.80 > 10.0.4.224.1729: P 1361:1770(409) ack 261
win 16384

15:53:56.468076 IP 10.0.4.224.1729 > 205.188.165.249.80: . ack 1770 win 65126
15:53:56.698139 IP 205.188.165.249.80 > 10.0.4.224.1728: . 7922:9282(1360) ack
617 win 16384

15:53:56.699544 IP 205.188.165.249.80 > 10.0.4.224.1728: . 9282:10642(1360) ack
617 win 16384

15:53:56.700065 IP 10.0.4.224.1728 > 205.188.165.249.80: . ack 10642 win 65535
15:53:56.705243 IP 205.188.165.249.80 > 10.0.4.224.1728: . 10642:12002(1360) ack
617 win 16384

15:53:56.706685 IP 205.188.165.249.80 > 10.0.4.224.1728: . 12002:13362(1360) ack
617 win 16384

15:53:56.707210 IP 10.0.4.224.1728 > 205.188.165.249.80: . ack 13362 win 65535
15:53:57.429094 IP 205.188.165.249.80 > 10.0.4.224.1728: P 13362:13835(473) ack
617 win 16384

15:53:57.574583 IP 10.0.4.224.1728 > 205.188.165.249.80: . ack 13835 win 65062

MoxxHO cKa3aTh, YTO Ha KoMmmblotepe ¢ aapecoM 10.0.4.224 ycraHoBIIeHa
nporpamma [CQ, KoTopast TOCTaTOYHO aKTUBHO MCITOJIb3yeTcs. [TpuyeM ycTa-
HOBJIeHa GecTiIaTHAsT BepCUsl 9TOU MPOTrpaMMBbl, MMOCKOJbKY Hapsiay ¢ Tpue-
MOM U OTHpaBKoil coobmeHuit (mopt 5190) HaGmogaeTCs pueM peKIaMHBIX
6anHepoB (rmopt 80). ComepxkaHue TepegaBaeMbIX COOOIIEHUI M3 TepexBa-
YEeHHBIX 3aTOJIOBKOB MTAKETOB HE BUIHO.

Hz6upameavnviii nepexeam

ITepexBaT Mo cUTHATypaM MCIOJB3yeTCs IJIsT 3allUThl MHOOPMAILIMK B Ta-
KOM TEeXHMYECKOM CpEICTBe, Kak cucteMa oOHapyxeHus atak (IDS*). Ona
UIIET B MepelaBaeMbIX MaKeTax 3apaHee NpeaoTpeaeaeHHbIe TTOCeI0BaTe b-
HOCTHU GAliTOB, COOTBETCTBYIOIIME MTOMBITKAM HECAHKIIMOHUPOBAHHOTO TOCTY-
Mma, aKTUBHOCTH BPEIOHOCHBIX MPOrpaMM, WHBIM Hepa3pelleHHBIM WU T10-
MO3PUTETbHBIM TeHCTBUSIM.

AHAJIOTUYHO MOXHO TIOCTPOMTH M aHalu3 TpaduKa MOJTO3PEeBAEMOTO —
MpenoNnpeaeIUTh XapaKTepHbIe MOCAeI0BaTeIbHOCTU (CUTHATYPHI), COOTBET-
CTBYIOIIIME MOMO3PUTENBHBIM IeCTBUAM. M TOBUTH TOJBKO CECCHU, B KOTO-
pPBIX BCTpeYaloTCs 3T CHUTHATyphl. Hampumep, momo3peBaeMBblil MOIb3yeTCs
yCcIyraMu TipoBaiiiepa KOMMYTUPYEMOTO OOCTyIa M, CJIeA0BaTeIbHO, COEaU-
HseTcs ¢ MHTepHETOM ¢ ucnoib3oBaHueM nuHaMudeckoro* [P-anpeca. Haps-
ny ¢ HuM IP-agpeca 13 Toit XXe ceTH UCTONb3YIOT ellle HeCKOJIBKO COTEH MOJTb-
3oBartesieil. TpebyeTcss MPOKOHTPOIMPOBATh MEPETUCKY MOA03PEBAEMOr0 1O
3JIEKTPOHHOI TTouTe. [JIsT 3TOro goctatoyHo 3anuceiBaTh Bce SMTP-ceccun,
HUCXOMASIINE U3 CETU, TIe PacIlooKeH KOMITbIOTEP MOI03peBaeMOro, B KOTO-
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pBIX BCTpeYaeTcs MMOCJIeJOBATEIbHOCTD CUMBOJIOB «From:
<info@e38.biz>», YTOOHI BBIACAUTH MUCbMa, HAIPpaBJAECHHKIE OT MOJ03peBae-
MOTO JIIOOBIM afpecaTaM yepes JII0Oble TIPOMEXYTOUHBIE Y3IIbI.

Jlns Takoro m30MpaTesIbHOTO TepexBaTa MOXHO MCITIOJIb30BaTh MOYTH JIIO-
oyio IDS. MHorue u3 HUX IOOIEePKUBAIOT JOBOJIBHO CIOXHBIE CUTHATYPHI CO
MHOTHMMU YCIOBUSIMU.

MccnepoBanmMe NoroB BeG-cepBepa

3nauenue 10206

ABTOp TOAMETUJI MHTEPECHYIO OCOOEHHOCTb. BhipaxkeHus «jor-gaiab»
WA TIPOCTO «JIOTU*» JIETKO YIOTPEOISAIOTCS ONlepaTUBHUKAMU, CJIeI0BaTElIsI-
MM BCEMHM YYaCTHUKAMU Mpollecca, OJHAKO Majio KTO U3 HUX YETKO MpeacTaB-
JseT cebe, uTo 3TO Takoe. YMHOBHUKM MUWHCBSI3U HOPOBST 3aCTaBUTh OIepa-
TOPOB «XPaHUTb JIOTU B TE€YEHUE TPEX JIET», OAHAKO 3aTPYAHSIOTCS CKa3aTh, Ka-
KHe MMEHHO JIOTU U BOOOIIE, YTO 3TO Takoe. ['ocymapCTBeHHBI OOBUHHUTETb
BO BpeMs Mpollecca JIMXO CChTaeTCs Ha «JIOTH TMpoBaiiaepa», OQHAKO Koraa
€My 5TH JIOTU MMOKAa3bIBaIOT, B YIIOp MX HE Y3HAET, YAUBISIICH, YTO 3TO 3a HEB-
pa3yMuTeIbHasI HUOUPD.

TexHUYeCKHE Xe CIEUalNCThl, KOTOpble ¢ Jor-(aiiiaMi CTalIKNUBAIOTCS
€XEeIHEBHO, ST KOTOPBIX 3TO HEOTheMJIeMasl COCTaBISIIONIAsT KakKa0JHEBHOMN
paboThI, MPUXOAAT B HeAOYMEHHE OT TAaKOTOo Bompoca ciemoBaTtens: «Kakas
nHdopMalus 3anucbiBaeTcs B Jor-daiin?» [a mobdas! Kakyio Bbl moxenaere,
TakKasl 1 3aIChIBaeTCS.

ITosTOoMy aBTOp CYMTaeT HYXHBIM 3IeCh OOBSICHHUTH, YTO Xe TaKoe JIOT-
daiin uIm JIor.

Jlor — 3TO XypHajl aBTOMAaTHUYECKOM PEruCTpallii COOBITUI, KOTOpBIE
duKcupyloTcs B paMKax Kakoii-116o mnporpaMMmbl. OGBIYHO KaXIOMY COOBI-
THIO COOTBETCTBYET OJHA 3aIKCh B jore. OOBIYHO 3aITMCh BHOCUTCS Ccpa3y ke
nocje coobITUs (€ro Havaja Wi OKOHYaHUs). 3alUCHU 3TU CKIAAbIBAIOTCS B
Ha3HauyeHHBIN (daitn caMOil MporpaMMoil JMOO IepeChIIaloTCsI €l0 ApPYroi,
CreMaau3upoBaHHON MporpaMMe, MpeaHa3HAYEeHHOM ISl BeAeHUs U XpaHe-
HUS JIOTOB.

Kax MoHATHO M3 ompenejeHus, B JJorax MOTYT PeTMCTPUpPOBATbCS abCco-
JIIOTHO JIIOOBIe COOBITUSI — OT MPUX0Ja eAMHUIHOrOo ethernet-dpeitma mo pe-
3yJbTAaTOB FOJIOCOBaHMS Ha BhIOOpax mpe3uaeHTa. dopMa 3amucu O COOBITUM
TakXe IeJTUKOM OCTaeTCsl Ha YCMOTpeHHe aBTopa mporpaMmMbl. dopmar jiora
MOXET OBITh MAaIlMHHO-OPUEHTHPOBAHHBIM, a MOXET OBITb MPUCIIOCOOIEH
TSI YTEHUST YeJIOBEKOM.

HWHoraa oru opueHTUPOBaHBI Ha LeIU 0€30MaCHOCTH M pacclieTOBaHUs
WHIUACHTOB. B TakuX ciIy4asx cTaparoTcs MO BO3MOXHOCTH U30JUPOBATH JIO-
T OT CUCTEMBI, COOBITUSI B KOTOPOW OHU (PMKCUPYIOT. ECIN 3T0yMBIIITIEHHUK
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MpeoaoyieeT CPEACTBA 3alUTHl U MOJTYYUT NOCTYN B CUCTEMY, OH, BO3MOXHO,
HE CMOXET OJIHOBPEMEHHO MOJYYUTh OOCTYN K JIOTaM, YTOOBI CKPBITh CBOU
cliebl.

IToutn Kaxmoe AeWCTBUE, MPOU3BOIMMOE YEJIOBEKOM TIpU B3auWMOIEii-
CTBUU ¢ MHGOPMALITMOHHOM CUCTEMOI, MOXKET OTPaxXkaTbCsl B JIOTE€ MPSIMO WU
KOCBEHHO, MHOT/Ia 1aXe B HECKOJIbKUX JIoTaX ofHOBpeMeHHo. W moru atu mo-
I'YT OBITh Pa30pOCaHbl MO PA3IUYHBIM MECTAM, O KOTOPBIX HECITELIUATUCT AaXe
He 0TajgaeTcs.

YroObl y3HATh O NEWCTBUSX 3JIOYMBIIUIEHHUKA, TOJYYUTh KaKue-aubo
MIaHHBIE O HEM TIPU ITOMOIIIHY JIOTOB, HEOOXOIUMO:

® y3HATh, KaKre KOMMbIOTEPHl U UX IMPOTpaMMBbl BOBJI€UYEeHBI BO B3aMMOJIEli-

CTBUE;

® YCTAHOBUTb, KaKWE COOBITUSI JIOTUPYIOTCS B KaXIOW W3 BOBJIEUEHHBIX
MporpamMmm;

@ TOJIYYUTh BCE YKa3aHHBIE JIOTH 32 COOTBETCTBYIOIIME MTPOMEXYTKHU BpeMe-
HU,;

@ 1CClIeoBaTh 3aMMCH 3TUX JIOTOB, COMTOCTaBUTh UX APYT C APYTOM.

Bot, Hanpumep, Takoe 00bIIeHHOE AeiCTBUE, KaK ITPOCMOTP OAHUM I0JIb-

30BaTesieM OIHOM BeO-cTpaHUIBL. [TepeuncavM BOBIEYEHHBIE B 3TO ACUCTBHE
CHCTEMBI, KOTOPbIC B MPUHIIMITE MOTYT BECTH JIOTH COOBITHIA:

® Opay3ep MOJb30BaTEI;

@ TIepCOHAJIBHBIN MeXXCeTeBOM 3KpaH Ha KOMITbIOTEPE TOJIb30BaTeNs;

® AaHTUBUPYCHas MpoTpaMMa Ha KOMITbIOTEpE MOJIb30BaTENS;

@ orepallMoOHHAas CHUCTeMa MoJIb30BaTeNs;

® DNS-cepgep (pe3onBep*), K KOTOpoMy obpaiiiajcst Opaysep MmoJib30BaTes
nepen 3anpocoM BebO-cTpaHuUIlbl, a Takxke DNS-cepBepa (nepxkartenu 30H),
K KOTOPBIM PEKYPCUBHO OOpaImaics 3ToT pe30JiBep;

@ BCe MapIIpyTU3aTOPHI IO MYTH OT KOMITbIOTEepa MOJb30BaTENs 10 BeO-cep-
Bepa 1 1o DNS-cepBepoB, a Tak:Ke OMJIMHTOBBIE CUCTEMBI, Ha KOTOPBIE 3TH
MapIIPyTU3aTOPHI MEPECHIIAI0T CBOIO CTATUCTHKY,

@ Cpe/ICTBa 3alIUTHI (MEXCETEeBOM 9KpaH, CUCTeMa OOHapyKeHUST aTakK, aHTHU-
BUpYC), CTosIIue Tepen BeO-cepBepoM U BoBieueHHBIMM DNS-cepBepa-
MU;

® BeO-cepBep;

® CGI-ckpunThl, 3anyckaemMble BeO-CepBEpOM;

® BeO-cepBepa BceX CUYETIMKOB U peKJIaMHBIX 6aHHEPOB, PACTIOIOXEHHBIX Ha
MMpoCcMaTpUBaeMoOli MOJIb30BaTeIeM BeO-cTpaHuIle (KaK MpaBUJIO, OHU MO -
NMepXUBAIOTCS HE3aBUCUMBIMU TIpOBaliiepaMu);

® BeO-cepBep, HA KOTOPHIM MOJb30BaTEIb YXOIUT IO TUMEPCCHIIKE C MPOC-
MaTpUBAaEeMOU CTpaHUIIBI,

® TIpOKCH-cepBep (eCU UCTOIb3YeTCs);

® ATC monb3oBatenisg (IpU KOMMYTUPYEMOM COeIUHEHUU ¢ IHTepHETOM —
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Mo Tede(OHHOW JUHWM) WUJIW HHOE 00OpymoBaHWE TOCIEOHEN MUIU

(xDSL, Wi-Fi, GPRS u 1.1.);

@ obopymoBanrie COPM co cTOpOoHBI MOJB30BaTENsI U CO CTOPOHBI BeO-cep-

Bepa.

HToro MoxeT HabpaThCsl IBA-TPU IeCsITKa MECT, TIe OTKJIaAbIBalOTCS B3a-
WMHO CKOPpEJMPOBaHHBIC 3alTUCU, OTHOCIIIHECS K OTHOMY-eIUHCTBEHHOMY
NEVCTBUIO MOJb30BaTENsI — MPOCMOTPY BEO-CTpaHULIBI.

IIpu Gosiee CIOXHBIX BUIAX B3aMMOICUCTBUS TOSBISAETCS elle OOJbIIe
MECT, B KOTOPBIX MOTYT OCTaTbhCs Clelbl AeiCTBUI monb3oBaTes [72]. Onpe-
IEeJIUTh BCE 9TU MECTa M yKa3aTh, K KOMY UMEHHO CJIeayeT oOpaliaTbCs 3a Co-
OTBETCTBYIOIIMMU JloTaMM, — 3To 3amgada st UT-crmeumanucra. Jlaxe camblit
MIPOJABUHYTHIN ClIeIOBaTeIb HE B COCTOSTHUM €ro 3aMeHUTh. [103TOMYy TpuBJIe-
YeHHWe CIel[MalCTa B TAaKUX CIydasx 00s13aTeJIbHO.

Coodepxucanue

Jloru BeG-cepBepa, KaK MOHSTHO U3 MPEABIAYINETO, SIBISIOTCS JaleKo He
eIMHCTBEHHBIM MCTOYHUKOM MHGMOpPMAIMU O AeUCTBUSAX MOJb30BaTeNsI. AB-
TOp JaXe He CTAHET Ha3bhIBaTh 3TOT UCTOYHUK TTaBHBIM. OIWH U3 OCHOBHBIX —
BOT TaK MPaBUJIBHO.

Kaxkwue e naHHbIle MOXXHO HalTH B Jiorax BeO-cepBepa? HabGop Takux naH-
HBIX pa3IMvaeTcs B 3aBUCUMOCTH OT THTIA BeO-cepBepa U ero HacTpoek. Yarie
BCETO B JIOTaX MPHUCYTCTBYIOT CIeAYIOIINE JaHHBIE:

® [P-anpec xknnenra;
@ BpeMsI 3arpoca, BKJIoUas 4acoBOM MosIC;
@ nong HTTP-3ampoca kimeHTa:

O wuAaeHTUGUKATOP (JTOTWH) TOJb30BaTENs, €CIM MPUCYTCTBYET ayTeHTH-

dukanus,

O MeTox,

o URL 3anpammuBaemoii BeO-CTpaHUIIbI U OTIEJbHBIE €TO 3J€MEHTHI (10-

ME€H, TTyTh, TapaMETPBI),

O Bepcus MPOTOKOJIA,

O wuctuHHBIA [P (mpu gocTyne 4yepe3 HEAHOHUMHBIN ITPOKCU-CEPBED),

O WuIeHTU(hWKAIIMOHHAs CTpOKa Opay3epa KiIMeHTa (BKJoYast SI3BIK U

00),
O pedepep (referrer), To ecth anpec BeO-CTpaHUIBI, C KOTOPOI OBLT OCY-
LIECTBJIEH TePEX0]l Ha TaHHYIO CTPaHMILY,
O THII KOHTeHTa oTBeTa Beb-cepBepa (MIME type),
O Jnw0bble Apyrue moJs;
® Koj oTBeTa BeO-cepBepa [30] (status code);
® pasmMmep oTBeTa BeO-cepBepa (0e3 yuera HTTP-3aronoska);
® OIIMOKHM, MPOUCIIEANINE MTPU JOCTYIEe K BeO-CTpaHHUIIAM;
@ omnoku npu 3anycke CGI-mporpamm.
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Moscro au dosepamp aoeam?

Kakue manHbIe B jiorax BeO-cepBepa BO3MOXHO (albcuUIMpoBaTh, HE
nMesl JOCTyIla K caMmomy Beb-cepBepy?

Tonbko monss HTTP-3anpoca. DToTt 3anmpoc MoJHOCThIO hopMUpYeETCS Ha
CTOpPOHE KJIMEHTa, MO3TOMY TMPH XeJTaHUU 3JIOYMBIIUICHHUK MOXKET MOICTa-
BUTH B HETO JIIOOBIE MOJIS ¢ TIOOBIMU 3HAYEHUSIMU.

3acdukcupoBaHHomy B jore [P-ampecy moxHo mosepsith. KoHeuHo, mpu
9TOM CJIeayeT MOMHHUTBH, YTO 3TO MOXET OoKa3aThcsl [P mpokcu-cepBepa Wi
COKC-CepBepa WM MHOTO MTOCPeTHUKA.

ITpouue monst — 3TO0 BHYTPEHHME TaHHBIe BeO-cepBepa (KOI 0TBeTa, pa3Mep
CTPaHUIBI ¥ T.1.), KOTOPBIM TaKXKe MOXHO JTOBEPSTh.

JIns IpoBepKU JOCTOBEPHOCTH JAHHBIX JIOTOB BeO-cepBepa MPUMEHSIETCS
COMOCTABIIEHHE 3aTTMCEN MEXIY COOO0M, a TAKXKe ¢ MHBIMU JIOTaMH.

IMpuBeneM mpuMep U3 MPAKTUKU, WLTIOCTPUPYIOIKI MOJE3HOCTh COMOC-
TaBJCHUs Pa3IUYHBIX JIOroB. COTPYIHUK CIYXOBbI MHGMOPMALIMOHHOM 06e30-
MACHOCTU MHTEPHET-Ka3WHO, aHAJIWU3UpYys JIOTU BebG-cepBepa, 3aMETHJI, YTO
Opay3ep OJHOTO M3 UTPOKOB, cortacHo noJisiMm ero HTTP-3ampocos, moamep-
XuBaeT pycckuii s3bIK. [Tpu aTom IP-anpec yucnuncs 3a Kopeeii. Ykazanus
XK€ Ha KOPEWCKU SI3bIK He ObLT0. DTO BO30ymmio momo3peHusi. COTpyIHUK
MIPOBEPUJI, C KAaKUX ellle aApecoB obpamiajcs Mojab30BaTelb OA 3TUM aKKayH-
toM. Oka3zajnock, uTo ¢ enuHcTBeHHOro IP. Torma oH mpoBepui, Kakue ele
MMOJIb30BaTe I obpamanuch ¢ atoro xe IP. Oxa3amoch, 4To GOJbIIE HUKTO
9TOT Kopeiickuit IP-anpec He ncmonb3oBan. Ho coTpyaHUK clyX0bl Ge3omac-
HOCTHU He YCTIOKOWJICS U TIPOBEPWII, KaKKe ellle ObUTH oOpalleHus OT Opay3epa
¢ TaKuM Xe HabopoMm HacTpoekK (S3bIK, Bepcusi opaysepa, Bepcus OC, paspe-
IeHWe 3KpaHa, TpUHUMAaeMble TUITBI JaHHBIX). OKa3aloch, YTO C TAKOTO Xe
Opay3epa ObLIO 3aperucTpupoBaHo 6ombiie 10 akkayHTOB. Bece 3Th monb3oBa-
Tenu npuxoauiiv ¢ IP-agpecoB pa3HBIX CTpaH, IpUYEeM CTpaHa COOTBETCTBOBA-
Jla UMEHHU MOJIb30BaTelisd, TO e€cTh, Hampumep, Jxon Cmut c¢ IP-agpecom
CIA, By Ilak ¢ IP-agpecom Kopeu, 'anc Miomiep ¢ IP-angpecom 'epmannn
" Tak pajiee. Ho uaeHTUYHBINM Habop HacTpoeK Opay3epa BceX 3TUX MOJb30Ba-
Telleil (BKJIoYast MOAAEPXKKY PYCCKOTO $I3bIKa) BBI3BIBAJ OOJbIINME TOAO3pe-
Hust. Korma xe cOTpyIHUK COMOCTAaBUJ MEPUOIbl aKTUBHOCTH BCEX MOI03PU-
TeJIbHBIX MOJIb30BaTEe/IeH, OH YBUIEN, UTO OHU He MepeceKkaloTes u 6ojiee TOro
— MPUMBIKAIOT OAMH K ApyromMy. OH MOHSJ, YTO UMEET IeJIO ¢ KapaepoM™, Ko-
TOPBIN PETUCTPUPYET aKKAYHTBI 1O KpaJeHbIM KapTOUKaM, TMOJb3ysICh COKC-
cepBepaMU B pa3HbIX cTpaHax. JlaabHelas mpoBepKa 3TO MOATBEPANIIA.

UccnepoBanve CUCTEMHbDIX JIOroOB

JlorupoBaHue COOBITUI B ONIEPAIIMOHHON CUCTEME SIBIISIETCS OMHOMN M3 Tpex
cocTaBnsomux 6e3omnacHoctu. Umeercst B Buay moaeiab «AAA» — authentica-
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tion, authorization, accounting — ayTeHTU(UKALIWs, aBTOpU3allus, ayauT. 3a-
MMUCh BCEX COOBITUM, CBI3aHHBIX IMTPSIMO WJIM KOCBEHHO C 6€30IMaCHOCTBLIO CUCTE-
MBI, U COCTaBJISIET CYIIHOCTb ayauTa. JlIormpoBaHue caMo 10 cebe He TMpernsiT-
CTBYET 3JIOYMBILUIEHHUKY MOJIYYUTh HECAHKIIMOHUPOBAHHBIN JOCTYN K MH(OP-
MalLMOHHOM cucteMe. OIHAKO OHO MOBBILIAET BEPOSATHOCTDL €I0 BBISIBJIEHUS, a
TaKXe MOCIeAYIOIIeTo HaX0XIeHUS U N300IMIeHUS 3TOyMBIIIeHHNKA. Takxe
JIOTUPOBAHUE CITOCOOCTBYET BBISIBJIEHUIO YSI3BUMOCTEM 3alMIIAEMOI CUCTEMBI.

Yem Gosice TOJOH ayaUT, TEM TPOIIE paccaeA0oBaTh KOMIIBIOTEPHOE TIpec-
TytuieHue. Ilonb3ysich 3alMCAaHHBIMM JAHHBIMM, CIIELIMATUCT WA SKCIEpT
MOXET M3BJIeUb MHOTO MOJIE3HOM IJIg Aejia MHPOpMAaLIUK.

PaccMOTpUM YCTPOMCTBO CHUCTEMHOTO ayauTa COOBITUM IS pasaUdHBIX
KJIaCCOB OIMEPALIMOHHBIX CUCTEM.

Cucmemnbote ao2u Windows

B onepannonHbix cuctemax JuHeku «Windows-NT» — «Windows-2000»
— «Windows-XP» npeaycMoTpeHO Tpu Jiora — MPUKJIAAHBIX TTporpamMm (appli-
cation log), cucteMsnl (system log) u 6e3omacHocTH (security log).

B application log nuiryTcs cooOlIeHUsI U COOBITUSI, TeHEpUPYEMbIE TTPUK-
JIaTHBIMU TIPOTpaMMaMM, a TaKXKe HEKOTOPBIMU cepBUcaMM (ciayxbamu). B sys-
tem log momMemntaroTcst coowrTud ssapa OC u BaxXHeWIUX cepBUCcOB. B security log

HEH
Tafin  Mpasea  Big paes  Capeic  Crpasks "'!,'
Q= - © - (T | P e | [ 3 X ¥ | [

Appec: |-‘T‘ A HHCTRHPOB NS | . Mepaxos
W~

-'._""-_'.l,wuumpnpnmum

B IpocmoTp cobuITHA

~ydesktop.ini
Weroeet Aabtd Koncone  defictene  Bra  Cnpaska
TNorAnsHas RoMMTH| el
2 cn AN EFER @
MpocmaTp uuﬁm’him TIpocHoTR Cobiormii (noranshetd) | Crcrena 2 644 cofeim

Cymfie: {8] Nounawessss Tn [ gar2 [epewn  [wncrowsn:
Crywier komnonerrf L4 g’::;m’ (@yeeaounenne 03.02.2007  15:16:59  Service Control Manager
YNpasnEHHE KOHML| £ (@) veesonnenme 0 7 & Conkrol Manager

) yeegonnstine 02.02.2007 Servics Cortrol Manager  OTey™: 7036
@) veeaonnene 02.02.2007 Service Control Manager ~ OtcyTer.., 7036
@) veeaomnenme 02.02.2007 Service Control Manager  OtcyTer.., 7036
@) yweaonnerms 02.02,2007 Service Corkrol Manager  Otcyrer.., 7035
(B veeaonnenme 02.02.2007 Service Conkrol Manager  Otcyter.., 7036
(@) yeeaonnerme 02.02.2007 Service Cortrol Manager  OTeyTer.., 7036
() veeaonnene 02.02.2007 Service Corkrol Manager  OTeyTer.., 7035
3)vesaonnenme 02,02.2007 Service Conkrol Manager  OTeyTer.., 7036
@) 02.02,2007 Service Control Manager  Ovcyrer.., 7036
( L) 02.02.2007 Service Control Manager  OmcyTer.., 7035
@) 02.02.2007 Sarvice Conkrol Manager  OTcyer.., 7035
u;maonnm 02.02.2007 Service Conkrol Manager  OmcyTer.., 7036
3] Yeegonneqme 02.02.2007 Service Cortrol Manager  Ovcyrer... 7035

D Veeaounerme 02.02.2007 eventiog OreyTer.., 005

) Veeaomnerme 02.02.2007 eventioa OrevTer... sno*; i
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|

Ilpoepamma «Event Viewers das npocmompa 10206 6 Windows
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3aMMMCHIBAIOTCS TaKXKe COOBITHS, TeHEPUPYEMble CUCTEMHBIMU CEPBUCAMM, OT-
HoOCSIIMeCs K OTCIeXXMBAeMO aKTMBHOCTM T0JIb30BaTeNleil, UX ayTeHTUhUKa-
oy 1 aBTopu3anvu. K aTHUM TpeM MOryT H00aBISTHCS WHBIE JIOTH, €CIKM Ha
KOMIIbIOTEpE PAa0OTAIOT NOTIOTHUTEIbHBIE TTPOrpaMMbl, Takue Kak DNS-cepgep.

ITo yMosluaHUIO JTOTUPYIOTCS OYeHb HEMHOTHUE COOBITHUS, a B security log —
BooOOLIEe HUKaKuX. YTOOBI B Jlorax ocaxjanaach 6oJiee mojaHast uHbopmauusi, aj-
MUHUCTPATOP JOJKEH SIBHO BKJIIOYUTh ayIUT U HACTPOUTD MOJUTUKYU ayIuTa.

Bce noru Windows mpocMaTpuBaloTcs crieliMajlbHOM rmporpaMmmoii «Event
Viewer», KOTOpYI0 MOXHO HaiTu B MeHIO <«Administrative Tools» uam
«Management Console».

B 3aBUCHMOCTH OT TOTO, YTO UMEHHO MBI UILEM, CIIeIbI «B3JIOMa» UCCIEAY-
eMOro KOMIbIOTEpPA WJIN CJIe/ibl TIPOTUBOIPABHOMN NeATEIbHOCTHU TOJIb30BaTe-
JIsl, MOXKET 0Ka3aThCsl MOoJIe3HON pa3Has MH(opMalus U3 pa3HbIX JIOTOB.

Cucmemnote aoeu UNIX u Linux

Hecmotpst Ha pazHooOpaszue UNIX-mogoOHBIX onepaiiMOHHBIX CUCTEM, Y
BCEX Y HUX MMEETCS CXOXasl CUcTeMa cbopa M XpaHEeHUs] CUCTEMHBIX JIOTOB.
JlorupoBaHue coObITHI B oniepaliioHHOM cucteme «MacOS-X» ycTpoeHo ToU-
HO TaKMM Xe 00pa3oMm.

CrienMaibHbBIN 1eMOH (mpoliecc), Ha3biBaeMblil syslogd, MPUHUMAET CO-
OOIIEHUS 0 COOBITUAX OT PA3IMYHBIX MMPOTPAMM U MPOILECCOB U pacKIaabIBaeT
HX TI0 COOTBETCTBYIOMNM (haitmaM. CooOIIeHUs U3 OMHOIO UCTOYHNKA MOXHO
HaINpaBUTh B pa3Hble (aibl, COOOIIEHUSI OT Pa3HBIX MCTOYHMKOB MOXHO
HaIpaBUTh B OMMH U TOT Xe (haill — CUcTeMa HacTpanuBaeTCs JOBOJbHO THOKO.
Co0011IeHNST 0 COOBITUSIX MOXHO TPUHUMATh KaK JIOKAJbHO, TaK U Yepe3 CeTh;
00a crmoco6a MCIOaIb3YIOT OJWH M TOT Xe MPOTOKOJ [55].

Kaxmoe coobIieHre TTpU eTo TeHepaluy CHa6XaeTCsT IBYyMST UACHTU(DUIUPY-
IOIIMMU TIpU3HaKaMu — mpuoputet (priority) u pecypce (facility). Ux couetanue
CITY>XMUT JIJIS TIOCTIeAYIOIIelt COPTUPOBKY MOJIyUeHHBIX COOOIICHUI o daitaam.

IMpuHATHIE syslogd cOOOIIeHUS CHAOXAaIOTCS BpeMEeHHOM METKOM 1 3aIu-
CBHIBAIOTCS B OOBIYHBIN TEKCTOBBIN (haiisl IT0 MPUHIIMIY OJHO COOOIIEHUE — OfI-
Ha cTpoka. [TpocMOTpeTh 3TU COOOIIEeHUsS MOXHO B JIDOOM TEKCTOBOM peaak-
TOpEe UM MHOM NpOorpaMMoii, ymerwleit paboTaTh ¢ TEKCTOBBIMHU (daiiaMu.

Cucmemnote ao2u 10S

3HaYUTeNbHAs YacTh (€CIM He GOJBIIMHCTBO) KOMMYTATOPOB U MapIipy-
TH3aTOPOB ceTH MHTepHeT paGoTaloT MO YIIpaBIeHUEM ONepPallMOHHOMN CuC-
tembl [OS. dpyrue OC a1 KOMMYHUKALIMOHHOTO 000pynoBaHus cxoxu ¢ [0S
CBOMMMU YepTaMU, B YACTHOCTHU, BEIYT JIOTH aHAJOTHIHBIM 00pa3zoM. K Takum
TUTTUYHBIM YCTPONCTBAM OTHOCUTCS KOMMYHHUKAIIMOHHOE 000PYI0OBaHKE, BbI-
nynieHHoe moa Mapkamu «Cisco», «Juniper», «Huawei» 1 HEKOTOPBIMU APYTH-
M. OHO COCTaBIISIET MOAABJIAIONIEe OOJBIINHCTBO.
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B cucteme 10S norupyroorcs cieayiomue cOObITUS:

® 3MEHEeHMe cTaTyca MHTepdeiica i nmopra;

@ aBTOpU3ALIMS aIMUHUCTPATOPA UM YCTPOIMCTBA;

® 3MEHEeHMe U COXpaHeHMe KOHGUTYpalluy YCTPONCTBA;

® MpueM TPAaH3UTHOIO MakeTa, €CJIM TaKOoil MakKeT MOAIamaeT Mo MPaBUIO
(ACL entry), ormMmeuyeHHOe (JlaroM JIOTUPOBAHMUSI;

® HEKOTOpbIE ApYTHUeE.

Coo011eHUsS 0 COOBITUSIX OOBIYHO OTCHUIAIOTCS HA BHEIIHUI JIOTUPYIOIIN A
cepBep 1o npoTokoiry syslog [55] man SNMP. Takke HECKOJIBKO ITOCJETHUX
coo01IeHr#T XpaHsTCs B Oydepe, B OnlepaTUBHOI MaMsITU U MOTYT OBITh MPOC-
MOTpPEHBI COOTBETCTBYIOIIE KoMaHaol (show logging).

Korma TpeGyeTcst 03HAKOMUTBCS € JIOTAMU KOMMYHUKAIIMOHHOTO 060pyI0-
BaHUS, CJeyeT MpoaeaTh TaKUe AEUCTBUS:

@ TIOJIYYUTh JOCTYN K TEeKYyIIel KOH(GUTYpaluu ycTpoiicTBa (KOHGUTYypalu-
OHHOMY (aiiny), 4TOOBI OMmpeaenTb, Kyla UMEHHO OTCHIJIAIOTCS JIOTH C
IaHHOTO yCcTpolicTBa (KoMaHaa show running-config); coxpaHUTh U 3a10-
KYMEHTUPOBATh BBIIIEyKa3aHHYIO KOHGUTrypauuio (MJIU TOJbKO €€ 4acThb,
Kacarollyocs JOroB);

® (OMIMOHAJILHO) TIPOCMOTPETh coiepxkuMoe Oydepa ycTpoiicTBa ¢ Mmoce/l-
HUMU COOOIIEHUSIMHU;

® OIpEeNeIUTh MECTOIIOJIOXEHME JIOTUPYIOIIETO cepBepa, TO €CThb CepBepa,
MMPUHUMAIOIIETO U COXPAHSIIONIETO JIOTH;

@ TOJIYYUTH TOCTYT K JIOTUPYIOILIIEMY CepBepy U 03HAKOMUTBCS ¢ KOH(pUrypa-
nuei ero syslog-geMoHa, YTOOBI OMpPENeTnUTh, B KaKoi (paiiJl cKIaabIBaloOT-
Csl JIOTU, TIPUHSATBIE OT MHTEPECYIOIIEeTo Hac yCTPOMCTBA; COXPAaHUTD U 3a-
MIOKYMEHTUPOBATh BhlllIeyKa3aHHYI0 KOH(uUTrypaiuio syslog-geMoHa;

® OCMOTpPETh WU U3BATH (aitn (daitibl), B KOTOPOM COXPaHSIOTCS JIOTH C
HYXHOT'O YCTPOWCTBA.

HexoTopble KOMMYHUKALIMOHHBIE YCTPOMCTBA, OTHOCSIIIMECS K MEHBIIMH-
ctBy, He ucnoab3yioT OC [0S unm cxoxyio. B Takux HETMITMYHBIX YCTpPOIi-
CTBax JIOTUPOBAaHUE MOXET OBITh YCTPOEHO MHaye. B yacTHOCTH, JIOTM MOTYT
XPaHUTBCS JIOKAJbHO WJIM TIepeaaBaThCs Ha JOTUPYIOIIUI cepBep MO HECTaH-
IIAapTHOMY ITPOTOKOJTY.

UccnepoBaHMe NIOrosB Mmenn-cepeepa u 3arofioBKoB
3NEeKTPOHHOM NMOUTDbI

Kax ycmpoeno

Coo011eHue 3JeKTPOHHOM MOYTHl OOBIYHO CO3/1AETCSI Ha KOMIIbIOTEPE OTII-
paBUTeNsd B CcHelUMaIu3MpOBAaHHOW mporpamMme, Ha3blBaeMOW KIMEHTOM
anekTpoHHO# mouthl (MUA — mail user agent). 3aTeM OHO OTIpaBiseTcsl Ha
cepBep a1ekKTpoHHOM mouThl (MTA — mail transfer agent) orripaBurens. OTTy-
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Ila — Ha cepBep JICKTPOHHOM MOYTHI TTOJIYYaTeNsi, BO3MOXHO, Yepe3 TPOMeXY-
TOUHBI cepBep IJIEKTPOHHOM MouThl (peseit). Ha cepBepe monyuyarenss cooo-
IIeHYe TTOMENIAeTCs B TIOUYTOBBIN SIIUK COOTBETCTBYIOIIETO MOJIb30oBaTes1. 13
9TOTO SIIIMKa IMPU MocpeacTBe cepBepa goctaBku (MDA) monb3oBaTeab 3a0u-
paeT cooOlIeHWe TpPU TMOMOIIM CBOEW MPOTPaMMBI-KJIMEHTa 3JIEKTPOHHOM
noutsl (MUA).

cepeep cepeep
AMEKTPOHHOIT IMEKTPOHHOTT
TIOYTEI TIOYTHL
SMTP

MTA ========:=:====='> MTA

<
S
e
%

>
=)

MUA MUA
KIIIeHT KIIIeHT
IMEKTPOHHOI MOYTED 3MEKTPOHHOIT TTOUTEI

Cxema opeanusayuu nepedayu 31eKmpoHHOI NOUMbl

CoobuieHue o6biuHO coxpaHsiercs: B kiureHte (MUA) ornpaButesis u no-
nyvarensi. [Ipu nmpoxoxnenuu depe3 cepBep (MTA) xomus cooOuieHUsT He
COXpaHsIeTCsl, OTHAKO JIeJIaeTCs 3aMrCh B JIOTE O €ro MOJy4eHUU U OTIIpaBKe.
Takxe mpu 3TOM B COOOINEHUE BCTABISETCS CIYyXeOHBI 3arojloBokK
«Received» — TaK Ha3blBaeMblil MapLIPYTHBIN 3aT0JIOBOK.

BmecTo nmporpamMMbi-KiiMeHTa 3JeKTpoHHOo# moutsl (MUA) otnipaBUTENb U
MoJlyyaTejib MOTYT UCTIOJIb30BaTh BeO-uHTepdeiic cepBepa 2JeKTPOHHOM Moy-
Tol. OH BBIMOJHSIET T€ Xe (DYHKIUM, YTO M KIMEHT, HO paboTaeT OOBIYHO
«BOMU3U» cooTBeTcTBYIOEro MTA (Ha TOM Xe KOMIbIOTEpE UM Ha COCel-
HeM). CBSI3b OTIIpaBUTENISI UK MOJydaTess ¢ BeO-uHTepdeiicoM MporcxXoauT
MpU MocpencTBe opaysepa.

Caedvt
TaKI/IM o6pa30M, IIpHU MPOXOXKIACHNUHN COO6HICHI/I$I OT OTIIPABUTEJIA K ITOJTYy-
YaTEJI0 OCTAIOTCH CIIENYIOIME OCHOBHBIE CIIEIbL:
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@ KOMUS COOOIIEeHUs] HA KOMITbIOTEPE OTIIPABUTEIS;

@ 3anuch B jJore kaxmoro MTA*, yepe3 KOTOpbI COOOIIEHUE TIPOIILIO;

@ KOMUSI COOOIIEHUST Ha KOMIIbIOTEpE ToJIyyaTesisl ¢ 100aBJIeHHBIMU 110 ITyTH
3arojIOBKaMu.

Kpome Toro, MoxxHo oOHapyXWTb JOTOJHUTEIbHBIEC CJIEIbl, CBUIETENIb-
CTBYIOIIIME O MPOXOXIEHUU COOOIIEHNS:

® UHBIE CJIeIbl HA KOMIIbIOTEpE OTIPaBUTES (B JIOTaX CETEBBIX COCIUHEHU,
aHTUBUpYCAa, MMEPCOHAILHOTO MEXCETEBOI0 3KpaHa U T.1.);

® cJie/lbl B Jlorax npoBaiiiepoB (Harpumep, cTaTucTUKa Tpaduka), yepes Ko-
TOPBIX OCYIIECTBISIIOCH coenrHeHrue mexny MUA otnpaButenst u MTA
OTHpaBUTEIS;

@ 3aIKCH B JIOTaX aHTUBUPYCHBIX U aHTUCITAMOBBIX MIpoTpaMM Ha Bcex MTA,
yepe3 KOTOpbIe MPOIII0 COOOIIEHUE;

@ ciIeabl, 0Opa3oBaBIIMeCs BCaeacTBUe obopameHus Bcex MTA, yepe3 KoTo-
pBie TIPOILIO cooOmeHne, K coorBeTcTByomMM DNS-cepBepaM Kak BoO
BpeMsI IpreMa, TakK 1 rnepeaadyu CooOIeHUs;

@ cJiellbl B JJorax MpoBaiiepoB, Yepe3 KOTOPhIX OCYIIECTBISIIOCh COeTMHEHUE
mexny MUA nonyuatens u MDA/MTA nonyvarens;

® UHBbIC CJIedbl Ha KOMIbIOTEPE ToJyyaTesisl (B Jorax CeTeBbIX COCIUHEHMI,
aHTMBUpYCAa, MMEPCOHATLHOTO MEXCETEBOTO 3KpaHa U T.1.).

B cayuasix ucnonb3oBanust BMecto MUA BeO-uHTepdeiica K mepeyrciaeH-
HBIM ciiefiaM T00aBIISIFOTCS CJIebl, XapaKTepHBIE JJISI TPOCMOTpa BeO-CTpaHUIL
(cm. tnaBy «McenenoBaHue JIOTOB BeO-cepBepar). boyee mogpo6Ho 006 ocTas-
JIIEMBIX CJIedaX MOXHO y3HaTh B CIICIUAJM3NPOBaHHOI tuTepatype [5, 31, 59].

ITlpumepui

Bce nmpumepsl B 3TO# TJIaBe coaepXaT MOMJIMHHbIC JaHHBIE 0€3 U3BATUM,
WUCIIpaBJIEHUI U JOTIOJITHEHUI OT aBTOpa.

Coo0I11eHne 371eKTPOHHOM TOUTHI, OTJOXUBIIEECS B apXWBe UCXOASIINX
COOOIIIEHUI OTIIpaBUTEIIS:

From: Nikolay Nikolaevich Fedotov <fnn@starttelecom.ru>
Organization: Start-Telecom
To: fnn@fnn.ru
Subject: Path test
Date: Fri, 15 Dec 2006 16:00:05 +0300
User-Agent: KMail/1.9.4
X-KMail-Transport: Corporate
MIME-Version: 1.0
Content-Type: text/plain;
charset="koi8-r"
Content-Transfer-Encoding: 7bit
Content-Disposition: inline
Message-Id: <200612151600.05273.fnn@starttelecom.ru>
Status: RO
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X-Status: RSC
X-KMail-EncryptionState: N
X-KMail-SignatureState: N
X-KMail-MDN-Sent:

path test

Nikolay N Fedotov
Information Security Officer
Start Telecom Inc. (Russia)

JBa dparmenrta sora MTA ormpaButensa (rnmpuem u mepemada). B3sTel ¢
cepBepa mail.starttelecom.ru, oH xe maill . wimax.ru:

16:00:35.57 4 SMTPI-21885([83.222.198.130]) got connection on
[81.16.112.3:25] (wimax.ru) from [83.222.198.130:51746]

16:00:35.71 4 SMTPI-21885([83.222.198.130]) rsp: 220 maill.wimax.ru
ESMTP CommuniGate Pro 5.0.9

16:00:35.80 4 SMTPI-21885([83.222.198.130]) cmd: EHLO fnn.starttele-
com.ru

16:00:35.80 3 DNR-15700(fnn.starttelecom.ru) A:host name is unknown
16:00:35.80 3 SMTPI-21885(fnn.starttelecom.ru) failed to resolve
HELO parameter: host name is unknown. Real address is
[83.222.198.130]

16:00:35.80 4 SMTPI-21885([83.222.198.130]) rsp: 250-maill.wimax.ru
host name is unknown fnn.starttelecom.ru\r\n250-DSN\r\n250-SIZE
104857600\r\n250-STARTTLS\r\n250-AUTH LOGIN PLAIN CRAM-MD5 DIGEST-
MD5 GSSAPI MSN NTLM\r\n250-ETRN\r\n250-TURN\r\n250-ATRN\r\n250-NO-
SOLICITING\r\n250-8BITMIME\r\n250-HE

16:00:35.84 4 SMTPI-21885([83.222.198.130]) cmd: STARTTLS
16:00:35.84 4 SMTPI-21885([83.222.198.130]) rsp: 220 please start a
TLS connection

16:00:35.90 4 SMTPI-21885([83.222.198.130]) TLSvl client hello:
method=RC4_SHA, residual=0, session=34247 < 00 00 85 C7 45 82 9C 73
42 FF 69 04 BF 61 AC 45 OF 1E 45 40 1F BO BE 2C 72 92 44 C2 F2 55
4D 38>

16:00:35.90 4 SMTPI-21885([83.222.198.130]) TLS handshake: sending
'server_hello’'

16:00:35.90 4 SMTPI-21885([83.222.198.130]) TLS handshake: sending
the certificate

16:00:35.90 4 SMTPI-21885([83.222.198.130]) TLS handshake: sending
'hello_done'

16:00:36.07 4 SMTPI-21885([83.222.198.130]) TLS client key exchange
processed

16:00:36.07 4 SMTPI-21885([83.222.198.130]) security initiated
16:00:36.07 4 SMTPI-21885([83.222.198.130]) TLS 'change cipher’
processed

16:00:36.07 4 SMTPI-21885([83.222.198.130]) TLS 'change cipher’
sending

16:00:36.07 4 SMTPI-21885([83.222.198.130]) TLS 'finish handshake’
processed

16:00:36.07 4 SMTPI-21885([83.222.198.130]) TLS handshake: sending
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'finished’

16:00:36.07 4 SMTPI-21885([83.222.198.130]) TLS(RC4_SHA) connection
accepted for 'wimax.ru', session 34247

16:00:36.28 4 SMTPI-21885([83.222.198.130]) cmd: EHLO fnn.starttele-
com.ru

16:00:36.29 3 DNR-15701(fnn.starttelecom.ru) A:host name is unknown
16:00:36.29 3 SMTPI-21885(fnn.starttelecom.ru) failed to resolve
HELO parameter: host name is unknown. Real address is
[83.222.198.130]

16:00:36.29 4 SMTPI-21885([83.222.198.130]) rsp: 250-maill.wimax.ru
host name is unknown fnn.starttelecom.ru\r\n250-DSN\r\n250-SIZE
104857600\r\n250-AUTH LOGIN PLAIN CRAM-MD5 DIGEST-MD5 GSSAPI MSN
NTLM\r\n250-ETRN\r\n250-TURN\r\n250-ATRN\r\n250-NO-SOLICITING\r\n250-
8BITMIME\r\n250-HELP\r\n250-PIPELI

16:00:36.33 4 SMTPI-21885([83.222.198.130]) cmd: AUTH PLAIN
bi5mZWRvAGI92QHNOYXJT0AGVsZWNvbS5ydQBuULmMZ1ZG90b3ZAc3RhecnROZWX1Y29tLnJ1A
DIzc2Q3c2Rr

16:00:36.46 2 SMTPI-21885([83.222.198.130]) 'n.fedotov@starttele-
com.ru' connected from [83.222.198.130:51746]

16:00:36.46 2 SMTPI-21885([83.222.198.130]) 'n.fedotov@starttele-
com.ru' disconnected ([83.222.198.130:51746])

16:00:37.17 4 SMTPI-21885([83.222.198.130]) rsp: 235
n.fedotov@starttelecom.ru relaying authenticated

16:00:37.22 4 SMTPI-21885([83.222.198.130]) cmd: MAIL

FROM: <fnn@starttelecom.ru> BODY=8BITMIME SIZE=468

16:00:37.22 4 SMTPI-21885([83.222.198.130]) rsp: 250 fnn@starttele-
com.ru sender accepted

16:00:37.22 4 SMTPI-21885([83.222.198.130]) cmd: RCPT
TO:<fnn@fnn.ru>

16:00:37.22 4 SMTPI-21885([83.222.198.130]) rsp: 250 fnn@fnn.ru will
relay mail for an authenticated user

16:00:37.22 4 SMTPI-21885([83.222.198.130]) cmd: DATA

16:00:37.22 4 SMTPI-21885([83.222.198.130]) rsp: 354 Enter mail, end
with "." on a line by itself

16:00:37.30 4 QUEUE([952839]) closed, nOpen=1

16:00:39.69 4 SMTP-77633(fnn.ru) connected to mail.fnn.ru
[80.94.84.25:25], ESMTP

16:00:39.69 4 SMTP-77633(fnn.ru) cmd: EHLO maill.wimax.ru
16:00:39.74 4 SMTP-77633(fnn.ru) rsp: 250-aihs.fnn.ru Hello
maill.wimax.ru [81.16.112.3], pleased to meet you
16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-ENHANCEDSTATUSCODES
16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-PIPELINING
16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-8BITMIME
16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-SIZE

16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-DSN

16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-ETRN

16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250-DELIVERBY
16:00:39.74 SMTP-77633 (fnn.ru) rsp: 250 HELP

16:00:39.74 SMTP-77633 (fnn.ru) Connected. DSN SIZE
16:00:39.74 SMTP-77633 (fnn.ru) [952840] sending
16:00:39.74 4 SMTP-77633(fnn.ru) cmd: MAIL

FROM: <fnn@starttelecom.ru> SIZE=687

4
4
4
4
4
4
4
4
4
4
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16:00:40.00 4 SMTP-77633(fnn.ru) rsp: 250 2.1.0
<fnn@starttelecom.ru>... Sender ok

16:00:40.00 4 SMTP-77633(fnn.ru) cmd: RCPT TO:<fnn@fnn.ru>
NOTIFY=FAILURE, DELAY

16:00:40.06 4 SMTP-77633(fnn.ru) rsp: 250 2.1.5 <fnn@fnn.rus>...
Recipient ok

16:00:40.06 4 SMTP-77633(fnn.ru) cmd: DATA

16:00:40.11 4 SMTP-77633(fnn.ru) rsp: 354 Enter mail, end with "."
on a line by itself

16:00:40.11 4 QUEUE([952840]) opened, nOpen=3

16:00:40.11 4 QUEUE([952840]) closed, nOpen=2

16:00:40.17 4 SMTP-77633(fnn.ru) rsp: 250 2.0.0 kBFDObU6010332
Message accepted for delivery

16:00:40.17 2 SMTP-77633(fnn.ru) [952840] sent to [80.94.84.25:25],
got:250 2.0.0 kBFDObU6010332 Message accepted for delivery
16:00:40.17 4 SMTP(fnn.ru) [952840] batch relayed

16:00:40.17 2 DEQUEUER [952840] SMTP(fnn.ru)fnn@fnn.ru relayed:
relayed via mail.fnn.ru

16:00:40.17 4 QUEUE([952840]) dequeued, nTotal=2

16:00:40.17 4 SMTP-77633(fnn.ru) cmd: QUIT

16:00:40.17 2 QUEUE([952840]) deleted

16:00:40.23 4 SMTP-77633(fnn.ru) rsp: 221 2.0.0 aihs.fnn.ru closing
connection

16:00:40.23 SMTP-77633 (fnn.ru) closing connection

16:00:40.23 4 SMTP-77633(fnn.ru) releasing stream

[

O6patute BHUMaHUeE Ha UIeHTH(GUKATOD COCTUHEHUS
«kBFD0ObU6010332». OH 3acduKCHUpOBaH KakK B JIOre 3TOr0 cepBepa, TaK U B
Jore cienyioliero. OH Xe OymeT 3amyicaH B MaplIpyTHOM 3arojIOBKe MHUChMa.

®parmenT Jora MTA monyyartens. B3aT ¢ cepBepa mail.fnn.ru:

Dec 15 14:00:38 aihs sm-mta[10332]: kBFD0bU6010332: from=<fnn@start-
telecom.ru>, size=661, class=0, nrcpts=1,
msgid=<200612151600.05273.fnn@starttelecom.ru>, proto=ESMTP,
daemon=IPv4, relay=maill.wimax.ru [81.16.112.3]

Dec 15 14:00:39 aihs sm-mta[10333]: kBFDObU6010332: to=fnn@home.fnn,
delay=00:00:01, xdelay=00:00:01, mailer=esmtp, pri=30881,
relay=home.fnn. [80.94.84.26], dsn=2.0.0, stat=Sent (kBFD0g7M018585
Message accepted for delivery)

®parmeHT jora BToporo MTA mojyyarteniss, Ha KOTOPBIA TpeabIIyIINii
cepBep (mail.fnn.ru) nmepecsutaer (forward) Bco moaydyeHHYI moyTy. B3sr ¢
cepBepa home.fnn.ru:

Dec 15 16:00:43 home sm-mta[18585]: kBFD0g7M018585: from=<fnn@start-
telecom.ru>, size=877, class=0, nrcpts=1,
msgid=<200612151600.05273.fnn@starttelecom.ru>, proto=ESMTP,
daemon=IPv4, relay=aihs-tun [10.5.0.1]
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Dec 15 16:00:43 home sm-mta[18586]: kBFD0g7M018585:
to=<fnn@home. fnn>, delay=00:00:01, xdelay=00:00:00, mailer=local,
pri=31086, relay=local, dsn=2.0.0, stat=Sent

Coob611eHe B MOYTOBOM SIITUKE MOXydaTess (XpaHUTCS TaM BPEMEHHO, 10
TOTO KaK MoJydaTesb 3a0epeT CBOIO ITOUTY 1o IIpoTokoxy POP):

From fnn@starttelecom.ru Fri Dec 15 16:00:43 2006
Return-Path: <fnn@starttelecom.ru>
Received: from aihs.fnn.ru (aihs-tun [10.5.0.1])
by home.fnn.ru (8.13.1/8.13.1) with ESMTP id kBFD0g7M018585
for <fnn@home.fnn>; Fri, 15 Dec 2006 16:00:42 +0300 (MSK)
(envelope-from fnn@starttelecom.ru)
Received: from maill.wimax.ru (maill.wimax.ru [81.16.112.3])
by aihs.fnn.ru (8.13.3/8.13.3) with ESMTP id kBFD0bU6010332
for <fnn@fnn.ru>; Fri, 15 Dec 2006 14:00:38 +0100 (CET)
(envelope-from fnn@starttelecom.ru)
Received: from [83.222.198.130] (account n.fedotov@starttelecom.ru
HELO fnn.starttelecom.ru)
by maill.wimax.ru (CommuniGate Pro SMTP 5.0.9)
with ESMTPSA id 952840 for fnn@fnn.ru; Fri, 15 Dec 2006 16:00:37
+0300
From: Nikolay Nikolaevich Fedotov <fnn@starttelecom.ru>
Organization: Start-Telecom
To: fnn@fnn.ru
Subject: Path test
Date: Fri, 15 Dec 2006 16:00:05 +0300
User-Agent: KMail/1.9.4
MIME-Version: 1.0
Content-Type: text/plain;
charset="koi8-r"
Content-Transfer-Encoding: 7bit
Content-Disposition: inline
Message-Id: <200612151600.05273.fnn@starttelecom.ru>

path test

Nikolay N Fedotov
Information Security Officer
Start Telecom Inc. (Russia)

I[Tucvmo B apXuBe BXOJSIIEH MOYTHI nmojy4vareias:

From fnn@starttelecom.ru Fri Dec 15 16:00:43 2006

Return-Path: <fnn@starttelecom.ru>

Received: from aihs.fnn.ru (aihs-tun [10.5.0.1])
by home.fnn.ru (8.13.1/8.13.1) with ESMTP id kBFD0g7M018585
for <fnn@home.fnn>; Fri, 15 Dec 2006 16:00:42 +0300 (MSK)
(envelope-from fnn@starttelecom.ru)
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Received: from maill.wimax.ru (maill.wimax.ru [81.16.112.3])
by aihs.fnn.ru (8.13.3/8.13.3) with ESMTP id kBFDObU6010332
for <fnn@fnn.ru>; Fri, 15 Dec 2006 14:00:38 +0100 (CET)
(envelope-from fnn@starttelecom.ru)
Received: from [83.222.198.130] (account n.fedotov@starttelecom.ru
HELO fnn.starttelecom.ru)
by maill.wimax.ru (CommuniGate Pro SMTP 5.0.9)
with ESMTPSA id 952840 for fnn@fnn.ru; Fri, 15 Dec 2006 16:00:37
+0300
From: Nikolay Nikolaevich Fedotov <fnn@starttelecom.ru>
Organization: Start-Telecom
To: fnn@fnn.ru
Subject: Path test
Date: Fri, 15 Dec 2006 16:00:05 +0300
User-Agent: KMail/1.9.4
MIME-Version: 1.0
Content-Type: text/plain;
charset="koi8-r"
Content-Transfer-Encoding: 7bit
Content-Disposition: inline
Message-Id: <200612151600.05273.fnn@starttelecom.ru>

path test

Nikolay N Fedotov
Information Security Officer
Start Telecom Inc. (Russia)

JIOTOMIHBIT YUTATEb MOXET CAMOCTOSITEIbHO CPAaBHUTDH OTIIPaBJICHHOE
U TTIOJTyYeHHOE COOO0IIIeHEe U OTIpeNeIuTh, KaKue UMEHHO CIyXeOHbIe 3aro-
JIOBKM (KpoMe YITOMWHABIIMXCS MapUIpYTHBIX 3aroJloBKOB «Received») y
HUX OTiIMYaroTcd. Takke MOXHO CpaBHUTh YKa3aHHbIE B JlOTax M 3arojoB-
KaX MOMEHTHI BpeMEHU U CeJaTh U3 HUX BHIBOJIBI HE TOJBKO O «CKOPOCTU»
MUCchMa, HO M O pa3HUIlEe B TOKAa3aHUSIX YaCOB BCEX YUACTBYIOIIUX KOMITbIO-
TEpOB.

Kak BUmHO Mo WJUTIOCTpALUMSM, 10 MYTU K COOOIIEHUIO 100aBUIUCH TPU
MapUIpyTHBIX 3arojioBKa «Received» COOTBETCTBEHHO TpeM cepBepam
371eKTpoHHO# mouThl (MTA), 4yepe3 KOTOpHEIe COOOIIeHE MPOIII0. DTHU 3a-
TOJIOBKHM JO0ABIISIIOTCS CBEPXY, TO €CTh HUKHUM M3 HUX — MEPBHI, BEepXHUiA
— TIOCJIEIHUN.

BriBaer, 4To cepBep MOOABISET HE OAWH, a IBAa WM JaXe TPU 3arojioBKa,
eCJIM OH MPOU3BOAUT KAKYyH-TUOO JAOTOJHUTENbHYIO, «BHYTPEHHIO» 00pa-
OOTKY MJIX MIEPECHIIKY COOOIIEeHUS, HAIPUMEp, TIepelaeT ero Ha IPOBEPKY aH-
TUBUpPYCHOI mporpammMe. [IpuBeaemM B KauecTBe MpUMepa TaKoTo cliydasl 3aro-
JIOBKM JIPYTOTO COOOIIEHUS, TTOJyYeHHOTO aBTOPOM (TeJIO COOOIIEHUST HE TIPU-
BOJUTCS).
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From crackpotsaugur's@accion.org Wed Dec 13 02:25:42 2006
Return-Path: <crackpotsaugur's@accion.org>
Received: from aihs.fnn.ru (aihs-tun [10.5.0.1])
by home.fnn.ru (8.13.1/8.13.1) with ESMTP id kBCNPfIu006292
for <fnn@home.fnn>; Wed, 13 Dec 2006 02:25:41 +0300 (MSK)
(envelope-from crackpotsaugur's@accion.org)
Received: from msk-ml0-stOl.rtcomm.ru (msk-ml0-stOl.rtcomm.ru
[213.59.0.34])
by aihs.fnn.ru (8.13.3/8.13.3) with ESMTP id kBCNPb2X094397
for <nfnn@fnn.ru>; Wed, 13 Dec 2006 00:25:38 +0100 (CET)
(envelope-from crackpotsaugur's@accion.org)
Received: from msk-ml0-stOl.rtcomm.ru (localhost.rtcomm.ru
[127.0.0.1])
by msk-ml0-stO0l.rtcomm.ru (Postfix) with SMTP id D2E6669E19
for <nfnn@fnn.ru>; Wed, 13 Dec 2006 02:25:37 +0300 (MSK)
Received: from p54BESFBF.dip.t-dialin.net (p54BE5SFBF.dip.t-
dialin.net [84.190.95.191])
by msk-ml0-stO0l.rtcomm.ru (Postfix) with ESMTP id
EB48069ED9
for <nfnn@fnn.ru>; Wed, 13 Dec 2006 02:25:35 +0300 (MSK)
Received: from 12.15.162.211 (HELO smtp2.accion.org)
by fnn.ru with esmtp (7(6.6-74)?F/ 4.43)
id 58T.)?-.A-TUD-DX
for nfnn@fnn.ru; Thu, 1 Jan 1998 11:05:44 -0060
From: "Juana Deal" <crackpotsaugur's@accion.org>
To: <nfnn@fnn.ru>
Subject: [!! SPAM] It ready
Date: Thu, 1 Jan 1998 11:05:44 -0060
Message-ID: <01bdl6a5$34c829f0$6c822ecf@crackpotsaugur's>
MIME-Version: 1.0
Content-Type: text/plain;
charset="iso-8859-2"
Content-Transfer-Encoding: 7bit
X-Priority: 3 (Normal)
X-MSMail-Priority: Normal
X-Mailer: Microsoft Office Outlook, Build 11.0.5510
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2900.2905
Thread-Index: Aca6Q,IL*A82<@Y=XJD'59Q+16@.**==
X-SpamTest-Envelope-From: crackpotsaugur's@accion.org
X-SpamTest-Group-ID: 00000000
X-SpamTest-Info: Profiles 597 [Dec 12 2006]
X-SpamTest-Info: {Headers: Spam A269}
X-SpamTest-Method: headers plus
X-SpamTest-Rate: 100
X-SpamTest-Status: SPAM
X-SpamTest-Status-Extended: spam
X-SpamTest-Version: SMTP-Filter Version 3.0.0 [0255], KAS30/Release
X-Anti-Virus: Kaspersky Anti-Virus for MailServers 5.5.2/RELEASE,
bases: 12122006 #236282, status:
notchecked
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JIBa 3aroysioBKa «Received» OT OIHOTO U TOTO Xe cepBepa (2-if v 3-it cHU-
3y) 03HayawT, 4TO coobuleHue ObLIO 00paboTaHO B IBa ATama: cHayajga Mpu-
HSATO, TTIOTOM MPOBEPEHO aHTUBUPYCHO-aHTUCIAMOBOM MpOrpaMMoi M JUIIb
MoCJie 3TOTO OTOoCJaHO nanbiine. [Ipu ykazaHHO TTpoBepKe K CIyKeOHbIM 3a-
roJIOBKaM ObUIM NOOaBJIeHBbl €le HECKOJbKO 3aroj0BKOB, HaUMHAIOLIMUECS C
«X-SpamTest».

Moocro au dosepamp 3azoaoexam?

Bo3HuKkaeT pe3oHHBI BOMPOC: HACKOJBKO CJIOXHO (haibcuGULIUPOBATH
clyxkeOHble 3aroioBku nuchbMa? Hampumep, 4ToObl HampaBUTh CIEACTBUE 1O
JIOXKHOMY TIyTH.

IToHsATHO, UTO, MMeEsT MOCTYIT Ha 3aMKUCh K JIOT-(ailaaM 1 K apXuBY MTOYTHI,
MOXHO M3MEHUTH JItOObIe JaHHBIE. A YTO MOXHO (albcuGUuUUpoBaTh, He
nMesl TaKOTO JocTtymna?

3arojioBKM «From», «To», «Subject», «Date» M1 HEKOTOPbIE APyTHe TTPOC-
TaBISIOTCS KJIMEHTCKOU mporpammoit (MUA) oTnpaBuTensi U Tpu gajibHEl-
et nepegaye He uaMeHs0Tcs. [loaToMy OTIIpaBUTEH MOXET MX 3aTOJIHUTD
Mo coOCTBEHHOMY ycMOTpeHU0. Eciu KiaueHTcKas mporpaMmMa 3TOro caejiaTh
He TIO3BOJISIET, HAA0 MCIIOJb30BaTh APYIYI0 MpoOrpaMMy WU Aaxe O0OWTHCH
BOBce 0e3 Hee, COCTaBUB COOOIIeHWE B JIIOOOM TEeKCTOBOM pelaKTOpe U Iepe-
naB cepBepy uepe3 telnet. To ecTb 3arojoBkaM «From», «To», «Date» U
«Reply-To» DOBEPATH HEJIb34.

3arosoBok «Return-Path» NpPOCTaBISIETCS MPUHUMAIOIIMM CEPBEPOM
9JICKTPOHHOM TOYTHI, HO €ro COAEPKUMOE M3BJeKaeTCs] U3 KOMaHAbl «mail
from», KOTOPYIO OTAAeT KJIMEHTCKAs CTOpOHA BO BpeMs ceaHca cBsi3u (SMTP-
ceccun). COOTBETCTBEHHO, 3TOT 3aTr0JIOBOK TOXE MOXKET ObITh (hanbCcuUIIm-
poBaH.

3arojioBKM «Received» MPOCTaBISIOTCS MTPUHUMAIOIIUM cepBepoM. [1oa-
TOMY Tiepenatoliiasi CTOpoHa MOACTaBUTh B HUX MPOU3BOJIbHBIE JaHHBIE HE MO-
xeT. OnHako danbcrduKaTop MOXET MTOCTABUTH B MepegaBaeMoe COOOIIeHue
HECKOJIbKO TMOMJIOXHBIX «Received», Kak OyaTo cooOlleHUE YyXe paHee
MPOILILIO Yepe3 Hekue cepBepa. [Ipu mojiyueHUM cepBep He MPOBEPSIET COOTBE-
TCTBUS TOCJEAHET0 MapIIPYTHOTO 3arojioBKa «Received» U aapeca nepenaro-
1ero yajaa, MO3TOMY Takasi MmoaMeHa Bo3MoxHa. OmHako TMocjenyoliue
MapIIpPYTHBIE 3ar0JIOBKU OyIyT NOOABISITHCS YK€ BHE KOHTPOJIS hanbcuduka-
Topa. TakuM oO6pa3oM, MOXKHO JOBEPSITh TOMY 3aT0JIOBKY, KOTOPBI 100aBJieH
SIBHO HE3aBUCUMBIM, HE HaXOMSIIUMCSI MOA KOHTPOJIEM 3JI0yMBIILIEHHUKA
cepBepoM, a Takxke BceM rmocienyiomuM. [Ipouyne 3arojloBku «Received»
clIelyeT MPOBEPSATh, CBEPSISl UX C 3aMUCSAMU B JIOTaX COOTBETCTBYIOIIMX CEpBeE-
POB 3J1€KTPOHHOM TTOYTHI.

ITpumep MOATOXHOTO 3aTOJIOBKA MOXHO YBUIETh Ha MOCIEIHEN U3 UII-
JocTpauuii B npeabiayiem naparpade. [lepBoiit (camblit HUXHUI) 3aro-
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JTOBOK «Received: from 12.15.162.211 (HELO smtp2.accion.org) by
fon.ru...» IBHO MOAJOXHBINX, MOCKOJIBKY ITPOCTABJIEH OH OT UMEHU HeE-
CYLIECTBYIOIIEro cepBepa «fnn.ru» U3 JOMEHA, KOTOPBIA MPUHAMLJIECKUT
rmoJjiyyarear. DTO AOBOJBHO paclpoCTpaHEHHas yJIOBKa Ui pPacChUIKU
crama*.

Dopmam coobuenuil

Coo0111eHUS 3JeKTPOHHOM TMOYTHI UMEIOT MHOTOBApUAHTHBINM, HEOTHOK-
paTHO pacUIUPSBIIUIiCS GopMaT, KOTOPBIN OMpenensieTcs COOTBETCTBYIOIINM
ctangapToMm [31].

B kadecTBe MPUJIOXEHUI TOMYCTUMBI pa3TUYHbIe TUIBI JAHHBIX, B TOM
YHCJe TMPOU3BOJIbHBIE, OMHapHBIe. [Ipy OTIpaBKe U MOJyYeHUU COOOIIEeHMI
SJIEKTPOHHOM MOYTHl KJIMEHTCKUE MPOTPaMMBI CTapaloTCcsl KOOAUPOBATh U Je-
KOIUPOBaTh TaHHBIE 0€3 yJyacTus 1 BeJoMa MoJIb3oBaTes . XpaHsIIUiics B ap-
XUBE UCXOIHBIN TEKCT COOOIIEHUs (CM. IPUMEPHI BEIIIE) YaCTO COBCEM HE TT0-
XO0X Ha TO, YTO BUJHO B TTIOYTOBOM KJIMEHTE.

ConmepxXuMoe Tejla COOOIIeHUS U TIPHIIOKEHUH MOXET KOIUPOBAThCS HeC-
KoJbKUMU pasnuuHbeiMu criocobamu: UUENCODE, Base64, quoted-print-
able. OHO MOXeT OBITH B 0OBIYHOM, TeKcTOBOM ¢opmarte, B HTML-dopmare
WA B 000MX Cpasy.

B pamkax maHHO KHUTH HEBO3MOXKHO OMHKCATh BCET0 pa3HOOOpa3usl KOH-
TEeHTa 3JIEKTPOHHO MOYTHI, TO3TOMY OTOIIJIEM YMTATENS K COOTBETCTBYIOIIEH
murepatype [2, 23, 31].

Jloxymenmuposanue npoxoxcoenus cooouernui

B pamMkax mpeaBapuUTeIbHOTO CJIEICTBUS HEOOXOIMMO HE TOJBKO UCCIEN0-
BaTh 2JIEKTPOHHBIE CJIeNbl C 1eJIbI0 YCTAHOBJICHUS WCTUHBI, HO U JOOBIBAThH
MPUTOAHBIE TOKa3aTeIbCTBA. TO €CTh JOKYMEHTUPOBATh NEeCTBUS B TTOpPSIIKE,
ycraHoBiieHHOM YIIK.

[Ipennmonoxum, B paMKax paccjeloBaHUSI HEOOXOAMMO aoKa3aTh (hakT
HampaBJIEHUS COOOIIEHUS 3JEKTPOHHOM MOYTHI OT MTOJA03PEBAEMOrO K MOTEP-
neBieMy. Kakne mokasaTeabcTBa HEOOXOAMMO cOOpaTh MJISI 3TOTO M KaK MX
3aKpenuTh? ABTOD IMpeaiaraeT TpU BapuaHTa — HECTPOTHUIA, IPOMEXYTOUHbBIH
U CTPOTUM.

Jlepeeenckuii éapuanm

HDOH3BOI[I/ITC$I OCMOTpPp MJIM 3KCIIEPTHU3a KOMIIBIOTEpA OTIIPABUTCIIA. Hs
apxXxuBa OTIIPAaBJCHHBIX MU3BJICKACTCA, paclicyaTblBacTCAad U HDI/I06H_[aeTC5I K JIe-
JIy MHTepecylolilee HAC COOBIIeHHUE.

[Tpou3BOAMTCS OCMOTP MJIM BKCIIEPTH3a KOMIbloTepa moJydatess. U3 ap-
XMBa IMOJIYYCHHBIX U3BJICKACTCA, paCri€eyaTbIBacTCA N HDI/IO6H_[aeTCH K €1y UH-
Tepecyloliee Hac COOOIIeHHUE.
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O0a BbIllIeyKa3aHHBIX COOOIIIEHUS cpaBHUBAIOTCS. JIOJKHBI COBITACTh TEJIO
nmucbMa (BO3MOXKHO, C TOUHOCTBIO 0 KOAMPOBKK) M OCHOBHbIE CITy>KeOHbIE 3a-
rojioBku. M3 aTOro coBmaieHus nejaercsi BBIBOA O TOM, UYTO COOOIIEHUE pe-
aJIbHO OBLIO OTMPABIEHO U MOJYYEHO.

Ilposunyuaavnoti eapuanm

B nmormonHeHNe K KOTTUSAM COOOIIEHUs ¢ KOMITBIOTEPOB OTIPABUTENS U T10-
JIydaTeis K IeJTy MproOIaeTcs TakKe JOKYMEHT O JIOTax XOTsl OBl OHOTO cep-
Bepa 2ekTpoHHOU mouThl (MTA), yepe3 KOTOpHIii cOOOIIEHUE TPOILIO, —
IIPOTOKOJ OCMOTPa, 3aKJII0UeHUE IKCIIepTa WU, B KpailHeM cirydae, TUChbMeH-
HBIIf OTBET MpoBaiinepa Ha 3ampoc. CepBep MOKEH HAXOIUTHCS MO yIIpaBiie-
HHEeM He3aWHTEePEeCOBAaHHOTO JIWIIa, OOBIYHO 3TO OmepaTop cBs3W. JlaHHBIC U3
Jiora TOJKHBI KOPPEJIMPOBATh C 3aTOJIOBKAMU U3 TIOJyYeHHOTO COOOIICHUS.

Takum 06pa3oMm, B JTUIle HE3aBUCUMOTO CepBepa MOSBISETCS TPEThST «TOU-
Ka OMopbI».

Cmoauunwlii gapuanm

B nene moykHO MMETHCS HE MEHEe TpeX He3aBUCUMBIX IPYT OT Ipyra CBU-
NeTeJbCTB O TPOXOXACHUM MuUchbMa. Hampumep, KOMIIbIOTEDP OTIpaBUTENS,
KoMmIibloTep mosiyuatesist ¥ MTA nipoBaitnepa. JIn6o koMnbloTep mojaydaTesias u
MTA nByX «IIpOMeXYTOUYHBIX» TpoBaiiaepoB. Kaxmoe mokHO OBITH 3aKpeTr-
JIeHO 3KcrepTu3oit. EcrecTBeHHO, MaHHBIE TOJIKHBI KOPPEIUPOBATh.

Anonumnvie pemeiirepot

AHOHUMU3UPYIOIIME TPAH3UTHBIE CEpBEPa 3JEKTPOHHON MOYTHl — peMeli-
JIEPBI — NPpE€AHa3HAYCHBI JJI1 COKPbITUA OTHpaBI/ITCHCﬁ COO6H.[CHPII71, KOTOpPLbIC,
corylacHO Oo(UIIMAILHON ITOJIMTUKE 3TUX CEPBEPOB, «MOTYT OllacaThCs He3a-
KOHHBIX HpeCJ’[eI[OBaHVII‘/JI NJIN TTOJIUTUYECCKUX perGCCHVI». Paccmm(a cnaMa*
qyepes TaKou peMeﬁnep HCBO3MOXHAa — AJId 3TOTO IPECANTPUHATHI COOTBETCTBY-
IOIMEC TEXHNYECKUE MEPBI.

[Tonb3oBaTeinn OTIIPAaBJACT C006HICHI/IC Ha celuaJbHbIN agpec. PCMCﬁHCD
MmoJiyyaeT ero, pacindpoBbIBaeT, 00pabdaThiBacT MPeAyCMOTPEHHBIM 00pa3om
1 3aTEM OTChLJIa€T Ha aapecC, YKa3aHHBH7I IMOJIb30BAaTCJIEM B CHeHHaHBHOVI KO-
MaHI€ B TEJI€ MUCbMa.

DYHKIIMOHATBHOCTh M1 0COGEHHOCTU XOPOIIUX peMeIepOB Ha CETOMHSIIII-
HUMN JE€HDb TaKOBBHI.

® IIpUEM IMOYTHI TOJIBKO B 3aH_II/I(1)pOBaHHOM BUOEC (C CUJbHOM KpHUIITOIpa-
bueii);

® YIAJICHUEC BCEX 0€e3 NCKITIOUEHU S CJ'IY)K66HLIX 3aroJIOBKOB UCXOJHOTIO ITMChbMaA,

® YIAJICHUE BCEX APYIrUX I/I)IGHTI/I(bI/II_[I/Ipy}OH_[I/IX IIPU3HAKOB UCXOJHOTI'O ITMCbMa,;

® BO3MOXHOCTDH BCTABJATH IIPOU3BOJIbHBIC 3aTOJIOBKHU,

® BO3MOXHOCTH 3aJ1aBaTh ITPOU3BOJIBHYIO 3a€PXKKY B OTIIPABKE;

156

OnepamueHo-po3bICKHble MePOnpUAMUSL

BO3MOXHOCTh «XOJOCTBIX» MHUCEM;

BO3MOXHOCTb BBICTpanBaTh LIETIOYKU U3 peMEilIepoB;

rapaHTUM OTCYTCTBUS JIOTOB;

pacmoioXeHue peMeiiaepa B cTpaHe ¢ TubepalbHBIM 3aKOHOAATEIbCTBOM
ucnoab3zoBanne SMTP/TLS ¢ cooTBeTcTBYIOIIUMU cepTUDUKATAMU;
MmMchMa ¢ IPUIIOKEHUSAMU (aTTa4aMm);

WCIIOJIb30BaHue oTrnpaBuresieM oobiuHoro [10, 6e3 Kakux-1160o 1o0aBIeHUI;
BCTPOEHHBI aHTUBUPYC.

Kax mpaBuio, Bc€ B3aMMOICHCTBHE TTOJB30BaTENS C peMeiiepOM TPOU3-
BOJIMTCS MO 3JEKTPOHHOM MOYTE MPU MOMOIIM COObOIIeHUIA. Beb-caliThl ecTh
He Yy BCeX aHOHUMal3epoB, 00 HaJIWuKMe BeO-caliTa CHUXXKAeT aHOHUMHOCTb.

B ocHOBHOM peMeiiiepbl TOCTPOEHBI Ha TPOrPaMMHOM OOeCIIeueHUU ABYX
tunoB: «Cypherpunk» u «Mixmaster». O0a Koma SIBIASIOTCS OTKPBITHIMU IPO-
eKTaMU.

IToMMMO ONMMCAaHHBIX «KAHOHUUYECKUX» PEMEMIEPOB CYILIECTBYET BEJIUKOE
MHOXECTBO KOMMEPYECKHUX MPOEKTOB Ha OCHOBe TpompuetapHoro ITO mius
AHOHMMMU3ALUY OTTIPABKU 3JIEKTPOHHOM MOYTHI U IPYTHUX AECTBUIA MTOJh30Ba-
teneit. [lognmucka Ha TakKMe YCIYTH 0O0XOOMTCS MOJb30oBaTeio oT 2 mo 20 moi-
JnapoB exeMecsiuHo. Kak mpaBuio, TpeGyeTcsl yCTAHOBUTH Ha paboueil cTaH-
LIMU TTOJIb30BaTEIs MPOTpaMMHOe obecTieyeHre, KOTOPOe B3aUMOIEICTBYET C
cepBepoM U obecIieuynBaeT MPOKCUpoBaHe Tpaduka.

JIOBOJTbHO Y4acTO MOAOOHBIE CEPBUCHI TIPEACTABISIIOT COO0I 3aypsIHbBIA 06-
MaH MOTpeOuTeNeii, TO eCTh OHM KaK-TO paboTaroT, HO aHOHUMHOCTH He obecrie-
YUBaIOT. BiamesblieB TAKMX CEPBUCOB MOXHO MOHSITH. KoMy Xe 3axo4eTcs BBIT-
JISIIETh TIepel BIaCTIMHM COYYaCTHUKOM M YKPBIBATeIeM TEPPOPHUCTOB, XaKePOB,
CITaMepoB ¥ TTPOYUX MPaBOHAPYIIUTENE, 1a ellle 3a TAKKE CMEITHbIe JeHbI?

HcTopust 3HaeT HECKOJIbKO CJIy4YaeB, KOTIa BJIaAeabllbl aHOHUMU3UPYIO-
XX peMeiepoB, HECMOTPS Ha JOeKJapaluu 00 OTCYTCTBUHU JIOTOB, BCE XKe
MpenoCTaBJIsSIN BIacTIM cBeneHUs o0 IP-ampecax otmpasuteneit. B HekoTo-
PBIX CTpaHaXx MOMPOCTY 3alpelleHo He BECTH JIOTOB WU He COXPAHSTh UX B Te-
yeHUe MoJoXeHHOoTro BpeMeHu, HanpuMep, B CIIIA. B Takux ctpaHax HacTosi-
MU aHOHUMU3UPYIOIINIA peMeiiiep paboTaTh He MoxkeT. Ho Bo MHOTHX cTpa-
HaX 3aKOHOIATEJbCTBO MOBOJBHO JUOEPAIbHO M BIOJHE MO3BOJSIET MPEaOC-
TaBJISITh TOAOOHBIN CEPBUC U HE BECTH JIOTH.

HekoTopble aHOHMMU3UpYIOIIKE TMpoBaimepsl (Kak, BIpoYeM, U HHBIC
MpoBaiiepbl) CKIOHHBI COTPYAHNYATH C TPABOOXPAHUTEIbHBIMU OpraHaAaMU B
Jejie YCTAaHOBJIEHUsI IMYHOCTH CBOMX KJIMEHTOB, HEKOTOpbie — HeT. CKa3aThb
Harepel, MPeIOCTaBUT JM WHOOPMALMIO TOT WJIM WHOM oIepaTop CBSI3H,
Helb3s1. B omHUX cTpaHax omepaTopbl 00sI3aHBI 3TO IeJaTh U MOAJIeXaT HaKa-
3aHUIO B ciyyae O0TKa3a. B Ipyrux ctpaHax omepaTopbl TaKO 00sSI3aHHOCTU He
nmeloT. TeM He MeHee ObIBaeT Mo-pa3HoMYy. B mepBoM ciiydae Bce paBHO MOXK-
HO MOJIYYUTDb OT OTlepaTopa 0TKa3 Mo 0JaroBUIHBIM MPeIoroM. A BO BTOpPOM
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cJIydae oIepaTrop MOXET «CIaTh» CBOEr0 KJIMEHTa, KOTOPOMY 00€eIal aHOHUM-
HOCTh, 0COOEHHO €C/IM WH(MOPMALIMIO 3aIIPOCUT MECTHAS MTOJULINS, Y KOTOPOit
CBOM COOCTBEHHBIE pBhIYard BIMAHMA. Ha 94To MOXHO TBEPIO HAZEATHCI — TaK
5TO Ha TO, YTO OINEPATOP MPEKPATUT IPEAOCTaBIeHNE YCIyT KIUEHTY, 3aMe-
IaHHOMY B KPMMWHAJIBHONW IeATEIBHOCTHA, MOCKOJIBKY 3TO MOXKET OTpPHIIA-
TeJbHO CKa3aThCsl Ha CAMOM OIlepaTope.

VYcraHoBneHMe npuHagNeXXHoCcTy U pacnonoXxenusn IP-agpeca

ITodTH B KaXXIOM YTOJIOBHOM Jeje, CBA3aHHOM C ceTbio MHTepHET, IpUCy-
TCTBOBaJIa TaKad 3ajada: Mo u3BecTHoMy IP-amgpecy yCTaHOBUTH MCIOJIB3YIO-
A ero KOMIBIOTEP M MECTOITOJOKEHNE 3TOTO KOMITBIOTEPA.

Kax mpaBuito, 1eroyKa 10Ka3aTeJIbCTB BHITISAINT UMEHHO TaKUM 00pa3oM:

(npectynienue) — (IP-aapec) — (KomnbioTep) — (4eI0BEK)

ITpu moMouIM pa3MUIHBIX TEXHUYECKUX CpeAcTB pukcupyetcs [P-aapec, ¢
KOTOPOTO OCYILIECTBJISIACh KPpUMUHAJNbHAsI AeATEIbHOCTh. 3aTeM YCTaHABJIM-
BaeTCsl KOMITbIOTEP, KOTOPBIN MCIOJb30Ban naHHbI [P-aapec, dakt Takoro
WUCITOJIb30BAaHUS 3aKperIsgeTcsl 3KCIMEepTU30i. 3aTeM cleayeT A0Ka3aThb, YTO
5TUM KOMITBIOTEPOM B COOTBETCTBYIOIIEE BpeMsl YIIPaBJIsiI MOI03pEeBaEMbIii.

Bropast u3 ymoMsIHyTBIX 3aad — HaliTH KoMIbloTep 1o ero IP-anpecy — u
OyneT TpenMeToOM pacCMOTPEHUST B TaHHOM TiaBe.

Yuuxaavnocmo

IP-anpec sBaAsieTCS YHUKAIbHBIM WIEHTH(PUKATOPOM KOMIBIOTEPA UM MHOTO
ycTpoiicTBa B ceth UHTepHeT. DTO 3HAYUT, UYTO B Mpeaesiax Bceil TobaabHOI
KOMIMBIOTEPHOU CeTU B KaXIBIii MOMEHT BPEMEHM TOJbKO OJAMH-eIWHCTBEH-
HBIII KOMITBIOTEp MOXET MCIIOJb30BaTh omnpeneiaeHHbI IP-agpec. U3 aToro
MpaBHJIa UMEETCS LIEJTBbIA PSII MCKITIOUEHUIA:

@ NpUBaTHBIE®, NI TaK Ha3bIBaeMEbIe «cepble» IP-ampeca;

@ KOJUISKTUBHBIE, MJIM MyJIbTUKacTOBhIe (multicast) IP-agpeca;

® ceTeBbie U IMpoKoBelareabHble (broadcast) IP-anpeca;

@ He BbIIEJIEHHBIC WM He IPUCBOEHHBIE peTrcTpatopoM IP-ampeca;

e IP-anpeca, oTHOCSIIMECS K TEPPUTOPUATIBHO pacTipeae/IeHHBIM KJlacTepaM

KOMITBIOTEPOB.

Ecnu xe [P-agpec oTHOCUTCS K KaTEeropuu MyOIUYHBIX* (TaK Ha3bIBAEMbIX
«0eNbIX») aIpecoB, €ClIM OH MOJKHBIM 00pa3oM BbIIEJIeH OMHUM U3 perucTpa-
TOPOB, TO 3TOT afpec OyneT MapuIpyTusupoBaTbcs. To ects [P-mmaker, oTrnpaB-
JICHHBIN Ha 3TOT afapec U3 060t Toukn MHTepHeTa, HalIET CBOO Ledb. JTO
3HAYUT, YTO NaHHBIM [P-ampec — yHuUKambHBIM. M BO3MOXHO YCTAaHOBHUTH
KOMIIBIOTEP, KOTOPOMY TIpHHaIIeXuT 3ToT [P-aapec.
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ABasercs 1M TOT WA NHOM IP—a)Ipec YHUKaAJbHBIM, HC IIPUHAIJICXKUT JIX OH
K YIIOMAHYTBIM UCKITIOYEHHUAM — 3TO YCTAHABJIMUBACT CIICHHUAJIUCT NJIN SKCIICPT.

Pecucmpamoput

BrinenenueM u peructpauueii IP-anpecoB B UHTepHEeTe 3aHUMAIOTCS Op-
raHu3auuu, uMeHyemble peructparopamu [P-agpecos (IP Registry). OTo opra-
HU3aLUU, SBJSIOIIMEeCcS opraHaMu caMoyTipaBieHusi* UHTepHeTa.

Peructparopsl o6pa3yior TpexypoBHeByo uepapxuio: IANA — RIR — LIR.

Opranuzanusi IANA sBisieTcsl TJaBHBIM PEerucTpaTopoM, OHa BBIAEISIET
caMble KpyrHble 0710ku [P-agpecoB permoHajlbHBIM perucrparopaM M 0OJb-
UM OpTraHU3aLUSIM.

Pernonanshbix peructpatopoB (RIR) B HacTosiee Bpems nisite. Ot1o ARIN
(CeBepHast Amepuka), RIPE (Espona u LenTpanbHas Aszus), APNIC (A3ua-
Tcko-Tuxookeanckuit pernoH), LACNIC (Jlatunckass Amepuka), AfriNIC
(Adpuka). OHM BBIAEISAIOT KPYIHbIE U CpeHUE OJIOKU aapecoB MECTHBIM pe-
ructpatopam (LIR), a Takke Beayt 6a3y maHHBIX BhlnegeHHbIX [P-anpecoB u
MPEeAOCTABISIOT JOCTYIT K HEH.

IANA

[ ARIN ] [ RIPE ] [ APNIC ] [mémc] [ AfriNICJ

urR | LR ) LR LR
urR | LR | LR LR
LIR J LIR J LIR ]

Mectnbie peructpatopsl (LIR) Beigensitor menkue 6soku [P-agpecos orme-
paTopaM CBSI3U U ITOTPEOUTENSIM U PETUCTPUPYIOT UX B 6a3e JaHHBIX CBOETO pe-
TMOHaJIbHOTO perucTparopa. Kak mpaBuio, pojib MECTHOTO perucTparopa Mc-
MMOJTHSIET OMepaTop CBsA3U (MHTEpHET-TIpoBaiiaep). Takux perucTpaTopoB —
HECKOJIbKO THICSY.

Bce BeimeneHHBIe IP-ampeca perucTpupyiorcs B cliedajJbHON 0a3e maH-
HBIX, KOTOPYIO ToaaepXuBaeT peruoHanbHbIi peructpatop (RIR). CBenenus
M3 3TOM 6a3bl JTaHHBIX (3a UCKJIOUEHEM HEKOTOPBIX TMOJIeii) TOCTYIHBI JII000-
MY JIMILY TI0 TIpoToKoay Whois [22]. O0paTuThCcs K 3TOM 6a3e 1OCTaTOYHO MPOC-
to. [Ipn Hanuuum nocrymna B MHTepHeT Hamo HabpaTh B KOMaHAHOUW CTpPOKeE
«whois <ip-agpec>». Takagd KoMaHIa MMeeTCs B JIIOOON OomepallMOHHON
cucteme, kpome Windows. /s Tex, KoMy OHa HeIOCTyITHa WJIM HeymoOHa,
€CTbh MHOTOUYHCJIEHHbIE BeO-UHTEepGeliChl, TO €CTh BeO-CTpaHUILIbI, HA KOTOPBIX
MOXHO BBECTH 3arpaminBaeMbiii [P-agpec v mojgy4uTh OTBET U3 COOTBETCTBY-
fo11eit 6a3bl JTaHHBIX MIPU MOMOIIU Opay3epa.
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Yemanosaenue npunaoaencnocmu IP-adpeca uepes whois-xauenm

JaBaiiTe 1151 IpUMepa MOMpooyeM YCTAHOBUTh, TI¢ XXMBET B HACTOSIIIEE Bpe-
MsI U3BECTHBIN SKCTPEMUCTCKUI pecypc «KaBka3-1eHTp». OnpeneuM cOOTBET-
crBytomuii emy IP-aapec u cnpocum 06 atom IP-ampece perucrparopa RIPE.
KomaHnna «<host» pa3peiraet nomeHHoe uMs B [P-agpec, a mocnenytoniast KoMaH-
na «whois3» cBsA3bIBaeTCs ¢ Whois-cepBepoM YKa3aHHOTO perucTpaTropa, aeiaet
3ampoc K ero 6a3e JaHHBIX ¥ BEIBOIHMT Ha 9KPaH BCIO MOJYYEHHYIO MH(pOpMAIIUIO.

$>host www.kavkazcenter.com
www.kavkazcenter.com has address 88.80.5.42

$>whois3 -B 88.80.5.42
This is the RIPE Whois query server #1.
The objects are in RPSL format.

Note: the default output of the RIPE Whois server

is changed. Your tools may need to be adjusted. See
http://www.ripe.net/db/news/abuse-proposal-20050331.html
for more details.

Rights restricted by copyright.
See http://www.ripe.net/db/copyright.html

o°

Information related to '88.80.2.0 - 88.80.7.255"

inetnum: 88.80.2.0 - 88.80.7.255
netname: PRQ-NET-COLO
descr: prg Inet POP STH3
descr: Co-located customer servers
country: SE
admin-c: pPIN7-RIPE
tech-c: pIN7-RIPE
status: ASSIGNED PA
notify: registry-ripenotify@prq.se
mnt-by: MNT-PRQ
changed: registry-ripe@prqg.se 20051125
source: RIPE
role: prg Inet NOC
address: prg Inet
Box 1206
SE 11479 Stockholm
Sweden
phone: +46 (0)8 50003150
e-mail: noc@prq.se
e-mail: registry-ripe@prq.se
remarks: [ R N N NN
remarks: ! Abuse reports should ONLY be sent to abuse@prqg.se !
remarks: ! Do NOT call unless it's very urgent !
remarks: [ R N N N NN
admin-c: PW1115-RIPE
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admin-c: AC9661-RIPE

tech-c: PW1115-RIPE

tech-c: AC9661-RIPE

nic-hdl: pIN7-RIPE

mnt-by: MNT-PRQ

changed: registry-ripe@prqg.se 20040707
changed: registry-ripe@prqg.se 20050802
changed: registry-ripe@prg.se 20060308
changed: registry-ripe@prqg.se 20060324
changed: registry-ripe@prqg.se 20060508
source: RIPE

abuse-mailbox: abuse@prq.se

% Information related to '88.80.0.0/19AS33837"

route: 88.80.0.0/19

descr: prg Inet aggregated route
origin: AS33837

notify: registry-ripenotify@prq.se
mnt-by: MNT-PRQ

changed: registry-ripe@prqg.se 20051124
source: RIPE

M3 monydyeHHOTO OTBeTa ycMmaTpuBaeTcs, uTo auamnazoH I[P-ampecoB c
88.80.0.0 1o 88.80.31.255 BhIIEIEH MIBEACKOMY OIIEpaToOpy CBA3U «prq
Inet». M3 aToro amama3oHa MeHbIIMI Mmoanuana3oH ¢ 88.80.2.0 mo
88.80.7.255 ncIonb3yeTcsd Kak «Co-located customer servers», TO €CTb
IUTST KIIMEHTCKUX CEPBEPOB Ha KOJOKauuu*. B ux unciie 1 UHTEpeCcywuii Hac
88.80.5.42 (www.kavkazcenter.com).

«Cocensimu» noMeHa «www.kavkazcenter.com», TO €CTh JOMEHaMH,
uMewimuMu ToT Xe I[P-ampec, okazamuch, corjlacHO JaHHBIM mpoekta «IP
Neighbors Domain Check» [W06], cneayomiue:

kavkaz.org.uk

kavkaz.tv

kavkaz.uk.com

kavkazcenter.com

kavkazcenter.info

kavkazcenter.net

old.kavkazcenter.com

pda.kavkaz.tv

pda.kavkazcenter.com

wap.kavkaz.tv

M3 yero MoxxHO 3aKJIOYNTH, YTO HAa 3TOM CE€PBEPE XKUBYT TOJILKO ITPOCKTHI

OIHOTO KJIMEHTAa. DTO 3HAYUT, UTO CepPBEP — BBIACICHHBIN, MPUHAIIEXKUT K-
EHTY WJIM LIEJIMKOM apeHIyeTCsl UM Yy mpoBaiiaepa.
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Yemanosaenue npunaoaencrnocmu IP-adpeca uepes éeo-gpopmy

Tot Xe pe3yabTaT MOXHO MOJIYIUTh, CIeNaB 3ampoc yepe3 Be6-popmy Ha
BeO-caiite RIPE — EBpomeiickoro peructparopa IP-agpecoB uim kakoM-1160
IPYyroM BeO-caliTe, MMEIOIIEM aHAJOTUIHYIO (DYHKIIMIO.

Pa3znuna mexny mojgydeHHEM CIIpaBKU depe3 Whois-KiIneHT U BeO-hopMy
HeBennKa. MctouyHuk TOT Xe. [IpocTo Bo BTOpOM ciydae A00aBseTCs elle
OIMH TeXHUYECKUI TOCPEIHMUK B JINIIE YyKOro BebO-caiiTa.

1 Quary 1he RIPE Database - Merilla Firefsn

| ey the BIPE Ditabine o

T — e —

(G (L rerve [ PR Al P HCE | Contact | Someh | Shamip

RIPE
—=NCC

RIPE Datshase

Query the RIFE Database

Search e BHIE L

3anpoc
whois-cepeepa
uepes geb-popmy

Koppexmnocmo

MoXXHO 1 1OBEPSITh JAHHBIM, MOJYYEHHBIM TaKUM criocoboM? OOsI3aHHOCTH
110 BHECEHUI0, UBMEHEHUIO U YIAJIEHUIO 3aMuceil iexkaT Ha MeCTHBIX perucTpaTo-
pax (LIR). Ho 3a ucrnonHeHneM 3Tux 00s13aHHOCTEI CTpOro He cieasar. MecTHbI
perucTpaTop MoXeT HECBOEBPEMEHHO OOHOBUTH 3alTUCh UJIN K€, YTOOBI 00JIETYUTh
cebe paboTy, 3aperucTpMpoBaTh OJTHOM 3alMMChIO0 JUAMa30H apecoB, BbIACIEHHbIX
HECKOJIbKUM pa3HbIM KianeHTaM. Kpome Toro, manHble o mmonb3oBaressix [P-agpe-
COB 3aHOCSTCSI, KaK MPaBUJIO, CO CJIOB KJIMEeHTa, 0e3 Ho/kHOM Bepudukanuu. Bee
9TO MPUBOIUT K TOMY, UTO CPelU 3aruceil yKazaHHOH 0a3bl JaHHBIX BCTPEUAIOTCS
HEBEPHbIE — YCTAPEBIIIME UJIU C HETMIOJIHBIMU, HEKOPPEKTHBIMM CBEICHUSIMU.

IMToaTomMy Bceliesio MOBepATh TAKUM CBeleHUSIM He cienyer. Kak mpasuio,
cBeneHus o MmectHoM peructparope (LIR) — BepHbIie, mockonbky LIR sBnsiercst
YyjJeHoM peruoHanbHoTo peructparopa (RIR), mmeer ¢ HUM moroBop, MJIaTUT
YJIEHCKHE B3HOCHI, TIOCTOSIHHO B3auMoJeiicTByeT. A cBeneHus o kiueHTe LIR'a,
HEToCpeICTBEHHOM MoJib3oBatese [P, monnexar nanpHeinei mpoBepke.

TIpaccuposra IP-adpeca

Takxe HEKOTOPYIO IMTOMOIIb B YCTAHOBJIEHUU MECTOITOJIOXEHUS U TIPUHA/I -
nexHoctn [P-ampeca moxkeT okaszaTh INporpamMma «traceroute», KoTopas
MMeEeTCs B COCTaBe JII000I olepallMOHHOI cucTeMHbl, gaxe Windows.
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IMpuHUMIT AeWCTBUST 9TON MporpaMMbl TakoB. C KOMIbIOTepa UCCIeT0Ba-
Tenst ucnyckawTes [P-nmakeTol, anpecoBaHHble Ha ueneBoit [P-anpec. O0b1YHO
9T0 MakeThl nmpoTokoja UDP, Ho MoXHO ncnoib30oBaTh U J0060i apyroii. [1o-
sie TTL kaxmoro MCIylIeHHOTO MakeTa BbICTABJSIETCS MOCE0BaTEIbHO paB-
HbIM 1, 2, 3 1 TaK ganee. DTo MoJjie MpeaHA3HAYEHO IJIs UCKIIOUEHUS Teper-
PY3KM KaHaJlOB Ha ciiydyaii oOpa3oBaHMs TeTeJb MapUIpyTu3aluu, TO €CTh
3aMKHYTBIX MapupyToB. [Ipy NMpoxoxXaeHUM KaXIOro MaplipyTu3aTopa
(MapupyTu3upytomiero ycrpoiicrsa) nmoje TTL yMeHblIaeTcss Ha enuMHUILY.
IIpu noctrmxenuu 3HauyeHus 0 aTot IP-maket cOpaceiBaeTcsI, a B agpec OTIpa-
BUTEJISI TIOCBLIAETCSI CIelMaJbHOE YBEAOMJIEHME — COOOIIEHUE TPOTOKOJa
ICMP [80], Tun 11, kox 0. CnenoBaTtenbHo, makeT ¢ TTL=1 OyzaeT copolieH Ha
TEPBOM MapllIpyTH3aTope Io MyTu ciaeaoBaHus, naker ¢ TTL=2 — Ha BTopom
MaplpyTu3aTope u tak gajiee. [1To oopatHoMy agpecy nmpuHsTbhix ICMP-make-
TOB KOMMBIOTEP MCCIeI0BaTEsl YCTaHABIMBAET, Yepe3 KaKue y3Jbl MpoJjeraet
MapIIpyT A0 1IeJeBOT0 KOMIIbIOTEPa.

Bot npumep paboThl mporpamMmbl «traceroute». [lonpodyem c¢ ee mo-
MOIIbIO OMpPEAETUTD, IIe pacrojiaraeTcs cepBep www.microsoft.com.

$>traceroute www.microsoft.com
traceroute: Warning: www.microsoft.com has multiple addresses; using
207.46.18.30
traceroute to lbl.www.ms.akadns.net (207.46.18.30), 64 hops max, 40
byte packets

1 gw.mkfinance.ru (10.0.4.61) 0.264 ms 0.238 ms 0.281 ms

2 D1-MCH-gi0-2.80.rusmedia.net (83.222.194.1) 63.927 ms 48.689
ms *

3 C1-M9-gil-3-0.3.rusmedia.net (212.69.98.229) 26.845 ms 48.375
ms 21.793 ms

4 msk-dsr5-v1305.rt-comm.ru (195.161.4.153) 36.798 ms 64.589 ms
79.828 ms

5 195.50.92.1 (195.50.92.1) 111.559 ms 125.433 ms 123.118 ms

6 ae-0-56.bbr2.Londonl.Level3.net (4.68.116.162) 93.407 ms ae-0-
52.bbr2.Londonl.Level3.net (4.68.116.34) 200.311 ms 100.872 ms

7 as-0-0.bbrl.SanJosel.Level3.net (64.159.1.133) 253.125 ms ae-0-
0.bbr2.SanJosel.Level3.net (64.159.1.130) 258.511 ms as-0-
0.bbrl.SanJosel.Level3.net (64.159.1.133) 445.133 ms

8 ge-4-0-0-56.garl.SanJosel.Level3.net (4.68.123.162) 248.892 ms
ge-2-0-0-51.garl.SanJosel.Level3.net (4.68.123.2) 348.158 ms ge-4-
0-0-52.garl.SanJdJosel.Level3.net (4.68.123.34) 318.136 ms

9 MICROSOFT-C.garl.SanJosel.Level3.net (209.245.144.110) 229.556
ms 338.955 ms 234.984 ms

10 ge-7-3-0-45.sjc-64cb-1b.ntwk.msn.net (207.46.45.35) 289.415 ms
253.833 ms 245.386 ms

11 ten9-2.bay-76c-lb.ntwk.msn.net (207.46.37.166) 253.875 ms
383.844 ms 355.371 ms

12 ten8-3.bay-76c-ld.ntwk.msn.net (64.4.63.2) 310.604 ms 245.782
ms 273.315 ms

13 po33.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.90) 245.387 ms
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260.270 ms 257.520 ms

14 * po33.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.90) 297.405 ms !X *
15 po33.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.90) 251.177 ms !X *
440.829 ms !X

Kak BuauM, makeTsl IIJIA Yepe3 Y3/Ibl MpoBaiifepa «rusmedia.net>» (Iaru
2 u 3), 3aTeM yepe3 «rt-comm.ru» (mar 4), MoToM yepe3 «level3.net» (6-9).
Ha nmeBsitoMm mare makeT, OUeBUIHO, Tiepelies B ceTb «MalkpocodT», TOTOMY
YTO COOTBETCTBYIOIINI MapIIPyTU3aTOP UMEET B CBOEM MMEHHU «microsoft», xo-
TsI 3TO UMs B foMeHe «level3.net». Bce mpoune maru — BHyTpU KOPIOPaTUBHOMN
cetTu Maiikpocodra (msn.net). B uMeHax TpaH3UTHBIX MapUIPyTU3aTOPOB MBbI
MOXEeM 3aMeTUTh Ha3BaHusi «msk» (Mocksa), «london» (JIoHZOH) «sanjose»
(Can-Xoce) — 3TO AaeT MpeacTaBjieHUe 00 UX (PU3MIECKOM DPACTOJIOXKEHUH.
duHaNBHBIN cepBep, CKOpee BCero, Toxe cTout B ropoae Can-Xoce.

IMompobyeM TpaccupoBaTh TOT Xe cepBep U3 Apyroro Mecta MHTepHeTa.

fnn@home$>traceroute 207.46.18.30
traceroute to 207.46.18.30 (207.46.18.30), 64 hops max, 40 byte
packets

1 aihs-tun (10.5.0.1) 81.374 ms 77.511 ms 117.574 ms

2 bg-aihs.net (80.94.80.1) 101.864 ms 106.277 ms 63.229 ms

3 v283.mpd0l.fra03.atlas.cogentco.com (149.6.81.37) 227.850 ms
267.295 ms 221.259 ms

4 t13-0-0.corell.fra03.atlas.cogentco.com (130.117.1.221) 93.270
ms 113.874 ms 88.356 ms

5 t4-3.mpd0l.fral03.atlas.cogentco.com (130.117.0.246) 180.930 ms
188.143 ms 179.462 ms

6 t4-1.mpd0l.par02.atlas.cogentco.com (130.117.2.14) 183.689 ms
176.424 ms 167.548 ms

7 t2-2.mpd02.par0l.atlas.cogentco.com (130.117.2.81) 175.570 ms
170.390 ms 178.438 ms

8 g5-1.mpd0l.par0l.atlas.cogentco.com (130.117.2.49) 205.371 ms
190.409 ms 170.393 ms

9 pl4-0.corel0l.jfk02.atlas.cogentco.com (130.117.1.245) 158.309
ms 164.527 ms 164.132 ms
10 p4-0.corel02.dcall.atlas.cogentco.com (66.28.4.81) 163.937 ms
167.115 ms 167.780 ms
11 t4-3.mpd0l.dcall.atlas.cogentco.com (154.54.5.57) 171.609 ms
174.707 ms 187.524 ms
12 wv3498.mpd0l1l.dcal2.atlas.cogentco.com (154.54.7.6) 173.299 ms
172.891 ms 180.584 ms
13 t2-2.mpd0l.iad0l.atlas.cogentco.com (154.54.1.78) 174.717 ms
176.820 ms 244.616 ms
14 ge5-l.edgel.ashl.us.msn.net (154.54.10.102) 167.459 ms 181.929
ms 181.873 ms
15 207.46.47.92 (207.46.47.92) 179.655 ms 170.900 ms 202.355 ms
16 so0-6-0-0-0.pao-64cb-la.ntwk.msn.net (207.46.33.61) 242.773 ms
303.281 ms 326.135 ms
17 * ten9-2.bay-76c-lc.ntwk.msn.net (207.46.37.161) 272.496 ms
259.461 ms
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18 po34.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.98) 247.020 ms
250.746 ms 291.349 ms

19 po34.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.98) 339.056 ms !X *
242.941 ms !X

fnn@home$ >

ITyte maketoB mpoJjieraer depe3 mpoBaiimepa «Cogent Communications,
Inc.» (cogentco.com), OTKyIa HEMOCPEACTBEHHO MEPEXOAUT B KOPIIOPATUB-
HyI0 ceTb «Maiikpocodra» (msn.net).

Kpome IP-ampecoB ycTaHOBIEHHBIX B X0JIe TPACCUPOBKH y3JIOB YKa3aHBI CO-
OTBETCTBYIOIIME UM IOMeHHBIe MMeHa. Cpeau oIepaTopoB CBSI3U TMPHHSITO
Ha3HayaTh MapUIpyTU3aTOpaM NTOMEHHbIE UMeHa, FOBOPSINNE 00 MX TpUHAI-
JIEXXHOCTH M TeorpadriyecKoM pacmoioxeHuu. [1o3ToMy MOXHO TIpUOIU3H-
TEJILHO CYAUTh O MECTOITOJIOKEHUHN U TIOAKIIOUEHUU 1ieJIeBOro aapeca. B moka-
3aHHOM TIpUMEpPe B UMEHaX MapIIpyTU3aTOPOB Mbl BUIMM METKU TOPOIOB: «fra»
(®pankdypr-Ha-MaitHe), «par> (ITapux), «jfk» (Hpio-Mopk), «dca» (Bammu-
HITOH), «iad» (BawmuHrron), «ash» (3mbypH), «pao» ([1ano-Anpro). DT MeT-
KH-a606peBUATYPHI B3ATHI U3 KOJOB a3POTOPTOB COOTBETCTBYIOIINX FOPOJOB.

HMHorma noje3Ho TpaccupoBaTh HCKOMBII ampec 13 pa3HbIX ToueK CeTH, Kak Obl
C Pa3HBIX CTOPOH, YTOOBI TOJYYUTh O0JIee HaleXKHbIe CBeIeHHS. [IJIsl 3TOro MOXKHO
BOCITOJIb30BaThCsl MHOTOUYMCIIEHHBIMU ITyOJUUHBIMU cepBucamm «looking glass»,
KOTOpBIE YCTAHOBJIEHBI Y pa3HBIX TIPOBAIEpOB U JOCTYITHEI Yepe3 BeO-(POPMBI.

ITomipoGyeM TpaccUpoBaTh TOT Xe aApec U3 TPeThedl TOYKU MPU MOMOIIHN
TaKOTO MHCTPYMEHTA.

'_\':d';-— | Teliasonora Looking Glaes = tracerouto 207,46, 18,30- Moxlla Firefox ] . _E'ul'jx:'
File Edit view Higtory Bookmarks Tools Help

i 9 http:/flookingglass.telia.net/cgi-bin/ig.cgl?query=tracesprotoc = | (Gl
| Ll Graph,.. ® All-lP i Kpumm...  [iFlorida.. [JIACIS ... (iBasic.. MENSTL.. Tloopym.. | & Teli.. G -

=l

TeliaSonera Looking Glass - traceroute 207.46.18.30

Router: Amsterdam
Command: traceroute 207.46.18.30

a

Tracing the route to wwwbaytest5.microsoft.com (287.46.18.30)

1 adm-bbl-posl-8-8-8.telia.net (213.248.72.137) @ msec

adm-bbl-link.telia.net (86.91.249.217) @ msec

adm-bbl-link.telia.net (86.91.249.225) @ msec

ldn-bb2-pos7-2-8.telia.net (213.248.65.157) 8 msec B msec B msec

nyk-bbl-pose-2-8.telia.net (213.248.65.96) 88 msec 76 msec 88 msec

chi-bbl-pos7-8-8-8.telia.net (213.248.80.73) [MPLS: Label 352001 Exp 6] 100 msec 188 msec 120 msec
dls-bbl-pos6-0-8.telia.net (213.248.80.149) [HMPLS: Label 171696 Exp @] 124 msec 128 msec 124 msec
las-bbl-link.telia.net (213.248.80.13) [MPLS: Label 277868 Exp 8] 152 msec 156 msec 152 msec
sjo-bl-link.telia.net (213.248.88.18) 172 msec 168 msec 156 msec

microsoft-118312-sjo-bb (213.248.86.70) 156 msec 156 msec 160 msec
ge-6-3-8-44.5jc-64ch-1a.ntwk.msn.net [207.46.44,98) [AS B875] 152 msec 152 msec 152 msec

18 ten9-1.bay-76c-1a.ntwk.msn.net (207.46.37.158) [AS 8075] 156 msec 160 msec 156 msec

11 tenB-3.bay-76c-lc.ntwk.msn.net (64.4.25.46) [AS BO75] 168 msec 156 msec 168 msec

12 po34.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.98) [AS BB75] 156 msec 156 msec 168 msec

13 po34.bay-6nf-mcs-3b.ntwk.msn.net (64.4.63.98) [AS BOTS] 1A * 1A

LR

w

Please email questions or comments to peter cohenfatAeliasonera com.

J Done

Beb-unmepdeiic 0as mpaccuposku adpeca c y3ara npogaiidepa («looking glass»)
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[Tyt makera ob6o3HavyaeTcs Konamu: adm (Amcrepnam), ldn (JlongoH), nyk
(Hpio-Mopxk), chi (Yukaro), dls (Jasmrac), las (JToc-AHmxenec), sjo (CaH-Xoce).

B atom cnyuae cetu «Tenun» u «MaiikpocodTa», OUeBUIHO, CTHIKYIOTCS B
CaH-Xoce (Kof «Sjo», cM. 1maru 7-8).

Y kaxmoro mpoBalifiepa CBOM MPUHIIUIIBI HANMEHOBAHUS MaplIpyTH3aTO-
POB M CBOM YCIIOBHBIe 0003HaueHUs. TeM He MeHee BCe CTaparoTCs MpUIepKu-
BaThCsI ONpeNeeHHBIX IIPaBIJI Y MCITOJIb30BaTh MOHITHBIE MHEMOHUKY [W25].
B ciiygae HesICHOCTM MOXXHO MOMPOO0OBATh MOCMOTPeTh Whois-3amuch 11t co-
oTBeTcTBYIomero IP-aapeca, B Heil TakxkKe MOXHO HaliTM yKa3aHUe Ha Teorpa-
duueckoe pacrnonoxkeHue.

VisualRoute 8.0a
Fle Edit WView Options Tools Help

Addiess [Ptp-//wwew visushoute el =b IP Addvesses| 194 24261 52 - HE&®RE

Report for www.visualroute.it [194.242.61.52]

5w azhinglon

S6Lot|IF Address |Node Name

8 20924411 6-0-0.edge D [-05:110 Level 3 Communi

9 209244 215|sl-st20-ash. spi|- 16 Level 3 Communi

10 144.232 20. |sl-bb22-rly-14-| Elkridge, MD, L|-05:|18 Sprint SPRINT-INI

1" 144.232.19.|s1-0b21-msg-1|k M|-05:]16 ) Sprint SPRINT-INI

12 144 232 19.{s)-bb20-cop-14|Copenhagen, [|+01{99 [} Sprint SPRINT-INI

13 B0.77 64 34 |sl-bb21-cop-1E[Copenhagen, [|+01(112 | & Sprintlink DK

14 213,206.12€|sl-bb21-ham-1[- 119 |4+~ Sprintlink UK

15 213.206.12¢|sH-bb20-4ra-13-|- 105 [} UK

16 213.206.12¢|s1-bb21-mil-13 [Milan, laly +01[113 1 Sprintink UK

17 217 147 12£|sl-gw10-mil-15(Milan, laly +01[113 Sprintlink IT

18 217.147.12¢[sle-edis0-2-0.¢|- 193 | +——SprintinkIT | Bu3zyanvhuii
19 62.94.0.129 |f8-1-0.rm1.eec +01}130 fL Edisontel S.p.A

20 (10 |62.94.46.38 |inet.cp.edisont| M +01]143 { |Edisontel SpA mpaccupoemuk’
21 194.185.46. |srp4-0.milano1|Milan, taly +01|164 INET Sp.A

22 194,185,465, |fe0-0.milano1-+|Milan, italy +01]194 k— INET S.pA - IP—aapeca

Onepam/m IO aHaJIN3y pe3yJIbTaTOB TPAaCCUPOBKU IP—aﬂpeca, X COIMOCTaB-
JICHUIO C rcorpadmeﬁ YaCTUYHO MOJAalTCs aBToMaru3aiuu. EcTb HECKOIbKO
nporpamMm, KOTOPLIEC C 0OJIbIIMM WJIU MEHBIIUM YCIIEexXomM I/IHCHTI/I(bI/IHI/Ipy}OT
IIPOMECXKYTOYHBIC Y3JIbl B TPACCUPOBKE.

K COXaJICHUIO, HEJIb3sd ITOJTHOCTbBIO NOBEPATH TOMCHHBIM UMC€HAM Y3JI0B,
KOTOpBIE OIPEHEATCI NMPOTrPaMMONl «traceroute». Cnenutb 3a Koppe-
KTHOCTbIO 3TUX UMEH ITpOoBaliepbl HE 006s13aHbI. Tak 4TO pe3yabTaThl Tpac-
CUPOBKMH MOTYT CIYXUTb JUIIb KOCBCHHbBIM YKa3aHHMEM Ha MECTOIIOJIOXKE-
HHNEC KOMIIBIOTEpPA.

166

Onepamueno-po3bICKHbIe MEPONPUAMUS

Kpome Toro, «traceroute», paboTrasi UICKJIIOUYUTEIbHO Ha 3-M (CETEBOM)
ypoBHe, He BuAUT TyHHeau, VPN, MPLS 1 HekoTOpble MHBIE 0COOEHHOCTU
OopraHu3alluy ceTy. B KauecTBe MILTIOCTpAllMK YUTATEIIO TIpeaiaraeTcsl CaMmocC-
TOSITEJILHO ITOIIPOOOBAThH OIPEASIUTDL IMPU ITOMOIINA TPACCUPOBKU reorpadu-
YeCKOe MeCTOITOJIOXKEHHE JOMAIIHETO KOMITbloTEpa aBTopa «home . fnn. ru».

Heyaoeumvuii IP

ITpuBeneMm elle OOMH UHTEPECHBIN TpUMeEp. DTO «30MOM-XOCTUHT», TO €CTh
cofepkaHue MyGJIUYHBIX CETEBBIX PECYPCOB HE Ha cepBepax, a Ha KOMITbIOTe-
pax 3oM0u-cetu® (6oTHeTa). 30MOMpPOBAaHHBIE KJIIMEHTCKIE KOMIIBIOTEPHI MC-
MOJB3YIOTCSI KaK B KadecTBe BeO-cepBepoB, TaK M B KadectBe DNS-cepBepoB
IJISI COOTBETCTBYIONIEro foMeHa [23]. 30MOM-cepBep KUBET HEOOJITO — OT HeC-
KOJBKHMX YacOB IO HECKOJbKUX OHel. OmHako ux MHOTO. [ToaTOMy MOXHO
MOAEPKUBATh MOCTOSTHHYIO JOCTYITHOCTD.

Huke mpuBoAsiTCS pe3yiabTaThl MPOJACIAaHHOTO aBTOPOM B3KCIepuUMeHTa. B
JINCTUHTE TTOKa3aHbl Pe3yJbTaThl 3alIPOCOB OTHOCHUTENBbHO NS-cepBepoB u IP-
azpeca IJig TOMEHHOTO MMeHU «send-safe.com», 3To Be6G-caliT MIMPOKO MU3BECT-
HOTO B Y3KUX Kpyrax MpOU3BOIUTEIST IPOrPAMMHOTO 00eCITeueHUS ATl pacChLI-
ku criama*. Cnenaem Heckobko DNS-3anmpocoB ¢ MHTEpPBAJIOM B MSITh MUHYT:

fnn@home$>host -t ns send-safe.com
send-safe.com name server ns3.safednet.net.
send-safe.com name server ns4.safednet.net.
send-safe.com name server nsl.safednet.net.
send-safe.com name server ns2.safednet.net.
fnn@home$>host -t ns send-safe.com
send-safe.com name server nsl.london2portal.com.
send-safe.com name server ns2.london2portal.com.
fnn@home$>host send-safe.com

send-safe.com has address 89.36.47.10
send-safe.com has address 89.78.70.224
send-safe.com has address 68.37.246.232
send-safe.com has address 69.155.132.152
send-safe.com has address 71.155.241.20
fnn@home$>host send-safe.com

send-safe.com has address 86.20.204.169
send-safe.com has address 213.85.5.23
send-safe.com has address 66.61.23.171
send-safe.com has address 81.106.163.50
send-safe.com has address 82.138.37.213
fnn@home$>host send-safe.com

send-safe.com has address 24.9.184.225
send-safe.com has address 71.60.68.225
send-safe.com has address 71.155.241.20
send-safe.com has address 212.1.227.1
send-safe.com has address 217.173.174.237
fnn@home$>host send-safe.com

send-safe.com has address 24.9.184.225
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send-safe.com has address 71.60.68.225
send-safe.com has address 82.246.189.246
send-safe.com has address 87.240.24.61
send-safe.com has address 212.1.227.1
fnn@home$>host send-safe.com
send-safe.com has address 66.61.23.171
send-safe.com has address 71.155.241.20
send-safe.com has address 82.138.37.213
send-safe.com has address 86.20.204.169
send-safe.com has address 213.85.5.23

Kax BugHo, NS-cepBepa 10BOJILHO YacTo MeHsoTCsl. MeHsttorest u [P-anpe-
ca BeG-caliTa, MpUYeM B KaXXIbIii MOMEHT UX TOCTYITHO HECKOIbKO. To ecTh Be6-
caiitT u ob6ciayxuBamomue ero DNS-cepBepa paccpemoTOYeHBI M ITOCTOSTHHO
MurpupyioT. Ecin HayaTh HABOAWTD CIIPAaBKU O MPUHAIJIEKHOCTH U reorpadu-
YeCKOM IOJIOXKEHUM BCeX BBISIBIEHHBIX IP-ampecoB, To oKaxeTcs, YTO OHU paB-
HOMepHO pa3bpocaHbl Mo Bcemy MHTepHeTy. Ha camom nesie 310 aapeca 30MOu-
POBaHHBIX KOMITBIOTEPOB, TIPUTOIHBIX IS pa3MelleHus Be6-caiiToB. To ecThb
BeO-caiiT KaK Obl «pazMa3aH» Mo 00JIbIlIoi 30MOU-ceTu*. biarogapst Takoit Tex-
HOJIOTUM BeO-caliT «send-safe.com» BUIEH MOJb30BATENSIM C OYEHb BHICOKOU
BEPOSTHOCTBIO, OMHAKO MPEKPATUTh €T0 PabOTy BeCbMa 3aTPYIHUTEILHO.

3a¢UKCUPOBATh MOJIOKEHNE TAKOTO caiiTa HEBO3MOXHO, OOHAPYXKUTh €ro
BJIafieJiblla JTOBOJBHO TPYIHO, MOKa3aTh (haKT yHpaBIeHUS] TaKUM CANTOM-
MPU3PaKOM TOXe HEeJIETKO.

OnucaHHas TEXHOJOTUs MPUMEHSIETCS TOBOJLHO peako. [lomaBisioinee
ke OOJBIIMHCTBO BeO-CcaliTOB XXUBYT Ha (pukcupoBaHHBIX [P-ampecax, omepa-
TOPHI-BJIAAEbIIBI KOTOPBIX 3HAIOT €CJIM He O JIMYHOCTU BJajeiblia caiiTa, To,
o KpaliHell Mepe, 0 caMOM (aKTe pa3MelleHMsI.

IIpocmpancmeo u epems

IP-agpeca MOTYT TepeXOaUTh OT OJHOTO MOJb30BaTeNsd K Apyromy. Heko-
TOpBIE U3 HUX BBIACISIOTCS Ha TTIOCTOSIHHOM OCHOBE — OHU UMEHYIOTCST CTaTH-
yeckuMu. JIpyrue xe IP-ampeca BBIOEISIOTCS TOJIbKO Ha KOHKPETHBIM CeaHC
CBSI3M M Ha3bIBalOTCS IMHaMuuecKUMU. g cratudyeckux IP-agpecos mepuon
KU3HU UCUMCIISIETCST MeCSILaMK M TOfaMU, a IJId TMHAMUYECKUX — MUHYTaMMU.

B 3amucsx mis Tex auanaszoHoB IP-aapecoB, KOTopble MCITOJNB3YIOTCS st
JTWHAMUAYECKOTO BBIZeJIeHUsI, OOBIYHO 3TO yKa3bIBaeTcsl. TaM MOXHO YBUIETh
cioBa «dynamic», «dialup» nim «NAT».

B 06oux ciydasix mpu yCTaHOBJICHUM MpUHaMIexXHOCTH IP-anpecos cieny-
eT YYUTHIBATH MOMEHT BPEMEHM, 110 COCTOSIHUIO Ha KOTOPBI Mbl XOTUM yCTa-
HOBUTH MOJIb30BaTesI 3TOTO aapeca. st nmHamndyeckux IP-agpecoB aToT Mo-
MEHT HaJI0 YKa3bIBaThb C TOYHOCTBIO IO CEKYHIBI, TOCKOIbKY OBIBAIOT COBCEM
KOPOTKHUE CeaHCHl cBA3U. KpoMe BpeMeHHM CJeAyeT yKa3aThb 4acOBOW TOSIC U
BO3MOXHYIO IMTOTPEITHOCTD YaCOB, TT0 KOTOPHIM (PMKCUPOBATIOCH BPEMSI.
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Jlokymenmupoeanue

JIs1st yroJloBHOTO fieyia, CKopee BCero, 0yneT HeloCTaTOYHO MPOCTOM pacrie-
yaTKu oTBeTa Whois-cepBepa. [TomyduTs ke opUIIMAILHYIO CIIPpaBKy OT €BpPO-
nerickoro peruoHanbHoro peructpatropa RIPE 6yner Becbma 3aTpyiHUTENBHO,
MOCKOJIBKY oduc ero Haxoautcss B Amcrepaame. Oduchl Apyrux pernoHaib-
HBIX PETUCTPATOPOB — €llle Jablile.

HrbiHemHss mpakTuKa npeaycMaTpuBaeT JIBa CIoco0a TOKYMEHTUPOBaHUSI
oTBeTa whois-cepBepa. I[lepBblil BapuaHT: pacrie4yaTka TaKOro OTBETa MOXKET
OBITh 3aBepeHa KaKUM-JIMOO MECTHBIM OMEpaTOPOM CBSI3U, SBISIOUIMMCS Ofl-
HOBpeMeHHO MecTHbIM peructpatopom (LIR). B Takom KauecTBe yacTo BbIOU-
pator POCHUUPOC kak cTapyio U aBTOPUTETHYIO opraHu3aiuio. Bropoii Ba-
pUWaHT: IToJy4eHUE CBeIeHUI o ITpuHaAIexXxHocTu [P-anpeca odbopmisercs pa-
IMMOPTOM OMEPYNOJHOMOYEHHOTO; CBEeJICHUS M3 0a3bl MaHHBIX perucTpaTopa
MPUBOAATCS TPSIMO B TeKCTe pamopra. MIHble BapuaHThl JOKYMEHTHUPOBAHUS
(aKcnepTHu3a, HOTapualbHOe 3aBepeHue, crpaBka or RIR) Bo3MoXHBI, HO 10
CUX TTOp HE TPUMEHSIJINCh Ha TIPAKTUKE.

IMpunagnexnocts IP-agpeca K KOHKpeTHOMY KOMIbIOTEPY BCE PaBHO
IOJIKHA TIOATBEPKIATHCS DKCMEPTU30M 3TOr0 KOMIThIOTEpA M TMOKa3aHUSIMU
COTPYAHUKOB oreparopa cBs3u. [lo3ToMy omucaHHasi HECTPOTOCTb B JIOKY-
MEHTHPOBaHUU OTBeTa wWhois-cepBepa BIIOJIHE JOMYCTUMA.

Dusuneckoe pacnosoxcenue

W3 maHHBIX peructparopa Mbl Y3HaeM, 3a KeM 3aKperieHa COOTBETCTBYIO-
mas moaceTh uan auamnazoH IP-agpecoB. OOBIYHO TAKOBBIM CyOBEKTOM SIBJISI-
eTCsI oTiepaTop CBSI3W WM ero KJaneHT. OueHb peako B 6a3e JaHHBIX perucTpa-
TOpa 3HAYUTCS HEMOCPEeICTBEHHBIN Mmosb3oBaTesb [P-anpeca.

[TonyuyuTh WM YTOYHUTH JaHHBIE O HEMOCPEACTBEHHOM IT0JIb30BaTele, a
TakXe YCTaHOBMUTbH €Tro reorpaduueckoe pacrojiokeHUue MOXHO y olepaTopa
CBSI3M, Ha KOTOPOTO 3aperUCTPUPOBAH COOTBETCTBYIOIIMI nuama3oH IP. BeI-
BaeT, YTO 3TOT ONEpaTop He 3HAET TOYHOTO MECTOIIOJIOXEHUS KIMEeHTa, MOoC-
KOJIBKY MEXIY HUM M KJIMEHTOM HaXOIUTCS OMepaTop-MOCpeIHUK WU Oflepa-
TOp TlocjeaHel MUIK. BeIBaeT, 4To MOCpPEeHUK HE €IMHCTBEHHBIN. B TakoMm
cllydyae TpUIeTCs MPOWTHU MO BCEl LIEMOYKe OMepaTopoB.

B npuHuune, GyHKIMS orpeaeaeHUs] MECTOIMOJOXEHNSI KOHEYHOTO 000-
pyaoBaHus (KOMIblOTepa ToJib3oBaTesst) npenycmorpeHa B COPMe. OnHako
OYeHb MaJIO HaAEXJbl, UTO Takasi QYHKIIUS B AEMCTBUTEIBHOCTU paboTaeT B
CUJIy TOTO, YTO OTEepaTOpbl CBSI3U YUYUTHIBAIOT CBOUX KJIMEHTOB IO-pa3HOMY,
IepXaT 3TU JaHHbIE B CaMbIX pasjMYHBIX popMaTax U pPeaKO OPraHU3YyIOT K
HUM onjaiHoBbIi goctyn mist OCB. IIpuBecTr Bech KIMEHTCKUI YY4eT BCeX
OMepaTopoB K eIMHOMY 3HaMEHaTeJI0 — 3aaya Ha CeTOAHSIIHUMI 1eHb HeBbI-
MOJTHUMAS.
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Ilpumep

IIpuBeneM xapakTepHBI MPUMEP U3 MPAKTUKH.

YcraHOBIEHO, YTO HEMPAaBOMEPHBINA JOCTYN K KOMITbIOTEpHON MH(pOpMa-
1y 6611 ocyuiecTsieH 31.12.06, 21:01:30 mo MockoBCcKoMy BpeMeHu ¢ IP-an-
peca217.107.0.58. JlaHHBII anpec 3apUKCUPOBaH TEXHUUYECKUMU CPEICTBa-
MU MOTEpTEeBIIeTO U ero MpoBaiiepa U 3aKperieH MPOTOKOJIaMU OCMOTpa U
aKTOM 3KCITePTHU3bI.

3ampamwuBaeM whois u  BBISICHSEM, 4YTO ceTb 217.107.0.0-
217.107.255.255 3aperucTpupoBaHa 3a mnpoBaiimepoMm «[maBresekom», a
noaceth 217.107.0.0-217.107.0.255 — 3a mpoBaiilepoM «YPIOIMMHCKUI
XOCTHHT». [lepBoit YacTu 3TUX JaHHBIX MOXHO BEPUTh, TOCKOJIbKY «[1aBTee-
KoM» sgBisieTcst LIR'oM n maHHbBIEe 0 HEM 3aHOCSTCS B 6a3y cCaMUM peTMOHAJb-
HbiM peructpatopoM (RIR). Bropas ke yacTb maHHBIX BBI3BIBAET HEMHOTO
MEHBbIIIEe TOBEPUS, MOCKOJbKY 3[IeCh BBIIIE BEPOSITHOCTh OIIUOKM, 1a U Bpeme-
HU C MOMEHTA TOCJIeIHEr0 OOHOBJIEHUS 3aMMCH TPOIIIO HEMAJIO.

CoOTBETCTBYIOIIYIO pacnedyaTKy oTBeTa whois-cepBepa opopMiisieM pamop-
TOM OMEepaTUBHOTO cOoTpyaHUKa. A B «[J1aBTeieKoM» HampasisgeM opuiraib-
HBI 3aIpoc ¢ TpebOBaHMEM MPEA0CTaBUTh MHGOPMAIIUIO O KIMEHTE.

ITonygaem otBet, B KoTopoM OAQO «I'maBTeneKoM» MOATBEPKIAET, YTO AU~
anasoH 217.107.0.0-217.107.0.255 Ha UHTEPECYIOLIMIA MOMEHT BPEMEHU
OBLJT BBIZIEJICH B MTOJIb30BaHUE ero KIUueHTY — 3AO «YpIONMHCKUN XOCTUHT». O
nanbHEHWIleM pacrnpeneJeHUM U MCcIojib3oBaHUM 3TuX IP-ampecoB 3HaioT
TOJBKO B YPIOMUHCKE.

IIpennonarasi, 4To 3JIOYMBIIIJIEHHUKOM SIBJSIETCSI HE COTPYIHUK 3TOTrO
MmpoBaiiiepa, a ero KJIMEeHT, U cUuTas MpoBaiijepa JUIIOM He3aMHTEPECOBaH-
HbIM, 3amnpaimuBaeM 3A0 «YpIONMUHCKUN XOCTUHT» 00 MHTEpeCylolleM Hac afl-
pece 217.107.0.58, yKa3zaB TOYHbII MOMEHT BPEMEHM, KOTJAAa UMEJI MECTO
HeINpaBOMEPHbIA AOCTYI.

I[TonyyaemM oTBeT U3 YpoOOUHCKA, 4YTO IMOJAAMAINa30H aIpecoB
217.107.0.2-217.107.0.63 UCITOJb3YETCS IUISI TMHAMUUYECKOTO BhIIEJIE-
HUS KJIMEHTaM yCJIyru KoMMyTupyeMoro pocrtymna (dial-up), a B ykazaHHBI#
MoMeHT (31.12.06, 18:01:30 mo I'puHBUYY) 3TOT aApec UCTOAb30BAICS KIH-
€HTOM, aBTOPU30BAaHHBIM I10 JIOTUHY «pupkin». DTOT JIOIMH, B CBOIO OYe-
penb, 3aKkperieH 3a goropopoM Ne163/2006 Ha ums INynkunoit Upuns Ba-
CUJIbEBHHBI.

Jlst 3aKperieHus 10Ka3aTeabCTB CIeAYeT U3bATh U OTIIPABUTh Ha 3KCIIEp-
TU3y KOMIIBIOTEP, HA KOTOpPOM (YHKIIMOHUPOBAIM TEXHUUYECKHE CPEICTBa,
MMPOM3BOAMBIIINE ABTOPU3ALMIO TI0JIb30BaTE/sI, BbIAEJICHUE NTUHAMUUYECKOTO
[P-anpeca u BeneHue COOTBETCTBYIOIIUX JOT-(haiiioB. BMecTo U3bsATUS U 3KC-
MEPTU3BI MOXHO OTPAHUUYUTHCS OCMOTPOM YKa3aHHBIX KOMIIBIOTEPOB U JIOT-
daitnoB (mogpobHee cM. rnaBy «OcMOTp MecTa MPOUCIIECTBUS»). Takxke cie-
IYeT U3BSATh KIMEHTCKUI JOTOBOP.
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OkKoHUaTeIbHOE 3aKpelieHUe 0Ka3aTeJbCTB MPOM3BOAUTCS B XOJ€ DKC-
MEePTU3bl KOMITbIOTEPA U3 KBapTuphl [lynkuHa.

Hrak, nenouyka noka3aTeabCcTB, MpuBs3biBatoiias [P-anpec Kk koMmnbioTepy
KOHEUYHOTO TM0JIb30BaTeIsl, Y HaC CI0XUJIaCh TaKasi:

® paropT omnepymnojHoMouyeHHoro KMBaHoBa 0O BBIIECJIEHUU CETHU
217.107.0.0-217.107.255.255 poccuiickomy IpoBaiinepy «I[maBreine-
KOM»;

e cnipaBka u3 «[nmaBrenrekoma» o BbIOeJeHUM ceTu 217.107.0.0-
217.107.0.255 npoBaiiepy «YpIONUHCKUN XOCTUHT»;

e cipaBka u3 3A0 «Y.X.» 00 ucrnosb3oBaHUU noaceTn 217.107.0.2-
217.107.0.63 [OJiga AMHAMUYECKOTO BBLIIECIIEHUS KIIUEHTaM;

® MIPOTOKOJ OCMOTpa cepBepa «Y.X.», Tlie B JIoTaX 3HAUUTCS BbIIEJICHUE all-
peca 217.107.0.58 moib3oBaresiio «pupkin» B mepuoxm 31.12.06,
22:45:31-23:20:12 Mo MECTHOMY BPEMEHHU,;

® KJIMEHTCKUI JOTOBOP, M3 KOTOPOIro CjeAyeT MPUHAMICKHOCTh JIOTMHA
«pupkiny»;

@ aKT 3KCIEPTU3Bl KOMITbIOTEPA, U3BATOrO MpU 00bICKe B KBapTupe [lynku-
Ha, TAe 3adukcupoBaH (akT Beixoma B MHTepHeT B mepuon 31.12.06,
22:46:31-23:21:12 yepe3 MOAEMHBIH MMy nmpoBaiigepa «Y. X.».

Ilemouka 3aMKHynach M 3alllejdKHyJach. HekoTopble 0COOGEHHOCTH 3TOM
LIeMoYKH (BXOXAeHUe ogHoro nuamnaszoHa [P B npyroit nuamna3oH, oco6eHHOC-
T aBTOPU3ALIMM, PA3HHULA U PETYISIPHOE CMEILICHUE BPEMEHHbIX HHTEPBAIOB
U T.T1.) MOXET MOSICHUTH 3KCITEPT WJIM CHELUATUCT B XOJIe €ro JA0Tpoca.

Ilpouee

IToHATHO, YTO HEBO3MOXKHO HE TOJBHKO U3JIOXKMUTh B TaHHO KHUIE, HO aa-
e MPOCTO YITOMSIHYTh BCE BO3MOXHBIE OCOOEHHOCTU M TPYAHOCTH B 3amaue
YCTAHOBJIEHUsI TpuHamiaexHoctu IP-ampecoB. Hampumep, mcmonb3oBaHue
npoTtokoja [P Bepcuu 6 (Bce BhIlIeCKa3aHHOE OTHOCUTCS TOJBKO K Bepcuu 4),
TpaHcasuus IP-agpecoB, TYHHeIMpOBaHME, HECUMMETPUUYHAs MapUIpyTU3a-
LY, TIpoBaiiaep, HE YUUTHIBAIOIIUN UM HE 3HAIOLIMI CBOMX KJIMEHTOB, MC-
MMOJIb30BaHUE MPOKCU-CEPBEPOB 1 MHBIX MOCPEIHUKOB JUISI COKPBITUS MCTUH-
Horo IP-anpeca u T.1.

ITomoGHBIE MPEMSITCTBUSL BCTPEYAOTCd CIIOb U pgagoM. OmucaTth Bce
BO3MOXHBIE CJIy4yau — O3HaydaeT M3JI0OXHUTh MOJHOE CONepXXKaHUE HECKOJIb-
KHMX yueOHBIX KypcoB. Ha ocBoeHMe coOTBeTCTBYOIMX 3HaHuit UT-cnenu-
aJIMCT TPATUT FOJbI, M OBIJIO OB HAMBHO I0JIATaTh, YTO BCE 3TO MOXKHO 00b-
SICHUTb OTIepy, CleloBaTe0 UJIN CYyIbe MPOCTHIMU CJIOBAMU 3a HECKOJbKO
4acoB.

ITosTOMYy TpY YCTaHOBJIEHUW NPUHAMIEKHOCTH U MeCTOIMosoXeHus IP-
anpeca B xoge OPM mnu mpeaBapuTeIbHOTO CISACTBUS YU4acTHE TEXHUIECKO-
ro crenuanucTa o0s13aTeIbHO.
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VYcranoBnenuve NnpuHagne)XXHoCTU AOMEHHOro MMeHm

JlomeH — o06yacTh (BeTBb) MepapXUuecKOoro MpOCTPaHCTBA TOMEHHBIX UMEH
cetu HTEepHET, KOTOpasi 0003HayaeTcsl YHUKaJIbHBIM TOMEeHHBIM uMeHeM [L03].

ITogpoGHee 0 MOMEHHBIX MMEHAX M WX MPaBOBOWM MPHUPOAE MOXHO IPO-
yecTb B monyiaspHoit kHUTe A. Cepro [25]. 3nech aBTOp OyaeT UCXOIUTh U3 TO-
ro, YTO YUTATEII0 B OOLIMX YepTax, TO €CTb Ha YPOBHE MOJb30BATENsI, U3BECT-
HO, IIJIS 4YeTo mpeaHa3HauYeHbl U KaK UCIIOJb3YIOTCS JOMEHHbIC UMEHa.

HexoTopbie 10pUCThI OTHOCAT JOMEHHOE UMS K CpeJACTBAM MHAWBUAYATH-
3anuu (ct. 138 I'K). [Ipyrue He CKJIOHHBI CYMTATh €r0 TAKOBBIM U TOBOPST, YTO
opuanyecKas Ipupoaa JOMEHHOT0O UMEHHU TT0Ka YeTKO He ompeneseHa. EcTb
aXxke 9K30TUYECKOe MHEHUE, YTO JTOMEHHbIE UMEeHa — 3TO Pecypc HyMepaluu
3JIeKTpocBsI3n (cT. 2 1 26 D3 «O cBA3M»).

B otnuuue ot opuanueckoil, TeXHUUECKasl Mpupoaa JOMEHHBIX UMEH U3-
BECTHA XOPOIIIO ¥ YEeTKO OIKMCcaHa B COOTBETCTBYIOIIUX TEXHUYECKUX CTaHIap-
Tax [26-29].

Jnst cripaBeJIMBOTO pacIipeleieHUs] TPOCTPaHCTBA NOMEHHBIX UMEH U
obecrieueHUs UX TJ100aIbHOM YHUKAJTbHOCTHU AEMCTBYET CUCTEMA PETUCTpaIluy
noMeHHbIX uMeH. [loanexar perucrTpalliv Bce JOMEHHbIE MMEHa TMEepBOTrO
ypoBHS (Hampumep, org, info, ru, ua), Bce JOMEHHbIE MMEHa BTOPOTO
ypoBHS (Hampumep, gprf.info, £nn.ru) U HEKOTOpbIE, BbIAEICHHBIE 10-
MEHHbIE HMMeHa TpeThero YypoBHS (Hampumep, provider.net.ru,
london.co.uk). [Ipoune nmoMeHHBIE MMeHa perucTpaluu He Toijaexar u
pacnpeessiioTesl Mo yCMOTPEHUIO Bilaliesiblla COOTBETCTBYIOLIEro JoMeHa 60-
Jiee BBICOKOTO YPOBHsI (Hampumep, IOMeHbl www. fnn.ru umail. fnn.ru cos-
Nal0TCS U UCTIOJb3YIOTCS UCKIIOYUTENbHO MO BOJIE BiaJesblia JOMEeHa BTOPO-
ro ypoBHs fnn.ru).

[ kaxaoro noMeHa, rae NpeaycMoTpeHa oOsi3aTesbHasi perucrpainus,
Ha3Ha4yeH PerucTpaTop MJIM HECKOJBbKO perucTpaTtopoB. B mocienHem ciaydae
BC€ PErucTpaTopbl 00s13aHBI UCITOJIb30BaTh €AMHYI0 0a3y MaHHBIX (LEHTpaIH-
30BaHHYIO WK pacTpeesIeHHYI0) sl o0ecTieYeHUsI YHUKAJIbHOCTU PErucCTpu-
pYeMBIX TOMEHHBIX UMEH.

Bce 6a3bl maHHBIX BCEX PETUCTPATOPOB SBJSIOTCS MYyOJUYHO TOCTYITHBIMU
o npoTokoJy whois, aHamoruuHo peructpatopam [P-anpecos.

[ foMeHa ru perucTpaTopoB CYILIECTBYET HECKOJbKO (IO COCTOSTHUIO Ha
ceronHsi — 14). OHM UMEIOT LEHTPAJIM30BaHHYIO 0a3y JaHHBIX, 4 KpPOME TOTO —
WHIWBUAYaJIbHbIC 0a3bl JaHHBIX, SIBJSIONIMECS MOAMHOXECTBOM LIEHTPaJbHOM.

Takum 00pa3zoM, YTOOBI YCTaHOBUTD BiIajiesiblla KAKOTO-JI100 JOMEHHOTO
MMEHU U3 YKCia MoJJIeXalluX peTUcCTpalluu, CleayeT o0paTuThes K 6ase naH-
HBIX COOTBETCTBYIOIIETO peructparopa. s He momjiexaliux peructpaiuu
JIOMEHHBIX UMEH 00paliaThCsl Hy>KHO K BJIaJesiblly COOTBETCTBYIOUIETO JOMEHA
0oJiee BBICOKOTO YPOBHSI.
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Hanpumep, HaMm TpeOyeTcs yCTaHOBMTD Bilajieiblla JOMEHHOTO UMEHHU 3-TO
YPOBHSl «www.internet-law.ru». (He nmyraTh c BebG-caiiToMm, XUBYIIUM Ha
5TOM nomeHe! JIoMeH 1 BeO-caiiT MHOTIa MOTYT UMETh Pa3HbIX BlalesblIeB.)

OueBUIHO, UTO JaHHBII JOMEH 3-TO YPOBHSI HE OTHOCUTCS K YUCITY PETUCT-
pupyeMbiX. OH HaXOAUTCS B TTIOJTHOM pAacMoOpsIXKEeHUU Biiadesiblla COOTBETCTBY-
IOIIIETO JOMEeHa 2-TO YPOBHSI, TO €CTh JOMeHa «internet-law.ru», KOTOPHIi
yXe 3aperucTpupoBaH.

3nech mpuaeTcs caeaaTh IomnylieHue (BIIOCIEACTBUU, €CIM TOHAno0uTcs,
9TO Hano OyneT MOJAKPENUTh COOTBETCTBYIOIIMMHU J0Ka3aTeIbCTBAMM), & UMEH-
HO TMPEennoJOXUTh, YTO yKa3aHHBIN JOMEH 3-T0 YPOBHS B CHUJIy CTAHAAPTHOCTHU
ero UMeHM (WWWw) TIpUHAJICXXUT TOMY Xe BJIaleJIbIly, UTO U JOMEH 2-TO YPOBHSI.

YtoOnl y3HATH Biadesblia JOMEHHOIO UMEHU «internet-law.ru», oOpa-
maeMcs K 6a3e TaHHBIX POCCUIMCKUX PETUCTPATOPOB NOMEHOB. st aTOro mc-
Mmoyib3yeM KoMaHIy «whois», uMetoniywcs B Jt06oit OC (kpome Windows). B
KauyecTBe apryMeHTa Mbl 3aJ]aeM UCKOMOE JOMEHHOE UMsI, a mapaMeTp onpee-
JISIeT, KaKoil peecTp 3amnpamuBarh. [lapaMeTp «-¢ ru» yKa3blBaeT peecTp H0-
MEHHBIX UMeH 1Jisi Poccuu.

$>whois -c¢ ru internet-law.ru

By submitting a query to RIPN's Whois Service

you agree to abide by the following terms of use:
http://www.ripn.net/about/servpol.html#3.2 (in Russian)
http://www.ripn.net/about/en/servpol.html#3.2 (in English).

o® of o° o°

domain: INTERNET-LAW.RU
type: CORPORATE

nserver: ns.masterhost.ru.
nserver: nsl.masterhost.ru.
nserver: ns2.masterhost.ru.
state: REGISTERED, DELEGATED
org: ANO "Internet & Law"
phone: +7 495 7860130
e-mail: mail@internet-law.ru
registrar: RUCENTER-REG-RIPN
created: 2001.10.30
paid-till: 2007.10.30

source: TC-RIPN

Last updated on 2006.12.16 14:02:58 MSK/MSD

Hawm orBeuaet whois-cepsep Texuuueckoro nneHtpa POCHUMNPOCa (TC-
RIPN) — uMeHHO OH moaaepXUBaeT eqUHY0 0a3y MaHHBIX BCEX PErucTpaTo-
pPOB B IOMEHE ru.

PoBHO Ty Xe camylo uMHGOpPMAIMI0 MOXHO TOJYYUTh 4Yepe3 BeO-MHTEep-
deiic, pacnonoxeHHblit Ha Be6-caiite POCHUMWPOCa

(http://www.ripn.net:8080/nic/whois/index.html) UJIu HAa MHOTUX
Npyrux BeO-caiiTax.
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whols internetdaw.ru

RIPN's Whois Service

following terms of use;

#3.2 (in Ruzaian)
163.2 (in English).

% BY submitting a query to
% you agree to abide by t

domain: INTERNET-LAW . RI
type: CORPORATE

nseEver: 63, masterhost, cu,
nserver: n=l.masterhost.cu.
nsecver: nad.masterhost.ru.
atace: REGISTERED, DELEGATED
argi ANC “Internet & Law"
phone:

e-mail:

tegistrac: 1

created: 2001.10.30

paid-till: 2007.10,30

source: TC-RIPN

Last updated on 2006.12.16 14:22:18 RSK/NSD

Omeem eeb6-unmepgeiica

174

Onepamueno-po3bICKHbIe MEPONPUAMUS

H3zyuenue omeema

®opMaT OTBEeTa YCTAaHABIMBACTCS BIIAIEIbIIEM COOTBETCTBYIOINIEH 0a3bl TaH-
HbIX. OH He perTaMeHTUPYETCS CTaHOAPTaAMU, W Y IPYTUX PETUCTPATOPOB MOXET
OBITb IPYTUM.

7151 poCCHUIICKOTO peecTpa TOMEHOB 3HAUCHHUS TOJIei OTBETa TAKOBO:

domain: 3ampaimBaeMoe JOMEHHOE UMS;

type: tun npomeHa (GEOGRAPHICAL — reorpaguueckui,
GENERIC — o6mero nazHauenuss, CORPORATE — Bce npouue);

descr: KOMMEHTapUii;

nserver: DNS-cepBepa, mepxkaiiue 3aIiucy o0 3TOM TOMEHe;

state: COCTOSIHUE IOMEHA;

org: UM Biageablia (sl IOpUANYEeCKUX JIUIL);

person: WM Biageabla (111 GU3NIECKUX JIUIT);

nic-hdl: mpentudukatop Bragenbna B BJl perucrparopa;

phone: HoMep TenedoHa BiIameablia;

fax-no: HoMmep dakca Bragenblia;

e-mail: aapec 3JIEKTPOHHOM MOYTHI Bialeblia;

p_addr: moOYTOBBI aapec BIagesblia;

registrar: MIECHTU(MUKATOP PErUCTPaTOpPa, 3aPETUCTPUPOBABIIIETO 3TOT TOMEH;

created: maTa MepBUYHOM PETUCTPALIUM;

paid-till: mata oKOHYaHMS AEHCTBUS PETUCTPALIUU;

changed: mata mocieaHero U3MeHEHUS 3aIUCH;

source: oTBedaromuit whois-cepBep.

ITpoBeneM elle OMWH OTBIT MO YCTAHOBJIECHUIO BIaleNiblla JoMeHa. 3ampo-
CUM, HarIpuMep, KTO BJageeT foMeHOM «fsb.ru»:

$>whois -c ru fsb.ru

% By submitting a query to RIPN's Whois Service

% you agree to abide by the following terms of use:

% http://www.ripn.net/about/servpol.html#3.2 (in Russian)

% http://www.ripn.net/about/en/servpol.html#3.2 (in English).
domain: FSB.RU

type: CORPORATE

nserver: nsl.fsb.ru. 213.24.76.2

nserver: ns2.fsb.ru. 194.226.94.138

state: REGISTERED, DELEGATED

org: Federal Security Service of Russian Federation
phone: +7 095 9149084

fax-no: +7 095 9149084

e-mail: admin@fsb.ru

registrar: RTCOMM-REG-RIPN

created: 1998.07.06

paid-till: 2007.08.01

source: TC-RIPN

Last updated on 2006.12.16 14:36:46 MSK/MSD
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B kayecTBe perrcTpaTropa BBICTYyIIaeT OpraHu3alus, 0003HaYeHHAasT UIeH-
tupukaropoM «RTCOMM-REG-RIPN». ITonpobyem y3HaTh 06 3TOM peru-
ctpaTtope 6ombmie. s 3Toro 3ampocuM TOT Xe whois-cepBep (Bemb Bce poc-
CUICKUE PETUCTPATOPHI TOXE MOJKHBI OBITh 3apeTUCTPUPOBAHDI):

$>whois -c¢ ru RTCOMM-REG-RIPN

By submitting a query to RIPN's Whois Service

you agree to abide by the following terms of use:
http://www.ripn.net/about/servpol.html#3.2 (in Russian)
http://www.ripn.net/about/en/servpol.html#3.2 (in English).

o® of o° o°

nic-hdl: RTCOMM-REG-RIPN

org: RTCOMM.RU Open Joint Stock Company
phone: +7 095 980-01-70

fax-no: +7 095 980-01-71

e-mail: osp@rtcomm.ru

WWW 2 www.rtcomm. ru

whois: whois.rtcomm.ru

source: TC-RIPN

Last updated on 2006.12.16 14:51:13 MSK/MSD

B oTBeTe mMpUCYTCTBYET yKa3aHME Ha COOCTBEHHBIN Whois-cepBep permcT-
paTtopa. Kak yka3sIBajoCh BbIllle, 6a3a JaHHBIX KaXIOTO PerucTpaTopa sBisi-
eTcsl TOJMHOXECTBOM O0IIeil 6a3bl JaHHBIX U HE MOXKET €l MPOTUBOPEYUTD.
OnHako whois-cepBep KOHKPETHOTO PErMcTpaTopa MOXET ObITh HACTPOEH
WHaye U BBIZACT HaMm OoJiee moapoOHyio mHpopManuio. CaemaeM 3ampoc K
whois-cepBepy peructparopa. st 3TOro UCMoJb3yeM B KOMaHIe KITI0Y «-h»,
IocJie KOTOPOTo CTOUT UMs whois-cepBepa.

$>whois -h whois.rtcomm.ru fsb.ru

domain: FSB.RU

type: CORPORATE

descr: Corporate domain for Federal Security Service
nserver: nsl.fsb.ru. 213.24.76.2

nserver: ns2.fsb.ru. 194.226.94.138

state: REGISTERED, DELEGATED

nic-hdl: ORG_44-ORG-RTCOMM

org: Federal Security Service of Russian Federation
p_addr: 103045, Mocxkea

p_addr: Jly6aHcKRuii npoesn, 3/6,

p_addr: depmepanvHas Cnyxb6a BeszomacHocTtu PP

p_addr: IMuTpuii JleBHKUH

p_addr: T'onymwko AJNEeKCaHOp

phone: +7 095 9149084

fax_no: +7 095 9149084

e-mail: admin@fsb.ru

reg-till: 01-08-2007
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created: 06-07-1998
changed: 09-08-2006
registrar: RTCOMM-REG-RIPN

% Queries frequency limited by 60 per minute.

3nech MHGOpPMAMU 9yTh 6oJblre. OMHAKO BO3MOXHOCTH Whois cebs mc-
yepnaau. g panbHeinen nHGopMalu cieayeT KOHTAKTUPOBATh C PETUCT-
paTopowm.

Jlocmoseprocme dannsix pecucmpamopa

CrnenmyeT TOMHUTD, YTO JaHHBIE O BJadeiblie JOMeHa 3aHOCUT B 6a3y peru-
crpatop. Kak mnst nomena RU, Tak u njist Ipyrux 10MeHOB YCTaHOBJIEH TTOPS-
IIOK 3aHEeCEHUs M U3MeHEeHUs 3amuceil. PazymMeercst, mpUCYTCTBYIOT TpeGoBa-
HUs 00 aKTyaJbHOCTU W JOCTOBEPHOCTHM AaHHBIX. OTHAKO PETUCTPATOPHI He
BCerJa UMEIOT BO3MOXKHOCTHU MPOBOAUTH MPOBEPKY COOOIIEHHBIX UM JAHHBIX.
W He Bcerna BoBpeMsI OOGHOBJISIOT yCTapeBIIKE.

Kaxwue ke JaHHBIE O BJIafeNiblle JOMeHa MOXHO CYMTATh JOCTOBEPHBIMMU?

Te, OT KOTOPBIX 3aBUCUT €TO MPABO PacToPsKaThCs JOMEHHBIM UMEHEM.

CorjacHO YCJIOBUSM TUITIOBOTO JOTOBOpa OOJBIIWHCTBA PETHCTPATOPOB,
yKa3aHWe HeOOCTOBEPHBIX JAHHBIX O BlIaleliblle TOMEHHOIO MMEHU MOXKET
MOBJIeYb OTMEHY peTHcTpanuu. HeBO3MOXHOCTb CBS3aThCSI MO YKa3aHHBIM
KOHTaKTHBIM JTaHHBIM TaKXe MOXKET MPUBECTH K MOTepe MpaBa Ha JOMEHHOE
nMs. MHOTHE perucTpaTopbl He TMO3BOJSIOT TepenaBaTh JOMEHHbIE MMeHa
WHOMY JIWIY, TTOKa TIPEXXHUI Banesell He PeACTaBUT COOTBETCTBYIOIINE 0~
KyMeHTBI. CliemoBaTeJIbHO, YKa3aHUe HEBEPHBIX KOHTAKTHBIX HAHHBIX (Teje-
(oHa, MOYTOBOTrO ajpeca, ampeca JEKTPOHHON TMOYTHI) ¢ HEMaJIOl BEpPOSIT-
HOCTBIO TIPUBOJUT K TTOTEPE TOMEHHOTO MMEHU. YKa3aHUe HEBEPHOTO UMEHU
(Ha3BaHWs) Bllafeblia TPUBOAUT K TOMY, YTO JTOMEH HeIb3sT OyIeT MepeaaTh
Npyromy BilafieJibily (ITpoaaTh).

OTcroma MOXHO CeNaTh BEIBOJ O TOM, KaKHMe M3 YKa3aHHBIX JaHHBIX O BJa-
neNiplle 6ojiee TOCTOBEPHBI, a KaKe — MeHee.

Anonumuzauus eaadeavues

Cutyanus ¢ perucTpanmeit toMmeHoB MeHseTcsd. B Poccum BeTynma B cuny
®denepalbHBINM 3aKOH «O TTepCOHATBHBIX JaHHBIX», COTJIACHO KOTOPOMY (pU3H-
YyecKoe JIMIIO BIIpaBe MOTpeboBaTh yOpaTh CBOM JaHHbIE U3 OOIIETOCTYITHOTO
NCTOYHUKA, KAKOBBIM sIBIIsIeTCsT Whois-cepBuc peructparopa. ICANN Takxke
IJIaHUpyeT B OJImKalilliee BpeMsI BHECTU MONpPAaBKU B MpaBuUjia perucTpaliu
IOMEHOB, MpeaycMaTprBalolle KBa3MaHOHUMHOCTh. Biangener cmoxer yka-
3aTh BMECTO CBOMX JaHHBIX KOHTaKTHYIO MH(pOpPMAIIMIO TPETHETO JIMiia, Hall-
puMep, agBoKaTa WJIM MHTEpHET-MpoBaiiiepa, yepe3 KOTOPbIX TEOPEeTUIECKHU
MOXHO OyZeT BBHITU Ha peajbHOTO Biajesblia.
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Tem He MeHee pealbHble JaHHBIE Biaaeiblia JOMEHHOTO UMEHU JTOJKHBI
XpaHUTbCI Y peructpatopa. s 1esieil yroloBHOTO paccaeq0BaHUS UX MOXHO
MOJIYYUTh, OTTUPAsiCh Ha 3aKOH «O Mumuuuu». s Tpaxx1aHCKUX IeJT UCTILaM,
BUAUMO, IPUIETCI Ha3HAYaTh OTBETYMKOM PETUCTPATOPa, 3aTeM B Xoe Cyneo-
HOTO pa3bupaTebCcTBa MOJYyYaTh OT HETO MepPCOHATbHbIE JaHHBIE UCTUHHOTO
BJIafieSiblla U 3aTeM MEHSTb OTBETUMKA.

Jlokymenmupoeanue

HeMHoro cioxHee 0OCTOUT AeJIO ¢ JOKYMEHTUPOBAHUEM TTPUHAIJIEXKHOC-
TH TOMEHa.

Kaxk mist yrosioBHOrO0, Tak u ISl TPaXXa1aHCKOTO Tpoliecca HeoOXoauMo 10-
Ka3aTh, YTO TAaKOE-TO TOMEHHOE UM TIPUHAIJIEKUT TAKOMY-TO JIUILY.

Ha npakTtuke nmpuMeHSIIOTCSI ClIeAyIolre MeTOAbl (YyIOpsJ0YeHbl OT Hau-
MeHee K HanboJee MpeanoITUTEIbHOMY):

o OpopMuTh MOTyYeHHUE CIIPaBKK OT Whois-cepBepa pamopToOM OMEPYITOJTHO-
MoueHHoro. CoBceM He Oe3ynpedyHbiii croco6. ['onuTcst ToJNbKO eciu 006-
BUHSIEMBIN (OTBETYMK) He HaMEpEeH OTPUIATh MPUHAIIEKHOCTh JOMEHHO-
o UMEHHU.

® 3aBepuTh Y HOTapuyca colepxXumoe BeO-CTpaHUIIbl, TTPEACTaBISIONIEH co-
00i1 Be6-nHTepdeiic K KoMaHAe whois, HampuMep, TaKOI, Kak M300paxkeHa
Ha TToCJIemHeW WTocTpanuu. [IpuMeHseTcs M rpaxkaaHckux aen. dane-
KO He BCe HOTapUyChl COTJIAIIAIOTCS 3aBePSITh COAEPKUMOE BeO-CTpaHUII.
Ho yx ecnu Takoro HoTtapuyca ynajoch HallTU, TO HOTapuaJlbHOE 3aBepe-
HUe TIPOM3BOIUT Ha CYA IMOJOXUTENbHOE BlevyaTieHne. Ho mis cremma-
JINCTA TAaKOM CITOCOO — MOUYTH MpodaHaIus, Belb HOTApUYyC He BUAUT, K Ka-
KOIi UMeHHO 6a3e MaHHBIX MOIKJIOYeH BeG-mHTepdeiic. CneqoBaTeIbHO,
ero 3aBepeHue — He OoJiee YeM 3aBepeHre HAANMCHU Ha 3abope, clieJlaHHO
HEW3BECTHO KeM HEU3BECTHO IJIsI KaKUX LeJei.

@ [TonyunTh opUIIMATBHBINM OTBET OllepaTopa CBI3U (MpoBaiiaepa), KOTOPHIiA
UMeJ OTHOIIIEHUE K 00CIYXKMBAaHUIO 3TOT0 JOMEHHOTO MMEHHU, HATIpUMep,
noanepxuBan 1 Hero DNS-cepBep unu Be6-caitit. BMecTo nucbma mpo-
Baliepa MOXKHO B3sTb TTOKa3aHUS Y COOTBETCTBYIOIIETO TEXHNYECKOTO COT-
pyIHMKA 3TOTO MpoBaiaepa.

o [TonyunTh moka3aHus cBuaeTeseii. HampuMep, o ToM, 4TO MHTepecCylolee
HAac JIMIIO COBEPIIAIO0 ONpenesIeHHbIE IeMCTBUS C JOMEHHBIM UMEHEM, 10C-
TYIHBIE TOJIBKO €TO BJIaAeIbILy.

@ /loka3aTh (hakT OIJIaThl COOTBETCTBYIOIIUM JTUIIOM YCIYT TI0 PeTUCTPALINU
WV MPOIJIEHUIO ToMeHa. XOTS OIJauyuBaTh MOXHO M YYKOW JOMEH, HO
TeM He MEHee 3TO Xopolllee KOCBEHHOE J0Ka3aTeIbCTBO.

® Ha3zHaunTh KOMMBIOTEPHO-TEXHUYECKYIO 3KCIEPTU3y, B XO0Ie KOTOPOU
SKCITEePT 3alPOCUT HYXKHBIX Whois-cepBep 1 0 pe3yibTaTax HaIMIIET B CBO-
em 3akimoueHnr. Crnocod HEeCTOXHBIN, HO najieko He Oe3ynpeuHbiit. Com-
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HUTEJIbHA caMa BO3MOXHOCTb TMPOBEACHUS KOMITbIOTEPHO-TEXHUYECKOMN
9KCMEPTU3HI, KOorma o0beKT uccienoBaHus (whois-cepBep, 6a3za JaHHBIX
perucTpaTopa) HaXOOUTCS He B pacHOpsKEHUM dKCIepTa, a HEM3BECTHO
rae, Ha IpYroM KOHIIE MHpA.

® OGHapYXXUTh B XOJe 3KCIEPTU3Bl Ha KOMITbIOTEPE COOTBETCTBYIOIIETO JIU-
I1a CBUAETEIbCTBA COCMMHEHMS M YCTICITHOW aBTOPU3allui Ha UHTepdeiice
perucTpaTopa IOMeHOB. [IpakTU4eCKM BCe PETHCTPATOPHI MPEIOCTABISIOT
BJIafeNibllaM JOMEHHBIX MMEeH BO3MOXKHOCTb YIaJIeHHO YIPaBIATh CBOUMU
noMeHaMu yepe3 BeO-uHTepdeiic Ha BebO-caliTe peructpatopa. Ha mocie-
IyIoIel WILTIOCTPALlMK MMPUBOIMTCS OAHA U3 CTPAHUI] TAKOTO BeOG-UHTEP-
deiica peructpatropa AHO «PCUL» (ToBapHbIii 3HaK «PY-Ilentp»). Cam
(akT ycrnenrHoro 10cTymna K 3Toi CTpaHUIIE TOBOPUT O TIPOXOXKICHUU aBTO-
pusauuu. 3HAYUT, JIUIO, HA KOMITbIOTEpe KOTOPOro OoOHapyKeHa Takas
BeO-CcTpaHMIIa, 3HAJIO BEPHBIM MapoJib. A 3TO, CKOpee BCETO, 0O3HAYAET, UTO
OHO ¥ OBLIO BJaJeIblIeM JOMEHA.

@ [TosydnTh cIpaBKy O perucTpalui JOMEHHOTO UMEHH Y COOTBETCTBYIOIIIE-
ro perucrtparopa wiu B TexHuyeckoMm neHtpe POCHUUPOC, kortopsiit
noaaepXuBaeT eTUHYI0 6a3y faHHBIX perucTparopoB 30H RU u SU. OueHb
XOPOIIUIA CITOCO00, HO TOOUTCS TOJBKO TS TeX CAydaeB, KOra perucTpaTop
HaxomguTcs B Poccuu, B KpaliHeM ciydae, B benopyccun unu Ha YKpauHe.
Y MHOCTPAaHHOTO pPerucTpaTopa MOJYYUTh TAKyIO CIPaBKy TpyIHee, MpU-
neTcs 3ameiicTBoBaTh MHTepITON.

“J RU-CENTER - perwcTpasis dome won nToporo yposis s sonax FU, .COM, .NET, .ORG, BIZ, INFO. - Mozilla Firefox
Ble (&t Yew Go [Qookmarks Jocks Help

: - = § . :
a5 _%i B b D tatps: e nicnsimanager manager gl Al 0 G

Russian Engligh

@cenrer

Aomeww | Moura Koctanr Aykiinon povienon IP-appeca O womnanes  Whaois

Pasgen Ann ensenTan: Aoroncp 176463 /NIC-D, aANARHCTRATHENSA Napans Buian + [

e B noonon [F] oonaza F #emers W damaam

Rorasop Yenyra

Jakasl

Kauenmckuii 6e6-unmepgheiic pecucmpamopa domentvix umen. ObHapyicenue
n0006HOU cmpaHuybl Ha OUCKe NoAb308amens ceudemeabcmayem o Haiuuu
Y He2o 002080pa ¢ pecucmpamopom
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MpVHaAANE)XHOCTb aApeca eKTPOHHON NoUTbI

Coo0111eHNs JIEKTPOHHON MOYTHI GUTYPUPYIOT BO MHOTHUX YTOJOBHBIX U
rpaXIaHCKUX AelaX. B HEKOTOPBIX OHU JaXe SIBISIOTCS LIEHTPAJTIbHBIM J0Ka-
3aTeJbCTBOM. [IpM MmoMoIIyM 21eKTPOHHON MOYTHI 3aKJIIOYAIOTCS CAEIKH, TIPO-
HUCXOAUT CTOBOP O COBEPIIEHUM TMPECTYIUIEHUSI, COBEPIIAETCS BBIMOTATEIb-
CTBO, MepenaloTcs CylIeCTBEHHBIE IS Aejia CBeAeHUs. Bo Bcex momoOHBIX Ci1y-
Yasix BCTaeT BOMIPOC: KOMY IPUHAIIEKUT WU KEM UCTIOIb3YETCS TOT WU UHOMI
azipec 3JIEKTPOHHOM TTOYTHI.

Tloumoentii awux

B GonpiinHCTBE ciiyyaeB aapec 3JeKTPOHHOM MOYTHl OMHO3HAYHO CBSI3aH C
MMOYTOBBIM SIIIMKOM. U Bce muchMa, aapecoBaHHbBIE Ha 3TOT aapec, MomnaaaoT
B 3TOT SIIIUK, OTKYy/a IMTOTOM MOJb30BaTe/b MOXET UX 3a0paTh.

OnHaKoO eCTh UCKJTIOUEHUSI:

@ I'PYIITOBbIE WM KOJIJIEKTUBHBIE afpeca, KOTOPhIe MPEICTaBISIOT cO00 aj-
pec crucKa pacchblUIKM™®; Bce MOCTYyIaloliMe Ha 3TOT aJipec MUChMa pacchl-
JIAl0TCsl OTIpEIeICHHON IpyMIie apecaToB; TAKOBBIMU YaCTO OBIBAIOT poJie-
BBIE aapeca, Halpumep, info@company.ru Win noc@provider.net;

® TeXHUYECKME afpeca, 3a KOTOPBIMU HE CTOUT HU IOJIb30BaTENb, HU MOUYTO-
BBI SIIIMK; BCE TMOCTYMAamIIMe Ha TaKOoil aapec MMcbMa oOpabaThIBalOTCS
MporpaMMoil; HampuMep, MHOTIA B Ka4eCTBE 0OpaTHOTro aapeca yKa3blBa-
€TCsl HEUYTO BpoAe noreply@domain.com — BC€, YTO IOCTyHAaeT HA TakKOW
aapec, OTIPABJILETCA MOYTOBBIM CEPBEPOM HA YCTPOUCTBO /dev/null;

® anpeca s repecbiku (forward) cooOleHUit; Bce MOCTynallue Ha TaKoi
azipec COOOIIIEHUS HE CKIAAbIBAIOTCS B TTIOYTOBBIN SIIIUK, a TIepeHaIpaBisi-
I0TCY Ha IpYrou, 3apaHee 3aJaHHbII aapec.

Ilepedaua coobwenuii

B coobuieHuM 2€KTPOHHON MOYTHl aApec MOXET ObITh YKa3aH B CJENyl0-
IIUX TOJAX. AIpec TojydaTesis — B TOJIsIX «To», «Ce» U «Bece». Apec oTnpa-
BUTEJIS — B TOJISIX «From», «<Reply-to» 1 «Return-path». [lapagokc B ToM,
YTO BCE ITU MOJISI MOTYT HE COepXaTh UCTUHHOTO aapeca. Bece mecth anpecon
MOTYT OBITh MTOJJIOXHBIMU, HO, HECMOTPS Ha 3TO, COOOIIIEHNE TONIET MO Ha3-
HayeHM10. YTOOBI MOSICHUTH, KaK TaKO€ MOXET ObITh, PACCMOTPUM IIpOIIecc
rnepeaadyu cooOIIeHMS BJIEKTPOHHON MOYTH Mo nmpoTtokoay SMTP.

Hwuxe nmpuBoauTtcs obpaselr Tpaduka (CHAT KOoMaHIO# «tcpdump -i rl0
-8 1024 -n -xX 'tcp and port 25'»), B KOTOpOM 3adUMKCHUPOBAH IPO-
Liecc nepeaayu OJHOTO COOOILIEHUSI.

21:27:09.265031 IP 190.49.202.78.33594 > 80.94.84.25.25: S
3705705427:3705705427(0) win 64240 <mss 1452,nop,nop,sackOK>
0x0000: 0050 22ee 207d 0013 7f£8d4 flla 0800 4500 .P»..}........ E.
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0x0010:
0x0020:
0x0030:

0030
5419
fafo

5040
833a
6737

21:27:09.265117 IP 80.94.84
440205854:440205854(0)

0x0000:
0x0010:
0x0020:
0x0030:

21:27:09.549685

0x0000:
0x0010:
0x0020:
0x0030:

21:27:10.177674
win 65535

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:
0x0060:
0x0070:
0x0080:

5
21:27:10.465809
win 65255

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:

6
21:27:10.466320
35 win 65535

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:
0x0060:
0x0070:
0x0080:
0x0090:
0x00a0:
0x00b0:
0x00c0:

0013
0030
cade
ffff

IP 190.

0050
0028
5419
ff3c

IP 80.94.84.

0013
0074
cade
ffff
6ebe
6d61
2e33
3230
3130

IP 190.

0050
004a
5419
fee?
3924
636f

IP 80.94.84.

0013
00fd
cade
ffff
6ebe
3439
2e63
3230
666f
2074
3024
434f
494e

7f£8d4
dabé
0019
45b4

22ee
5049
833a
733b

7£8d
dac?7
0019
b6b3
2e72
696¢c
3b20
3037
3020

22ee
50e9
833a
895b
3230
6d2e

7£8d
dacf
0019
dcdo
2e72
2d32
6f6d
322e
7267
6£20
454e
4445
494e

4000 6906 9400
0019 dce0 9343
0000 0204 O5ac

.25.25 > 190.49
ack 3705705428 win 65535
0050 22ee 2074
4006 331la 505e
la3d 02le dceO
0204 05b4 0101

flla
4000
833a
0000

49.202.78.

2074
4000
0019
0000

flla
4000
833a
0000
7520
2038
5375
2032
2843

49.202.78.

2074
4000
0019
0000
3224
6172

flla
4000
833a
0000
7520
3032
2e61
3738
6564
6d65
4841
530d
4704

33594 > 80.94.84.25.

0013
6906
dce0
0000

0050
4006
la3d
3232
4553
2e31
6e2c
313a
4554

33594 > 80.94.84.25.

0013
6906
dce0
6568
3738
0doa

0050
4006
la3d
3235
4865
2437
7220
5d20
292c¢c
6574
4ed3
0a32
0a32

7f£8d4
93ff
93d4
0000

25.25 > 190.49.

22ee
32bc
021f
3020
4454
332e
2031
3237
2904

7£8d
93cd
9344
6c6f
2e73

25.25 > 190.49.

22ee
3234
0274
3024
6cé6e
382e
5b31
286d
2070
2079
4544
3530
3530

be3l cade 505e
0000 0000 7002

0101

.202.78.33594:

flla
be3l
la3d
0000

2074
505e
dce0
6169
5020
332f
3420
3a3l
Oa

flla
be3l
la3d
2031
7065

2074
505e
dce0
6169
6£20
7370
3930
6179
6c65
6£75
5354
2d50
2d38

0402

<mss
0800
5419
93d4
0402

0800
cade
021f

202.78.33594:

0800
5419
93d4
6873
5365
382e
4a6l
3020

0800
cade
0274
3930
6564

202.78.33594:

0800
5419
93f6
6873
3139
6565
2e34
2062
6173
0doa
4154
4950
4249

T p.
e

S
1460,nop,nop, sackOK>
4500 ....... P»..}..E.
be3l .0..@.@.3.PAT..1
7012 N...:to=ooennn P

P
25: ack 1 win 65340
4500 P .o} eeenenns E
505e (p.@.1 .1.NPA
5010 T..:.......=..P
3=

P 1:86(85) ack 1
4500 ....... P»..}..E
be3l }..6.@.2.PAT..1
5018 Neoote=oooonn P.
2e66 ...... 220.aihs.f
6e64 nn.ru.ESMTP.Send
3133 mail.8.13.3/8.13
6e20 .3;.Sun,.l4.Jan.
2b30 2007.21:27:10.40

100. (CET)..
25: P 1:35(34) ack 86
4500 P .o} eeenenns E
505e Jp.@.i 1.NP*
5018 T..:.......=.tP
2d34 ...[..ehlo.190-4
792e 9-202-78.speedy.

com.ar..

P 86:299(213) ack
4500 ....... P»..}..E.
be3l ....@.@.24PAT..1
5018 .N...:.=.t....P.
2e66 ...... 250-aihs.f
302d nn.ru.Hello.190-
6479 49-202-78.speedy
392e .com.ar.[190.49.
6520 202.78].(may.be.
6564 forged),.pleased
3235 .to.meet.you..25
5553 0-ENHANCEDSTATUS
454c CODES..250-PIPEL
5444 INING..250-8BITM
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0x00d0:
0x00e0:
0x00£0:
0x0100:

7
21:27:10.754272
win 65042

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:

8
21:27:10.764846
68 win 65535

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:
0x0060:

9
21:27:11.052039
win 64997

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:

10
21:27:11.062441
93 win 65535

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:

11
21:27:11.408007
win 64955

0x0000:
0x0010:
0x0020:
0x0030:

12

21:27:11.408641 IP 80.94.84.

99 win 65535

0x0000:
0x0010:
0x0020:

182

4944
3530
0doa
0a32

IP 190.

0050
0049
5419
fel2
203c
2ebe

IP 80.94.84.

0013
0055
cade
ffff
3c6l
6e65
6b0d

IP 190.

0050
0041
5419
fde5
6162

IP 80.94.84.

0013
0052
cade
ffff
3c6l
2e20

IP 190.

0050
002e
5419
f£dbb

0013
005a
cade

4504
2d44
3235
3530

49.202.78.

22ee
50£0
833a
8283
6164
6574

7£8d
dadé
0019
5f8d
6461
743e
Oa

49.202.78.

22ee
50£7
833a
753f
7573

7£8d4
dael
0019
3875
6275
5265

49.202.78.

22ee
50fe
833a
cd44

7£8d4
dae8
0019

0a32
534e
3024
2048

2074
4000
0019
0000
616d
3e0d

25.25 > 190.49.

flla
4000
833a
0000
6d40
2e2e

2074
4000
0019
0000
6540

25.25 > 190.49.

flla
4000
833a
0000
7365
6369

2074
4000
0019
0000

25.25 > 190.49.

flla
4000
833a

3530
0doa
4445
454c

2d53
3235
4c49
5004

33594 > 80.94.84.25.

7£84d
93c7
93f6
494c
6263

0013
6906
dce0
4441
4073
Oa

0050
4006
la3d
3235
7362
2e20

22ee
3245
0349
3020
6367
5365

33594 > 80.94.84.25.

7£8d
93c8
9417
5054
6e2e

0013
6906
dce0
5243
666e

0050
4006
la3d
3235
4066
7069

22ee
32cd
0376
3020
6ebe
656e

33594 > 80.94.84.25.

7f£8d
93d4
9430
5441

0013
6906
dce0
4441

0050 22ee
4006 32be
la3d 03a0

495a 4504
3024 4554
5645 5242
Oa

flla
be3l
la3d
2046
676c

0800
cade
0349
524f
6£62

0a32
524e
590d

25: P

4500
505e
5018
4d3a
616¢c

202.78.33594: P

2074
505e
dce0
322e
6c6f
6e64

0800
5419
9417
312e
6261
6572

flla
be3l
la3d
2054
7275

0800
cade
0376
4f3a
3e0d

4500
be3l
5018
3020
6c2e
206f

25: P

4500
505e
5018
203c
Oa

202.78.33594: P

2074
505e
dce0
322e
2e72
7420

0800
5419
9430
312e
753e
6£6b

flla 0800
be3l cade
la3d 03a0
0d0a

4500
be3l
5018
3520
2e2e
0doa

25: P

4500

505e
5018

202.78.33594: P

2074 0800
505e 5419
dce0 9436

4500
be3l
5018

IME..250-SIZE..2

50-DSN. .250-ETRN
..250-DELIVERBY.
.250.HELP..

35:68(33) ack 299

...... MAIL.FROM:
.<adam@sbcglobal
.net>..

299:344(45) ack

N.o.o.oto=.I....P.

ve_+..250.2.1.0.

<adam@sbcglobal.

net>....Sender.o
k..

68:93(25) ack 344

P». .} E
AP.@.1 1.NPA
T.oteeeeeee=.VP

..u?..RCPT.TO:.<
abuse@fnn.ru>..

344:386(42) ack

N...:.=.v...0P.
..8u..250.2.1.5.
<abuse@fnn.ru>..
..Recipient.ok..

93:99(6) ack 386

P». .} E

P.@.i....1.NP*

Tovteeenn 0.=..P
D..DATA

....... P»..}..E.
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0x0030:
0x0040:
0x0050:
0x0060:

13
21:27:11.745391
436 win 64905

0x0000:
0x0010:
0x0020:
0x0030:
0x0040:
0x0050:
0x0060:
0x0070:
0x0080:
0x0090:
0x00a0:
0x00b0:
0x00c0:
0x00d0:
0x00e0:
0x00£0:
0x0100:
0x0110:
0x0120:
0x0130:
0x0140:
0x0150:
0x0160:
0x0170:
0x0180:
0x0190:
0x01a0:
0x01b0:
0x01cO:
0x01d0:
0x01e0:
0x01£f0:
0x0200:
0x0210:
0x0220:
0x0230:
0x0240:
0x0250:
0x0260:
0x0270:
0x0280:
0x0290:
0x02a0:
0x02b0:
0x02c0:
0x02d0:

fEff
6d61
2e22
6974

IP 190.

0050
05d4
5419
£d489
3a20
3661
6540
3a20
6263
3a20
0a53
5320
756e
3137
4944
0a43
756¢
3bla
7274
0a09
2d2d
3037
3039
330a
6974
696¢c
4£75
362e
2d44d
6564
4469
3030
2061
7373
7264
2d2d
3430
436f
6c74
6976
2d2d
3035
3035
2d2d
3031
3031

1le33
696¢c
206f
7365

22ee
5107
833a
7b52
3c30
3739
4752
224a
676¢c
3c6l
7562
6472
2c20
3a32
452d
6f6e
7469
0974
2f61
626f
2d2d
3034
220a
582d
793a
6572
746¢c
3030
696d
2042
6465
2e32
2064
6167
6174
2d2d
3930
6e74
6970
653b
2d2d
3036
3036
2d2d
3030
0a43

0000
2c20
6e20
6c66

49.202.78.

2074
4000
0019
0000
3030
3762
4146
6£68
6£62
6275
6a65
7567
3134
373a
5665
7465
7061
7970
6c74
756e
2d2d
3039
582d
4453
204e
3a20
6f6f
2e32
654f
7920
4fdc
3936
756¢
6520
2ela
2d6d
3030
656e
6172
0a09
2d2d
3031
3031
2d2d
3035
6f6e

3335
656e
6120
0doa

33594 > 80.94.84.25.

0013
6906
dce0
4465
3030
3830
4943
6e22
61l6c
7365
6374
732e
204a
3331
7273
6e74
7274
653d
6572
6461
2d2d
3030
5072
4461
6£72
4469
6b20
3930
4c45
4469
4520
320a
7469
696e
0a2d
7330
3530
7424
742fF
626f
2d2d
3030
220a
2d2d
3032
7465

3420 456e 7465
6420 7769 7468
6c69 6e65 2062

7£8d
8e25
9436
7373
3163
2434
4£53
203c
2ebe
4066
3a20
0ad4
6l6e
202b
696f
2d54
2£72
2264
6e61
7279
6473
3035
696f
696¢c
6d61
6372
4578
302e
3a20
6372
5636
0a54
2d70
2044
2d2d
3030
3630
5479
6l6c
756e
2d2d
3035
0ala
6473
3037
6e74

flla
be3l
la3d
6167
3733
6563
3ela
6164
6574
6ebe
4265
6174
2032
3031
6e3a
7970
656¢c
756¢
7469
3d22
3030
3036
7269
2d50
6cla
6£73
7072
3238
5072
6£73
2e30
6869
6172
494d
2d2d
3330
3930
7065
7465
6461
2d2d
3032
2d2d
3034
3030
2d54

0800
cade
03d2
652d
3831
6133
4672
616d
3ela
2e72
7374
653a
3030
3030
2031
653a
6174
7469
7665
2d2d
3033
3039
7479
7269
582d
6£66
6573
3639
6£64
6£66
302e
7320
7420
4520
2d2d
3030
3430
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ITocne ycTtaHOBIIEHUsI COeAVMHEHUs (TMepBble TPU TMaKeTa) MPUHUMAIOIINIA
cepBep nmaet kKon 220 M HEKOTOphIe maHHBIE 0 cebe (4-it maker). [lepenaromuit
cepBep JaeT KomaHay «EHLO» U cBoii uaeHTudukarop (5-i maker). [IpuHumato-
Ui cepBep gaeT kon 250 1 HeKoTophle CBOU MapaMeTphl (6-if maker). I[lepenaro-
IIKUA cepBep AaeT KOMaHAy «MAIL FROM» (7-if maker), 3aTeM KOMaHIy «RCPT
TO» (9-11 makeT). [IpyHUMAIOIIMI MOATBEPXKIAET TOMYCTUMOCTh 3TUX KOMaHI
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komoMm 250 (8-t m 10-if makeThl). 3aTeM TepealolInii cepBep JaeT KOMaHIy
«DATA>» (11-i1 makeT), a IpUHUMAIOIINI TTOATBEPXKIAET KOJOM 354 TOTOBHOCTD
MPUHUMATh TeKCT rucbMa (12-ii makeT). [1epenarooninii cepBep OTpaBiseT TEKCT
COOOIIeHNs, BKIOYass Bce 3aroioBku (makeTsl 13, 14 u 16). [MpuHnMaromui
rnmoaTBepxaaeT nmpueM komom 250 (17-ii maker). 3aTem repenarmvi 1aeT KOMaH-
Iy «QUIT» (18-i1 makeT), Ha 4TO TToJy4aeT Kon 221 (19-it makeT). OcTanabHble Ma-
ketwl 3aBepiiaoT TCP-coequnenne. Tak padoraeT mporokon SMTP.

MNepepatowmn MTA NpuHnmatowmn MTA

220
HELO nnn EHLO

250
MAIL FROM: <apgpec>

250
RCPT TO: <apgpec>

250
DATA

354
TEKCT coobLLeHns

250
QUIT

221

Jlocmoeeprocmo

Kaxk BumHO, Bce 3arojiloBKM coo0I1IeHUsT («From», «To» U ApYyrue) nepena-
JOTCSI B TEKCTE MAChMa, OHU MOTYT He aHaJIM3UpPOBAaThCs MPUHUMAIOIIEH CTO-
poHoii. Kyna nMeHHO cieayeT 1oCTaBUTb COOOIIEHNE, TPUHUMAIOIINT cepBep
Y3HaeT U3 KOMaHAbl «<RCPT TO», aApec B KOTOpO# He 00513aH COBMAaTh C all-
pecoM B 3arojioBke «To».

Hanunuue xakoro-imbo agpeca B 1oJie «From» UM «Reply-to» o3HavyaeT
JIMIIB TO, YTO OTIIPABUTEJb CUeJ HYXXHBIM BIHCATh Tyda 3TOT ajapec. Kakmx-
MO0 HOCTOBEPHBIX BBEIBOJOB 00 MCTOYHMKE WM OTIpaBUTeJe IMCHhMa IIpU
9TOM cJelaTh HEeBO3MOXHO. MCTOYHUK M OTIIPaBUTEb MOTYT OBITh BEIYMCIIE-
HbI U3 aHaJIM3a 3aTOJIOBKOB «Received» U COOTBETCTBYIOLIUX JIOTOB CEPBEPOB
3JICKTPOHHOM MOYTHI, KaK 3TO OIMMCAHO B IIPeABIAYIIEH TIaBe.

Ho ecnu moaTBepXneHo, UTO agpec AeCTBYIOUINIA, TO €CTh HEKOE JIMIIO MO0~
JIydyaeT OTIpaBJIEcHHEIE Ha HETO MHChMa, TO MOXHO OpaThcs 3a YCTaHOBJICHUE
BJIaJeJIbIla 3TOTO ajpeca.

Yemanoeaenue

HHH HayaJa CJaeayeT yCTaHOBUTDH TTOYTOBBIN AWK, C KOTOPbIM CBS3aH aa-
pec. 3aT€M BBISICHUTDH, KTO IMOJIB3YCTCA 3TUM IMOYTOBLIM AINIUKOM. TaK 6y)1eT
YCTaHOBJICH BJIafesIell agpeca.
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JInst ycTaHOBKM MecTa PacroJIOKeHMsI TTOYTOBOTO SIIMKa MCCIeaoBaTe/b
ycTaHaBIMBaeT NepBUYHBIN MX moMeHa. Bo MHOrMX ciydasx sSIIIMK HaXOIUT-
csl Ha 9TOM Xe cepBepe. B npyrux ciydasix cepBep nepechbliaeT MouTy Ha MHOM
cepBep, YKa3aHHBIN B €ro HacTpoiikaX. B o6oux ciydasx TpebyeTcs y3HATh 3TU
HACcTpPOWKMU, YTOOBI OMpeAeSUTh MECTOIOJIOXKEHUE IMOYTOBOro suiuka. s
9TOTO MOTpedyeTcs cofeiicTBUE MpoBaiinepa, odcayxkuBaliiero cepsep. Pac-
TMOJIOXXEHNWE TTOYTOBOTO SIIMKA TOKYMEHTUPYETCS TPOTOKOJOM OCMOTpPa HYX-
HOro cepBepa (cepBepoB) WM 3aKJIOYeHMEM 3Kcmepra. B kpaitHeM ciyyae,
MOXHO OTPAHUYUTHLCS MOJyYeHUEM MMChbMEHHOIO OTBETA MpoBalijepa Ha CO-
OTBETCTBYIOIIMIA 3alIPOC, HO 3TOT COCO0 MOKa3aTeNbCTBA HENb3sI Ha3BaTh Oe-
3YMPEYHBIM.

JlokazarenbcTBaMM (haKTa UCIOJIb30BAHUS TTOYTOBOTO SIIIUKA OTIpeaeaeH-
HBIM JIULIOM MOTYT CJIYKUTh:

@ HaJIMYMe Ha KOMITbIOTEPE ITOTO JIUIAa HACTPOEK AJIsI JOCTYIa K 3TOMY SIIIH-
Ky (BKJIIOUYast TapoJib);

@ HaJIMYMe Ha KOMIBIOTEPE 3TOTO JUIA MOJYYEHHBIX COOOIIEHUI 2JIEKTPOH-
HOM TOYTHI CO CAYyXKEOHBIMU 3aroJIOBKaMU, CBUIAETEIbCTBYIOIIMMHU O MPO-
XOXJIEHUU COOOIIEHUN yepe3 3TOT MOYTOBBIN SIIUK;

@ HaJlMyue Ha cepBepe, TIe PACHOJOXEH SIIUK, JOrOB 00 yCMEITHOM COEaN-
HEHUU U ayTeHTUDUKALIMU TTOJIb30BaTE/sI JAHHOTO TTOUYTOBOTO SIIIUKA;

® HaJIM4ue y Ipyrux abOHEHTOB COOOIIEHW OT 3TOTO J1Ila, HATUCAHHBIX B OT-
BET Ha COOOIIEHMsI, OTIIPAaBJIeHHbIE HA 3TOT MOYTOBBIN SIIIUK (B OTBETE Yac-
TO LUMTUPYETCS UCXOTHOE COOOIIEHUE, a TAKXKE CPEIM CIYyKeOHBIX 3arojioB-
KOB MPUCYTCTBYET 3aroJIOBOK CO CChUIKAMM Ha TIPEbIAYIINE COOOIIEHUS).

Ilpumepui

Tpu mpumepa Ha TeMy YCTAaHOBJEHWS Bllafefiblla ajpeca 3JIeKTPOHHOU
MMOYTHl U TOKA3bIBaHUS 3TOTO (hakKTa.

B xome paccriemoBaHUs MPECTYIJIEHUsI OBLJIO YCTAaHOBJIEHO, YTO OOHapy-
J)KeHHas Ha KOMIIbIOTepe MOTEePIEeBIIEro BpeJOHOCHAs MporpaMMa MbITaeTCs
OTOCJIaTh HEKOTOPhIE JaHHbBIE 0 3JIEKTPOHHON MmouTe. DKCIEPT 3aMyCTU 3Ty
MpOTpaMMy Ha CBOEM KOMITbIOTEpE, MapIIPYyTU3UPOBA BECh UCXOAAIINMI Tpa-
(UK ¢ Hero Ha IpPyroif KOMIBIOTEP, Ha KOTOPOM 3alyCTHJI SMYJISITOP BHEIHE-
ro SMTP-cepBepa. B pe3ynbpraTe 3KCcriepuMeHTa 00OHAPYKMJIOCH, YTO HEM3BE-
CTHas BpeIOHOCHAsT TporpaMMa OTCBhLIAET MO 3JeKTPOHHOM MOYTe MUChMO Ha
anpec user0001@pnzhost.ru. B aToMm nuceme copepkajiach KOHQUISHIIUATb-
Hasg MHOpPMAaIUs ¢ KOMITbIOTepa MOTEPIIEBIIETO.

CootetctByomias DNS-3anuce (3anmuchk Tuna MX) yka3biBaeT, YTO CEpBEpP
BXOJSIIEM 3JIEKTPOHHOW MOYTH g moMeHa pnzhost.ru mmeetr IP-aapec
133.245.254.110. Orot [P-anpec, coracHO JaHHBIM PerucTpaTopa, UCIOJIb-
3yeTcs TpoBaiinepoM® «3apeuHbIil TeleKoMm» u3 ropoaa IleHssl. Bece atn maH-
HBIe OBIJIM YCTaHOBJIEHHI IPUBJIEYEHHBIM cllenannucToM B xoge OPM «uccie-
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JMIOBaHME MPEIMETOB M JOKYMEHTOB». [1o maHHBIM 13 Whois, MOXXHO ObLITO TIpe/I-
MOJIOXKUTh, YTO yKaszaHHBII [P-ampec mcmonb3yeTcss He caMUM TPOBaiiiepoM
IJIsT COOCTBEHHBIX HYXK]I, a CEPBEPOM OJTHOTO M3 KJIMEHTOB 3TOTO MpoBaiiaepa.

Cnenan 3anpoc B 3A0 «3apeuHbiit TenekoM». ODULMaibHBI OTBET TPUIIIET
10 MOYTE JIUIIb Yepe3 TPU Heledr, HO ONePYITOJTHOMOYEHHEBIN, TTOIb3ySICh JTNY-
HBIMU KOHTAaKTaMM ¢ paGOTHUKOM MpoBaiiaepa, MOJIyIua OBICTPLI HeopUIu-
aJIbHBINA OTBET, UYTO yNmoMsIHYTHI [P-agpec 133.245.254.110 AeliCTBUTEIbHO
HCTIOIb3YETCS CEPBEPOM OTHOTO M3 KIMEHTOB 1o (hamuinnu CeMeHOB; Ha 3TOM
cepBepe OKa3bIBAIOTCS YCAyrM XocTuHTra*. Kpome TOro, MpHCYTCTBYeT yciyra
OECIJIATHOTO XOCTMHTA: KaXXIbIA XeJaloIUi MOXET MOJYIUTh MECTO ST BeO-
caiiTa ¥ SIIUK 3JIeKTPOHHOM TOYTHI. [1peamoaoXnTe IbHO, UMEHHO TaKOl 6ecT-
JIATHBIA aHOHUMHBIN SIIIUK U cOOTBeTCTBYET anpecy user0001@pnzhost.ru

ITpoBeneH ocMoOTp yKa3zaHHOTO cepBepa. B sjorax o6HapykeHbl HECKOJbKO
3aIMceil 0 TOCTyIle K MOYTOBOMY SIIMKY 1o mmportokonay POP3 ¢ IP-agpecosn
220.12.122.3, 220.12.122.16, 220.12.122.55. DTu agpeca OTHOCITCS
K OOHOMY ITyJy, KOTOPBIA, KaK YCTaHOBJIEHO, MCIIOJb3YyeTCsS MpOoBaiigepoM
«MCK-AHTeH» IJ1s1 OKa3aHUS YCIAYTU KOMMYTHUPYEMOTO JTOCTYIIA.

Janee mocnenoBan 3anmpoc K 3ToMy TpoBaitaepy. OueHb XOpOIlo, YTO MpHU
OCMOTpE JIOTOB cepBepa ObUTM 3adUKCUPOBAHBI He TOJLKO aapeca, HO M TOY-
HOe BpeMs KaXIOoro oOpalleHHUs, a TaKXKe MOTrPelIHOCTh BHYTPEHHUX YacOB
cepBepa, IMOCKoabKy IP-ampeca okazamucek mmHamudeckumn®. 1o HUM OBLT
yCTaHOBJIEH HOMep TejiehoHa abOHEeHTa.

HTak, mokasaTeabCTBAMU MPUHAIJIEXHOCTH agpeca dJIeKTPOHHOW TMOYTHI
SIBUJTUCH:

@ nnporokosl OPM 00 ucciengoBaHuy JOKYMEHTOB C yKa3aHMEM Ha «3aped-
HBIA TE€JEKOM», 3a KOTOPBbIM 3aperucTpupoBaH aapec 133.245.254.110,
sBasomuniicss MX st moMeHa 2JIeKTPOHHOI MOYTHI pnzhost . ru;

@ oTBeT OT 3A0 «3apeuHblil TeJIeKOM», TTOATBEPKIAAOIINNA UCITOJIb30BaHUE
nmu IP-agpeca 133.245.254.110 1t cepBepa KineHta CeMeHOBa;

@ TIPOTOKOJI BBIEMKH JOKYMEHTOB U U3bITHIN TOTOBOP C OJaHK-3aKa30M KITH-
eHTa CeMeHOBa;

@ nokaszanus CeMmeHoBa, Biajeiblia cepBepa, Ha KOTOPOM XHUBET ITOMEH
9JIEKTPOHHON MOYTH pnzhost . ru;

® MPOTOKOJ ocMoTpa cepBepa CeMeHOBa ¢ ¢hpparMeHTaMHU JIOTOB 00 ocyiiec-
TBJIEHUU JOCTyIIa K ITOYTOBOMY aKKayHTY* user0001 ¢ IP-angpecoB u3 mon-
cetn 220.12.122.0;

® oTBeT oT 3A0 «MCK-AHTEeH» 0 TOM, 4TO 3ampoiieHHbie 3 [P-anpeca B ykazaH-
HbIe MOMEHTHI BpeMeHU TUHAMUYECKHU BBIACISITUCH OMHOMY U TOMY € TTOJThb-
3oBaTtemo ¢ uaeHTudukaropom «av00387205» nu HomepoM TenedoHa 4580445,

@ OTBET OT TeJIe(hOHHOTO y3J1a, YTO YKa3aHHBI HOMep 3aKperuieH 3a aboHeH-
ToM KydepoBbIM, TpoxXuBaloIuM 1o aapecy: Mocksa, [IpaBobepexHast
ynuua, n. 1, KB. 2;
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@ 3aKJII0UeHHME 9KCTepTa 1o KOMITbIOTEPY, U3BITOMY IPU 00bICKE B KBApTHUPE
KyuepoBa 1o ykazaHHOMY azipecy, 0 TOM, YTO C 3TOI'0 KOMIIbIOTepa OCYyIlle-
CTBJsIICS gocTymn 1o rnpoTokoidy POP3 k cepepy 133.245.254.110, a
TakXe O TOM, UTO IJsI JocTyna B MHTepHET MCIoib30Bajics JIOTUH
«av00387205» u 3 IP-anpeca u3 nyna npoaiinepa «MCK-AHTEeH».
KoneuHo ke, He Bce MepeyurcIeHHbIE J0Ka3aTeJabcTBa 0e3yrnpeuHbl. Ko-

HEYHO, BMECTO OCMOTpa JIOTOB MPEANOYTUTEIbHO OBLIO OBl CAEIaTh IKCIIEPTH -
3y. A KpoMe OTBETOB Ha 3aIIPOChI OBLJIO ObI MOJE3HO CIEAaTh BBIEMKY JOKYMEH-
TOB Y 3TUX OTIePATOPOB CBS3Y WUJIU XOTsI OBl JOTIPOCUTH UX TEXHUYECKUX CTIeIH-
anuctoB. OQHAKO IS Hallleil pOCCUICKON MpaKTUKW U TaKas 11ermovyKa JoKa-
3aTeJIbCTB BHITJISIAUT HocTuXeHueM. HebGe3yrnpeuHasi, 3aTo 3aMKHYyTasl.

Bo BTOpOM TpuMepe 3JO0YMBINIJIEHHUK BOCMOJb30BaJICSI WHOCTPAHHBIM
MEMJI-CEPBEPOM.

B xonme pacciemoBaHMsI ejla O BHIMOTATeIbCTBE OBIIO YCTAHOBJIEHO, YTO
MOTEPNEBIINI TTOJYYUI TTPEATOXKEHNE BBIMOTATENSI TI0 3JIEKTPOHHON TouTe.
Coo0I1IeHue npuILIo ¢ aapeca vera3456@yahoo.com (3TOT aapec ObLT yKazaH
B mnoJyie From). [ToreprieBiiunii BCTYyNnua B MepenucKy, MOJb3ysSCh YKa3aHHBIM
aZpecoM, U TOJIyYrJI HECKOJIbKO OTBETOB Ha CBOUM MUCHMa.

[MorepmneBnii mepenan Ha 3KCIEPTU3Y CBOM KOMITbIOTEP, TAe XPaHUJIUCH
COOOIIIeHUSsT, TIOJyYeHHbIe U OTIpaBJeHHbIE UM. B omHOM M3 cOOOIIeHU ! BbI-
Morartejisi B 3arojoBkax umeicsi IP-ampec ero momaiiHero KoMIibloTepa
217.225.194.202 (mpouMe COOOIIEHUs] OH OTIPABISI C MCIOJb30BAHUEM
aHOHMMU3UPYIOIIETO TPOKCU-CcepBepa*).

IIpu monyyeHuu meHer BbIMOTaTesdb ObLT 3amepxXaH. [Ipu oObicke y Hero
U3BSAT KOMITbIOTEP. DKCHepTu3a oOHapyxXuiaa Ha HeM ¢parMeHThl apXxuBa I0-
JIYYEHHBIX U OTIIPABICHHBIX COOOINEHUN 3JIEKTPOHHOU MOYTHI, CPEIU KOTO-
pBIX HaUUJIMCh M COOOIIEHUS OT TOTEepIeBIIero, alpecOBaHHBIE Ha
vera3456@yahoo.com, ¢ KOTOPOTr0O OHU aBTOMATHUYECKHU MEpEHATPaBIAIUCH
Ha aapec BbIMOTaTesl.

[MonyuuTth MHpOpMaLIMIO OT 3apyOEKHOTO OTlepaTopa CBSI3U, MOAAEPKMBa-
IOIIEro MOYTOBBIN SIIUK B JOMeHe yahoo.com, 0Ka3aJloCh HEBO3MOXHO.

[IpuBNeYeHHBIN CyIOM CIELUATUCT COMOCTABUII COOOIIEHMS, HaliIeHHbIE
9KCMEepTaMM Ha ABYX KOMITbloTepax (MOTepIieBIIero U MOACYIMMOTO0), U cle-
Jlan BBIBOM, YTO TTOJIb30BaTEIb BTOPOTO KOMIIbIOTEpA AEMCTBUTEIbHO TTOJydas
T€ COOOIIEeHMsI, KOTOPbIE OTIPABIISIJIMCH MOJIb30BaTEJIEM IIEPBOTO KOMITbIOTEPA
Ha agpec vera3456@yahoo.com.

Hrak, nokasaTeabcTBaMU TPUHAIJIEXHOCTU aapeca 3JIEKTPOHHOMN IMOYTHI
SIBUJTUC:

® M0Ka3aHMs MOTEPIEeBIIEro 00 OTIPaBIEHUU U MMOJTYYEHUN TTHCEM;

@ 3aKJIIDYEHUE DKCIEePTa MO KOMIbIOTEePY MOTEPIEBIIETO;

@ 3aKJIFDYEHHE BKCIEePTa Mo KOMIbIOTEPY MOA03PEBAEMOTO0;

@ 3aKJIFOUYEHHUE CITeIIMAIICTa O COMOCTABICHUM JAHHBIX U3 3TUX JBYX 3KCIEPTU3;
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® KOMILJIEKC J0Ka3aTeNbCTB, YCTaHOBMBIIWI TpuHamiexHocTh [P-ampeca
217.225.194.202 K KOMITbIOTEPY TOJI03PEBAEMOTO.

3nech Obla OMyIlleHa TPEThsl «TOYKa OMOPBI» B JIMIE TTOUTOBOTO CepBe-
pa npoBaiinepa. eno onupanoch Ha COBMageHe COOOIIEHU HAa KOMITbIO-
Tepax OTIMpPaBUTEsI U moJiydyaTteyas. Bo3aMoOXHO, MpU OTCYyTCTBUU MHBIX TO-
Ka3aTeJIbCTB BUHBI IBYX «OTIOp» U He xBaTuJio Obl. Ho 3amepxxaHue BoIMoTa-
TeJisl TIpU Tiepeaayde JeHer He OCTaBJSIO Y CJAEACTBUS U Cyda HUKaKUX COM-
HEHUM.

TpeTuit mpumep OyaeT, TaK cKa3aTh, HETATUBHBIM.

IIpu pacciemoBaHuM cObITAa HOMEPOB OAHKOBCKMX KapT M TOIIEIbHBIX
0aHKOBCKMX KapT OBLJIO YCTAaHOBJIEHO, YTO ITOJ03peBacMblil OCYIIECTBIISIT
KOHTAKThI ¢ TTIOKYIATeJSIMU TIPU MOMOIIU 3JIeKTPpOHHO# mouThl. [Ipu aTomM oH
HNCIIONIb30BaJl aapec bigbuyer@l23card.com — IPUHUMAJ COOOIIEHUST Ha
STOT afpec M OTIHPABJISLI OTBETHI C HETO.

CrieumaaucT yCTaHOBMII, UTO CEPBEP JIEKTPOHHOM mouThl (MX*), cooTBe-
TCTBYWOIIMI  TMOYTOBOMY JAoMeHY 123card.com, wumeer IP-anpec
80.12.254.4, U 3TOT aapec ucnoJb3yercs mnpoBaitmepom «Condor-Net
GmbH» u3 I'epmanun. Tor xe IP-agpec mpucyTcTBOBaI B 3aT0JIOBKax CO00-
LIEHWIA, TTOJyYEeHHBIX OT MOJA03PEBAEMOTO.

OmnepaTUBHUKMU MTOCUYUTANIM, YTO TO3Ke, KOTaa OyaeT Bo30yXIeHO yTrojoB-
HOE [IeJIo, Y MpoBaiaepa MOXHO OyIeT MOJyYUTh CBEIeHUS O KJIMEHTE U JIOTU
MOCTYIA K aKKayHTY W CBSI3aTh TAKUM 00pa3oM ajapec bigbuyer@l123card.com
C TIOJ03pEeBACMbIM.

OaHako Korja JeJio JOILJIO 10 MOoJyYeHUsI CBEIeHU O KJIMEeHTe TpoBaiiae-
pa «Condor-Net GmbH», o6HapyXunoch, YTO HaHHBIA KJIUEHT BOCIIOJb30-
BaJICs yCIYroi apeHAbl BUPTyaJlbHOIO cepBepa. Bce HacTpoiiKu Takoro cepse-
pa KJIMEHT JieJlaeT caMOCTOsITEIbHO. Bce oru, oTHoOcsIMecs K 2JeKTPOHHOM
o4YTe, MOTYT JIeXaTh TOJIbKO Ha cepBepe KiueHTa. [IpoBaiinep ke He JIOTUpPY-
eT CeTEeBYI0O aKTMBHOCTh KJIMEHTOB, KpOoMe yueTa oOmiero oorema tpadpuka. K
MOMEHTY, KOrja HeMmellKasl TOJIULUS TpoBejia Mo TMOPYYEHUIO POCCUICKOM
CTOPOHBI CJIEICTBEHHbIC NECTBUS, BCE CONEPXKUMOE BUPTYaJIbHOTO cepBepa
OBLTO yXe KIMEHTOM (MJIM KeM-TO IpYruM) BeruuiieHo. Hukakux soros (eciamn
OHU BOOOIIIE BEJIMCh) HE OCTaOCh.

JloroBop MexXay mpoBaliiepoM M KJIMEHTOM 3aKJlouajics 4epe3 akKLemNT
myoauvaHoO# odepThl, pa3MellleHHO Ha BebO-caiiTe, a orjara Mpou3BOaAMIACH
KPEIUTHOM KapToil. YKa3aHHbIe KJIMEHTOM JaHHBbIE 0Ka3aJMCh BBIMBIIIICH-
HBIMU, a UICIOJIb30BaHHAas KapTa — uyxoii. TakuM o6pa3om, He ObLIO Jaxe 10-
Ka3aTeJbCTB TOr'0, YTO MOA03PEeBAeMbIl TTOJIb30BAJICS apeHIOBAaHHBIM cepBe-
poMm 80.12.254.4.

Ha xommbloTepe y mogo3peBaeMoro 3KCrepT He OOHapyXuJ CJIeI0B B3au-
MOOEUCTBUS C cepBepoM 80.12.254.4 Wwin coobIeHU ¢ agpecoM bigbuy-
er@l23card.com.
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JoMeH 123card.com ObLI 3apETMCTPUPOBAH HA UM OJHOTO U3 COOOIIHU-
KOB ITOJ03peBAEMOTO, OHAKO 3TOTO HEAOCTATOYHO, YTOOBI TOKA3aTh UCTIOb-
30BaHME TTOJ03PEeBaeMbBIM YKa3aHHOTO aJpeca dJIEKTPOHHOM MOYTHI.

B pesynbrare u3-3a HEBO3MOXHOCTH IOKA3aTh MOJIyYeHUE U OTIPABKY I10-
J03PEBAEMBIM COOOIIEHUI 3JIEKTPOHHON IOYTH MPHUILIOCH YTOJOBHOE JENO
MIPEKPATUTD.

Kennorepbi

Keiinorepamu (keyloggers) Ha3bIBalOT ycTpoiicTBa (MporpaMMHbIE WX arl-
ITapaTHBIE) IS TepexBaTa CUTHAJIOB C KJIaBUATYPHI, TO €CTh ISl 3aITUCH TTOC-
JIETOBATETLHOCTH HaXXaThIX TTOJTb30BaTeIeM KJIaBUIII.

BonpmmHcTBO Maposieir Habupaetcs: ¢ KiaBuatypbl. C Hee Xe BBOIUTCS
GoJTbIIast 9acTh MEPEMUCKH, TePCOHATbHBIX TaHHBIX U WHOW MHGpOpMalnu,
KOTOpasi MOXeT MHTEPECOBATh 3JIOYMBINIJIEHHUKOB. [ToaToMy c60op mHbOpMa-
IIMA O HaXaTbIX KJIaBHMIIAX SBIseTCA 3(D(HEKTUBHBIM CITOCOOOM COBEPIIEHUS
Pa3TUIHBIX KOMITBIOTEPHBIX MPECTYTIICHUIA.

Hapsny ¢ aTum Keitjorep MOXeT CIYXKUTh MHCTPYMEHTOM TSI IIPOBEAEHUS
OPM.

Keiimorep MOXXHO OTHECTH K YCTPOUCTBaM ABOMHOTO Ha3HAUeHUS. Y HETO
€CTb PsI JIeTaIbHBIX TPUMEHEHWI: OTCICKMBAHUE BIANe/IbIleM ClydaeB Heca-
HKIITMOHWUPOBAHHOTO MCITOJTB30BaHMST €TO COOCTBEHHOTO KOMITBIOTEpA, apXu-
BUpOBaHME MHGOPMAIIMU TTOTh30BaTesI Ha CIyJait ee yrpaTsl pu c6osx. Tem
He MeHee OYEBUIHO, YTO OCHOBHBIM IpeIHAa3HAYeHUEM KEeIIOTepOB SABISIETCS
CKpBITHOE (HeTJIacCHOe) ToJiyueHre NHGhOopMaIlnu.

Annapamnuboie Keiir0zepol

OHU BBINOJHEHHI B BUIC TICPEXOOHUKA, KOTOprﬁ BCTaBJIACTCA B pa3pbIB
KJIaBUAaTypHOTIO Kabensg. beiBaioT arrrmapaTHbIC YCTpOﬁCTBa, KOTOPbIC BCTPOC-
HBbI HCITOCPEACTBECHHO B KJIaBHUATypy.

Annapamnuuie Keiinoeepvl. Bcmaeastomcest 6 pazpole mMexcoy Kaaguamypoi
u cucmemHbim 610Kk0M. He moeym 6bims demekmupogarnvl NPOSPAMMHBIM CROCOOOM,
3aMo 1e2K0 0OHAPYICUBAIOMCS GU3YANBHO
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CoBpeMeHHBII Keiljorep UMeeT BCTPOSCHHYIO MaMsITh Ha COTHU KHUJIOGAMT
WA HECKOJIbKO MeTabaiiT, cobpaHHYyI0 MHGOpPMAILIMIO XpPaHUT B 3alInGpOBaH-
HOM BuIe. B3anmonmeiicTBue ¢ «XO3IMHOM» OOBIYHO CTPOUTCS Ha TOM Xe ca-
MOM MHTepdeiice, TO eCTh MPU TMTOMOIIM KJIaBUATYPhl, B KOTOPYIO OH BKJTIOYEH.

JI1060ii xenatonuit MoxeT 6e3 GopManbHOCTEN MPUOOPECTU armapaTHBIN
keftnorep no ueHe 150-200 gonnapos.

Ilpoepammmuuie keitrocepot

Takue IIporpaMMbl JOCTYITHBI KakK 3a OJ€HbI'M, TaK N oecrutatHo. Kak npa-
BUJIO, OHU BBITTOJTHCHBI ITO TEXHOJOTUAM, UCITOJIB3YEMBIM B TPOAHCKHUX ITPOT-
paMMax, KaKOBbIMHU, ITO CYTHU, N ABJIAKOTCA.

BoabmuHCTBO MporpaMMHBIX KeHJIOrepoB OYIyT MPU3HAHBI BPEIOHOCHBI-
MU nmporpamMmmamMiu, InOCKOJIbKY l'[pI/ICHOCO6J'IeHI)I JJI CKPBITHOTO BHEAPCHUA N
He3aMeTHOM ISl TToJIb30BaTelst paboThl. OMHAKO HEKOTOPHIE U3 HUX, UMEIO-
II1e «OTKPBITHI» PEXUM, TOOPOCOBECTHBIN 3KCHEPT BPEIOHOCHON MTporpam-
MOW HE MPU3HAaET.

Muorue IIporpaMMHBIC KCﬁHOFepBI NUMEIOT AOINOJHUTEIbHBIC (l)yHKHI/II/I —
3alluChb )IBPI)KCHI/IIZ MBI U CHATUC CKpI/IHI_HOTOB*.

MuTepHeT-NnOMCK Kak veton OPJ]

[ Havasia HECKOJIBKO MPUMEPOB.

IMoreprneBIIMM OBLIO MOJYYEHO MO BJIEKTPOHHON MOYTE MUCHMO C MPEIo-
>KEHUEM TepeBeCTU HEKYIo cyMMy uepe3 cuctemy «WebMoney» noa yrposoit
pasrialnieHust JTaHHBIX 00 YSI3BUMOCTH ero BeO-cepBepa. BrIKym npemaraioch
MepeBecTr Ha cyeT (Kolieaek) HoMep Z18364577. [Toka onuH orepaTUBHUK
BBISICHSIJI Y COTPYAHUKOB TIJIATEXXKHOW CUCTEMBI, KEM HUCITOJIb30BaJICS 3TOT CYeT,
Ipyroii BBEN CTPOKY «Z18364577» B MOMCKOBOI cucteMe. OKazanoch, 4TO
9TOT HOMED KollleJibKa yxe 3acBeueH B MHTepHeTe. OnUH MOIb30BaTENb Kal0-
BaJICs, YTO MEPEBEJ HA HETO NEHBIW B OTIATY 32 HEKYIO YCIYTy, HO O0€IaHHOM’
YCIYyTH He Toay4yusi. TakuM oOpa3omM HallleJcsl BTOpO# MOTepIeBIINii, B nejie
TMOSIBUJICS BTOPOW 3TMU30/ U TOTOJHUTEIbHBIE 1OKA3aTEIbCTBA.

IMocTynuno 3asBieHue o kiaeBeTe. HeusBeCTHBIN 3J0YMBIIIIEHHUK pa3-
MeCTUJ Ha BeO-dopyMe nHGopMalnio, TOPOYAILYIO AeJTOBYIO PEMyTaLUIO MO-
Tepnesuiero. K coxaneHuio, He ynajloch YyCTaHOBUTh, ¢ Kakoro IP-ampeca
MPOUCXOAUIIO pa3MelieHne MHDOopMaluu, MOCKOJbKY 3JI0yMbIIIJIEHHUK BOC-
MOJIb30BAJICSI aHOHMMHBIM MPOKCH-CepBepoM. Toraa onepaTUBHUK Mpearo-
JIOXKWJI, YTO TPECTYIMTHUK MOT Pa3MECTUTh TY K€ MHMOPMAIIMIO U Ha UHBIX UH-
TepHeT-pecypcax. OH BBeJ XxapakTepHylo dpasdy M3 pa3MelleHHOW CTaTbu B
ITOMCKOBYIO CUCTEMY M Hallesa ABa Ipyrux Bed-¢dopyMa, Ha KOTOPBIX, MO-BU-
IUMOMY, TOT € 3JIOYMBIIIIEHHUK pa3MecTWJl Ty Xe nHdopMmaluio. Bo Bcex
cJly4dasix OH BOCITOJIb30BaJICSI aHOHUMU3UPYIOIIMM NTpoKcHU-cepBepoM. OnHa-
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KO Ha OJHOM M3 HaWIeHHBIX POPYyMOB, KPOME BBIIIEONMUCAHHOTO KJIEeBETHU-
YeCcKOoro MaTepuana, Oblj1o OOHapyXkeHO ellle HECKOJIbKO MTOCTUHTOB (CcTaTeit),
CyAs MO MX COAepXaHWIO, pa3MEIIEHHBIX TEM Xe YyeJoBeKOM. PazMmeleHHBIX
yXe 6e3 UCIob30BaHus MPoKcH. [1o HUM-TO onlepaTUBHUKM W BHILIJIM HA UC-
MMOJTHUTES.

ITono3peBaemblii B MOIIIEHHUYECTBE Kapaep®, 3amepXaHHbIH B MocCKBe,
OBLJT OTITYIIEH IO/ MOATIUCKY O HEBBIE3/IE M HEMEMIJIEHHO CKpblIcs. OnepymnoJ-
HOMOUEHHBII IS po3bIicKa MOJ03peBaeMOTO HallleJ B Jiejie HECKOJILKO ajpe-
COB BJICKTPOHHOM MOYTHI, KOTOPHIMU TOT IMOJIb30BaJICS B pa3zHoe Bpewms. [lo-
uck B MHTepHeTe 1Mo 3TUM anpecaMm cpear MpOoYuX pe3ysibTaTOB IMPUHEC OJHO
00BsIBJICHUE O MpOoAaxke HOMEPOB KPeAUTHBIX KapT. O0bsIBIIeHUE OBIJIO pa3Mme-
LIEHO JIaBHO U SIBHO HeaKTyalabHO. OJHAKO KpOME ajapeca 3JIEKTPOHHON TMoyY-
THI B 0OBSIBICHUH OBLT YKa3aH IJIs1 KOHTaKToB Takxke HoMmep ICQ*. OnepaTus-
HUK TIPEAIOJOXUI, YTO IMOJA03PEBAEMBI MOXET JO0 CHX TOp TOJb30BaThCs
5TUM HOMepoM. OH BBeJl HOMEpP B KOHTaKT-JUCT cBoero ICQ-kineHTa u ctaj
XIaTh, Korja aOOHEHT «BbIHAET B 3(GUp», TO €CTh OydeT 0003HaUYeH Kak
«online». Yepe3 HecKONbKO Hemesb 3TO ciaydusioch. [lomo3peBaeMbiit ctan
oJb30BaThcs cBOMM HoMepoM ICQ moutn exxenHeBHO. OTlepaTUBHUK MBITAJI-
cs1 ompenenuth [P-anpec, ¢ koToporo nmomo3peBaeMblii coeanHsIETCS, HO 6e3
MPSIMOTO KOHTaKTa ¢ HUM 3TO 0Ka3aJoCh HEBO3MOXHBIM. ToTna onepyrnojiHO-
MOYEHHBI1 BTOPUYHO OOpaTUJICS K MOUCKOBOW CHCTeME W CTal MCKaThb, TIe
emre ynmomuHaetcst Homep [CQ nmomgo3peBaemoro. M Halien oTHOCUTENIBHO CBe-
Xee oObsIBJIeHUE, Kacalolleecss opranu3anuu DoS-atak Ha cepBep. DTo naiio
MoBoJ, 111 KoHTakTa. OnepatuBHUK 1o [CQ BhIIIeN Ha KOHTAKT C TTOJ03peBa-
eMBbIM U €XeTHEBHO 00IIajcs ¢ HUM, TTOJIb3YsCh HallleHHBIM mpeyioroM. [1pu
obmeHe coobueHussMu 1o [CQ ecTh BO3MOXHOCTD onpeaeauTts [P cobecennu-
Ka (TpaBaa, He BO Bcex ciydasix). B TedeHre HECKOJNIBKUX THE OOIIeHUs B Ka-
yectBe [P momo3peBaemoro merekTupoBaicst aapec socks-cepsepa*. Ho on-
Haxabl BeIcBeTUIICST [P-anpec, moxoxuit Ha peanbHblil. OH YUCAUIICS 3a rep-
MaHCKUM TipoBaiimepoM m3 ropoma ®pankdypr-Ha-Maitne. CorjlacHO MaTe-
puanam jaena, y oao3peBaeMoro B 3TOM ropojie XuJl poaCcTBeHHUK. danbHeli-
mee ObUTO JIejoM TexHUKHU. Uepes mpoBaiigepa yCTaHOBUIIM ajapec, W depes
HECKOJIbKO JHEW HeMellKasl MoJUIIUS Moao3peBaeMoro apectoBana. He nmpor-
JIO ¥ rojia, Kak oH ObLI 3KcTpaaupoBaH B Poccuio.

[TouckoBbie cucteMbl B MHTEpHETE CTaIM HE TOJIbKO OCHOBHOM «10pOTOit
B CEThb» JUISI OOBIYHBIX MOJIb30BaTENIel, OHU TaKXXe IMPOKO UCITOJNb3YIOTCS 3J710-
yMbIlIUIEHHUKaMu. [Ipu moMolyM MOMCKOBBIX CUCTEM 3aBJIEKAIOTCSI XEPTBbI
Ha BeO-caliThl MOIIEHHUWKOB. [IpM MOMOIIM MOMCKOBBIX CUCTEM HaXOISTCS
KaK cBelleHHsI 00 YSI3BUMOCTSIX, TaK U CepBepa, UMEIOIIME 3TU YSI3BUMOCTH.
[Ipu moMoIIM MOUCKOBBIX CHUCTEM MAacCKHUPYeTCs MECTOIOJIOXEeHUEe Beb-caii-
ToB. [IpU MOMOIIIM TOMCKOBBIX CUCTEM OTIPENEISIIOTCS TIEPCIEKTUBHBIE CIOBA
st kubepckBoTTuHra*. M tak nanee. B paboTe crielinajinMcToB Mo 3alUTe UH-
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¢dopmManuu MOMCKOBBIE CUCTEMBI TaKXe MCITONb3YIOTCS mupokKo. [Toyemy Obl
He MCIMOJIb30BaTh UX U B OllepaTUBHOM paboTte?

JIst KpUMUHATUCTUKU TMMOVCKOBBIE CUCTEMBI TIPEACTABIISIOT OOJBIION UH-
Tepec, MOCKOJIbKY B HUX TaKXKe MOXXHO OOHApyXUTh ciienbl. OueHb MHOTHE BU-
IIbl CETEBOI aKTUBHOCTH OCTABJISIIOT CJIeNl B TOMCKOBBIX cucteMax. M aToT cien
He TOJIBKO TpOoIlle HATHU, HO B psijie CliyyaeB OH JAEPKUTCS B 0a3e JaHHBIX T10-
WCKOBUKA TOJIbIIIE, YEM B OPUTHUHAIBHOM PACIOJOXEHUH.

Hampumep, B xole OZHOTO TPaXIaHCKOTO Aejla O HapyIIEHUU aBTOPCKUX
MpaB MCTEeI CMOT A0Ka3aTh (haKT pa3MelleHUs] OTBETYMKOM TPOU3BEAEHUS B
CEeTH, XOTsI OTBETYMK K TOMY MOMEHTY yXXe ycres yopath ero ¢ Beb-caiita. Ho B
0a3e JaHHBIX IBYX MOMCKOBBIX CUCTEM TepBOHAaYalbHas BepCUsl caiiTa OTBET-
YyUKa ocTajach. 3aBepeHHbIe HOTAPUYCOM paclevyaTKU CTPAHUI MOUCKOBBIX
CUCTEM C K3IIMPOBAHHBIM COJEPXMMBIM CaiiTa OTBETYMKA MPU3HAHBI CYyIOM
IOCTAaTOYHBIM J0KAa3aTeJIbCTBOM TOTO (haKTa, YTO B MPOIIJIOM IPOU3BEAEeHUE
pasmenianoch B CeTu U ObLIO OOILENOCTYITHO.

Takke TMOMCKOBUK TI0JIE3eH s ApyTUX 3afaady. Hanpumep, maist AeKOMITU-
asiiuu mporpaMm. C 1iebio UcciaeaoBaHusl mporpamMM st OBM, noctymHbIX
UCCJIE0BATENI0 TOJIbKO B BUJE UCTOJHSIEMOTO (00beKTHOr0*) KoJa, MOXHO
BOCIOJIb30BaThCS neKoMnuiasitopoM. Ho mpobiiema B TOM, 4TO BOCCTaAHOBJIEH-
HBIIf TAKUM 00pa30M MCXOIHBIM TEKCT* MaJOIMOHSTEH /ISl YeJIOBeKa U He CO-
OTBETCTBYET MCXOIHOMY TEKCTY, M3 KOTOPOTO ObLI cAejlaH OOBEeKTHBIN KOI.
T'oBopsT, uyTO OTMepalus KOMIUJISIIIMM UCXOIHOTO TeKCTa HeoopaTuMa. Bmec-
TO AEKOMITUJISIIMM MOXHO ITPOBECTH MOUCK B MHTEpHETEe Ha MpeaMeT UCXO/I-
HOTO KOjia 3TO# Xe TporpaMMbl [57]. 310yMBINIIJIEHHUK, CKOpee BCeTo, He Ha-
nucajl CBOIO MPOrpamMMy € HyJIsl, a MO3aMMCTBOBAJ €€ LEJTUKOM WJIM HEMHOTO
MoIMGUIIMPOBAJ YYXYIO TPOrpaMMy, B3SIB €€ U3 TOTO Xe ucTouHuka — u3 Ce-
T1. HeBO3MOXHO MO MCTOJHSIEMOMY KONy BOCCTAHOBUTb WCXOMHBINA KOI*
IMporpaMMbl Ha aJITOPUTMUYECKOM sI3bIKE€ BBICOKOTO YPOBHSI, HO BO3MOXHO
loKas3aTh, YTO HaWOEHHBI MCXOMHBIN KOJ COOTBETCTBYET MMEIOIIEMYCSI MC-
MOJIHAEMOMY KOJY.

C npyroit CTOpOHBI, CO CTOPOHBI MOMCKOBO CUCTEMBI TOXE MOXHO BECTH
OMepaTuBHO-PO3BICKHYIO NeSTeJIbHOCTh. MK ToslyyaTh JaHHbIE B XOJ€ Clie/l-
CTBEHHBIX neiicTBuii. [TouckoBasi cuctemMa MOXeET MPOTOKOJIUPOBATh U cOXpa-
HSATb BCe HAeiicTBUS Tojib3oBaresi. O0beM 3Toil MHOOPMALIMK OTHOCUTEIBbHO
HEBEJIMK, MOATOMY XpaHUTh €¢ MOXHO 0e3 OCOOBbIX 3aTpaT Ha MPOTSIXKEHUU
HecKoybkuX JieT. Cyas 1Mo BceMy, TOMCKOBUKH TaK U JiealoT.

Kornma u Kakue MoucKoBbI€ 3alIpOChl OTIPABJISI MOJIb30BaTelb, 10 KAKUM
U3 MOKA3aHHBIX EMY CChUIOK MEPEXOUI — ITU CBEJAEHUS MOTYT ObITh MOJIE3HBI
B OPJI ¥ mOCyXUTh KOCBEHHBIMU 10Ka3aTeJIbCTBAMM MO YTOJOBHOMY JIEJTY.

[TouckoBasi cucteMa uaeHTUGULUPYET MOJIb30BaTENsI IO cookie-daitny, a
TakXke JIpYyruM AoCTynmHbIM yepe3 mporokos HTTP mapamerpam (IP-ampec,
Bepcus 6paysepa u OC, s3bIK, MECTHOE BpeMs U T.J.).
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ITo HeKOTOPHIM YTrOJIOBHBLIM J€jIaM, OOHAPYKUB Ha KOMIIbIOTEPE MMOJ03pE-
BaeMOro cookie OT MMOMCKOBOI CUCTEMBI, MMEET CMBICT 3aTpebOBATh MPOTOKOJ
NEeNCTBUII 3TOr0 MOJb30BaTeNsl y aIMUHUCTPpALMK TMOMCKOBUKA. [Ipu 3TOM
HYXHO OyIeT IpeIoCcTaBUTh colepkuMoe cookie m mapaMeTpsl Opay3epa. Pa-
3yMeeTcs, MOoTpedyeTcs cyneOHass CAaHKIIUS.

3aknouenuve K paspeny 2

Mpbl paccMOTpenu HeKOTOpble, Haubojiee 4acTo YMoTpedJisieMble BUIbI
OMEePaTUBHO-PO3BICKHBIX MEPOIPUATUI TTO KOMIIBIOTEPHBIM MPECTYIICHUSIM
W METOJIbI UX TIPOBEICHMUS.

B nopapnsiionieM GOJBIIMHCTBE CydaeB IJIsl TPOBEICHUS TaKUX MEPOTIpU-
SITUI He TpeOyeTcs CnelralbHOr0 000pyIOBaHMS WJIM CIIELIMAIbHBIX TIporpa-
MMHBIX CpencTB. BrosHe 1ocTaTo4YHO OOBIYHBIX CPEACTB, UMEIOLIUXCS B pac-
MOPSIKEHUHU JII0OOTO orepaTtopa CB3U. 3aTo crelMalbHble 3HAHUSI HEOOXOAU-
MBI BCerjaa.

ABTOD enie pa3 xorea Obl 00paTUTh BHUMaHME, UTO CIiellMajbHble 3HAHUS
TpeOyIOTCS He TOJIbKO, YTOOBI MTPaBUJIBbHO COOMPATh U JOKYMEHTUPOBATh JOKa-
3arenbcTBa. CrielMaabHble 3HAHUST HYXXHBI, YTOOBI 3HATh, TJIe UMEHHO 3TH J10-
Ka3aTeJbCTBa MCKATh. YCTPOMCTBO cOBpeMeHHbIX DBM M KOMITbIOTEPHBIX Ce-
Teil HaCTOJILKO CJIOXKHO, UTO CleJbl Pa3UYHbIX NEHCTBUI OCTAIOTCS B CaMbIX
HEOXMAaHHBIX MecTaX. HeoxkumaHHBIX — 111 OOBIYHOTO TMOJIb30BaTesI. A ISt
crnenuanucTa, ryooKo 3HAINIEro yCTPOUCTBO CeTeil, — BMOJIHE OYEBUIHBIX.
W yem rnybxe ero 3HaHuUsl, TeM 0osiblie HUGPOBBIX JOKA3ATEIbCTB OH MOXET
0OHapyXWThb.
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